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RPEXHEHFTER NENEZHTRIE. ERFERRITE
i, WABNE#TEEM. XHBEIELENIEMIRER MU
ERPREFTFEE. BRATONMRZRIEBITE Linux 5L,
P& B #A A Windows RS T ERTMBIE. SR, HBIME
H—PETF Windows HIIERRS BB R —MRIFHEE, BAE
FMMEF, RANRE Linux RETEERR PE XHNHFE
BHBIENT . EREE—R, BAHETR PE XHHRFEEMN
k.

B 21 sIBEFHEMETIXH (2], ZELRENMLRIT PE
XHHFIEBNGE, TEEMNEENRER

(1)PE X4 L #RHY B IE AR, #¥EEZ (Data Directories) #9
BRI, A% % HK Security Directory), 8§ & T E BRI Certificate
Table) 7& PE XX-HEIRI B AN,

() IEBRT, EREE—1 8 FHHLBURFE

TE X E R HR.

PKCS#7[3]

SkEPEX T :
1~4 5~6 7~8
RMKE IEBIRA e

s RIKE : LPMEZHIENEKE

o FBERA : EI0% 0x0200 (WIN_CERT_REVISION_2)

oiFf P X A % M % 0x0002 (WIN_CERT_TYPE_PKCS_
SIGNED_DATA)

Typical Windows PE

File Format Authenticode Signature Format

PKCS#7

MS-DOS 2.0 Section
contentinfo

PE File Header Set to SPCindirectDataContent, and

contains:
* PE file hash value
* Legacy structures

Optional Header

Windows-Specific Fields
Checksum certificates
Includes:

o X.509 certificates for software
publisher's signature
e X.509 certificates for timestamp

Data Directories

Certificate Table signature (optional)
Signerinfos
Section Table (Headers) Signerinfo
- Includes:
Section 1 « Signed hash of contentinfo
- « Publisher description and URL
Section 2 (optional)
« Timestamp (optional)
Timestamp (optional)

Section N
tion A PKCS#9 counter-signature,
Certificate Table stored as an unauthenticated
= e attribute, which includes:

bCertifi binai * Hash value of the Signerinfos
(contains Authenticode signature
signature) * UTC timestamp creation time
« Timestamping authority
Remaining content signature
(] Objects with gray background are omitted
from the Authenticode hash value

Objects in bold describe the location of

Boin the Authenticode-related data.

Bl 2.1 Windows PE g alE (A3 & B
@) ERFIEFETEEET PEXMHH Hash &, EARMGEH
ERFERMNESR, MK X509 v3ERAIEH. PE X Hash iy
HEAEEE 21 fREETFNMD, BNERBRRABTIER XA
% Hash {&.
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=. [iF Openssl| BiEHFEZ
M PE XS EIE R EUER, B TRBFENHHATRIE.

BETREN, T L—PPRNIFRENEBEIEEITRAN BRI
TEREAE: —2 PKCSHT, X500 EEX LA FARAXEERE
TrEREY, MESNRAISEER T IR A3 Openssl Sk 5e kAT FLE IEAY TE,
MiGeid WX LS F 40T AILZE .

THEHEENB—TEMAERNEE Openss| E & K IEL 2

(1)PKCS7 *d2i_PKCS7(PKCS7 **a, unsigned char **pp,
unsigned int length)

R EAHIYEAR INE PKCST SignedData ####E. *a AR
EARNER, TIUEANULL, REGENEIBRINR ; “pp HERE
FRBUBRMIET ; length AEBEIEKE,
THTTRMRAT PE XHFRITT 315

RN EENER E—

(2)X509_STORE *X509_STORE_new(void)
ZRE AT LIE X509_STORE WK, Z&ETIREEM.
(3)int X509_STORE_load_locations(X509_STORE *store,
const char *file, const char *dir)
ZERHAER A MBETEIES, ARRIEZRIES. store B)
X509_STORE_new R # EIZMXT K ; file HIMEAXHZ ; dir A
MEEFRRE.
(4)int PKCS7_verify(PKCS7 *p7, STACK_OF(X509) *certs,
X509_STORE *store, BIO *indata, BIO *out,

int flags)
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BANREHMERIESRNRRET, THFERNB—TEXSE:

*p7 EN4{E F d2i_PKCST7 ME R4S

ccerts hy—EARERER/FIUEBMIERE, TEA p7->d
sign->cert

estore ATFIERCENR

sindata WEEBMHIE; XEMHAERESR FEITE—T
buffer 8915, Sifx Openssl ELMTTEM, REMAMUTRIDL
H—TRIT] :

unsigned int asn1_simple_hdr_len(const unsigned char *p,
unsigned int len) {
if (len <= 2| p[0] > 0x31)
return 0;
return (p[1]&0x80) ? (2 + (p[11&0x7f)) : 2;
}

int seghdrlen = asnl1_simple_hdr_len(
p7->d.sign->contents- >d.other- >value.sequence- > data,
p7->d.sign->contents->d.other- >value.sequence->length);

BIO *indata = BIO_new_mem_buf(
p7->d.sign->contents- >d.other- >value.sequence- >data + seqhdrlen,
p7->d.sign->contents- >d.other- >value.sequence- > length - seqhdrlen);

cout AHIHAAESAR buffer

oflags 2 FASRIEBWIERIEMN LIRS . TENBRA flag:

1)PKCS7_NOVERIFY, Rr%ZHIEBERHITETHERIT.
EXUEIEBCENERT, TUREXMRE.

2)PKCS7_NOCHAIN, FRBRTEZHFIES, HtbAr8amiE
BN untrusted CAs £ F, LR BREEMSEHLAE
BETEIEBCEFR. EXFMBAHN BT ZirS, RR2EL PE
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XARET S A HMIE B ITRAEARIER M, WRARBULIRS, M
SSHRIERE. RO E AT HFL PE X EWRE TXMINR.
IR, MEARIE R M EMIEBRRIZH AR EERES,
42 Openss| #y BUG, g 2INMEREA. Eitt, &
BERS, SRFERNRIEZERIE RE-EAITRERMIE
PAEBERIE. 2z, BREZFRS, G207 IR BRI,
- QIETEIER EE

MNE—THRBTM, MERZEAETERCE tstTii
FEEENRIE. Y%, THEACARSHBIHEAR, BHR
EERAEABBIENERT, SHAEFIEEEBCEN. BTk
HMEHHRE LA, & Windows REHHNITEIERS
Hi 2 Linux Zgehk, BENUTIANSE:
(1) Bt Windows R HEYRIFIES

=]

“Win + R” i & Run X 1§ 4, % A “certmgr.msc”
7. BUEPEEFO (LE41) WAEMNZFiES
Certification Authorities” — “Certificates”, A fF#& A M= “Ctrl

+A” i, BEHAEERE “All Tasks”

=

f “Trusted Root

— “Export---”,

#ES (IE 4.2 ) Fi%fF “Personnal Information Exchange
- PKCS#12”, =MESSEEREERA" X" BXH, REH
CAs.pfx.
(2) EHtgX

Windows SHMIERLZEEN ., HEHERM pem 153,
FERIMTHS:

ﬂ certmgr - mm&m\m'\rw

File Action View Help
‘b¢|§@|4’m|8m|@

G Certificates - Current User
v [ Personal
Tusted

i (] Certificates
T Enterprise Trust

b (] Intermediate Certification Authorities

» (] Active Directory User Object

b [ Trusted Publishers

b [] Untrusted Certificates

2] Third-Party Root Certification Authorities

[ Trusted People

b [] Other People

b [ Certificate Enroliment Requests

b (2] Smart Card Trusted Roots

fication Authorities

WUbration Root CA

ust Root

Export a certificate

Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER encoded binary X.509 (.CER)
Base-64 encoded X.509 (.CER) b

(©) Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
[J1indude all certificates in the certification path if possible

© Personal Information Exchange -PKCS 12 (PFX) |
|_|Indude all certificates in the certification path if possible
[T Delete the private key if the export is successful
[] Export all extended properties

() Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

[ <gock J[ next> ][ concel |

B 4.2 I BSHES
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LAy CAs.pem HEETHHESHMIES, THEZHENIFIR
BhE9 pem XX, X BTN A—MEERAY Python BIARSLIL :

pem_bundle = file('CAs.pem’, 'r')

ENDING = "----- END CERTIFICATE----- 4
d=1

4 [buf =[]

w N

6 |for line in pem_bundle:

7| buf.append(line)

&1 if linestrip() == ENDING:

‘ with file(‘cert%d.pem’ % pem_id, 'w’) as pem:
10 pem.writelines(buf)

11 buf =[]

12 pem_id += 1

TJRERILAAY Openss| @ S1TS B LIXTIFSD, REHAR.
(3) g% hash link

&E, BEMNERXMHCIE hash link, FR[E Linux 217k TH
&L TTRE LB AE, 40 : Ubuntu 14.04 {F F c_rehash,
Fedora 20 {& [ cacertdir_rehash.

A EF—TN B X509_STORE_load_locations F#S A%
BERMEIE BT I EERENRIE T,

A . FERIEET XS ERE
FERWIENRAEDEBRZE, EERANELTR? 2FER
BERRIDEY, BTRUAARXAN PEXM—ERERRERF REZ

=M EERER?

Digital Signature Details

General | Advanced

—_,_Digital Signature Information
ﬁl This digital signature is OK. | @
Signer information

- Plugin Updatelps EpgE:

E-mail: |Not available
Signing time:

|Not available

Certificate o

General | Details | Certification Path

La Certificate Information

This certificate is intended for the following purpose(s):
» Ensures software came from software publisher
* Protects software from alteration after publication|

e

*Refer to the certification authority’s statement for details.
Tosued o Plgn ooty GUNNR:

Issued by: VeriSign Class 3 Code Signing 2010 CA

[Vaidfrom 2014/ 10/ 8 to 2015/ 10/ 9 |®

[install Certificate...] [ Issuer Statement |

[ 5.1 Windows #F % ZIFFHAA
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[1].What is a Digital Signature?

http://www.youdzone.com/signature.html

[2].Windows Authenticode Portable Executable

http://download.microsoft.com/download/9/c/5/9¢5b2167-
8017-4bae-9fde-d599bac8184a/Authenticode_PE.docx

[3].http://en.wikipedia.org/wiki/PKCS

[4].0OpenSSL-based signcode utility

http://sourceforge.net/projects/osslsigncode/
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