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Background
With the robust development of the Internet
are found with | oT devices. These i mminent
surveillance systems (NVSSs) that haeeodntwh
attention from security professionals from
monitors (NVMs), web cameras, and digital v
NVSSs.)
Recently, one after anodgdrevi cmascCEhbeSdiattradk
reported in countries outside of China by u
organizations. I n October 2015, Incapsula d
cameras on its net wor2kd, 0wWiOt HTtTHPe rmaxuiemum rpa
In June 2016, Sucur i found a DDoS attack ta
reaching 50,000 HTTP RPS and traffic peakin
botnet composed of a2nbe rb5als3. iOnd eSeepntdeemmbt e rwelb9 ,c
technology officer (CTO) of OVH, <claimed on
a DDoS attack from a botnet of 145,607 NVSS
predicted that thuschohgebDDw8satapahkbeobfup
September 20, KrebsonSecurity, a website en
to a DDoS attack&t cawth 6260 ! [Ghlpesb arsapécuaol ated t
targeting Kr ebschaendd fOWHN wehree Sladner dMi d¢ ian g btod n
related analysis, a |l arge proportion of bot
Chinese company.

CopyTrEi QNIStFOCUS 1
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Figure 21OVH suffering a nearly 1 Tbps DDoS

"-‘-‘ Octave Klaba / Oles O 23
‘ 25 ?

Last days, we got lot of huge DDoS. Here, the
list of "bigger that 100Gbps" only. You can see
the

simultaneous DDoS are close to 1Tbps !

log /home/vac/logs/vac.log-last | egrep "pps\|.ceevecennnns
bps" | awk ‘'{print $1,$2,$3,$6}' | sed "s/ /|/g" | cut -f
152,3,7;8,;30,11 =d 1 [? | :sed Msf i v bps/Gbps/" | sed
"S$/eieann pps/Mpps/" | cut -f 2,3,4,5,6,7 -d ":" | sort | g
rep “gone" sed "s/gone|//"
Sep|18|10:49:12|tcp_ack|20Mpps |232Gbps
Sep|18|10:58:32 | tcp_ack|15Mpps|173Gbps
Sep|18|11:17:02 | tcp_ack|19Mpps|224Gbps
Sep|18|11:44:17|tcp_ack|19Mpps|227Gbps
Sep|18|19:05:47 | tcp_ack|66Mpps | 735Gbps
Sep|18|20:49:27 | tcp_ack|81Mpps |360Gbps
Sep|18|22:43:32|tcp_ack|11Mpps|136Gbps

Sep|18|22:44:17 |tcp_ack|38Mpps |442Gbps
Sep|19|1@:13:57 | tcp_ack|10Mpps |117Gbps
Sep|19]11:53:57 | tcp_ack|13Mpps|159Gbps
Sep|19|11:54:42 | tcp_ack|52Mpps |607Gbps
Sep|19|22:51:57 | tcp_ack|10Mpps |115Gbps
Sep|20|01:40:02|tcp_ack|22Mpps | 191Gbps
Sep|20|01:40:47 | tcp_ack|93Mpps | 799Gbps
Sep|20|01:50:07 | tcp_ack|14Mpps|124Gbps
Sep|20|01:50:32|tcp_ack|72Mpps |615Gbps
Sep|20|03:12:12|tcp_ack|49Mpps |419Gbps
Sep|20|11:57:07 | tcp_ack|15Mpps |178Gbps
Sep|20|11:58:02 | tcp_ack|6@Mpps | 698Gbps
Sep|20|12:31:12|tcp_ack|17Mpps|201Gbps
Sep|20|12:32:22|tcp_ack|50Mpps |587Gbps
Sep|2012:47:02|tcp_ack|18Mpps|210Gbps
Sep|20|12:48:17 | tcp_ack|49Mpps |572Gbps
Sep|21|05:09:42 | tcp_ack|32Mpps |144Gbps

Sep|21|20:21:37 |tcp_ack|22Mpps |122Gbps
Sep|22|@@:50:57 | tcp_ack|16Mpps|191Gbps

You have new mail in /var/mail/root

M Octave Klaba/ Oles 23 Sep
‘\ @olesovhcom

This botnet with 145607 cameras/dvr (1-30Mbps per IP) is able
to send >1.5Tbps DDoS. Type: tcpfack, tcp/ack+psh, top/syn.

A Octave Klaba / Oles
@B\ @olesovhcom

+6857 new cameras participated in the DDo5 last 48H.

10:52 PM - 26 Sep 2016

+ t¥G64 WE6

u
k veuieerabidl may therefore be
n model of monitoring devices

Su

Wi
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sector was reporteld voaloenabhi hiayhiwghich
remotely
ough i
has

mal i cieo,uscauwsdi ng some devices

toward external targets. CNCERT,
devices from major Chinese vendors
i mme diaaltdeleyssed across the country."

Su

A

shows that Mir-akbrgesiagpmatwaot, | 6@ s

devices connected to sbeael EnD®o Bead tutnead ked ayy B

devices being exploited to do ncl

Today, volumetric DDoS attacks

What shocks people is that an

can easily generate traffic up

protocols, and, if targeting the

second (QPS) or more. Suchhorar idfeyviansgt abtuitn ga lisno
provoking How come video survei | ance
reduced to weapons of hackers | eak
massive DDoS attacks, paralyzing target

Wit hpdapel ari zation of security
depth convergence of

traditional
challenge to global cybersecuriecuritynosmsea
considering the exponenti al gr owt h

peak
at tsacNkVSSsunch
nearly |
apepelricatio

monitoring
security

of
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2 Worldwide and Nationwide Distribution

Su

of NVSSs with Security Hazards

2.1 Worldwide Distribution of NVSSs with Security Hazards

As of the end of September, the number

2,500 ,a000und the world. According to o
infected with the mal ware Mirai, which

keeps increasing. We wild.@l continue observin
Chi nsa thhae | argest proportion of NVSSs

gl obal total, followed by the USA,

it into the top 10 Ilist are MexiBcroaz

Vi et nam.

Vul nerable NVSSs in top 10 countries

34. 7% are distributed in the other 20

Figure21Wor | dwi de di stribution of NVSSs

whi ch
illn diaan,d

wi t h

CopyTrEi QNIStFOCUS 4
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Figure22Pr oporti onssetuNVSyshawzahds in top 10 co

China

USA

Mexico

India

Malaysia
Thailand
South Korea 3.0%
UK 3.0%
Brazil 2.8%
Vietnam 2.7%

0 2% 4% 6% 8% | 10% | 12% | 14% | 16% | 18% | 20% | 22%

2.2 Distribution of NVSSs with Security Hazards in China

The number of vulnerable NVSSs across China
regions, Taiwan has the |l argest mUmbevedofbys:
Guangdong, Fujian, and Zhejiang.

Vul nerable NVSSs in top 10 provinces accoun’
remaining 28.8% are distributed in the othe
NVSSs with securi toywohdzarldsy areer ed ogpredi m eqd o
provinces in the southeastern part of China
distribution of NVSSs.

CopyTrEi QNIStFOCUS 5
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Figure23Di stri bution of NVSSs with security haza

CopyTrEi QNIStFOCUS 6
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Figure24Pr oportions of NVSSe WiOothpreoecwmciesy olialhi

16.1%

Taiwan

wy
(=)
o

Guangdong
Jiangsu
Fujian

Zhejiang

Liaoning

Shandong | 5.0%
Shanxi 14%

Beijing 3 3b

Hebei 2

0
o!‘

0 2% 4% 6% 8% 10% 12% 14% 16%

Source: NSFOCUS Threat Intelligence Center (NTI

2.3 Signature Analysis

According to our statistics and analysis, r
usually carry some common HTTP headers. Cur |
i s DNWeRSs, accBurbtY% rog ftdire 3 otal, foll owed b\
(28. 2%), WbYRDVY S 49)b,s Aplp2. 5 %) , -Wexb s( v(etn.dD%) ,n aan
JAWS (2. 4%) .

Figure25Ranki ng of HTTP headers used by NVSSs wi

Source: NSFOCUS Threat Intelligence Center (NTI)

CopyTrEi QNIStFOCUS 7
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High -Risk Vulnera bilities in NVSSs

NVSSs distributed across the world in | arge
such as weak passwords, system backdoors, a
Such devices are usualrmegntnotScme jesdr & oa rpa or
security issues and sometimes devices fail

packages are released at | onger inteersveal s t
devices canhmée. benfadedti anf most devdi,ces,
are directly exposed to the Internet. Worse
systems keep emerging, always with new mean:

beftohese full-gpepeNVE8EssemihtumI| Hh adk drot s .

3.1 Weak Passwords

Our analysis finds that a | arge number of N
are usually simple, weak passwordsordas aertdr
users can watch surveillance video without

to gain control of such devices.

Foll owing are examples of web access aut hen
this report famen maienliynttealben . Considering p
screenshots of home video surveillance syst
The following surveillance system a&&ami be ac

and no password.

CopyTrEi QNIStFOCUS 8
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Figure31Vi dsecor eenshot s of

a

surveil/l

Vi deo

ance

Su

system

Network video client

Username : admin

Password:

¥ Remember me

Login

CopyTrEi QNIStFOCUS 9
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Through analysis, we find that many vendors
password is the same for devices ofidi hbere
hard job to crack the initial password of t
For example, most of the devices with the s
HTTP/ ONVI F/ P2P/ RIeSIPV evrOD cMun the accessed with
pair of admin/ admin.

Figure32Vi deo s cr eveenislhloatnsc eo fs yssutrems accessed vi a

Support: Microsoft IE, Apple iPhone Apple Safari Google Chrome, Firefox, Opera, SmartPhone...
English B4 ¥ 7 Francais HAs5 Pycckui

Login (Login Success)

Welcome to IPCameral

User: admin

Password:  eeses

[JRemember Me

It is recommended to change the administrator password to be safe(s)

[Onever show again

Login | | Login Mobile | | iPad |

CopyTrEi QNIStFOCUS 10
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Live View

B Sup Stream Man Sheam  Vobx

Configuration

There are
can watch

a few NVSSs

after

typing

CopyTrEi QNIStFOCUS
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Figure33Vi deo screenshotviaf webswsttdmudc aaig hedt i

WEBCAMS AND [P CAMERAS SERVER FOR WINDOWS

Adryrtration

Sowrce 1 V| | JavaScarpt v

3.2 Backdoors

Some devices contain backdoors, allowilng us
commands.

Foll owing is a sample of response packets r
server is JAWS.

Figure34Header i nformation

</ htel=root@ubuntu: HIN BN BN curl -sp - http:// J |head -n 10

HTTP/ 1.1 200 0K

Eerver: JAWS/.0 Jun 19 2013

Content-Type: text/html

Date: Fri, 9 Sep 2016 11:4B6:26 QMT
Last-Modified: Tue, 29 Jam 2013 06:36:30 GMT
C:}Ir'IT.EI'I'L—L'Er'IgEh'. 2971

=html>

cheads>

lemeta http-aguivr="c -Type” content="text/html; charset=utf-8" /=

rnutlﬂubuntu:t q‘:“!

For example, we can directly execute shell

CopyTrEi QNIStFOCUS 13
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Figure35Di rect execution of shell commands

&~ C 91/shell?p
PID USER VSZ STAT COMMAND
1 root 1216 S {liroaxrc} irat
2 root 0 SV [kthreadd]
3 root 0 sw [ksoftirqd/0]
4 root 0 SW [kworker/0:0]
5 root 0 Sv [kworker/u: 0]
6 root 0 Svw [rcu_kthread]
7 root 0 SW< [khelper]
163 root 0 Sw [sync_supers]
165 root 0 sw [bdi-default]
166 root 0 S¥< [kintegrityd]
168 root 0 SW< [kblockd)
174 root 0 SW< [ata_sff)
185 root 0 Dw [khubd]
273 root 0 S¥< [rpeiod]
274 root 0S¥ [kworker/0:1)
284 root 0S¥ [kswapd0)
337 root 0 Sw [fsnotify_mark)
347 root 0 SW< [rfsiod)
355 root 0 SW< [cryptol
394 root 0 SW< [iscsi_eh)
416 root 0 Sw [scsi_eh 0]
419 root 0 Sw [scsi_eh 1]

3.3 RCE Vulnerability

on

This vulnerability was first d4sThosedhonep

testiamwgt,harhef ound that a certain brand

The further analysis revealed that
brands. This is because vendors of
equi pment manufacturer (OEM). HTTP

have the signature of "Cross Web Server

attackers can gain shell access on

Figure36Remot e come executio

1] (hecmng 7T target 75 vuTnable

[x1 Expecte response content first char to be 'L’ got PID  USER TIME  COMMAND

1 roo

2 ruut 0:00 kthreadd]

3 root 0:00 [ksoftirqgd/0]

4 root 0:36 [kworker/0:0]

6 root 115:01 [rcu_kthread]

7 root 0:00 khe'\ﬁer]

8 roaot 0:00 [kworker/u:l]
116 root 0:01 [sync_supers]
118 root 0:00 [bdi-default]
119 root 0:00 km(eEm(yd]
121 root 0:00
127 root 0:00 [ata_sff]

138 root 0:00 [khubd]
229 root 24:16 [kswapd0]
282 root 0:00 [fsnotify_mark]
288 root 0:00 [crypto]
361 root 0:00 [scsi_eh_0]
364 root 0:00 [scsi_eh_1]
367 root 0:00 [kworker/u:2]
378 root 0:00 [mtdblock0]
383 root 0:00 [mrdblockl]
388 root 0:00 [mrdblock2]
416 root 0:20 [kworker/0:1]
458 root 0:01 [jffs2_gcd mtd2]
470 root 0:00 udevd --daemol
504 root 0:00 [rpciod]
517 root 0:00 [nfsiod]
84 root 0:03 [hidog]
917 root 0:00 telnetd
924 root 0:00 . /xpvRstart.hisi . /td3521
925 root 0:00 /b'm/'\ogw -
926 root 0:00 /XDVRStart msw . /td3521
927 root 0:00 /
928 root 2612:1 ./ a3
933 root 1:25 [HOMI_| kthread]
934 root 0:51 [HDMI_KCEC]
935 root 147:56 [videobec]
1051 root 24:36 [flush-8:0]
1107 root 0:00 [flush-mtd-unmap
1113 root 0:00 sh -c tar -zxf /mnt/md/wensnesﬂanguage tar.gz Swedish${IF5}&&ps${IFS}1>test&&tarS{IFS} hmeZE-fE ER}EE /* —C /nfsdir/language/

CopyTrEi QNIStFOCUS 14
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NVSS-based Botnets

Our analysis finds that a | arge number of N
mal ware, such as notorious LizardStresser,

of severmDo Snaaststiavcek s, and the emerging mal wa
are controlled by various hacker organizat:.i

|l i ke scanning and DDoS attacks.

The following sections anhyyzlki 2zadrdS$Sthreses ¢y,
LuaBot, and the related mal ware sampl es.

4.1 LizardStresser

When we s pebaaks eodf bNoMMSnSet s, we cannot ignore t
Squad and the mal ware LizardStresser devel o

LizardBsras®dP®doS botnet written in C by Liza

The code consists of two parts: c¢client and
devices that connect to the hardcoded C&C s
the I nternet Relay Chat (I RC) protocol, whic
bandwi dth with almost no delay. Currently,
communicati on. Infected clients, after conn
seer for execution of scanning or DDoS atta
LizardStresser | ater had its source code | e
compil e, other hacker organizations modify
Mal ware sampl egnpidfetder claemi manr @ean di fferent
ARM, and MIPS, which happen to be common ha
and more LizardStresser variants emerging,
Accordisgitce,s28®&t1i6 has seen a significant
used by LizardStresser and its wvariants and
1 million | oT devices have been compromi sed
attackording to data from Level 3, 95% of s
is only a small polédtion of the actual gquant

From LizardStresser samples we captured and
mal ware has theifsdlilcewiamg dhacactoas.

(1) Capability of running on different platfor

CopyTrEi QNIStFOCUS 15
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Figure4lLi zar dStresser sample capable of running

le, MIPS
, MIPS

As showmgulhethe sample can run on platfor ms
x8®4. Some samples we captured also support

2)Weak password scanning and DDoS attacks

Weak password scanning: -Tweakapwaswomdi di gt i
scan telnet services and attempt Il ogin for
devices.

Figure42Support for scalnanyenrg HATMTAP agtptla cckast i on

untu,/14.18)

SCANNER
{TTPFLOOD

ce code, we find Dbaf ahtamhbw
| owing attack met hods:
., HOLD: holds open TCP connections.
., JUNK: sends a random string of junk chara
., UDP: sends a random string of junk charac
, TCP: repeatedly sendsi TiC®dpaachagss with th

CopyTrEi QNIStFOCUS 16
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Figure43Li zardStresser attack methods

|| atoi{argv[2]) < 1 || atoi(argv[3]) < 1fl

, ip, port, time);

, ip, port, time);

Most samples we captured show the capabilit
values of some common faigeelnds,, asruec hp raess erte fseor
used at raodeamksobevadeuri Fygdeei des, as sh

Figure44BuiiInt ref erers and dsagreraPeDmotSs aftdraca&kmsp | i ¢

CopyTrEi QNIStFOCUS 17































































