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1 Background  

With the robust development of the Internet of Things (IoT), more and more security issues 

are found with IoT devices. These imminent threats, especially those from network video 

surveillance systems (NVSSs) that account for a large majority of IoT devices, have drawn 

attention from security professionals from home and abroad. (In this paper, network video 

monitors (NVMs), web cameras, and digital video recorders (DVRs) are all referred to as 

NVSSs.) 

Recently, one after another massive distributed denial of service (DDoS) attack has been 

reported in countries outside of China by using a slew of NVSSs compromised by hacker 

organizations. In October 2015, Incapsula discovered a DDoS attack originated by 900 web 

cameras on its network, with the maximum rate of 20,000 HTTP requests per second (RPS). 

In June 2016, Sucuri found a DDoS attack targeting its clients, with the maximum rate 

reaching 50,000 HTTP RPS and traffic peaking at 400 Gbps. This attack was executed by a 

botnet composed of 25,513 independent web cameras. On September 19, Octave Klaba, chief 

technology officer (CTO) of OVH, claimed on Twitter that the company was suffering 

a DDoS attack from a botnet of 145,607 NVSSs, with peak traffic of 800 Gbps. It was 

predicted that this botnet was capable of launching DDoS attacks of up to 1.5 Tbps. On 

September 20, KrebsonSecurity, a website engaged in exposure of cybercrimes, was subjected 

to a DDoS attack, whose peak traffic stood at 620 Gbps[1]. Klaba speculated that attacks 

targeting Krebs and OVH were launched from the same Mirai botnet[2]. According to the 

related analysis, a large proportion of bots seen in the Mirai botnet were NVSSs from a 

Chinese company. 
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Figure 1-1 OVH suffering a nearly 1 Tbps DDoS attack 

 

 

 

 

In fact, security issues associated with NVSSs in China are equally challenging. According to 

A 2015 Survey of Internet Security Situation in China[3], "In 2015, CNVD announced a series 

of security events concerning various intelligent monitoring devices and routers that are prone 

to high-risk vulnerabilities and may therefore be remotely manipulated. In early 2015, a 

certain model of monitoring devices widely used by government agencies and the public 
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sector was reported to contain a high-risk vulnerability, which had been exploited to plant 

malicious code, causing some devices to be remotely manipulated to launch cyberattacks 

toward external targets. CNCERT, through investigation, has found that the same type of 

devices from major Chinese vendors has the same security issue, which needs to be 

immediately addressed across the country." A recent research report from a foreign institution 

shows that Mirai, as a piece of IoT-targeting malware, has begun to exploit video surveillance 

devices connected to the Internet for launch of large-scale DDoS attacks. Unfortunately, 

devices being exploited to do so include those from two vendors in China. 

Today, volumetric DDoS attacks with peak traffic of a few hundred Gbps are not a rare sight. 

What shocks people is that an attack launched from a botnet made up of numerous NVSSs 

can easily generate traffic up to nearly 1 Tbps without help of any reflection/amplification 

protocols, and, if targeting the application layer, the attack can send millions of queries per 

second (QPS) or more. Such a devastating impact is not only horrifying but also thought-

provoking: How come video surveillance systems used in conventional security areas are 

reduced to weapons of hackers to leak privacy of users and end up bots to launch 

massive DDoS attacks, paralyzing target networks? 

With the popularization of security monitoring devices in various social sectors as well as in-

depth convergence of traditional security sectors with the Internet, NVSSs will pose a great 

challenge to global cybersecurity if no measures are taken to address their security issues, 

considering the exponential growth of botnets based on NVSSs. 
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2 Worldwide and Nationwide Distribution 
of NVSSs with Security Hazards  

2.1 Worldwide Distribution of NVSSs with Security Hazards  

As of the end of September, the number of NVSSs with security hazards had exceeded 

2,500,000 around the world. According to our analysis, many of these devices have been 

infected with the malware Mirai, which has been extremely active recently, and the number 

keeps increasing. We will continue observing the trend of infections by Mirai. 

China has the largest proportion of NVSSs with security hazards, accounting for 21.4% of the 

global total, followed by the USA, which has 15.9% of such devices. Other countries making 

it into the top 10 list are Mexico, India, Malaysia, Thailand, South Korea, UK, Brazil, and 

Vietnam. 

Vulnerable NVSSs in top 10 countries account for 65.3% of the global total. The remaining 

34.7% are distributed in the other 204 countries and regions. 

Figure 2-1 Worldwide distribution of NVSSs with security hazards 
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Figure 2-2 Proportions of NVSSs with security hazards in top 10 countries 

 

 

2.2 Distribution of NVSSs with Security Hazards in China  

The number of vulnerable NVSSs across China totals 554,174. Among all provinces and 

regions, Taiwan has the largest number of such systems, accounting for 16.1%, followed by 

Guangdong, Fujian, and Zhejiang. 

Vulnerable NVSSs in top 10 provinces account for 71.2% of the country's total. The 

remaining 28.8% are distributed in the other 17 countries and regions. Evidently, most 

NVSSs with security hazards are seen in economically developed regions, namely, coastal 

provinces in the southeastern part of China, which is commensurate with the market 

distribution of NVSSs. 
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Figure 2-3 Distribution of NVSSs with security hazards in China 
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Figure 2-4 Proportions of NVSSs with security hazards in top 10 provinces of China 

 

2.3 Signature Analysis  

According to our statistics and analysis, responses returned by NVSSs with security hazards 

usually carry some common HTTP headers. Currently, the most frequently seen HTTP header 

is DNVRS-Webs, accounting for 38.5% of the total, followed by Cross Web Server 

(28.2%), DVRDVS-Webs (14%), App-Webs (12.5%), xx (vendor name)-Webs (5.9%), and 

JAWS (2.4%). 

Figure 2-5 Ranking of HTTP headers used by NVSSs with security hazards 
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3 High -Risk Vulnera bilities in NVSSs  

NVSSs distributed across the world in large quantities generally have various security issues 

such as weak passwords, system backdoors, and remote code execution (RCE) vulnerabilities. 

Such devices are usually not subject to proper management. Some users are not sensitive to 

security issues and sometimes devices fail to be upgraded in a long time or firmware upgrade 

packages are released at longer intervals than reasonable. As a result, vulnerabilities in these 

devices cannot be fixed in time. In addition, most devices, for which no protection is applied, 

are directly exposed to the Internet. Worse still, malicious botnet programs targeting these 

systems keep emerging, always with new means of propagation. It is only a matter of time 

before these fully open or semi-open NVSSs end up hacker-controlled bots. 

3.1 Weak Passwords 

Our analysis finds that a large number of NVSSs allow login with default passwords, which 

are usually simple, weak passwords. In extreme cases, devices have no default passwords and 

users can watch surveillance video without any authentication. This makes it easy for hackers 

to gain control of such devices. 

Following are examples of web access authentication by some devices. (Note: Screenshots in 

this report are mainly taken from the Internet. Considering privacy, the report does not use 

screenshots of home video surveillance systems and hides IP addresses (if any).) 

The following surveillance system can be accessed via web by typing the user name admin 

and no password. 
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Figure 3-1 Video screenshots of a surveillance system accessed via web with a weak password 
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Through analysis, we find that many vendors use common firmware so that the initial 

password is the same for devices of different brands or models under the same brand. It is no 

hard job to crack the initial password of these devices.  

For example, most of the devices with the signature of "IPCamera 

HTTP/ONVIF/P2P/RTSP/VOD Multi-Server" can be accessed with the user name/password 

pair of admin/admin. 

Figure 3-2 Video screenshots of surveillance systems accessed via web with a weak password 
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There are quite a few NVSSs that do not perform any authentication. This means that users 

can watch video after typing their URLs in the address bar. 
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Figure 3-3 Video screenshot of a system accessed via web without authentication 

 

3.2 Backdoors 

Some devices contain backdoors, allowing users to directly gain shell access and execute shell 

commands. 

Following is a sample of response packets returned by such a device. In the HTTP header, the 

server is JAWS. 

Figure 3-4 Header information 

 

 

For example, we can directly execute shell commands on web. 
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Figure 3-5 Direct execution of shell commands on web 

 

3.3 RCE Vulnerability  

This vulnerability was first disclosed on the website of KerneronSecurity[4]. Through repeated 

testing, the author found that a certain brand of NVSSs was prone to an RCE vulnerability. 

The further analysis revealed that this vulnerability existed in web cameras of more than 70 

brands. This is because vendors of all these devices cooperate with the same original 

equipment manufacturer (OEM). HTTP headers of responses returned by these devices all 

have the signature of "Cross Web Server" for the Server field. Exploiting this vulnerability, 

attackers can gain shell access on vulnerable devices. 

Figure 3-6 Remote code execution 
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4 NVSS-based Botnets 

Our analysis finds that a large number of NVSSs have been infected with some kind of 

malware, such as notorious LizardStresser, Mirai that has gained a bad reputation in the wake 

of several massive DDoS attacks, and the emerging malware LuaBot. These infected devices 

are controlled by various hacker organizations for the implementation of hacking activities 

like scanning and DDoS attacks. 

The following sections analyze the three typical botnets, namely, LizardStresser, Mirai, and 

LuaBot, and the related malware samples. 

4.1 LizardStresser  

When we speak of NVSS-based botnets, we cannot ignore the hacker organization Lizard 

Squad and the malware LizardStresser developed by the organization.  

LizardStresser is a DDoS botnet written in C by Lizard Squad members for running on Linux. 

The code consists of two parts: client and server. The client runs on compromised Linux 

devices that connect to the hardcoded C&C server. The server communicates with clients via 

the Internet Relay Chat (IRC) protocol, which consumes a very small portion of 

bandwidth with almost no delay. Currently, most other botnets use this protocol for 

communication. Infected clients, after connecting to the server, receive commands from the 

server for execution of scanning or DDoS attacks. 

LizardStresser later had its source code leaked online. Because this program is easy to 

compile, other hacker organizations modify it for the construction of their own botnets. 

Malware samples, after being recompiled, can run on different system platforms, such as x86, 

ARM, and MIPS, which happen to be common hardware platforms of IoT devices. With more 

and more LizardStresser variants emerging, botnets based on LizardStresser keep expanding. 

According to statistics, 2016 has seen a significant increase in the number of C&C servers 

used by LizardStresser and its variants and by June the number has exceeded 100. More than 

1 million IoT devices have been compromised and became bots involved in recent DDoS 

attacks. According to data from Level 3, 95% of such IoT devices are NVSSs. However, this 

is only a small portion of the actual quantity[5]. 

From LizardStresser samples we captured and the disclosed source code, we find that this 

malware has the following characteristics and functions. 

(1) Capability of running on different platforms 
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Figure 4-1 LizardStresser sample capable of running on different platforms 

 

 

As shown in Figure 4-1, the sample can run on platforms such as MIPS, ARM, PowerPC, and 

x86-64. Some samples we captured also support Renesas and Intel 80386 platforms. 

(2) Weak password scanning and DDoS attacks 

Weak password scanning: The malware mainly uses a built-in weak password dictionary to 

scan telnet services and attempt login for the purpose of obtaining shell access on target 

devices. 

Figure 4-2 Support for scanning and application-layer HTTP attacks 

 

 

From the source code, we find that the malware is capable of launching DDoS attacks by 

using the following attack methods: 

 ̧ HOLD: holds open TCP connections. 

 ̧ JUNK: sends a random string of junk characters to a TCP port. 

 ̧ UDP: sends a random string of junk characters to a UDP port. 

 ̧ TCP: repeatedly sends TCP packets with the specified flags. 
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Figure 4-3 LizardStresser attack methods 

 

 

Most samples we captured show the capability of launching HTTP flood attacks. In addition, 

values of some common fields, such as referer and user-agent, are preset so that they can be 

used at random to evade checks by security devices, as shown in Figure 4-4. 

Figure 4-4 Built-in referers and user agents for application-layer DDoS attacks 

 

 










































