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҅.   

ľWannaCryĿּי Ԋᴆ ץ ̆ ԅ WindowsҺ ̆ ԍ

ᴑҙ ῃ ֲ ץ ѿ ᾟ№‰ ̆ ᴑҙ

└ └Ȃ 

ԑ.  ‼ ᵲ 

2.1  Ὺ  

ᴑҙ ᾢ ῤ └̆ Ḡῃ ԅ ׆ ῏ ̆ ᾧ ᵬ

Ҍ ̆ῤ ᵖҌ ԍ̔ 

 ̧ Ḥ ̉ Ḥ  

 ̧ ⱲῈ ֲ  

ῤ Ҋ ̔ 

ԍ WannaCryּי ̆ ῤ 445 ᴰ ̆ҹԅ

ᾧ ѿ҉ ↨ ғ̆ ᴆ ⱴ ̆ ╠ᾢ ̆

Ҋ 4 ᵬ̆windows Ⱶ ֲ Ȃ 

Ҭ ̆ ᴆ ⱴ ȁ Ⱶ ̆ ῀ ˻ 

ᵬ̔ 

1. ̂ ̃ 

2. ̂ ῏ ̃ 

3. ῏ 445 ̂ ̃̔ cmd  netstat -ano | findstr"פ

":445""̆ ᴋᵥ Ȃ 

4. ᴑҙ IT ῃֲ ꜛ Ҁ 
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2.2  ῗ Ί 

ᴑҙ ῃ Ⱶᶫ ᶫ ῏ ΐ̆ ΐ Ҋ̔ 

ΐ  ΐ  ῏ ↕/  

 ῃ ᵀ ̂RSAS̃ V5 ᴆ  ҉ץ5.0.16.48

V6 ᴆ

V6.0R02F01.0604҉ץ 

ḱ  WannaCryּי ѿ ⱴ  V1.4  

Wireshark ᶏ V2.2.2  

ΐ V1.1 

 

῀᷅ /

̂IPS/IDS̃ 

5.6.10 ↕  ҉ץ5.6.10.15956

5.6.9 ↕  ҉ץ5.6.9.15956

5.6.8 ↕  ҉ץ5.6.8.643

5.6.7 ↕  ҉ץ5.6.7.643

 

Ҏ.  ꜠  

1ȁ Ḡ Һ ῏ ץ ̔ № ‗ Ҋ ḱ ΐ

ḱ ̆ ҹ ╠ ԑ Ҋ ̆ № ԍҒ

ῤ Ҋ ḱ ΐ Ȃ ԍ Һ

̆ᴪ ⌠̆ ԍ ԅ ӗӊ Ȃ Һ ̆

Ḡ Һ ῏ ̆ ̆῏ Wifi ῀Ȃ 

2ȁ ט ̔ №Ҭ Һ ῏ Ḥ ̆ᴑҙ ԍҙⱵ ᴪ

ט ̆ ╠ ט ץ ̆ ᴑҙ Ȃ 
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.   

WannaCryּי ԓ ̆ Ҋ Ȃ 

 

 

4.1   

Ҭ Һ ̆ №Һ ԅ ̆ ԍ

≠ SMB ᴰ ̆ ̆ҹԅ ѿ ̆ └
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ѿ ̔ ACL └Ạ ̆ 445

ᴰ Ȃ ᵬ B ACL └Ȃ 

ץ Cisco ҹᶛ̆ ̂₮ ῏ȁ ῃ ̃ȁῤ

̂֜ ̃ ῃ ץ̆ ᵞ ₯֟ Ȃ

Ҋ̔ 

Cisco ̔ 

ip access-list extended deny-WannaCry 

deny tcp any any eq 445 

permit ip any any 

interface [ ҈ ] 

ip access-group deny-WannaCry in 

ip access-group deny-WannaCry out 

Cisco ̔ 

ip access-list deny-WannaCry 

deny tcp any any eq 445 

permit ip any any 

interface [ ҈ ] 

ip access-group deny-WannaCry in 

ip access-group deny-WannaCry out 

 ῒז B ACL └̆ ῏ Ȃ 

4.2   

Ạ 445 └ ̆ᶏ Һꜚ ꜚ ̆ Ҭ

Һ ץ Һ Ȃ 

4.2.1  Ӏ꜠  

4.2.1.1  MS17-010  

ᶏ ῃ ᵀ ΐ̆ⱴ MS17-010 ᴆ № Ҭ

Һ Ȃ ᵬ Ҋ̔ 

1. RSAS ↕̆ ↕  
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2. ĺ Ҭ̆ ₯ ⱴ̆ MS17-010 Ȃ 

 

3. MS17-010̆ ↕Ȃ 

 

4. Һ MS17-010 ᴋⱵ̆ ҉ѿ Ȃ 



  ῀  

© 2017  

 ̔ ῀  

- 6 - 

 

5. Һ ̆ Ҭᴪ₮ Ḥ Ȃ 

 

 

 

4.2.1.2  ָ  

1. ԍ Һ ̆ ҬҌ Һ ̆ Ῥ

̕ 

2. ԍ Һ ֲ̆ ԅּי Ȃ 

 ̧ ̆ ̆ Ҋѿ ̕ 

 ̧ ̆ ԅ ῏ ῃ Ҁ̆ Ҋ̔ 

windows Server 2003  
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ľ ⱴ − Ŀⱳ Ҭ̆ ľ Ŀ̆ KB4012598

ҀȂҊ ҹ Ҁ Ȃ 

 

Windows 7 Ҁ ̔ 

ľ └ Ŀĺĺ> ľ ⱳ Ŀĺĺ> ľ Ŀ̆ Windows 7

ᵬ MS17-010 Ҁ̂KB4012212̃Ȃ 

 

 

ԍҌ Ҭ Ҁ Ҍ ̆ Ҋ Ҁ ̔ 

 Ҁ  

Windows XP SP3 KB4012598 
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Windows XP x64 SP2 KB4012598 

Windows 2003 SP2 KB4012598 

Windows 2003 x64 SP2 KB4012598 

Windows Vista Windows Server 2008 KB4012598 

Windows 7/Windows Server 2008 R2 
KB4012212 

KB4012215 

Windows 8.1 
KB4012213 

KB4012216 

Windows Server2012 
KB4012214 

KB4012217 

Windows Server2012 R2 
KB4012213 

KB4012216 

Windows 10 KB4012606 

Windows 10 1511 KB4013198 

Windows 10 1607 KB4013429 

Ҍ⌠ Ҁ ̆ Ҋ Ҁ ̆ A 

MS17-010 Ҁ Ҋ ↓ Ȃ 

 

4.2.2  ꜠  

IPS ΐ № № ̆ Ҭ Һ Ȃ 

4.2.2.1  IPS ἥⅎ  

NIPS ΐ ᶫԅ Ҭ № ⱳ ̆ Ȃ

Ҋ̔ 

1. NIPS ↕̆ ↕ Ȃ 
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2. ↕̆ 23994̆ MS17-010 ₯Ȃ 

 

3. ↕̆ 41489̆ Doublepulsar ḤȂ 

 

4. ῀᷅ ̆ ↨ ⇔ ↕ Ȃ 
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5. ₮ ₯ ̆ᴪ֟ ῀᷅ Ԋᴆ Ȃ ∞ ₮ ≠ Ҭᴰ

Ȃ 

 

 

4.2.2.2  ⅎ  

Ҭ Һ ̆↕WannaCry ᴪ Ҍ ̆ ̆ ῀

Һ ̆ Һ Ȃΐᵣ ᵬ Ҋ̔ 

1. ῀ ̂ Ҁ̆ Ҍᴪ ̃̆ 445 ̕ 

2. ΐ wireshark̆ ̆ Ȃ 
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3. ₯  

↕ tcp.port==445 Ҭ 445 ̆ ⌠ 445

̆ ₮ IPC$῍֣ ̆ ∆ ∞ Ҭ Ȃ 

 

4. ҉ ץ ⌠̆192.168.1.2Һ TCP ̆ ғ

192.168.56.20Һ IPC῍֣̆ ∆ ∞ 192.168.1.2Һ ғ

56.20Һ Ȃ 
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4.3  ᵣ 

Һꜚ ꜚ ̆ Ҭ Һ ̆ ̆

↕ IP/MAC ᵝҺ ̆ ֲ ∞ ̆ Ҋѿ Ȃ 

NIPS RSAS ֜ ₮ ᵀ ̔ 

 ̧ Һ + = ῃ̕ 

 ̧ Һ + = ̕ 

Ҋ ̆ ֲ Һ ̆ᵖ ̆ ∞

̆ ῃ ҀȂ 

 

 ̧ Һ + / = ̕ 

Һ ̆ ᴪ Ҋ ט Ȃ 
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№ ̆ Һ ̆ פ Ҋ IP Һ MAC ̆

Ҋ ̆פ IP Mac Ȃ 

arp -a | findstr "192.168.88.133"    arp -a |find "192.168.88.133" 

ᶭ Mac ⌠ΐᵣ Һ Ȃ 

 

 

4.4   

4.4.1  Ӏ  

4.4.1.1  Ӏ  

WannaCry Һ ̆ ᾢ ̆∞ ⱴ ᴆ ̆‗

̆ Ḡ ѿ Ȃ 

ῤ Һ ’̆ ῤ Ҭ ⱴ DNS ̆

www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com ⌠ ῤ Ҭ ץ Һ

҉̆ Ḡῤ Һ ץ ̆ ѿ ᴰ Ȃ 

4.4.1.2   

Һ ҉̆ ̔ 

1. ῏ ̔ 

῏ tasksche.exe ̔ 

 

Ҍ ῃ Ҋ̆ mssecsvc.exĕ ∆ ꜚ ҩ ̆ ῃ

Ҋ̆ ῒז tor ̆ ῏ Ṝ̆ Ҋ ↓ҽ

ᴆ ῏ ῏ ̆ Ҋ Ȃ 

http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/
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2. − ῏ Ⱶ̔ 

̂1̃− Ⱶmssecsvc2.0̆ Ⱶ ̔ 

C:/WINDOWS/tasksche.exe C:/WINDOWS/mssecsvc.bin -m security 

 

̂2̃− hnjrymny834̂ Ⱶ ̃ Ⱶ̔ 

̆ ῒ Ҋ− ᴆȂ 
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3. Ύ ̔ 

Ύ Ҭ̆− Ҋץ ṿ̔ 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\hnjrymny8

34 "C:\ProgramData\hnjrymny834\tasksche.exe" 

 

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\hnjrymny834 

4. − ᴆ̔ 

̆ ᴆ ԍ 

 ̧ C:\ProgramData\hnjrymny834 

 ̧ C:\Users\All Users\hnjrymny834 

Ҋ ̔ 
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ᴆҺ Ҋץ ᴆ̔ 

C:\WINDOWS\tasksche.exe 

C:\ProgramData\hnjrymny834\tasksche.exe 

C:\Users\All Users\hnjrymny834\tasksche.exe 

ῒז ῏ ᴆ ԍ̔ 

ᴆ  PATH ↓ ̔ 

C:. 

Ʃ  00000000.eky 

Ʃ  00000000.pky 

Ʃ  00000000.res 

Ʃ  @Please_Read_Me@.txt 

Ʃ  @WanaDecryptor@.exe 

Ʃ  @WanaDecryptor@.exe.lnk 

Ʃ  b.wnry 

Ʃ  c.wnry 

Ʃ  f.wnry 

Ʃ  out.txt 

Ʃ  r.wnry 

Ʃ  s.wnry 

Ʃ  t.wnry 

Ʃ  taskdl.exe 

Ʃ  taskse.exe 

Ʃ  u.wnry 

Ʃ   




































