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AGPIR ., SEMEBSEGE, LTRSS #HTE0E
PRI EAVRIRIE S . 20154 R EHR SR = A
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BEsh, RS A B I T R bR L
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DNIHBE R YT SRR N57%, SEIPLRE
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RS SRR HE B — s B . 1t
SN, IEZHTH S ARWARE R E 2, 158
RHRELEEINY . Symantec/A B E201 4455 HrHG A B 771~
Zige, (BLE2015EEMEFHEAEL 10055 . MR
HEREEALMA B IRSRES . Glin, —iEE)
FPAAOCE T TR R 3 SR S
M, eNTEmE EREREE TH G SIS ORI AR %5 HLIE
SALHRULEE LS *8/ NI B IE AR 5518 S URANAT S A4 DA
SO AT S A e JE AT ROR g iRl , JRIRAAR %
AR RT L. 722015551, H N B  DEASRA R R
ELA R B — P R PRI IR 25 FIAR ( Ransomware—

as—a—Service, RaaS )

Generator

Bitcoin address:
152fDLsARNERKMN2TBWSMY7 pBCL1USBFUN
Price for a complete decryption before timeout (USD, including fee):
(Don't be too greedy)
19.99

Price for a complete decryption after timeout (USD, including fee):
50

Timeout in hours:
24
Free decryption of __files:

Custom filename (optional, won't get saved, you've to add the extension
by yourself, allowed characters "0-9A-Za-z .-_" (without quotes)):
encryptor_raas.exe

Sign the file (recommended):

File signing service

Free PE (Windows executable) file signing service. Please donate.

PE file: No file selected.
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RIS, SMARPEGHEARS, BRI
OPREERIAR, X aEiRi/ 2 B iR R AR &= i)
R JERA T R G R B R R IR I F R R
ST S, SRR — N REEREN
H. FEEPFPERMIMIKREZ 2 (FFEC) fEaiR
Sl PhAZEF12s (FSSCC) FE20155F M Eulih 1 SE E S
AR5 ATl gk R R AT TR . MiRIESEE
SANSHUAIN20164F I — (0 Bl T HUA R TR i
E BIRSSUHINFN A RN 45 E) . (50% ) BY
R EERIN LB —, 32% IR R b 1% T 105
FEICES0T ETCREIBES s EINY— Lo Rl Ui an
o E SR T 2 O AR H B WL IR DU B )
N ERGTE

= BEEMEREMIPEEIAE

ATEIRE], BEELTATT HARSET:, Bl & X
CRIPUAL S B R2LBL, T SRR 2 — A
WA A EE By, —J5TH SR ER A LR LAl
FERGEHAL, ST BRI L5 ARG R I T 4L
AP I AP i . MOt B R SR R T B
HERMY 25 R 77 AIEEMELARR ) o 75 FE ] e, -Hb
s P ZAEE . BUTRZ ISR AT
Sl E TR BESETHEEUNEM RS H SNt
SR, R & S0 SRR 9 e S TR A
ihe TR B P A 4562 HIRFEATEE RS r
XEBGETT ABAHE S AN ENHS.

TEAGGE R BRI 22 4 T INsE o i P Y 2 2 R
BEUISh, SR FBie EEBHP T FEESEREF
FBP “HRERIEREE” L CEBRIRS AR AR |

Publication Publication Attachment Last Publication

Version Identifier Mame and URL Message Summary File Type Language Date

o [N - RulelD4626 Invoice, Payment _zip German, English 04/25/16

e 1 s RulelD 10277 Purchase Order zip German, English 06/02/16

2 I 36918 RulelD4400KVR Purchase Order Zip English 02/01/16
Purchase Order, )

74 38971 RulelD15448 Payment, Receipt zip. gz English 0B/08/16

72 I 415132 RulelD 18688 Order, Payment, zip English 09/01/16
Seminar
Purchase Order,

70 40056 RulelD&396 Payment, Receipt Tar English 0B/07/16

g6 [ 34706 RuleiD5118 Product Order, Payment zip German, English 09/29/16
Invoice, Payment, " English, German,

s2 39317 RulelD4626 (cont) Shipping zip Smanich 01/28/16
Confirmation, Payment/ "

TR 36917 RulelD4961KVR Transter, Order. Shipping zip English 07/08/16
Delivery Motice, Court ’ .

63 [ 3779 RulelD 13288 Appearsnce, Ticket Invoice 2P English, Spanish 07121116
Shipping, Quote, "

&1 [ 38005 RulelDASEKVR Payment zip English 08/01/16
Quote Reguest, . English, German,

sz 39150 RulelD4961KVR Product Ordler zZip Multiple Languages 0 1/25/16

47 41886 RulelD 4961 Transfer, Shipping, _zip English, German, 02422116

Source: Cisco Security Research
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HEEH, AP BRI R . SRS UAR KR
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PRIV IR FE . GartenrZHZR AR I 2B R I TEY
BRADEREE IR T 1252 — FhSe st B E 22 4 M DU AR O
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B

3

1A
W,

ZITEA A — I RE R BN I 2 SE ], A
MNEVPITE S (BEERAN— ) |, R
PAATE S HEREE P I, SRR PR —
FEo XA AT DUA R BB 1R S TR R )R D
PP B A AR RGBSR SR (Uoffice 3T |
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Figure 2. Countermeasures — Disrupting Email Threat Techniques and Methods

_ . Infrastructure/ o centi fes Obiectiy
IerEt e Ijentw Uﬁeptmn

2:'::::’ ® Email policy ("email Reput_ation (spam . User_ awareness Email body inspection u Standard rnalw_are
measures addn_e;st?ls are blacklists) (basic) Content attachment hw[,;gleqe (patching,
Expected in . sensitive") Anomaly detection Tag inbound email type blacklisting gw(ps?m pratection,
maost gmail '(‘Jb?;rlca,'::sgfss (volume) ¥ Authenticated email Multi-A\
security corporate addresses) (own domain, €gress) = UR|_ inspection at
architectures Authenticated email delivery (malware,
(ingress) phishing)
URL disarm
(replace by text)
Advanced ¥ User awareness Anomaly detection ¥ User awareness Aftachment type B advanced malware
techniques (advanced: focused (outher) (advanced: less whitelisting protection
Raise the bar on VIP email use) ® Brand protection GEV'M L Sandboxing ® Credential phishing
for email ¥ Authenticated email services characteristics) CDR protection
security ® Email policy ¥ Inbox access control fd‘)gt!;f“gfssage URL redirection (time ® Email policy and
Available in (governing external ¥ Email server ) ) of click protection) internal controls (BEC,
leadi communication) hardening and Cousin domain sender ) extortion response)
o mon rtonng domain detection Anomaly detection DLP (sensitive
solutions or 9 = . (outlier, BEG specific) 5
combinations " Email policy: "Do not Anomaly detection information theft)
of solutions (internal email)

use personal email for
any business
communication”

m User awareness/policy

Gateway or email server security

Digital signatures

Email server ®W Service W Endpoint

AV = antivirus; BEC = business email compromise; CDR = content disarm and reconstruction; DLP = data loss

prevention; SWG = secure web gateway

Source: Gartner (November 2014)
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Wik BEWebMiR, F@aPHD o=, T
WA GEAR AL AR Y R PN RS R R EE D, B
{EFE: HTTP, SMTP, POP3, IMAP. FTP.

AT ST IEN, iR AR R SR
SN BRSSP R A AT SERE Y SRR
RN, ARG SCE T LU RSO -

@ OfficeZs: Word, Excel, PowerPoint---

¢ AdobeZf: swf, .pdf-

& AAMEAKS: zip. rar. gz, .tar. .7z,
by

¢ [HF: jpg. jpeg. bmp--.
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@E Eﬁ
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Comcast Internet (RN H brik s &5 ER . MR
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MiR%s . Hil, Eﬂ%m/\;\r‘ﬂiﬁffﬁ/***ﬁlﬁ%mﬂﬂm

Additional
HTTPS Proxies

E'(:)

© 185.162.8.190
i Real C&C Server

BB

158.255.2.138 172.218.214.138

E:)

' 185.169.229.168
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IRfT =i QakBot S

PN

Active Directory igi#iiiE

TH, IBMARIRESHRER NGRS, e
ETFActive Directory FH P e e AT Z AN,
TR EE A IE J H Qbot iR T B AR - A Y

*JFActive Directory

IEEH % (Active Directory ) 2Hi[A] Windows
Standard Server. Windows Enterprise Server DA} Windows
Datacenter Server [JHFMRSS. EAFEHE 1A KL R
R, HHIFEE SR P RES R AR A HOAfH FHxX
{&H.. Microsoft Active Directory IR 5512 Windows P51
BoDAH, A P E N
IR SRR R IARIRAI G
AR T —ME TR,

W, BIEH e, HA Bl = IREhEs TR R s
ORI LIt DhRE

B TEI B IR S TSN, QbotdRAT
DI ER PA NEAE, b . s EE .
iE. HTTP (S) £IEINIFEIE. Cookie. S5
DI FTPRIPOP3 BiTiFE:

IR, BRI R EE R R TR S TR
Witiigsl, WEEEERVBES (treasury) | ERTT
DI RA T4

TRABIBM A AT I IBUR SCRETT R,

TRHET

4

XAEIBM X—ForcefilF57/NH S — IR A P E R AT L

FECADBEELE = s IE R 2257

Security Number of events: 17
ords te

Microsoft Windows security auditing. Kerberos Authentication Service

Credential Vakdation
Kerberos Authentication Service
Credential Vabdation
Kerberos Au'hentimbon Service

5/15/2017 4:53: 10 PM
5/15/2017 4:53: 10 PM
5/15/2017 4:53: 10 PM
5/15/2017 4:53:09 PM

Microsoft Windows security auditing.
Microsoft Windows security auditing,
Microsoft Windows sequrity auditing.
Microsoft Windows security auditing.

-f Audit Failure
.

Qbot# sz EI

Event 4740, Microsoft Windows security auditing. x

General | Details |

| % ~Qbot ( 3FK Ausﬂaccountmslockedout._J
QakBot ) P TR E K H subject
Security ID:

Account Name:
Account Domain:

BT 20094, HHEER G

PR RN Logon ID:
R HAR DS DS . QbotiR
Account That Was Locked Out:
Security ID:

TGRS B AL ERAT

Account Name:
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PR, PRAGREI, EfRERIT (10215
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AL TR, GRS B SKR .
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NSFOCUS

SRR AS

Linux 4.12—rc1 (AEIERR)
Linux 4.12—rc2 (AEIERHR)

EAR)
Linux 4.12—rc4 (AEIERNR)
Linux 4.12—rc5 (AEIERNR)

O 00o00o0o

(
(
Linux 4.12—rc3 (AE
(
(

1. B E&ET TRBEE, HARTEfTZR
NHuRE AT RSB, TR AR TR IE E TR
i

[] CVE—2017-8890:

http://git.kernel.org/cgit/linux/kernel/git/torvalds/
linux.git/commit/?1d=657831{c38e30092a2d5f03d385d710eb
88b09a

O CVE-2017-9075:

http://git.kernel.org/cgit/linux/kernel/git/torvalds/
linux.git/commit/?id=fdcee2cbb8438702ealb328fb6e0ac5e9a
40c78

O CVE—-2017-9076:

http://git.kernel.org/cgit/linux/kernel/git/torvalds/

Linux
1.9
L _4

linux.git/commit/?id=83eaddab4378db256d00d295bda6ca997
cd13a52

0 CVE-2017-9077:

http://git.kernel.org/cgit/linux/kernel/git/torvalds/
linux.git/commit/?id=83eaddab4378db256d00d295bda6ca997
cd13a52

2. FEARBEIEOLT, 15K =2 B L R
e

3. {EH Grsecurity/PaX X PAAZ M.

- 7] ~
AL NENAREARTGEFENZ 2B, FERHY
RAMZ 2N EREFEARIESFEE . BT ERE. ARRE
ENEFMRENEEMERINEUEESESENER KRR
&, WHEREARAAAS, EBEREURLZENEEERR
I RIBAEMSRE., FERIAENZE AEREFNERE
B, NS SERILZE2NE, VRRTEILZE2ANENT
B, BIERNEBRSELAET . REFEBERE DT, ~5
FEENSEERLZEAERNE, FMEUFTHNEER

FEW B/ .
y,
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Microsoft Windows 6 Bip

B2 TIEEF™
B2 RES

AmAdE: 2017 F6 B 14 H

EiRFil

ZRik

T H, WA A ZaedmimhTirE T+
R KRR, HaE T2 R N =R RS
PUTIIH : Windows SearchifFE AL HI TR ( CVE-
2017-8543 ) DI LINK S Pus 75 A e ARG T IR R

( CVE-2017-8464 ) .

MRz RUSE B E RS, FEIFLREIR L
AN T RIS R . S TEARNEZE T XRNA
GURRAS, LRI LA TR AN T, H PR LLFE)
NEZRAZAN T REP RO TRTR

FESHhE -

https://threatpost.com/microsoft—patches—two—
critical—vulnerabilities—under—attack/ 126239/

https://technet.microsoft.com/en—us/library/
security/4025685.aspx

https://blogs.technet. microsoft.com/msrc/2017/06/13/

june—2017—security—update—release/

Q) =287 / 2017.07

Microsoft

i R

Windows SearchfRSZizi2 i3 n1TiRIE

CVE#i5: CVE-2017-8543

M Windows SearchbFRAFH I Gl , FFE{EIZERRHR
TSI . BRI IR Bt 2 T A )2 520w
ARG, W& DR &5, HEUEibREuE;
IR 54 FPRPRGHTIR

AT RIFEIR , B # el LA Windows Searchfilz
SR ERFHISMBIEE . UilF] BRI B Z & T DL
AR IRTREE TR BN L. tesh, 7=
B, EREARE SO EIER BT ] DAB I SMBERE R
fRIRIR SR EEH E R EL.

ZIZHERE: https://portal.msrc.microsoft.com/en—US/

security—guidance/advisory/ CVE—2017—8543

Windows LINKM{mi2{LEBHMITIRIE

CVE4#'5: CVE—2017-8464

Microsoft Windows /7 EGFE IS T, 205
PR T LNKSCH:, WIRTREF ek 7S

RO G TR 9 B 2 mT DASRAS- S 2 o P AE TR
R PR . Hok P & 0 B 5 /D PRI &
G5 1) FH P e] RE LS PSR AR g FH P2 81 0 s e B

/N
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NSFOCUS

T K

Bl nJ DA A P 2 E SRR LNK SRR S
BRI el st I R shgisgs s ie de =, 4
FTEWindowsZ & 25 BT LNK SRR AR A
R RFTFtIRahEs (BlmfEdh =) I, B itk
FEFRAE BFR ARG E T BT 3 g

SIZHERE: https://portal.msre. microsoft.com/en—US/

security—guidance/advisory/ CVE—2017—-8464

HRRFAGEE, BEHMERE T : heeps://
technet.microsoft.com/en—us/library/security/4025685.aspx

Z R MATRA

Windows 10
Windows 7

Windows 8.1
Windows 8

Windows Vista
Windows RT 8.1
Windows Server 2016

Windows Server 2012

N O B B O

Windows Server 2008

MR ANEMEE, HSBRIRE TP

Windows Searchfll 55 7R AT TIRa7 «

https://portal.msrc.microsoft.com/en—US/security —
guidance/advisory/ CVE—2017—8543

Windows LINK e IS TR -

https://portal.msrc.microsoft.com/en—US/security—

guidance/advisory/ CVE—2017—8464

RRRPEE

WERE 7T B E6 A A Ziash T B T aIfE
bR ERAEN RN ER L TR, 2R
Pz 37 R Windows 5 B#TR 95 ok 8 sHgnZ 44
KT RBI

SIHEE:
https://support.microsoft.com/zh—cn/help/4025686/
microsoft—security—advisory—4025685—guidance—for—

supported—platforms

MTARZSCRIIERRAS, e T AT TN
T, A PRILOB I FA N Z AN T R TR

ZFZE5EHE . https://support.microsoft.com/zh—cn/
help/4025687 /microsoft—security—advisory—4025685—

guidance—for—older—platforms

- AR ~

RRENEHNARERTEFENRTER®, SKBERE

FrltzeE N SREETRIESRE. ATERE. FIRLR
ERNERUNEEMERNEUERSE BENERIR

%, WHEREAARRE, FERELUNZERNEFERRS
HFRBEUSEE. FRAMRBEN b2 A SIS TR
o R HERIZERE, YRRIELEZERERT
2, QERNEBRSEMRE . RESBEREAT, 7E
FEENFEERLRZENETRNS, FMEURTHRSER
FEL B/,

/
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gz Il KBIERF
RZEEMES

ITH, —EEAAE IR AR S AR
AR BT, 2R Nl KRR L RE, B8
JE 2 G REEEMBRESCIUTHL B B), K& iz
G

ikt B R DAKS 32 L F T DUVE S8 i 45 skt
T IE4e RS Lt (DDoS) |, BhFfmE R ARG,

S

http://www .freebuf.com/articles/system/134017.html

https://www.leiphone.com/news/201706/7pcuo6TVr
AJO5UY4.html

W =2E57F / 2017.07

ABiTHHEE

Wit & i patch IEH B 0 FF shellcod e AR E
IETE IR R T G8E. Bd RE R patch U,
RIEHshellcodeG LA T, AIFEEE AN AR H:
T F#H shellcode R INEPESCH:, 1ZPEXXHHEnt & s
HREATHIT, RATFESFRGA & N R S IR AL
FIARH, XS RIERIZ S AL, AT W
I, RERNEI RS, ElE XS,
FEF 2 RAIHERMBR, SCBLE RSB R A% E
POE T N RS S —shellcode, Zshellcode 2= fii

M=



B2 RBRSR DL MELE S, Bl n] Dl Al & S
ARG ENVLATTRES

BiNHE

1. BP1TA

& MPROZRE MR, EE AR
P, DL S EE R Sh RSk

& EMRDEENSUTNEIE, RIEBURERZ

2. BimphiPFGa
F P BOZAEA M N b 2wl aneil
V8+ el e, NI AI S E AT ET

3. R{FAE

TER LRGSR, 4P M
R 3K 169 RBEK P AT DL NSEOCUS. Bl H7eh 0
(https://poma.nsfocus.com/ ) HEFFHEESHFEREHAZTAC
P .

4. fR55E

& GRS SRR TRRITE AR DA EEEAR
55 o TR EE— TRV BR I 48 AR S B i, P8I SRR 52
WY, FROLEAEHTR .

& RS RAB-6 A RS IR 5IEIR %S
(IPS+TAC+ATARSS ) o RIS IEE A TR,
ERiR-IRENs o

& KRS : STl REEHRR TR (BB E
A Bl +E 2t 2R3 )

piis

W] ~

A2 NENARBATREEENZ A, FBER
Rh e NERHE RIS RS . BTEE. FAS
2NEFHRHANEEMIEMRIE O EZESE BENER &R
&, WHERERAARS, EBEREUNLTENEEERR
IFEBEOEE. FRRBEN TS AENENFIMRE
N WBRBEHTEBLLZ2ANE, BIFRIELZENERN
Bt GIERNERELAES .. RESRRE T, ~5
FEEASEFEBILZEANENS, A ELUMETLFEER
FElrBHY.

. /

/

%’_
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Z4 Apache httpd Z£iRFiF
REENES

AmAdE: 2017 F6 B 21 H

=M TR IR
gk o
https://httpd.apache.org/security/vulnerabilities_24.html
ITH, Apache B AA T heepd T ANEE T £ https://httpd.apache.org/security/vulnerabilities_22.html

NEAEEIR, BB CVE—2017-3167, CVE—2017-3169,
CVE-2017-7659, CVE—2017-7668, CVE—2017-7679,

RIS RS RIS AN B4R 55 B S5 o KE S S nAS kR4S
Apache httpd 2.2.xPI N2 4. kARSI Z 5000, FESIRIE B
Pl (] Apache httpd 2.2.x < 2.2.33—dev

CVE &S iR [J Apache httpd 2.4.x < 2.4.26

55 = P E R 7RI E M ER LM F SRR TR (5 B AT Z 25 SORME 3R

CVE-2017-3167 ap_get_basic_auth_pw() B &
RSB RIS

LB = EHRIEIE A ap_hook —_— e
CVE-2017-316g Process_connection() & 3% ASZENMAYRRA

HTTP 15 3k 45 HTTPS i [ BY,

mod_ss| BJRgxiElEES |F=tEEt

ELIBEEEIER HTTP/2 153K
CVE-2017-7659 B, mod._ http2 Bl 8¢ a2 | F [l Apache httpd 2.4.26
IR, (FIRS=SHIZRER

HTTP Fi& @t s P E— 1
SRBE5IXETHI BUG, ap_find

] Apache httpd 2.2.33—dev

token() ATLUEZRMAZ R B4 N Y S
CVE-2017-7668 RINS ., BIIMEE— N EEAIEK
3L, WEETLUSAREIRNE R
Zj_' itE?{%_find_token() IR [B] — A4 Apache BT ELEF2.2 xPA K 2.4 x KA T AHR Y
Eisht

2.2.33—devPl J22 4 2681 RANMER T ERE W, 155
EREERE—INPEEN \ e e i e s
CVE-2017-7679 Content-Type WEZLAT, mod._ MEn 69 FH P S N B 2 BT A Sk e iR . 15575
mime SHMFILEE AXKAE . RS LR

W =2B7F / 2017.07



T K

2.2. xR https://httpd.apache.org/security/
vulnerabilities_22.html

2.4. xR hteps://httpd.apache.org/security/
vulnerabilities_24.html

B

E IR MR A BARE BT -

CVE-2017-3167

2.4.25, 2.4.23, 2.4.20, 2.4.18, 2.4.17, 2.4.16, 2.4.12,
2.4.10, 2,49, 247, 2.4.6, 2.4.4, 243, 242, 2.4.1, 2.2.32,
2.2.31, 2.2.29, 2.2.27, 2.2.26, 2.2.25, 2.2.24, 2.2.23, 2.2.22,
2.2.21, 2.2.20, 2.2.19, 2.2.18, 2.2.17, 2.2.16, 2.2.15, 2.2.14,
2213, 2212, 2.2.11, 2.2.10, 2.2.9, 2.2.8, 2.2.6, 2.2.5, 2.2.4,
223,222,220

CVE-2017-3169

2.4.25, 2.4.23, 2.4.20, 2.4.18, 2.4.17, 2.4.16, 2.4.12,
2.4.10, 2,49, 247, 246, 2.4.4, 243, 242, 2.4.1, 2.2.32,
2.2.31, 2.2.29, 2.2.27, 2.2.26, 2.2.25, 2.2.24, 2.2.23, 2.2.22,
2.2.21, 2.2.20, 2.2.19, 2.2.18, 2.2.17, 2.2.16, 2.2.15, 2.2.14,
2213, 2212, 2.2.11, 2.2.10, 2.2.9, 2.2.8, 2.2.6, 2.2.5, 2.2.4,
223,222,220

AF’AC}HE

RVE

HT TP SE

CVE-2017-7659

2.4.25

CVE-2017-7668

2.4.25,2.2.32

CVE-2017-7679

2.4.25, 2.4.23, 2.4.20, 2.4.18, 2.4.17, 2.4.16, 2.4.12,
2.4.10, 2.4.9, 2.4.7, 2.4.6, 2.4.4, 2.4.3, 2.4.2, 2.4.1, 2.2.32,
2.2.31, 2.2.29, 2.2.27, 2.2.26, 2.2.25, 2.2.24, 2.2.23, 2.2.22,
2.2.21, 2.2.20, 2.2.19, 2.2.18, 2.2.17, 2.2.16, 2.2.15, 2.2.14,
2213, 2212, 2.2.11, 2.2.10, 2.2.9, 2.2.8, 2.2.6, 2.2.5, 2.2.4,
223,222,220

- 7] ~
AL NENBREARTEFEENZ 2O, FERY
FARtZ e ASRME RIS RE . ATEE. ARk
SNEMRHENEEMEMRIFCUEZSE BENERMR

&, WHEREARAARS, EFBENFUNZERNEEEFRS
I ERBEMSEE., FERIAENZE AERMEFNERE
N, MaEHERLTE2ANE, YRIRITELEZENERT
B, BIERNEBRSELEAET .. REEBERIE DT, ~5
FEENSEERLZEAERNE, FNMEUMFTHREEB

FralEm.
/
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tikid

EH, —f A Xdaaf B REAITEE R 755
ERITHRNLIA R, BB RN B, Bl
S EAHMIRR, REIE I ARG 7515,

ZE P R FAUE A SFFAES-NIFES
8, EE, R FARE s S R

AES-NIHE<E

SRR S (Advanced Encryption Standard
New Instructions; AES=NI) , J&—>x865 L5281
PR, AT IntelFfIAMDRGFESS, HintelfF20084F3 A2
Hio 1ZFE45 M B o AR e s AN & bR

W =287 / 2017.07

( AES) AT FIRR 2 AR
AES—NIF{E4 0 N RAR:

AESENC AT 5 AES &R
AESENCLAST AT R JE — % AES IR
AESDEC AT %8 AES IR
AESDECLAST PAT I — e AES R
AESKEYGENASSIST Bl R AES % [HIFREH
AESIMC i AES Wi5R A

AESENC, AESENCLAST, AESDEC,
AESDECLASTVHSRIE S SE NE R IIRE, BafaSH ™M
/]\%%ﬁregister—register@iregister—memoryo

AESENCI e — R INERIE, GBI

& AL (SubBytes)



NSFOCUS

T K

& TREAL (ShiftRows ) AES— 192/ R :
’ ﬁu?ﬁj(ﬁ‘ ( MiXColumns ) ; AES-192 decryption sequence.

; The data is in xmmls.

N ; Registers xmml2 - xmm0 hold the decryption round keys.
¢ %ﬁ,%ﬁj}u ( AddRoundKey ) ; (the decryption round keys are derived from the encryption round keys by
; passing them lexcept for the first and the last) through the
N = ; InvMixColumns transformation.)
AESENCLASTS A /o —Fe N y/E . i In the end - xmm15 holds the decryption result
* pxor xmml5, xmml2 ; First xor
aesdec xmml5, xmmll ; Round 1 (consuming round keys in reverse order)

‘ ?jﬁ‘%/{ﬁ ( SubBytes ) aesdec xmml5, xmml0 ::E: i

aesdec xmml5, xmmd

aesdec xmml5, xmm8 ; Round 14

) AN . aesdec xmml5, xmm7 ; Round 5

‘ TT*%{J ( ShiftR ows ) aesdec xmml5, xmm& ; Round &
aesdec xmml5, xmmS ; Round 7

. aesdec xmml5, xmmd ; Round 8

& A (AddRoundKey) g ; Round 9
aesdec xmml5, xmm2 ; Round 10

aesdec xmml5, xmml ; Round 11

AESDECTER—H = #E, AIFEVUE acndeclact yumis, xam ; Rousd 12

& WA FETE (InvSubBytes ) AESKEY GENASSISTAIAESIMCH 25184 B hnfif 25
& YETTREAT (InvShiftR ows ) PRUEMIFETE4, AESKEYGENASSIST F T H A= i AES
& WHPEE (InvMixColumns ) IalFREH, AESIMCH T VB a R EAESH SRS .

& 550N (AddRoundKey ) AESKEY GENASSISTIE&HREOH A :
AESDECLAST 5 plif Jr— e R s E « e

S
Wi

Tmp := xmm2/LOAD (m128)
N N N X3[31-0] := Tmp[127-96];
‘ ﬁﬁ?%%{t ( InVSubBytes ) X2[31-0] := Tmpl[95-64];
X1([31-0] := Tmpl[63-32];
NN . ™~ . X0[31-0] := Tmp[31-0];
& WAFTEET (InvShiftR ows ) SEE o L
amml := [RotWord (Subord (X3)) XOR RCON, SubWord (X3},
‘ ;FDE/E;%%HDD (AddRoundKey) RotWord (SubWord (X1)) XOR RCON, SubWord (x1)]

AESIMCHESEEOY RADAN T «
AESENCHIAESENCLASTHIZ R ECH AL « T oy gmeprT

RoundKey :- xmm2/ml28;

xmml := InvMixColumns (RoundKey)
AESENC xmml, xmm2/ml28 AESENCLAST xmml, xmm2/ml28
Tmp := xmml Tmp := xmml
Round Key := xmm2/ml28 Round Key := xmm2/mlz8
Tmp := ShiftRows (Tmp) Tmp := Shift Rows (Tmp)
Tmp := SubBytes (Tmp) Tmp := SubBytes (Tmp) %%%?{%
Tmp := MixColumns (Tmp)
xmml := Twp xor Round Key ¥xmml := Tmp xor Round Key

https://software.intel.com/en—us/articles/intel—

AESDECHIAESDECLAS TR Z R EH AL «

advanced—encryption—standard—instructions—aes—ni

EISEE Sl ZTnpyrmiel OB SOl T https://software.intel.com/en—us/articles/intel—
Tmp := xmml State := xmml

Round Key := xmm2/ml28 Round Key := xmm2/ml28 . . .

Tmp :— InvsShift Rows (Tmp) Tmp := InvShift Rows (State) advanced—encryption—standard—aes—instructions—set

Tmp := InvSubBytes (Tmp) Tmp := InvSubBytes (Tmp)

Tmp := InvMixColumns (Tmp)

xmml := Tmp xor Round Key xmml:= Tmp xor Round Key

AES—128)1% TR T :

; AES-128 encryption sequence.
; The data block is in xmml5.
; Registers xmmO-xmml0 hold the round keys(from 0 to 10 in this order).
; In the end, xmml5 holds the encryption result.
pxor xmmls, Xmm0 ; Whitening step (Round 0)
aesenc xmml5, xmml ; Round 1
aesenc xmmls, xmm2 ; Round 2
aesenc xmml5, mm3 ; Round 3
aesenc xmml5, xmmd ; Round 4
aesenc xmml5, mms ; Round 5
aesenc xmml5, xmm& ; Round 6
aesenc xmml5, xmm7 ; Round 7
aesenc xmml5, xmm8 ; Round B
assenc xmmls, xmms ; Round 9
aesenclast xmml5, xmml® ; Round 10

2017.07 | 2B @
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Xdata#h =¥ IHAES-NI{ER

{# Flaesencflaesenclastf& 4 e RN & BRVE «

.text:pe464257 aesenc XmmZ, xmn4
~text:8048425C aesenc xXmm3, xmmy
\7\ M ST -text:00404261 movdga xmm4, xmmword ptr [ecx+70h
Xd’ltﬂﬁj} ik/ﬁ: iu%ﬁi“%ﬂiﬂt% \SET%AES_NI -text:B0404266 aeseﬁc xmmB, xmmi P L !
-text:08404268 aesenc  xmmi, xmm4
FEOS, S, NSRRI R R Sk zesenc oz, oo
-text:0040427R novdga xmm4, xmmword ptr [ecx+86h]
if ( duord 411BA8 ) -text:D04B4282 aesenc xmmd, xmmb
{ .text:08404287 aesenc  xmmi, xmm4
, sub_HBDFEB(u18, vig, (int)gus7, > W);/7 aes-nifjiF .text:0040428C ABSENC  XMNZ, XmnG
. -text:@e464291 aesenc xmm3, xmmy
:1;9 I £ FRAITE -text:B04042946 novdga =mm4, xmmword ptr [ecx+96h]
= (_DWORD =) B -text:0040429E aesenc xmmB, xmmb
{iF ( ) -text:B804084203 aesenc xmmi, xmmi
.text:8684842A8 aesenc xmmZ, xmm4
i b .text: 06464200 aesenc Xmm3, xmm4
¢ -text:B04042B2 novdga xmm4, xzmmword ptr [ecx+B8ABh]
sub_404730(u20, (int)u2o, {int)&ui2); -text:004042BA aesenc xmm@, xmmy
- ;‘f’; -text:B64842BF aesenc xnmi, xmnk
3 ' -text:084042CH aesenc  xmm2, xmm4
while { < ¥; .text:B64642C9 aesenc Xmm3, xmm4
= H -text:B04842CE movdga xmm4, xmmword ptr [ecx+8BGh]
’ _ ) -text:004042D6 aesenc  xmm@, xmmk
) - ' -text:004042DB aesenc  xmmi, xmmb
4= ; -text:084042E0 aesenc  xmm2, xmm4
if (v3l ) ) . . R .text:0B4O42ES aesenc xmm3, xmnd
L T A e arons 2 b gy ST 05 et o izen Rovdga xmmh, xmuard ptr [ecx+0Con]
= uots - - ’ -text:B04042F2 aesenc  xmmB, xmmk
4= 1“;8576“; -text:004042F7 aesenc  xmmi, xmmb
= H .text:0B84042FC aesenc  xmm2, xmm4
-text:B868484301 aesenc xmm3, Xmm4
N N .text:B6464306 movdqa xmm4, xmmword ptr [ecx+0D6h]
@'Z)Eﬁaeskeygenassistf%é\fj}ﬂﬂEEE‘ZAES?E@*M\%H: .text:BO40430E aesenc  xmm@, xnnb
-text:00404313 aesenc  xmmi, xmmb
S S -text:BBLAL4318 aesenc xmm?, xmmb
text:00481638 movdqu xmmi, =xmmword ptr [ecx] .text:08408431D aesenc xmm3d, xmn4
.text:@8481563C movdqu xmm3, xmmword ptr [ecx+16h] -text:po4a4322 movdqa xmm4, xmmword ptr [ecx+BEBh]
-text:@oua1641 moudqu  xmmword ptr [edx], =xmm1 -text:Be404320 aesenclast xmm@, xmm4
-text:B@LA1645 moudqu xmmword ptr [edx+18h], xmm3 -text:0040432F aesenclast xmmi, xmm4
text:g848164A add edx, 206h -text:80404334 aesenclast xmm2, xmmi
-text:0o4a164D moudga xmm5, =<nmword_411610 -text:00404339 aesenclast xmm3, xmmi4
.text:00401655 aeskeygenassist xmm2, xmmn3, 1
text:eo4a1658 call sub_481838
.text:80481668 aeskeygenassist xmm2, xmmn3d, 2
.text:B0481666 call sub_481830
text:@8848166B aeskeygenassist xmm2, xmn3, 4
-text:AeLA1671 call sub_L4B1838 —
-text:004B1676 aeskeygenassist xmm2, xmn3d, § }I' H)j
-text:0048167C call sub_L4@1630 / \
.text:006401681 aeskeygenassist xmm2, xmm3, 16h
-text: 00401687 call  sub_ 401630 AR NS ARERTAFENZ LS, SBERE
.text:8048168C aeskeygenassist xmm2, xmmn3d, 26h
.text: 00481692 call sub_481830 N N s =
text:a8481697 aeskeygenasgist xnm2, xmmd, 48h I Z:jjlﬂﬁﬁi\/ %':TXEE{ 1{{@{%“}@2&(1%0 EE:—Fﬁ%?é‘ /ﬂﬂaﬂjﬂf‘
text:88481569D pshufd =zmm2, =xmm2, @FFh
-text:004016A2 moudgu  xmmk, xnm1 ERNEFTREERSMEMRI I E RN EEENER IR
-text:004B16AG pshufb xmmnk4, =xnm5
.text:004016AB pxor xmm1, xnm4 BE /\tt
“text: ounotoar pshueb xmn, xmns K, WHEREAARE, SERRURZSAGHEESR
.text:804816B4 pxor xnm1, xnm4
_text: 00401688 pshufb  xmmk4, xmnS It EIBIE I HRE ., SERBIBEUIZ 2 NSRS RFNERE
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