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Operation Emmental
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Arrives via Clicking on .zip file
phishing email executes the
malware on Mac

-

The system
app store will be
removed

5 |

= |

Fake OSX
update screen

—_—
Installs proxies Instalis fake Instails utilities
to hijack certificates for an such as Tor
system traffic MitM attack
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AppStore wants to make changes. Type your
3 password to allow this.
L@
‘ User Name: rubio !
A security issue has been Frase ould affect your system.
You can help protect your o tore.

After you install this updal
e —

How to install security updates:
1. Press Update All button in the current opened window.
2. When Admin permissions dialog box appears, enter password and click OK

3, Installing...

Please wait. The installation process can take up to 10 minutes.

JF/E#: Pierluigi Paganini, 5% : H1E, 1. HL
N2 HackerNews.ce FIEFEH | 25 HackerNews.cc,
JESTEERE: http://hackernews.cc/archives/ 12228,
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7 A8 HIH AEBFIELEEREE (OTA) %A “2017
RIS LSRR
Roll) e IRETHH A I G A 10002400k, He
KRR A=A . THIRE TR LaShahh.

(2017 Online Trust Audit & Honor

RERSE

RIRE TR, REZFR L BRI Y
Z3)), FEHE R TRIRE WA Ehn . SRk
TR MRS LB, 1 SR ABIBR(R.

HERE SRR, EHTER . eSSy
T I35 AR EI80%.  MSEE & R B TR =7 H #

RS — 5k

X1000F B, A 52%M MINEEE “SEEks” , 1
FE20164F, BUARIENN5%,. OTABIA ASpiezleFrr, HHE
MG R R EIE. MREIEA LS, NELRFWE
TUEARLS, AP AR B B B AR R DL A
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XERTT: ZERE. HiEZiitE
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BT, FAEL20165E D T28%, OTARE R, ZTILEHH
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2017 Top 100 Banks — Honor Roll

27% Honor Roll - 65% Failing — 0% “Top of Class”

@ Ally Bank

© Arvest Bank

© Bank of America

© Bank of Hawaii

@ Bank of the West

© BBT (Branch Bank & Trust)

© Discover

©® Frost Bank

© Capital One © IBERIA Bank
Chemical Bank ® Key Bank
CIT Bank © Morgan Stanley

© City National Bank

© First Republic Bank

Great Western Bank

© Huntington Bancshares, Inc

© Regions Financial Group
® Sun Trust
Synovus Financial Corp
@ The Private Bank
© Umpaqua Bank
© Union Bank (MUFG Union Bank, NA)
O USBank NA &
® Wells Fargo
© Whitney Bank
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HONOR ROLL VS. FAILURES

HONOR ROLL W NEITHER
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59% 51%
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CONSUMER NEWS

ISP/HOSTS OVERALL
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Apache Struts2
Zi2CiEmTiER ( S2-048 )
BARDRShIPH

AmAdiE: 2017 7B 8H

ZRik

20174F7 H7H, Apache Struts & foHTRY 2045, Apache Struts 2.3.xfstrus1
TR A HUTIOEGINR, RIFA4% S A CVE-2017-9791 (S2-048) . I
AT b N ) - BB Struts 2 Struts | (I FEEE, Rt TR,

FESCHEEEN T

https://cwiki.apache.org/confluence/display/ WW/S2—048
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ERHRGE
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MR

@ https://github.com/apache/struts/releases/tag/STRUTS_2_5_10_1

@ http://struts.apache.org/download.cgi

IiHEE 7%

& JPkEmT IR T B RIS E 12377 7045 ActionMessage 77
Xo FPR:

messages.add("msg", new ActionMessage("struts1.gangsterAdded", gform.
getName()));

ANEE IR

messages.add("msg", new ActionMessage("Gangster " + gform.getName()
+ " was added"));

& (EAFPLEEREN R E Hstruts2—struts1 —pluginf{ﬁﬁ: o Bstruts2—struts1—
plugin—2.3.x jarSZEM “/WEB—INF/lib”  H S8 ah 8| Hth oS sl i
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https://cloud.nsfocus.com/#/krosa/views/initcdr/productandservice?page_id=12

2) MZE AT DA SRR e 22 Pl RGE(RSAS V6 )EE Webh/
IR RS (WVSS) FEATHI,

& TR ASE (RSAS V6)

http://update.nsfocus.com/update/listR sasDetail/v/vulweb

& Webhi IR AL (WVSS)

http://update.nsfocus.com/update/list WvssDetail /v/6/t/plg

W EREERE, TR TR AT TR !

& SRR

(i LR~ (1PS/IDS/NE/WAF ) HE TS5

& NRBHP RS (1PS)

http://update.nsfocus.com/update/listIps

& ANERMRS (1IDS)

http://update.nsfocus.com/update/listlds

¢ TRPkIERS (NF)

http://update.nsfocus.com/update/listNf

¢ Webl/ HFGF AL (WAF)

http://update.nsfocus.com/update/waflndex

W FIREEE, TR BTSRRI R T

& RUEREIRS TR

SRR LS RORIRSS, 27T RIRER PR ARG 4, R
2 IR RSN .

& GRS . FATRILURHEN 2RSS, IRSSNERAEX & N ARG A
AHAEREROMEE I, PRIEE P ARSI L e T

& FRIRS . SESERBHNSEF R, BT 24 L 2 EER
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Apache Struts2.3 X254 }#ﬁZIK Fstruts2—struts1 —pluginﬁ@@%%{ﬁﬁgﬁkf? TR, F
SR EE R T,

iR
BRI -

Problem

Itis possible to perform a RCE attack with a malicious field value when using the Struts 2 Struts 1 plugin and it's a Struts 1 action and the value is a part of a
message presented to the user, i.e. when using untrusted input as a part of the error message in the ActionMessage class.

METT IR rTDUANE, XNRIFA A E2 fEstruts2—struts 1 —pluginiX
Narfd o XADFEEE struts1 action$ 5 ilstruts2 faction PUFFstrue2 5 FH
75 [R]85 HH A struts2—struts 1 —pluginfdStruts 1 Action.java SCEEH, StrutsTActionZs 1
execute 771 T getTextbREL, X MREI ST TognlRIKI, A ERZ
getTextIFI AINZRBHEE IR . DUNSE Tstruts2 B R BIEE 75587

Struts1 ActionfJexecute iR ANT, MAAEF (5 E R DUE HE S E A
SaveGangsterAction.execute /778, XI5 H I getText(msg.getKey():++.)o

EstrutsZ—showcaseE’Jintegrationﬁ%ﬁ%?ﬁSaveGangsterAction%E/\Jexecutej\j—‘ff
( fﬁa':SaveGangsterAction.javan/—'F) FHTFS280, /E\-{Z!Kﬁ[ﬂ:

@ =257 / 2017.08



x

NSFOCUS

FEXATT A AH B2 £ gforn.getName () I E] T messagesZ5 4, gform.
getName () I {EEME FmaREH
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