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http://blog.nsfocus.net/drupal20191220/

2019 DDoS WE&EHiRE
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ZEERHR R (2019 DDoS WEEHE MR E), 2019 & DDoS WiR#LS 2018 FAELLEN
IEI0Y 30.2%, WERRE FET 26.4%; 1-5Gbps /MIMRINERELEIN, 300Gbps LA
FRRRUEI MBS, EIIEE/IMEIBIS, 1X 42.9Gbps, FARMRIEAIARRKZE
1EZE2mE; UDP Flood, SYN Flood 1 ACK Flood #&k#A2 DDoS I EKEHF %, B
BWGHEEANRN G RIFEEER, WIS DDoS WHESSEEFES, loT
RIxRTRIRFIFAEATARS 2018 F2K1I, TEREERNE iR, RITINEFRIES,
G FRARe Rl 7o TES.
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https://mp.weixin.qg.com/s/fpox1B X9Yte89921298rA
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ZEERHRM (2019 FYEMNZEFR), RETEABTEEIXT 2019 FRIEMENE
SHHHTEI. YEEREIFR DT, YIERIRREAD DT, PIERI MM BT
EXHIER N LimtZe 2 FHPHLE,
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https://mp.weixin.gq.com/s/Lo-5SXPAEQuXuAfk72RuOw
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ECHOBOT £ Mirai l9—NEf, IEHAAI ECHOBOT &ifiRATa 71 MNiSRiRFI A
ERr, HPESE 13 MNEREFIBrYRR, SEEIMN 2003 2789 CVE E| 2019 & 12 B
EaTtimn, WESXHIREEMR, NERNNIREE. BhXE IPEREGLMEE
fRSSERTER, B PLC, EEXRE. FREHRES,
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https://unit42.paloaltonetworks.com/mirai-variant-echobot-resurfaces-with-13-

previously-unexploited-vulnerabilities/
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UTHB APT34 BRI IERIFIE Poison Frog fR11h%EREIERY Cisco AnyConnect i
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https://securelist.com/oilrigs-poison-frog/95490/
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Momentum 137 Linux SEEXRA T &fh CPU 2249 (ARM., MIPS. Intel, Motorola 68020
%), TEBRNRIARNHEZGILIZERRAIT DDoS W, BRIERMZHER
HHEEINTGETID & Mirai,. Kaiten 1 Bashlite 25,

(&4

https://blog.trendmicro.com/trendlabs-security-intelligence/ddos-attacks-and-

iot-exploits-new-activity-from-momentum-botnet/

. #81d 2.67 {21 Facebook FFEBIE SRR AT
(]
REMRARE— M LENEUEEFRI 7@ 2.67 {21 Facebook FIF ID. BIEFS
HOFN R, REHUE R LR HmRBEREHTRAREIMEUR(FEL Facebook API il FBRNAEER.
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https://securityaffairs.co/wordpress/95404/data-breach/facebook-data-

scraping.html



https://securelist.com/oilrigs-poison-frog/95490/
https://blog.trendmicro.com/trendlabs-security-intelligence/ddos-attacks-and-iot-exploits-new-activity-from-momentum-botnet/
https://blog.trendmicro.com/trendlabs-security-intelligence/ddos-attacks-and-iot-exploits-new-activity-from-momentum-botnet/
https://securityaffairs.co/wordpress/95404/data-breach/facebook-data-scraping.html
https://securityaffairs.co/wordpress/95404/data-breach/facebook-data-scraping.html

P — *

=" NSFOCUS

L2 BRREBME R O (NTI)

FERRMERTO (NT) FIEAR T UHNRLFAUMBANRLHTIES, W LIRNER L NS BHTIHENEM T, UEIMSRNE ™ 8. NAE

BEORXBEREIZOARAS, HHNEAFENERSS, EEEE T ZiRiEIREIRS (https://nti.nsfocus.com/) . EBEM A= ERS. RSIEE/R
2FANEMEIRANLT. FFP SHEMEIRT S (NTIP) SR RIRS ; 7 A ARHAFTHR NSRBI, TUMBIRIRSHEKORAPIPEES , BB P BT
Hb T AR & KRR IR

NSFOCUS
B8 RERRILEESIEAE
FERNE (BRRRIB300369)

HP4R: 100089

E3E: 010-68438880

{&31: 010-68437328

#EFE: webadmin@nsfocus.com

© 2000-2019 AR



