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—RA B £ [E 4% A 55 R AR 48 0 M 2R AR 557K sl iR 4dt

2.2.6 HEEMER

EA—xXU T =mbER, FHHER u‘E'-IM\;B‘IE?HHB%D'J‘I‘IXTIPC%&':%EI’%
EVMRMTEERERENER. FHHEL ZB‘T FRBIER. EAMREEK.,

2.2.7 XEEMIRHE
IRIEE 21 ERZKEBES (PPD-21) , kTiT B F X E g,
2.2.8 £~ 8

FIERGEECRENMMELEH: REE. FmlEss, SRoER.
IERN My ERETRSRREE. FIERSE 12 177, ATEFHIRZFHK
FWmRs), B8 41 MERSFIHITNE, BTEEHEEIE. REmIMERSEE
T DeviceNet 815 B4 EIZZI B IRE (PLC) . RINEBFHBIZRE, LUE
TAEZR2BFATBITEEIIEE.

ERENRNEZERITES, RERN, FERYIBRE TR R Ees
SRNER. RENENMRSSHYREEGEAREIN, AEERXE|FRNEFS. A
PIELEBREERNERARRE, RRREBESE, FRRE~H. ELERENE
M, REREFRIEHER, WIE~RREMRENE.

229 &%

ITEBOAZENZHEBAZ IT A, FEFAEMNEI IT KARERF (WNMEF
B, Web N FIEFEFSA XN BIERE) .

IT ARYIP— NP RIGEFERG, HhEETIERSE, ©FEX BR. TF
MER, HEHEHN. mRALZARMGELRZITENFEIZRS.
IT AREEHIEEFBLREIE THEHIEE, EREFTRELEIE. IT AREH
A SEHREFITHIEEM, HIETIRIPshZ 3R TE B FiR(E.
2.2.10 B3R
B ARMEER . FENEIEEE:
PLC #ZF A5
HERXRITHEITE
TERARIEF MRS
B5E
2% &
RERIEERF
[ASE 4 P 3R
I ERTBEIEAATAE. Bl SRR .
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2.2.11 %%

ITHAAZEAMN IT REEEZH IT AAEENARNLE. HEEEBIEILA
Baiftig &ML, BFETIRINEE,

il 1 X 2% B35 B BV By BT LUK W AY TCP/IP 48 A0 E b T Ml 18 20 DeviceNet.

BALEEFRE BERFHHERITRENEIRE. | 9RIRNE, BTz
RV EE IR R BIEIR iR AP A S R

2212 FH B
FIPARZE

FHHSUFERENZEEBITACHE, BEBRIREFEALFRE.
FRAEMEIETZ. . BML3EMRE. (FlIEFMIERAIRITEE
ANERTARRE.

RIFIER S

EHS U T LT ERANFEER AN, SISSHREE~TET
TR, RAMCHERE, §5EE = ERN RS TTE.
(RAE 7= 5

EHHSSMAH RMANESEENTE, RASLENEDNL. &
BAWREGER. ARES T RERIERF, EREADHLEE (BFS
RSN PLC. iR MRENSEEERS) KeTaRe.

SSIE~HIR

FHHEN—NEEZBRETRAEE~BR, XNXAT#HREZ P&
Hiz, LR THIPLRNMSIREM.

FHHERT 7x24 £FBERAKNE~EE, BEESBFRNEPEX.

RAEBMUREMBLET WA RS EHITRE, BRTHAEE =BT,
RAPEIALE

FHHEHNRIPERLINE, aiFFaftL. HIELZ. ~RREMMH
R HEETE.
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3. BUSRMIEFLHE

AEUERNFTRHEQR ARG, TERTAEFLNBEREFXHMER. &
PANERREERNERASHIEMEZ 2 XIMFIERGEMEE RS
HIBRIEF S FIEFR

3.1 MK R 2RI RB

RIZEHE R B

EHURFEHHFELT GER) FRHBERIEFXHMERAR, METWNEREITR
XHFREEHAR. AXPRBIOFASLE. B&E HRFHERR, NEfHE
B2 M, FHIERER NIST HEZFSIAT, tBARMAXLSEF, ®E MRERSIIENZ
miEikF. SEANERREERNERSHIBEMEZREITRIFFIERGERMEN
RAZEGHAE RBRIEF XA,

FHr=
MR 23R

XHREA EERK
BAER
A= HEA L] =

1.0 2018-02-22 BB SRS EE R

2.0 2018-04-21 SRV AM T ERAEN ZERE
Bt

(T HERARNEREN R B RZRFZFHIRTIAT. )

HHEA o)l x4 it B EA

S. Forthright CEO <HFEZ> 2018-04-22

M. West SR s <HFELZ> 2018-04-23
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3.1.1 H®

MEREHRXHAETHREE. Kt gIPMENEREERRHR TR
FHEFEREM.

FHRIEHE:
WRATIRE, RIELSZERNREFNEFL;
RIPLLREEHN RSN, HIEZRFTHABMRESE; UR

RIFLERIFR, Brb@EIEERIEER L RESX TS RE AR
HREFEREAGERTE.

31.2iEEWR

A CEO. IT 218, ZELKEMEERATHEMARER, ARRIEH
WLk 2 =R IE,

3.1.3 EBEAIE

A BNASANARHEX—ERRSIHE, BIXTUNSERHEA, £
HEBHRSEI. FRTE—RE, EBANINESR T USLERS, R
R ERETER, EES5MESEEREBENED.
3.1.4 AFIEER
TS IR
AR R —RE SRR TR THER, HERRTER, 2
HIETZTL =%

PREHUEIFIEN (BFL 2 BrYE, BEE 12 AR 5, FEHENE~
BEEXRIFELZE. AREGETIIWESS, FHHESIHTIEENNR
#, URSESHER, BRESRAE. T EEMET LB EE, W
ARIZIZAEITHIEE (PLC) « AHLAE (HMD FFHSEHIERE, Eiz4 i~k

.\_I.Iio

RIEE 21 ERGHES (PPD-21) , LTiTIEFXEe R 8.
5 BER

RIPARRE

FHHSUFERENZEEBITACHE, BEBRIREFEALFRE.
FRAEMSIETZ. . BML3EMRE. (FlIEFMIEREAIRITEE
ANERTARRE.

RIFIFER S

FHHFESETAXMERENMAERZEN. FHHSHRREE~TRER
TR, RIORCIHEET. BFEEXNEERNFER AT
RIUE~ m R E

FHHFERAHFNENE~REMNIE, XRARAHNBEIK. REFM
BARBR~MRE. ARELTRERIEER, FABEINKERE (BEFS
RIZFIMAETE PLC. HERIBEFMSHEERS) BITTmRE.

SSIE~HIR

FHHEN—NEEZANREXUAEE~BIF, HREZFARIHE. 1
BUTHPLRNMSZIRE M-
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FHHERT 7x24 £F-BERAKNE~EE, BEESBFRNEPEX.

RBEBIUREMALGE W AR S EAITIE, BRTRAEE~BR.
RAPENALE
FHHBSWMAOFRPFERE, gF~aTL. HIETZ, FoiEMH
R HEETE.

bR Re

EFS—RETSHNEETHKAEGREN, EHEETI .

HpmBEMELE, mREHIELEZRMRLT, ATNFHHET
TEEER&EF, DEATIHER, tilBEFEIEEmRER
FARISOR AN o

=Rk

HIERG AN XEESMRMEUR KB FRN AMEE . FHFRNAIC
Fo TELSE T REBHET, SENXHHITREE. AREREENE
AEREESRIMABRHLE.

FIERG < RAH
FlERGHI XA HINT
- T#2V@uh (Engineering Workstation)
- E328) PLC (Supervisory PLC)

- HMI BR 55 %
- OPC Fniz 25 Ak 5525
- iR EIEEERRS52S (Historian Database Server)
- MLEG %
BCEMRSS
18 FHHSEENRERSEETETEERM,. #H. RARSAMHK. BHE

B EEH— R AR 2 [E W& AR B i iR 15 i W AR B 7k FE iR 4

315 EERLBER

SERTHRMNENRBENBUAFEMFSEELESITNNBER. foE. 18
FRTFARITFIEE. KXEHEERISHIESE, SERPEIEEN IT F1zE
BAR (OT) &=,
3.1.6 EAZEEZEM

ER—xRU I~ REIER, FEFSAERTWINE
EMENFEEEENER., SEFSERERRE
£EXK,
3.1.7 ZLBLAE

SRR ERIEEDNERE Y, ITRMEE. ALASERFRIE, BHZFRIF
FHFENER, B8, T fEE.

BRI 3L F RN E
FRERRE. SEMME

< <
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HESITE (CEO) | HHIERRSMHMEEEE, ZL0—F—K;

RIREE S EFIEBRMIERF, JEHAMIT/OTHE~HER . K
e XHEBURBITAMNSE;

1EASEHHRIEER A (Point of Escalation) ;

AR ER IR FE A .
e AY A EIZE DR EMEREEHFEE.
25 THEUm [EIZE B R EMEREE M ;

BN E BT FE SUB R M R &K ;
N B HEEK, HBNEEIRRE.

miAE N EIZE DR EMEREEHFEE.
FRAREE EIZE DR EMEREEHFE.
BEDE BRFABITIOTHE~H 2 HENE R E;

I ERIE R/ E R ;

HIE . EREFLEF R R 2THRIFIRSE R SR
ERREAR. [ BNEEEZENERREFTEREA;
[EICEOLHRMKZ R £ IR IR AR ME R £ X X ak F .

ITEERFITHR RBEZEDENEREERE;

EEZEREREMNEREEN. BERBMFRCEAE o) ;
1 Bh R E BT 7E A 55 8081 1A E S A 48 R 2 F 3K 5
PR EEHENNEREEASHNEER

EFR AIEMEZ 2 EHEREREEH;
HEMK R 2 EHEXHIIMBIEE;
[EIEEDEREMNEREE MG,

HRZ3 IR 7 2 B AR AT ML RO ;
[AIEEDEREMNEREE MG,

FRBRT. AEEMN SHEETARNERMNER, BRESNREM.
FEHRTTEM

3.1.8 TARREER

EFHHERGD, RILRIAS, FHHFERGMWE PR AENEHRZ
5. FHMFERNE LR, HEEAGhFHIVEFIERE AT ERBEBNMNERE
1THE. FHHEFAMENIAGE, BREBERZERE. EH. BUCEEEKRREM
I RAE 2RISR

319 cERS

R =R :
ZE D E N T —F—ER XTI, IR AT R B R 2 R 2.
M FTEEE R A SMER XU o

BTG BRI R R EATRE M, EERFMITEITHIE, 15X
REAHEZKTE. AN TG, TESIRMXEERZINEZER R
.
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BRPTARTEZESEREEMRESIENKE . SEDERA SN
RefE, BiHET—21Ta) (Bl R, 55K T FNAIARSEN . BRART
BEBNRE) . FH, R B3R EH LA FEEMEMS R,
WA LUBHIEE RS BXXEBIRIEAIFEMRRA, I 3.4 T XEEE
S

MIERE:

T XEEE, BEXELVAEITH, TiELES. EEREHEIA0,
— MRAFRIEAN, BELES, RTHARFEFEFAKRE. 5S—IMAO
LfLFRIT, FEIEELMEEBETFABIKRES. HENEICHAEVERN S5E
RAABEIHEN

s, AR ARZE, #HITABRAITEE, IRAL#HITIEEEAR, BAfRRE
&Y, RENEZLZEHEMNEIN. BXYBRLEERSFENE Z1E0(E
2, S'MERLEBKRFH 3.2.6 TYELL".

Ve .

XfIT 1 OT REMITRIRAE T AEMRNUREREN, iEsSRIERIER
ZRVETAHEFEEZIRATRGEE B IEREXIRIARNE, SESITHIE
e, BEINEREFMEMERARFERREIGE, SEXNRENZEERE
FEREN, BRRGRWRR, EREITHIT.

BN S ARG EREZEMTIZER P#ITIAE, SxEBEG
EFZEFEEITIEH], RGRIPMEBRIPIVESF, EEAEZKITEIR
PR

3.1.10 RKREEFIREI

FRTANRNEEEENZRZEEIRER, REELER, LRI TRRER
EREF EIRMELSEHMEEY. I, TELERERATRAT BSEFE
SEMELZEHXIFHABMRE.

TEREMINRT B 2B E MR ZE XTI ERGBESINF WS
FRBER. B, SRFRAHAXEFHERIE WENEtEMEMTEITAN
#hiE), SHMAPEENEER.

ARFEBAGE
RITMEEBREERBEZELITENEINSIRELS. TR
g%%WWTQﬂ%ﬁﬂﬁﬂﬁ?ﬁﬂﬂ%ﬁ%ﬁﬂ%%%Nﬁ%ﬁ%ﬁ
=3
ENE ERE
- ICS-CERT VLP! (FEH#IZEITIA)

- SCADAhacker?
- SANS TlHZH| RGP
- ISA tZII1*

" https://ics-cert-training.inl.gov

2 https://scadahacker.com/training.html

3 https://ics.sans.org/training/courses

4 https://www.isa.org/training-and-certification/isa-training/security-cybersecurity-and-ansi-isa99-

training-courses/
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A REI

A FREIAR EEEEA PREERIINES. SRIEIBEBKIT
AR LR R T8 R G IME M 4% 2 2 T Al ) IR .

1EG R

- EfRBEshitiha (SA) °

- SANS (fFBZ &I °
B=RAGHEI

FE=FAGFEMEM IT/OT RG22 AT, LIEZINERZEEFIRFII, 15
AR EEFNH AR MELEUREITE.

1Z)I15 BBl
- SANS Tl#EHI R GeiE)I7 GHImEzN—IYa )
-ICS-CERT VLP?® (E#IFINTF) (RBEMHEINE)

3.1.11 F=FFTEMEKR
BRE=FACEN SETMNEREEBR, RIPFBRER, BARERE
BHRE.
B-RFAARN ANE—XLZE2EMRETRZ BREEFEEMTE—
AEFALEES, BHEXPE LRL2EIRE)IE S R HHER R A E 7]‘1?
RIREM.
BRIt EN R EE R T S EEIEFE
PR RE T BEAME E{FE A ERERIATIRE
HE R AHEINAHESEEZERLMIERESR.

MRAETEMNARLEMBRAMENK,, | SERTEHLKAREERS

BERMPHLE. BXTEHRENIFAEER, SIMNERESBERCESH

‘AR ER L
3.1.12 jHBs . REMFERS

AR T RIPHIERZGHEF MR E R R LA TFa S . MR RRNEX,

BAFRN L2 5 EEER (OSHA) MARZEEA. RBMETINES, &
BT 2L EM . REEDREMEITEVTIRRIPEDGIEAR—ES, HXA R
FERENRE. BERIERZIEREEATERSIEZEAR (B5la0 PLC. HMI,
WS A BREE=3) REFER. iHF ARG MAITIAIE, RBRSHEMIFTIEF &

HERGMERERNAANE RS (MRBTPERS) LAFEHA. M
BKIERNER, BRIFESERE—ES, HATRHERENES.

3.1.13 HRHIE

ERXEEXNFHENN, ERERTERER (UPS) , HARTFFEL, A
FAFMERFKHEREIR.

W, HZEEMEZ.
BB R,

iz

5 https://www.isa.org

6 https://www.sans.org

7 https://ics.sans.org/training/courses
8 https://ics-cert-training.inl.gov
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3.1.14 22 EHEH

FHHFENEGIRAE IR RET I MZLZEFZHAIRN . 27 18H .
RER REFEEHITAL . FHMETRIRHNEREEHNRRIE, RE%
EIHENZGREREMREENER. TELBATEENEREEMH, WX
EEHRE . HE. ERMBRNERZEENH, DRREEE, FREILE, REFE
BR—LBRER., FERTESEITIEITE . MEHMW XA RS R E Xt
ITFEERE, REFEHITEN.

MM L ERBHFRREEHN, KEFRSKEVEES, MEXFALRFFIESR
ZERIIRIF

3.1.15 ER2H£EHR

SHMERSLE AT ABAR R TS . MR HEERRMT ISR
Z. FEHAE, FAZMNEMINBLFREERN, giestSHRM, FFiiRP
HERS .

Flieaen

SITWRLRET X R, HEE~T XARNBNNERZEEHEE. S1TI4E
AHZHWEREEMHEELIMBRFBLEESMRLRE, BTIENERER.
MERZEEMHERECLENE BRERHEUIMEZRE, EEHZIFEEITR
il (NDA) ; REEEAMRER, ELEZARERISERE.

Hb 75 BT
SHEERZELXR, UELZNEZEEHHIE.
P BUFF

SMBRESETAR, IEXEMARSEHIE. NHFEEEELTE
M, TIRAREBRIARANRRIES.

BXFBBUAT
SEBEFNMAEILXR, UELZNELZEEHHE, Hla:
EELZREE (CISA) N LBMLEHE ., BERY. KEEH
EELZLE (NCCIC) "M LR TITHI REME = S M
3.1.16 ERAEFTITAL TR

WEZEHRIHRBFIERZOTURFEES, BRANERE. KEMER
=G, WREEH, MHeARH.

BERBNREEE, MAHHMEMEFITY. B4FE, NREBEUTASHTIE
HAEF:

B VA RO e 45 R
FHHFENEE. WSHEMRRATLEHNERTN
Mg 2 EH

2F<'l=

C

9 https://www.us-cert.gov/report
10 https://ics-cert.us-cert.qov/Report-Incident
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3.1.17 Htb5E
- FFA SAN ZELHEEMEEREITR]"
- BPERFERHFHERIREELLRETL
- GCADA #AEERERERF"
- RGEEBREMIT ZEHRM

" https://www.sans.org/reading-room/whitepapers/hsoffice/designing-implementing-effective-
information-security-program- protecting-data-assets-of-1398

2 https://oit.utk.edu/wp-content/uploads/2015-11-11-utk-sec-prog-plan.pdf
13

http://www.gcada.org/pdf/Sample%20Information%20Security%20Procedure%20(safequard%20policy).

pdf
4 https://www.odu.edu/content/dam/odu/offices/occs/docs/odu-it-security-program. pdf
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3.2 MERRELEHBRXH =BG

EVUAFFHELF GEN) FRHBERIEFXHMAERAR, NMATHRER
EHRXHFRESHNAST. AXPRIMELSE. 8&. MREFRERR,
NAERRABSZ A, FHAERR NISTHEFESOAT, BARMAXLESIEH, €5,
MRIRLIMBENz &IERE. FARNEEREETRNERSHIBEME R 2T
X FHIE R G B AR R AR AN S REERIEF RIS,

EHHS
4% 22 BUR
XHHREA EE R 7
BEER
WES Sk iRA &
1.0 2018-02-22 SRy EER
2.0 2018-04-21 Xt ER AR A T ZTERR
ERKE]
CEii
(AT ERRREE N A ARRFFHIRTAT. )
HHtA Be £33 #tE B A
S. Forthright CEO <HFEZ> 2018-04-22
3.2.1 B#

MEREHREX T REEK, BT HEAATFMAER. REMER IT 7
OT fk%5, BHIRMILARKRERRZEIME R 2B, B R ATNTEEM. B3Fh.
BEEM SRR

3.2.2 5E
ANMELZEHREATEBGAFRFIERGSRHEHEEMNA T, AEEHD A
3.2.3 B4t

MEREBRLAECESBIVERT RN LXBRT, MEEDEARERMN
fIESK IT 232F0 CEO MIE N . WA HRETEHMtLISRIEE 2 EaIHtiE.

AHEXHHEZERMSETEE—R, EMEEMAMEGRT,
324 ETAGBHNMERLIRE
MEZEREERANAELRTHNHEEME, BEUT:
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/)ll.*Eg;%lJL ?‘@EFH @J

2T
. w\EfmmEe . REmE
. EEERSHINEERE, E0—F—K;
EERE . #‘é;‘_}fﬁiﬁﬁ%ﬂﬁﬁ%ﬁlﬁﬁgﬁﬁufiﬁ, MICAL I T/OTEFZHIER
S, SRR BT A MY
cE - ENEEABOERA,
- BE BRI EWAL.
W sl . EERNREME RS BARMIE.
. BRI S 2 E AR,
Yo A2 . AN S 2 ESR IR LA
- BRIER, HEMEERR.
A I . EE LIRSS RS EARE.
FRFRRE | - AEERNREMERS BARME.
. EITOTESH B ARE RS,
. AR ERRRSERRR
EE s C IR, SR PR E IR 2 TS
C ERREAR, [RASEES MNERRS FEREA,
- FICEOREMEZ £ HIMIR LR SME & 2L R R T
- BREER MR R,
remagy, | PEECERSRARESH. SEHAENREINAE,
°WMﬁmmTﬂ%%ﬂﬂ§ﬂﬁﬁMW%kéEX-
- S RMAE S BN R FAENEER
. OB Z S RN AR,
kg Ik . BT E S BRI,
. EER SRS RS EARE.
_— . QEER % S B A SRR,
. BEERBRERS RS EARE.
SMBAR
fats | REHE
wE - BENEETR, RIBEEA S,
- BT EHEERERLHE.
W - WFEHSERAEHE.
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3.2.5 TEK

RIMERMELZEEIREZIN, HRIEETFAEZERBS (Acceptable
Use Policy) -

AR XABAREBRIZFENANNA, RIFZERMEE S5,

RIFRARENEREN GRS LEARLBR, A—SINSEAR
%, BTREMFIBRGERMRS .

BRARTHREFRENARIEE, TREMMERXMIZRE.
SNERARIESZE] IT X OT MEF /T, RTLAREE RMZIHER.
RIMEEEREREFENIIESME R EEH
3.2.6 YERE
R THRAEFERF LR ARRENIESMER D) .
SINRARFISER ID LABREXR, —REX, B2
PR PUEMIEREE ID,

BEHARGREERETRILR, ERABHERIFEL, CESBRSEHREE
XLEIE R

FBWNILE. AGBA/SHER ASRSHR T EIERE
ARETERBERN, MHEEREM AR RERFEFREFH X,

e REEMEFARE XNAAENZEEE, EERDQTRNE
B, BERDHIIEERTSEEEREITEIRE.

BAMARBITRERAEN, RERTEMEREEY.

327 EREAR (T &#™
IT 257 R g B FRSAITR R L 5 5E 30
BURTHERIREMNZEFERAZTHIT £~
NEMEEME IT 557,
BRAVAMEIC KB ANEIART AR, MR EEBEMITIZRE.
MAKREGHEAFiRE T &=, %wﬂﬁﬁ,%ﬁfﬁ 2 ISRIRAL.

=N

\

pali

TEREMNIGETEEFRE, RANGE, THRIESETHHAEESE.
mﬁﬁFMﬁiﬂ%ﬁuﬂﬁK(WEﬂ)%ﬁFO
BT EERE,

ERMEERIWAE, YAMEBMEERKS.
= IFFERAN AN IAE T HiR.
MRIEREERMEIFEN, BUNASERINEF EEEHRER.

IT 5/~ LB ahg & AR ETHRESNZERF, BILIEEN
8], FBAIuRBITI S ESKERAER AR ENIITINE.
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IT #F~E8
| BEFEAR HE
BRIk SRR 6
Allen Bradley 57003z 54l 2
Allen Bradley 8300p%H158 1
EEEAT e 1

3.2.8 BERAR (OT) &#f=-

A58 OT ZH TR, FEMALS.
BERBMBREARATREFNZERM S TH OT &~
FERMA IR IR OT %7~
FRBS OT HEERXEMARLIUIZZHMIE.

BESEXA OT ®&HH. ITHITRIMENGR OT R ZFHAEFFIA
B, HtAS RS OT F~EE, BExEORBEAHREMIZN.

£ OT M EEAZeTRAXMAEE B sitE.

£ OT MZhEA L2 T R IIRATE T ERIEAR

XA OT FZ=RUiT IR PRES, W UB1E" & /MR RN .

RIIR%HE OT %/ (W PLC. RE&ARHFH) WIRBFARET BITHE,
RIEFEHITET.

IEEE OT MLgEL OT ZE=dEAiAIE] IT R E S KM
ZIEERAN AR &EIE) OT Filfo

OT &#E=EH

HTBHR HE
Allen Bradley ControlLogix PLC 1

3.2.9 HFEEHAPERRT

R 1T 3 OT FH=EEAAI AL RS g rmx T A BIRHITIIR, 1%
BRAE—MRE 1T ZEARNIT

RISERGE, HIT &~ (AKX PC ECABMN) SEAHMR T A,
W IR ARG o

3.2.10 RS 4EA

WRINEAR (NAEE. | 8F) WEIBHIPESMREE R EHUE.
BERUARI AT ERBIIMNBARNZERIFPA T AR EEFSNE L REH
FrB&EIE.

SR BRIz RTIHITIANR, HIEBERTEEINLE. H—RBRT
EMIERIZER .

B RGRIBR SR E S T, MERTEAEMERSS
BN

ZE S P IR BRI 1C SRPT B 4R 7E RN
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3.2.11 ¥
e SRR SRR RSB E B AT A .

TEMELTHR. YTESHEANBMEEN, THUEEE R KT,
R — IS BAE R 1 1.

BEHRHIENIRE (WMFH. LicKEM, USBIRESF) FKE, ©0N

VHEHEE R,

HHIRMBURATRIEN, SAERAMENEERNEFRREML.
WIFHAER T JURIEIMNART 148, RRBUBRBIBEEIZERP.
BIRRYBER KA E RN ZEF.
VIZIREEME (flan, AEFTEMSE T L) SUREHRRIIERIAK.
HRAENIERI AN B RN N R HE L E.

B, BB EEIAERBIERE

PLCEFRE Ov
HwEX v Y
RERIEEF ov ov
BAEFMFH Y ¥
BSHE Ov ov
P4k E Y ¥
s = HUE Ov ov

3.2.12 EirEE
ZBR BN AIRERZN, (RPN, ZREXINERMA THALEE T FRE.

FRERT. | . AEFsEtMNEEXEEERFRHSMN IT 1 OT &%
B, NEEAASERNNAZIE (BPREME) HTAE, REXTXLERGHE
o 3T RGRYTT BRI FNPR$ R FEIEEH .

IT R SHEEMBIIRBEIHMBGENEREE. I, A IT KIBHLEHIR
WA AIEE T 3% OT &%

FHHE S (R BRERTE = A P 18] R G0k AR 55 RURLF

3.2.13 FENE RS A BBECE
FrBZERLREEEL 10 MNFER, BXNEFE, HFENEFHRFTHEMN
BRI 90 REK—X, BFREESEE 12 MARERNZEEHER.
AHEERAFARPHRIRREERIAERZE.
NEEBFEH S EH MR FREPIRHEER.
FEIMARINKSHER A ENERL, REEANAKSH,
RAJgefFE A ZESMIAIE.

AERERTIF A ERZBETHAMLE 2/, LHMBREIAZRD, 0Hh
Mg p S EC E R E R .

BIEHZ
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NEHEBEHQNFED,
Y75 TNE.,
Y1015 FA B 2 Fr iR A0 1R (E B R8 Th e
3.2.14 Uk S
LA A
ZEREN S HIEREBEFBUARIBOR .
T ZIEFF S IR 1T B EEIFNIGE R .
B H A itk S 1 el 5 B SR IB R IR IE IR F -
IR

HIERE PRI AR PEERMKS : — 2 EWKS, BT ESRE;
— M EFIEERRIKS, BTHITHIIIRE

- TS AT BHE#RE;
- IS AL BRI 2R PIKSHIFT AR (FlaneE Faprtriiel, ik
MEE)

- P S A AEENR, REEFIERGZANITEIRINEERER (BlanE
HRRUNRGEH. REER. REERF) .

A PEBIERZE A EITIRSA, il“égl«/{tcéﬁ‘tﬁﬁﬁ%'ﬂfbﬁ%o =S
MK SR, FTRESXE =TI R IR #20m

3.2.15 iR B4

EFRARE (NTIEARMARSER) LREGRERNG, REBRE&ESFE; &
ENRFIGHEERENERSH, URPEHERKE ™.

ZERPFRERNE, REZRENPREERSFHEMHEE iR (S
XFF) ERUBUEEER

29 3.2.16 M
N RIFNFIERZ ML) BB, BitkFhigio)imeidigi.
MAIEZIENEHENMZEE B ISHEE.

HBE DR ANEERBERE

clé\fﬁ”’“?x%ﬂlﬂ%ﬁﬁﬁ?\]?l‘ﬁﬂﬁh, T #EARTNEREZAEHFEEE
3.2.17 FaE IS

SAEAE s FETREHITEEmAOMELEE, DN E, BEHTERA

EEMLEERE

BITHIERSE, HIENEREWTITR.

BT AINRIAF M EIRE .
FREMZRZEEHU I RAESHRMNER RS T, RGN HMRE.
RIEHTT M BRIB SEAANE iR Z KA SE R G 2 SR BRE
B ENRBERET,

B IE Nk BN E A EI AT, ARSRES



30

20194 9AH

RIZEHE R B

FTENZRZEEHLIUBHIATAS:

\ BOEEEN EAAR
&
125 TR2
(FREEH)
th ITAS, =61 T2
%
TEHE, EEAK
CivA:IEIED)

5 ICS-CERTPHENFZRZLEHMIFMES, RIMARARS, HMERF
Tl RS, E+REMNEREMEMZREEF (CISA) ZEHIER T
EREIMFZREFH

3.2.18 A i iE il

BB T OT #FiR (WFlEHRS%. BFHH. HR RESF) HRITRMEAAR
THRIEHEZ AP TRIH A

3.2.19 iEf8i519)
BRERTFEERBEHRFIERFZRENAPINES. UTHNERF—X

MEIEK

PRI ARIGIEE SEEHUE, FRHEA 1T 238, HRTIEHEE
B MEAREM, BEMJUEETERIEMESR, RRXYEFITRFIR.

LB RN B EETENDBRIES . WHRIACIE, FFHTHIME.
IT FIB\RE VPN 1S, 5 mE=EIE, QUE B aiEsmibnik
ERG, N TI2Imuhsk HMI BR$5 28, BRI AR GEUR TES 4.
TARSERREBGH TR HBR .

FRAECHENEIZS |IT AR R, EFREFEHET, BRI EFERE
SERTIEE M. EEARRRARERESEMIATENRES, HEk
HE R G IR IR B 2 T AREIE 2 BIAYIR TS .

ARG & ERERERYE (WREXZFERME) B8 IT ARRIT.
ZFEN AR E EERTEEHERA,
BT AR VI BB AN T A IR b T A SRR S AR S HHE

EIAIAEIEAE], FRAESIEEIRT T, S AaETTEN LRMEN, 5
IREIHIT AR EHFTEREYSE.

ZRESE. TAHESNIRRERERT VPN STENATIMEEL

5 https://ics-cert.us-cert.qov/
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[
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.T | ‘ IEERVeNERESE, X
EITAS SR
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3.2.21 4PEHtR
Hrip R

R
R
[ EHiESH _ _
INCE LI e e a=t SR

O£ O&
TR RNRG R B RE T RS .
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31

(] PC/AEIR AR
MR ST 3 5 R/ A FIMRLE TR 2 O ARZ%ee

O #HRG%RE

O HA4T/OTi&&

O #h

A58
REEEATYEE R h REE MG RiE 02 O &
it BikfsE (ER
T R BRI ? 02 O &
BHITESHIEEES
EEAZEMNEN? 02 O &
[ BEE
EHER (HEERMES) 02 O &
Lﬁ_'-"g-"ﬁlll-,&%




32

20194 9AH

RIZEHE R B

3.2.22 #gH% 1T
AV Anti-virus PRSI
CEO Chief Executive Officer HEMMTE
CISA Cybersecurity and Infrastructure Security MR e 5REMITER
Agency 25
DHS Department of Homeland Security EL LI
HMI Human Machine Interface A¥LEE
HR Human Resources ANNEIR
ICS Industrial Control System TR HI RS
ICS-CERT Industrial Control Systems Cyber T RGN LE N 20T R
Emergency Response Team Rv: |
ID Physical or Logical identification (e.g., 3R sY 15 48 5 YHIEER
badge, login name, etc.) (EE. BRE2H)
INFOSEC Information Security SERE
ISA International Society of Automation ErEsE S
IT Information Technology S EEA
NCCIC National Cybersecurity and ExRMBLE5@BEE
Communications Integration Center Iz TR
NDA Non-Disclosure Agreement REZIL
OSHA Occupational Safety and Health Rl 5RREER
Administration
oT Operational Technology BERAR
PLC Programmable Logic Controller A RFRIZ LB IS SIS
PPD Presidential Policy Directive BGBRS
SCADA Supervisory Control and Data Acquisition HIERES ISMIsH &
%
UPS Uninterruptible Power Supply N =R
UsSB Universal Serial Bus BASRITREZ
VPN Virtual Private Network ElE MK
3.223 &YX
Wie)E TR MiFE AR FFRHITEENEE . BER. 31, BB, i
BAR A TSRS
- S HAREREE.
AVEH R EPHRS.
wE BFEM (M. HENL. EieARMK, BIE. Mg
%) .
aT BEEZETHEANDTA
SMBAR O, MEZENTETEHRNMA.
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AHLAE (HMI) MABTS50TEOMKZEME= () .
TH#ER% (ICS) — R EIEA TIEHREANE =S R N B R .
BEEEAR (T SERA, GRS FIoABEM, TR, TR
HEFRE.
/MR F PRI TE TIEFR BRI I aE.
BRIERS WEITITERWL RN (J0Windows. Linux) , —fRZRIN
ARARPRE.
BEHA (OT) EERA, SFEmIEFERNTISHIREEE.
PABRE MBS E; THEALRESRIES.
AR FERIFIMNIAR, TEIEHE.
FEHAEE U, x#& (CD) . /MBS, EicAHMK.
EEHEEAR AR RIB T BB RIS &EERITROT MR .
Z£TH
HRER S5RLNTERXNER. AR ABESE L EESRRE;
ik & R BUE AT AE X 4R 4R AR OB
BES S ERAPRERELSRAGNIERIEER, FrRTHmE
ESIMNIME RN RRHITBERNIRE. Bid XA
733k, FAPEEBERERZEMENER ST E (F)
TIMILRITENHL) - [NIST SP 800-171 R1]
iila ERIREHDA
mEHE RS A LUR B RS AR
iwiE ik A A SRR BN R S o)A BR A 55 s s kB
mEEE AFihg& L& s E AR,
3.2.24 HibFEF
33 - SANS iR TR R EBIER &R

1 B SR RS RO R e BT
Sophos S EHHIE RS BIE'

16 https://www.sans.org/security-resources/policies

7 http://www.projectmanagementdocs.com/template/Security-Policy.doc

8 https://www.sophos.com/en-us/medialibrary/PDFs/other/sophos-example-data-security-policies-

na.pdf?la=en
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3.3 MEREHRIEXH RO

EHURFHHERR B FLRBOBERIEFXAFERAG, NRATHERE
BRIEXHFRERINAE. AXPRIBELSE. &E HRFHERHE, XA
ERRIEARR S Z A, FAERER NIST #EFTOAT, BARAXLSIEF, BE MRE
SUENz&ERE. FAANEEREERNEASENEMEZ R EIHLIFFHIE
ARG EARAR AR ENAE REREF XX HFER.

S
W2k 2 B
HaREA EER
ML B
MiA S = BiAA ez
1.0 2018-02-22 STy EBERK
2.0 2018-04-21 | 3 B AIRA M T E A EE R
wit
(T E L E T TR A A A RS R T AT. )
HHEA it %% o8 B2
S. Forthright CEO <HFEE> 4-22-2018
3.3.1 8k

Wik L SRIECHHIE TIRIEL R, LEBARRATMNEFEHEFIERR
REENEGRBIRENTE. ERRMEPRREREAXHAR, BREIERSEA

34 HIER A B LA A BERLE R 2 1R4E.
3.3.2 HiY
REG—HMERERIEIME, IFHERSENEIT.
3.3.3 35
N EEAR, AL, AOFEFEZHEHEREHITEENARNABERCHRN
o
334 H=THRE

ZUFIERZANT T ZRIPLRANE—NEZLERE, BRLREXEEED,
SHEE . b, HEMLIREETERIIMGE, ANIEERNRE, &
IBERNEEER. E, MMERE LR EOREGHITIRE, AIREEHRMEA
REFENERER, RINHRRER. FHHFSEAFFMEmHE~E-sTR#HT
RERSERE, BANT:

FaER - REBMANIREE (Flan PLC. I uh) FrhEAE] Excel
x=tgh, ELBFEEH R

BaifER - TExIAENEEERASEZSTE (Open-AudIT) #1THC
EME, RELTIRNA AR A EERE Open-AudIT.

FRAE R RN NESIERSETHEEIT, REMEHBNES. EHAXH
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ERFNEREHI TR, WNEPHIEEEE. fIERETHURLENE
BEEEHIRM. ITANE. REHT . BfEEF, UkIHER& (W0 PLC 5 HMD
SIRMEFTFRMEMTIERGAN. AENFHERGTHLFEE, ELEFEHRHIT
—43E, ERUARERFER. REMRENEG (GIAFIEHER . AR
RESF) . ETXEFTHWER, Tl%ﬂL%%¢$$&AM@#&E§%M$M
BRHNRRER.

o, FRGFEERZWNITRIINEE, FIERGTEMWRIR, S
EERE. ERFENME AR EEE , FH S ELH T ELEIIE.
FRAFEERTAFEDAMNTIERGR&. B4Rk, 7 Excel RI&HFI)
183Xk SSH. SNMP #1 WMI BR&5891% %, {#H Open-AudIT B K &EE .
Z FrLAiEA Open-AudIT, REAIZTEFMRIEZEY RECE.

PiwserE, BRENES S ELEITHE, IERFMAAMNESE, UHIT
HMAE. M TEFERFT IR HHRRINSIFLEZRE S, NEHRE, £1
FMEFEIENERTREBR. XMTHRZINEMETE, FEEMBRXEL,
RARIELEETE . WFARHAEEE, HREREBNZAHENEERT, HXZLE#
1TRHE, EHRBRETHRREEH.

WERERLZZEVBFERITNOTHE, HEFNSERELIHERITIIELE
[ERESE . ERXEZITHEERAE, TR sEMiEERNEs
F—H L. 1, A GRASSMARLIN'AN Wireshark? & FIEMLEE,
WIEERR, HEMMEEAMIMEREREERELMENITES.

3.3.5 W4k

FHHSMFIEMEIMELAFGIEIELARIMER, WREFTIEREEEN
ATAME ., SEEMANEN. XEKRFISERGHGNAEMEEZMBELRER, &
BAMREIERRIR, HEAEERIR. I, BRI R E A T
FEMFEORE, LUTHINEREHH IERIZBUZ ZIH0)FEMLEE . SIEMEER
NEFRT, HRTENMEERTELTEE R EREH.

ﬁ%am,%%ﬁEmL#ﬁwT—¢éﬁmW%%&,ﬁm%ﬂﬁﬁﬁ&%
iR, ZHFHIERGWERNNFERNITRE. mﬁéfﬂﬂ%%&i#ﬁﬁ—m
TR FIEE #, &;ﬁLEFLZ%%mmﬁm#ﬂﬁm X—giEPAERMNIAE
3% Open-AudIT. GRASSMARLIN #1 Wireshark. ttsk, FIF 2 REHAMLEE
TE, EMEEEEPMARERIININEZERE (BREERS) BiFHEMEE.

BiAME, MEESSEMRE®ERRSHAEHEXESR, 815 ®&IP.
RMERARS . BiERE, BIELRE, IHRFHEIESH. BERYE KEA X
R AU FASTRFRTE] . PEEL LT 2 EEME P g S R fm 0L LMEEiF
:IE

MFEHHFEFERGEMEZHAITHE, URSHMENEREMMERE. WETE
Z BRI 2% R SR I B A SR 4818 8 & T B S B i i TR, (X Je iFHt R
Hegl)ILEHjA%IJLHQg’%ﬁEX; %#ﬁﬁﬁﬁﬂluwgo EWJ@%%\EQ\ Bﬁkﬁ%ﬂ"ul}ﬁkiﬁ
MM XHFAE S LN E R EMEELIEP.

FHFSHERGMETERENEIRZ RN, AXHRY EEEHBERKOR
£, ImAOREARIFRBUE ZFE T HE—REAGRIES] (MAC) ik HFE 89X
R IR O . K OREHERME TIHRIOEZENEZEES IR, ARIIEESEE
P 48 3Z HR AL FN 32 AL O A% & MAC ik,

9 https://github.com/nsacyber/ GRASSMARLIN
20 https://www.wireshark.org
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EFSFE BoASHIRETEHIF N, JURRIEFREI, FEE
EMHXRA TN AREHIFENHITSET, BHEEEREERINLE. IEEE
EER RS TEIRE PN SR EEN: EEIEZRTREEE RISHHLE;
FERHENTIELSENERF; ABibENESGECEITIZ IR . TAILE
VR EIFERNEICFEER, HERMNEIERZANEDNEITR P ITIRE.

FR BRI MBI FHR RS Bt L B HHMF S AR Syslog BRSSE5. EFHES
FIERZEME T, MEEZEIEMEIZR, THEMEREHIMNHNERBENE
2i1%%& (ASA) BHAEEF T {ELITTHRY Stratix 8300 R FIBH A IE .

T MNiX L% & F1 GRASSMARLIN TEWERIEE, BENEIFEARIRE
MR EZEAMNIMMESNZEORE—X. XETEEMTRIISERE, £IBE
RGO EEED. 1, BAELRERZBNAE, FLEEEREENN
%, R IEA B LI EBNETER TN, BAGEPNE L, BEAHITIHE,
BRAEB ARG MBS

Foh, FENETESEARFEALLECAERSBEEE, FRRERZET
BIIhRESE B HUER &M G E B — X EFIEX AT, N AZ TN
TR BERTEEREANS. TERERASFICRER (BERNAE) HIZZLAH
H—LHRAE,

336 HIERGERSE

ERETHELZEHNEXREE, TAYREINERENNEREEGFXK.
UTEHNET SHERFEREHEFXHNBERMIER .

T EITH

BT EEFREREERZNTE, TERNBMAEA

2. EXHTEIERHITIERTFHIAITI.

RSB IE, LUFAE:

TERETHIERGMERE; =
TERETHERERSE.

TEITHITHE ARLHERSTHITEE, HENEBAENETIES, RHE

L)

TEIE RIS LR =T Hs E b 43P B mBAEI T, B E PR . SRk

TEE, #ITRETH, HEZTERETSENEREITHERELET . X

RIS R IERIAAIE E EIRRIZHITIEHMIE,

BREETFEFIERS, ARPLEENREBITEXREE. ETHER, EEX

BSREEMRE, HEHATNEMMEREEMIERF.

TRYZE T EEITHIRIEL TR S AEE

palil

1L FEANEER

o BIOS/E 4T« ITiEF (FrfmEiit. ZHMKIE

TR %) « I] MK (FactoryTalk, RSLinx%)
5 3ia BERAEAR
BIOS/EH4MNT \ ITF2F (RS HRME. SR
Ly %) . I MA#EF (Pl. FactoryTalkiR$F
OPCHR %23

&. RSLinx. Matrikon OPC%)
e FESAEHR
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BIOS/E 4T« ITiEF (FrfmEiit. MR

[ SEBUREE L A %) . SQLERS=[4T
it FEERNEAR
- BIOS/EH4MT . ITREF (BfREHRHE. &HKRIE
T #EEs %)
it FEERNEAHR
BIOS/E#4MT . ITIEF (BfRERHE. &HRIE
o L74GS %) « IJ FA#ERF (MATLAB. Matrikon
1EHIZREMN OPC)
it FEERNEAR
BIERZAT (Windows) . BIOS/EH4MT .\ IT
ot EF (mRERt. #HRES « I KAERF
HMIZEH, (FactoryTalk View Site. FTARSSFE&. FT View
Studio)
it FEERNEAHR
PLC Bt ElHR R AR EIEK
Allen BradleyiZ1 7 B - EHFAR. B KRN R AR R AEC B 182
GEE= *
Allen Bradley 223 Bop
A ElHR R AR EEK
R ASAR A f= B ElHEAHLR. B AIEHN K AE R R BB B 185K
TR by ElHR R AR EEK
EER o ERIRERE . APIRSHE/MEK
. R . RS AL, BidE IS EREF
RIVREHHE it (Symantec Manager) 2BE BT =i m SRE%
Nessus Bt HITREEE
AGi¥R{E

AHERGIREF EITRIRIER
FHEBRIXN S REX ERAF,

REBEINIE, XLERIEMTRMT. ‘IERF

TR EEE | WM | 25I% | £FE | OPC | VLAN | iR
PLC HWiEE | R$SER | ML | Ress
MEEXE | g | ® | ® | = | = = | = | =
Giicliila
BAMEXE . | . | o | & | = S . -
= = = = = = = =
(AR
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HMIF AR B R EINIE

EERE
K

feRuRE
RER

HEIAREE

FRAERR

&

=
=

=
=

| TR PR EREINE

BRI

BTEMEH
PLCiZ4g

el TR

HAb R

FRAERR

=
=

=
=

=
=

=
=

FEREER FREREREINE

EBHERIRE

&% se iz

fEuEE

BRMREFRE
SE/CLI

FRAERR

=
=

=
=

=
=

=
=
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OPCHR S 28l FIRMERBEREIIE

fEuEE

ZF=m/CLI

FRAERR

=
=

=
=

IR P RMEREREINE

fEuEE

ZF=m/CLI

feuEHliZig

FRAERR

=
=

=
=

=
=

VLANZ#ALF FIERERBREIIE

fEuEE

ERFETBIRE

FRAERR

=
=

=
=

PLCIREREBREIIL

R ER RIENXE exuZiE fERuRE
(BITHFIL/EE) (B{TEE)
RBERFR & & & = =
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ITHIE RS

MEERGIMER G AR R WEREMITLIEN S B XORBZDERNEHET
. FHHFESEET MR RHERS (Syslog Ak 387) RITFHX—INRE,
B E1ZBR S5 2L R R E B E BE, FRE B SUEFEMEGEZ H . [F&T,
R FIE R G PR FEE IG HE IR &£ 2| R Syslog Ffi#
EHREHR, RUFIERGTERNREEE. AFMES, REREEN,
ERBAEAEGZNI TE~ IR RERNIZERNEIEELETMEREE
HBEHEHEITAE, WERE, KNSR, UEREMHHIFHIERR K
SR ZAMEMERBITRES. FEFWESIENEY, FIESREITHEER
AR, BERDMLITHNEFHFSHNMERETE.
EARRTXHERG TV AN, SHBICHEXER (BEHH. LA
B) HERBBIN. TEERERN, SWPEH X, HEEENRFHEER
TR
#1i
HER GRS RMENNERIREIT:
Veeam BR&H - SIXMHRFERGREMZEREMENER, BF
PAT—R, PUTHTE AR ~REz4EHAE (an&(ED .
Veeam ZGHMGSTEFZN - FFENT R, PUTHIEI AR~
&) (WEED ; B, RERMIETER, FTHITRTEED.

VeeamBH VeeamZ&ALHG

— & mEEH i
Ov aOv
T =3k
OPCHR% S LV
Ov
pug xar I
v
HMITE X AR %588
v 4 Frit 25 0SIsoft Pl £ &R
A b P sE MR EE BRI S HIBIDMZASEHERE.
v
Hyper-Vig X iR %85
Ov
AT BFREEE
v
W AEHERREEE

av AHLOSIsoft PIR FAFEFZ 1 ThEeSF
EEERERRETRIRTN, X
NEEEAREN E; WEEN, 3K
DMZJA S ¥R EE Bl FTH &3 R A
BAA: AURERHEHEMRT&
DI
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LIV
EIISRRRERESE
LIV
REFRRERE
GrayloghR %28 -
LIV
GTB InspectorfR 588
LIV
GTBizH| & lRFsEE
LIV
TheHivels B = 4-la 5
R %%
LIV
Nessusim RISk
%Eg
Windows WSUS Cv
i &35

TR &R EERFAZ#H Veeam TEWENMIEE -

E&MVHD, FAEEERSSE (KitAEHEEEN, FGS-
b B SE SR EE ], 61338LHH) HIVeeam RGBRGSTEE S

EZMPLCIE X (FhigEARM) , @S TREImE (FGS-
47631EHH) HYVeeam & LSeELp{% SN .

PLCIMEH= HEE & RE#ITT TIELE, mEXMTLIE)Fu (FGS-
#BIREPLC 47631EHH) HIVeeam RGHMEHE(TEREZH

40 SDENAGESH—K, SHEEN T ETHE.

813 2R 5 25 EH SRR K BRIETER, MBEETHSITARE (CLI) zWeb FEZMHED
1 =

sh R BRIETER, MBEIHSITAE (CLD HWeb FE &1
=

W R R ] BRIETER, MBIZHSITRE (CLD HWeb FHEFMHE
=

v 5 B BRIETER, MBIHSITARE (CLD HWeb FEFMHNE
=

EFHVeeamxtVMware ESXiT& EIE{THIELIWL EERZ D

VMwareT8:4l SREXEER, AXMESXIBENEEHITEN. (BZIFME
8, &VMware&liRE?", )

21 https://kb.vmware.com/s/article/2042141
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BT E
FHEEE (NAE. AEFR. B8) EEFRE] 2w mstiTidiE, $BUT
Frd .
TH: DBAN2
SE:
o & iz,
- TZDBAN, #HI{ERBSH

IEEhse, Tiess  ° HRNEBIRSSE.
« IRIBFER LAAR, REHITHIEER.
o FiRiRMERE, ENEADBANEHMENER TRRSE, Bik

BIE=EMINER.
TR A Z Dl Allen-Bradley ) StratixA] & IS AL F 2.
Allen Bradley . Z%: AETE AT £
830011 R B 128 FERWebEBITHIA .

 EIFIRRER > ER/EERS,
o EF REZHANETRE]L , 2E (B3] .
TR A ZA I Allen-BradleyH StratixA] BB 3Z #4LFf -
5’;23“2%’;'};;1 - BRWebEEEHIA.
 EEFRFEHE > ER/EERS.
o EEF [BREZHHERE] , 2F R3] .
HMIFEF R I EWindows7 &% L. ZHHIZIERF, ITUTESE:
» AEEAKSERWindows R4,
HMI o EEFFESIER > EFMIhEE.
« %4} [FactoryTalk] , EIZFrAELEM .
« MREFE, EZHM.
41 Allen Bradley PLCE & TFI{&ER :
» DeviceNetfI#iz5
* ControlLogixt&k
* HIPROMEFi8]
E S EHIPROMRTEIRIR, HITATSH>:
* TiEFE FF X Z888.
Allen Bradley o fRIR EHE
PLC E&E EDeviceNetiHHE MR, WITWTLES.
* TiEFE FF X Z888.
o fEHL EE,

B X EMControlLogix 557 1#5RAFRIULEA, HAllen-Bradley#y
ControlLogix 5000 F A%,

« WIzHIEE P ERHHESM.
)Ll

22 https://www.dban.org

23 http://literature.rockwellautomation.com/idc/groupsl/literature/documents/um/1783-um007 _-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1756-um538 -en-p.pdf
5 http://literature.rockwellautomation.com/idc/groups/literature/documents/in/1756-in566 _-en-p.pdf

26 http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1756-um001_-en-p.pdf
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B AT ISR
- PIHRIZ RS P ZEAL A BV R IR
- N R LA R R RRIZHIRS -

s FEIEHIRPEIRREESM,

o REIEHIZE M.

HiRYEA
FiR M RES RN P RRE IR E A RS HIRER A R E R G EGHITRE
0T, BIERREESIY. HESEEENRERUREE R S ERNE I X
JF S .

3.3.7 AR

ERIEARZEIMER SR, HNEXEE. FERT. AEHM] FLM
RERTREEMFZ R EZIA EAFIERGIME P TESRBET(E. MBHFA
B PRED N NIEZ TE A AR KR A4S 2 1T FIFEC E TR, RSN AH

TE RIS T Z2IBIEE.

3.3.8 WAERE
REEEREERSMUNNEREART Y, HFRETELZEEEENER.
TR EEN BRI T

TR IT ARNSA T BRI WETIHE S R G TEMIRR ER. M
BEEEHATIEERE, BBRMERESRGETHIRRE.
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27 https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30.pdf
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28 https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30.pdf
29 https://ics-cert.us-cert.gov/Assessments
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3.4.7 R
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30 https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30.pdf
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31 doit.maryland.gov/SDLC/Documents/Project%20Risk%20Managment%20Plan.doc
32 https://www.nd.goV/itd/sites/itd/files/legacy/services/pm/risk-management-plan-sample.pdf
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S. Forthright B
(CEO) #HAIE 301-555-3554
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PEBIE 301-555-0141, ##lS: 103
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2019 9 R RIZEHE R B

3.5.8 IMBEXRIER

TREETIHINPSSAEMBRRER . ANTERHRAITRIE, ATRESKRRXLESN
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33 CNSSI 4009-2015 (IETF RFC 4949 Ver 2)

34 NIST SP 800-82 Rev. 2 under Denial of Service (DoS) (RFC 4949)
35 NIST SP 800-82 Rev. 2 under Malware (NIST SP 800-53)

36 NIST SP 800-82 Rev. 2 under Social Engineering (NIST SP 800-61)
37 CNSSI 4009-2015 (NIST SP 800-137)
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3.5.16 45H%i7)
CEO Chief Executive Officer BERITE
CNSSI Committee on National Security Systems | ER&LLRSGIESERS
Instruction
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41 https://helpcenter.veeam.com/docs/backup/vsphere/restore vead.html?ver=95u4

42 https://www.veeam.com/veeam backup 9 5 u4 enterprise_manager user guide pg.pdf

43 https://helpcenter.veeam.com/docs/backup/hyperv/data recovery.html?ver=95u4

44 https://helpcenter.veeam.com/docs/backup/vsphere/data_recovery.html?ver=95u4

45 https://helpcenter.veeam.com/docs/backup/vsphere/vbr _config restore.html?ver=95u4

46 https://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756-pm014_-en-p.pdf
47 https://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756-pm017_-en-p.pdf
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W5 PLC HyZERE.
25 wIEHERFELTESTRSEIITIERRE.

B ASA 5512 k&

AEHIMNRSIAE, B REIIEIFER ASAS512 REBIEHLE AT
E’J EMERRT. BUTIZHREN, RECIEEIINEZEF/EM. S5EBH
AT IR E TR,

Allen-Bradley 8300 1% &

EXRZHIBFERAT, AFERELRE, BAERHERAT, TRFEARE AL
TREXRRELRE, PTUNT:

BT, EBRALEIR.
BTk, AEEMAEBRLSEMET RIEZE] &,

WIS RATEWR LR 3N LED #T (EIP 1k, EIP MEFIRE) LT, #
TR, MNP ETLEESIS. (KAFE 3 o)

BRENEESMITREE. BFRMERE, RARFEMO.
Allen-Bradley 5700 1% &

ERZHIFERAT, AFERERE, BERERLFEAT, FeeEFEAEREZA
B MERREL RE.

HRUTERRER RE:
ENREETER:
RFER > ER/EE.

£ [ER/EE] nEL, 8F [REZHHNERE] , REEHEDN
3ZHRHL

48 https://infosys.beckhoff.com
49 https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html
50 https://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um007 -en-p.pdf
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RRENEEZMTEEEE. B ERE, TARPFEMRSY.
NTP fR55831% &

NTP RRB|[REIBTRZER Web FEMIT?. RERNTIER, FIETREH]
W ERFRER SERRELRE. ®RET(ER, Wil Web FEA
RENEERIDTREE.

VMware ESXi k&

M SR EAEIFMEFERIER AL ESXi, B&MXHTRERE GEMES, &
2% VMware £1IHEES) . A[@id ESXi ITHI&mERE, BASENT:

HN ESXi £HA
BITUAT &%, HENREALEPENX:
vim-cmd hostsvc/maintenance_mode_enter

M SCP BE&MEEXHEHNHEHNM/mp BR, BESE A
configBundle.tgz.

BITUATS, EREE:

vim-cmd hostsvc/firmware/restore_config /tmp/configBundle.tgz

AR ZRSHITRER, ENKBHER.

?é’zisi}\ﬁeam FEFAHLENET R S 1342 (3.6.12.3 1) A Veeam Z ik E
UL

51 https://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um007 _-en-p.pdf
52 https://www.meinbergglobal.com/download/docs/manuals/english/m900 gps.pdf
53 https://kb.vmware.com/s/article/2042141
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3.7 AR5 7K F1hil

RIZEHE R B

AFBLUAFEHFE AT (EW) FANBERIEFXXHMERAG, NET &
BRSS7KFEHIY (SLA) XHFAESHNAR. AXHPREIMNEISSE, &%,
MRIFHARR, SRR SZH, FHIERER NIST #EFESIAT, AR
ROPX LR, &% MRRIMENZZERERE. SRELANEEREERN
EASHEMAMELZEHRIMFIEREEMENTE HAREANARREBERIZF
RN RR,

FHHES
I BRIk FEmN
(SLA)
S HHEA: 2019-02-22
E<EIN CEO
MAER
MZ&S HHA ¥iAH 1£&
1.0 2019-02-22 | BRS7K 1L CEO
Bt
(T HEZRREMET RN BRZIRMEHIRTATT. )
BHEA e 45 H&EEHA
FHES ZRA HFEER> 2019-02-22
|G ARFIRES HFEER> 2019-02-22
3.7.1 #LR

AXHAFHEERST B (RFRMERE) S FFgE iR~ Mk S rERY IT/OT
AR5 ZITHIAR S5 FHYL CSLATZ L) -

AU BEITZ B, HAFEEXEFREMEITIYL, WSITERIHIERR

LHTHIN

AR E T EEFZERXZINFTHIERA IT/OT BRFBIHERXEH . FRIEARTYL
BRTALE, BRI SEK HRTRERIZFIRER

3.7.2 BHE5EH®

AL S ERMIRSERNFAE, BRIRSREENRGE—FERFIF2IEM
FIZAT IT/IOT AR S5 . AU AR R ARSI FFHHT 2 Z B R MH IT/OT Ak

SRR,
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AL ERZ:
BRFRRR ST AN, RE. AEF/FHIRE;
&P E PR EEARS, MRFSHITEWL;
AR AR ST, BT ESSPRAIARS TIFFAZ(T.
3.7.3 FlmExE
FREFREFNEHFEEAENS, AKX SLANEEFHEHEXE:
IT RBIRER: RFZREMER
ITOTERF: FHFS
3.7.4 BHIE#Z

A B LS ASREFEAN, EERITEMAL. BUWERELEEZ—
RN 1BR, EIREHABAREZINE, HATHUSSEE.

WHFXREEA CXHHRAN) AFERMAHEITERFZ. KXHA
BURBEBFEAITIER, AIRERGUHFEENGBXENREH EELHEXET-
XHATANBERBREEITEAMY, FAREFRRENFREAUE.

WEXREHA: FHHE (CEO)
WZER: 8F (124908) —&X
LXREZBH: 2019-02-22
TRE#ZBHA: 2020-02-22
3.7.5 BR%EE
AL EIEUT RS :
RE AR, EMFIERERS;
B AEGHTE, BHITRERE;
EREEESMAE ITOT R&NEBEE;
HiRMERE T AEMMEPIEEITIT;
1ER OT I BMEBEHS Z BB ER;
MBHHFESHIENE P A L 2 RFTIEERHETRBEW
ANTLHEIESH;
Wi IR S
FRIZEESEM VPN (EH) R TiEiheh;
EHS X AIIAIEE (RBIMTER) ;
BERGRREE.
3.7.6 M EHFSHEKX
ARIENLEERIT, FEFSIURM TEKEBITRE:
RE R E A EXIEER;
RS RSHEAMEGSRIEKRE, FEFSMIEERRE, HEKR.
3.7.7 MR FIRHFHRIEK
ARIELEERIT, RESEREFHIIZNTEKREBITRE:
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1RBBER, RERRARSHLEH;
R ERREAPRT, MIRATIRMELEE.
3.7.8 BRFZ R
SthisIn T AR5 R HE LB R ER 7 B R AR EL4E
R BF EmEXEFERIC KRS T
3.7.9 RHEE

BURANATR Z2EBIDIAE K FREARS . AT TRBRS TR M AR i
I AR S5 R H AR ER 2 T TIERIEIR

3.7.10 lRE T A
AN TR FZHI BN E T T
BiEgY#E: B—ZRAR LT 8:00 Z T4 5:00

- EDRESEIA, BEIERHEERRIFIL, RERFHRI/AE; AUKA
—, EREMHERRIEZETRS.

BFIHEE: B—Z2FALF 8:00 24 5:00

- EDRESEIA, BFEGSEEBIEEE, BRARERITAE, FT—1
TIEHS&ESE.

BE—ZE T HAE, AI{RIUE 72 TR RIS .
3.7.11 R&BiEK

AN TIRS, RFIEHFEAEUTHERNN EEES RN SREEX
RSB FN/SIF K E T A R -

S RCIEREE 0 2 8 BT (HABTE) AR
RS LRkinliR, JRTE 48 INETRLLIE
RMERKERR, ME S5 P TIEHRLE

RFIRHEFBRFEFTINFSEK, 2B EAREIRUR B KM ELRIE T
EhE, EARBUEEIREBERAY 3.7.10 B EIMIAZ 1.

3.7.12 RETxE)

LAFHSSRET NN ASHSE S, RSBHEIGE 24 RAEN
EHE S FHMFSBAEREIER 24 /A, BUEIZA THIRIZIFRINR(ER) .
RSB EEISE 24 NERABEIZR T EEMFSE R MNER R ZERIARIIR .
o, BEEFRIZATIHEIE RSN S ZHME, HIRETMER )R MK
BH .
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4. BERFRELHE

4.1 R
AEEMETSS ATIRE], M BT HEFEH PoC BARS RIM .

¥ 1586 SHRTXERARASR, $7 SIHETARNERASR. SHA

HEERSERMERSHIEME RS RIS RGEMIENS N LM~

AA o

HiEEHRSG (PCS) FEWE RN HEAMEEIEFR:
gt BEESEERNMNEE, BHWEESIE.
ML IERE: EEKE TCP/IP PM4&ATERE.
WEZREMEE: G2EN. EEMmGEZateE.
Tttt ge : e TR EHIAYERE, B PCS ##) DeviceNet ##49%.
OPC ¥#E3ZInERE: B2 RGHIBTHRIFIAIMERE.

XS ERERN AEAE R TENRERERE. £ 3R MR IREE
T RIAEFETEMBNRGHNMEE, BRRTERS R TFRSERMRE, FiltthE
EFRGERANHITUNE. Flan, STHAMNEHTEAENL, ARNCFESHIERE—
ANFEXTEIEHNITIE, FEitk, 22ME TCP/IP M4 IR Al fE Jo SR AR TN 7 SR A Aot 72
M REIEFRT, 1BIXF TCP/IP IERAIRES X FRGETEEAF M. XERIAE S
MEP AR, BRETFRGHRIORE. ZRNERE TIFEMENMEER, B
T RNT BENRGENE HFEFEMLRE, NNBENR I MERERNR . BENN
SRREF R EEEER M.

ERAFERAFEF AL AETNE, S LRESITHEEZER 4 )
it (14400 #) . EEANSLWIEITHAE, WEMRERIFHITE.

SKISERLE, FTARERIRRARATUERI & RSN IR IR B, HEATIEIE
HEFFEE. RE, £/ NIST A4 Python BIAETHIFEMREEIT X
MEREFEHR.

SIRERI R BRI ESIRNE ZRALET, K NISTIR 8188%,

4.1.1 SCHEEAA - EHESCERASG R

FEIENE, XEEEANIRLRE (RELA, ThEWE FTRELESAR
T, FSRIEBEEARARG R, Fal 2L ENFREHFERENE L HIREH
HE; FIERNRARER L TR TERIBLUR X B MIEHIR &S 0B ES
Ma[3]. HEATHARITAEET, AIERMAIEE ~EfI R R IMEHHITIK, HARIETR
SMEFREFETREM. ERERNREERES MR, AT ENERE.
BLEEME T RGP RITAILURR, (BESIERG P AN RETTIERT . —iRiR,
EART X ) IE P 2% B E 3380 B R HEE T RS ALERIE] 21 T3]

AXFRFWEWSF, ®EF MRFRERR, ERRESKIE SRS
Z R, FAERER NIST #EFSOAT, WARAXLSE, ®E. MRIESIBEH
ZRERE, FELANEEREERNERSHIBEMEZ2IHXIMFIERS
EMSRUR ARG ARER.

54 NISTIR 8188: Key Performance Indicators for Process Control System Cybersecurity Performance

Analysis.
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4.1.2 SEiEiiRR - MEREEATAM
& SKIG IR BRAYER B JR 98 BB AN AL TR FS M = B4 AT A LU 31k 5 25 3R B -
https://doi.org/10.18434/M32071.
BISE LR IRM T HRXBIE X HaIEE, SN THR:
Open-AudIT KPI #4&
Open-AudIT I £ ##E
Wireshark KPI ##2
Wireshark ;i £ £ #&
Veeam £E &1 KPI #iE
Veeam £ E&NNEHE
Veeam & E &1 KPI #iE
Veeam & E &N EHE
B PN KPI #1
B VPN U E#HE
ETB R KPI i3
AN E RN EHE
T VKRR RmE KPI #iE
TSk BRI & HiE
Nessus KPI ##&
Nessus I EHHE
SN KPI #iE
LA N 2 B
B K 3% KPI #4iE
R N 33 2 2
4.2 Open-AudIT
4.2.1 BARG RER

Open-AudIT 2—MZE~FETHR, ATHMBIERERNERELH. Open-
AudIT FTEt X BARIRE, RIBETHERAIEHFHMIES.

Open-AudIT BIfEARABUR T SIMERERNINGESRSA, TEEZIMRA,
RERBHONIRHMXIE, SESIWR. XBEEZET SR, EACETREER
HEE., (REMENREELFINE,

Open-AudIT 2—FHAMRERLIEE (OVA) , A ETHFMLE. OVAFTEE

MHEEIETERF (Hypervisor) IMEHRE, FARAENBEMMRRENTITEN
FESMEH . #Ia &R IIMAVBCERE .
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4.2.2 FRIEHOERES
Open-AudIT 2t LA T H AR &E
- BHES
- BHES
- REAAREGEHER
- EEER
- BN EZ (R
. TEH
4.2.3 FREVKTFE

ID.AM-1, ID.AM-2, ID.AM-3, ID.AM-4, PR.DS-3, PR.IP-1, PR.IP-2, PR.IP-
3, PR.IP-4, PR.IP-6, PR.MA-1, DE.AE-1, DE.CM-7

4.2.4 5 REHEHE

=~ Legends
I Open-Audit
Management Manufacturing DMZ
mn’:m DMZ Historian

1010023 1010014

Management LAN - 10.100.2.0/24

Cybersecurity LAN
GIB
NIP/PTP it L Pres: sarmm
it x-""“""""""’ e “""0 s Ser 101000175176 iR
80 10.100.0.15 " 1010008 10100025 xcoanx 1010005 S om(\om 1010001.1

@

s”.‘ @“

e PCS LAN Routs
10.100.0.40/24
1010031 Network Tap

Hw Piant Controlier
1721614 1721618

Engneerng Workstation

Local Historlan OFC Sarver
17216214

" Supervisory LAN - 172.162.0/24 |
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425 REGESEHE
LA ENIFRER:
BRE T Py

Hyper-VEEFUH (F—)
. GBI, T
© Wﬁ 2 GB

Open-AudIT 3.0.0 - BRI ARIE TR MERIE B A
. W% 1ED
o I{EZS: CentOS7

Open-Audit S &

EEER, BIER%N CentOS Linux 7, BEHMIER LR,
BPHRERGH IPEEWT:
- |P #bfik: 10.100.0.177
-M>x: 10.100.0.1
- TR 255.255.255.0
- &R ER: 10.100.0.17
R4
T#; Opmantek OVA%®,
&{EH Hyper-V I8 £ MR %522, 1H THH.ova XHEEEA . vhdx 18R .

FERBRAZIEESR, REEXNE, AEMNSEES IP Hilt. Hig
letc./sysconfig/network scripts/ifcfg-eth0 324, & EMEIEE .

I&E{T service network restart 454, ERMNERS .
Hid Web X SERF I TH A E
$TFF Open-AudIT BJ Web FH (40 http://<ip-address-of-server>) .

ERTHENNZEENS S, 1HEEFE [Yes] . iHIRZHT SSL =REL
E H Open-AudIT 1§ HTTP fiEEE@E] HTTPS M4 /Y.

% [Open-AudIT Enterprise] (Open-AudIT Ml AR) -
FEAMTT HIREMEAR P &/ZERE R,

{& )% B Admin > LDAP Server > Create LDAP Servers (ZIE > LDAP
AR58F > €% LDAP BR$528) , S5EsHBREK.

55 https://opmantek.com/
56 https://blogs.msdn.microsoft.com/timomta/2015/06/11/how-to-convert-a-vmware-vmdk- to-hyper-v-
vhd/




2019 9 B AR BUHIIE AR e F 45

MTEEREREEIRHEESE,

Name TestConnection ?

Description Documentation ?
Organisation Default Organisation - 2
Domain LAN.LAB ?

Host 10.100.0.17 ?

Port 389 ?

Use Secure (LDAPS) No - ?
Version 3 ?

Use LDAP for Roles Yes v ?
Type Active Directory v ?

Base DN CN=Users.DC=lan,DC=lab ?

MAPAERGE, 23 [Submit] (83%).

T LDAP &Rk ER B R4A

82

wEEHERT, ARUTE2EEENREE, 5 Open-AudIT &K :
- open-audit_roles_admin
- open-audit_roles_org_admin
- open-audit_roles_reporter
- open-audit_roles_user
- open-audit_orgs_default_organisation

BHEXAARMEX LA . AEHEREIENAER.

[TW=W.-25 =AM

1%+% Discover > Discoveries > Create Credentials (%I} > &I} > ¥
BEIR) .

LB TiASH:
-Name (&) : HEMEFANZKIERFR, @ SSH.

- Organization (£H41) : i%#¥ Default Organization (BA\IA\4HZH) . &F
Hﬂéﬂ—/\; —.H;E?Eﬁ‘ﬁ% 1:4:0

- Description (ijtER) : XTETEELRE AL .

- Type (&) . EEZEFEAHIFIEZRLE, B SNMP (v1/v2) . SNMP v3,
SSH. SSH Key = Windows .

- Credentials (f£iF) : RIFPLMEIXFAOLR, @MANBREILE.
- TEIERTHEARIT MEEENLIEIE.
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ID ?

Name PCS SCans 2
Organisation Default Organisation d
Description Perform Windows Scans ?
Type Windows v 2

Username Open-AudIT@lan.lab

Password seccoeccssscee
Edited By ?
Edited Date 4 ?

. BF [Submit] U(EXR) .

- %% Manage > Orgs > Create Orgs (EIE > {A%1 > FHELHAL) .

- %= Name (&#R) #0 Description (iZFR) .

- B [Submit] (%) .
TEERT AL EMEOERHELRREE.

Name  PCS Machines ?
Description  Process Control Machines ?
83
ParentID  Default Organisation v 9
Type  Organisation v 9
ZIMIHE
- 1&#¥ Discover > Discoveries > Create Discoveries (%I > &I >
BRI .

- i%E Name (Z#) .
- EEEFHA Subnet (FM) .
+  7£ Network Address (#gihiit) &b, %A Open-Audit Bk 585t

- Bi Advanced (G4) , IRIEFEZREHMSH. MITEMNSHELE Org
(4H4R) . Type (Z#!) . Devices Assigned to Org (/EZ4ALALAAYIE
%) K Devices Assigned to Location (HECANIEHIEE)

. BF [Submit] U(EXR) .
TEERTAAELIT MEEIZHNLZIES.
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Discoveries
Name = PCS-Scan ?
Subnet | 172.16.0.0/22 ?
Network Address  hitp://127.0.0.1/open-audit/ V|2
w / Advanced
Hipf52

FEEFIMERHITARE Z B, EFARIAERD.

ffEFA %% LDAP (LDAPS) . EFA{FH LDAPS, MR A TRISEHM
SN EHRENIE (GEEREANEER) .

£ SNMP {33418 &0F, F1ER SNMPv3,

Open-AudIT AFF IR . Bl b 50 17 %14 20 &A%, EEMAFTEME,
BEMEE. BHTREELTE, AARBIEIWAT.

BT HRESERMBEGER, HHEHXIRIE,

4.2.6 XERER EER N
ETEREES, FITNE THIERSGIEEE1TE Open-AudIT TEXT RS
BERY 2N :

SE56 PL003.1 — A Open-AudIT #5775 5 T E# TR KM AIAUET

Open-AudIT 13#xt PCS RG MK IT AR —E MR, 13HAE, PCS
ARG FERME R ML, B, PLC 2 OPC MREERIEK, HAIRERF
B Open-AudIT $TINIERIfERT . AT, EEANMEmIED, MIEHRE OPC B
FRAEEARER. %, TENRGEIERINEREEESR.

84 PCS - openAudIT - PLC to OPC - Path delay
0.012 T T T T T

baseline
openAudIT

0.01

%

Path delay (seconds)
o

o
2
®

0.002

0 1 2 3 4 5 6 F 4 8
Packet count «108

& 4-1 PLC 3] OPC fR%5- 282 IR FIBR 2 FEIR

57 https://community.opmantek.com
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PCS - openAudIT - Controller to OPC - Round trip time

0.35 T T T T T T

O  baseline
+  openAudIT

round trip time (seconds)

0.15
0 05 1 15 2 25 3

Packets count %104

& 4-2 $#41]283)] OPC HIFR AR I [A)

RIFMWE, FEIESIROEMR), £ IRRH~RIRER ST &K
$oﬁ%£f%%ﬁ%,é0%ﬁN@Tm TINEFEE, REFEERST &I
KFE BR, XMHEmMRN, ERGEHFITEEAN.

BAVEN, FERMZFFUFERR ARG ENZ ERIMEEREFHIEM. B
TEEEUENER M RA R RASFFPITR Z BIFAER R, MEERASIRE
BEIE TR, 2B —EREEER

~ PCS - openAudIT - Process - Product flow
25 T T T - T TR l T I

baseline
OpenAl DIT

24 |-

2 -

Product flow {m*hour)
[
1

20

| | 1 1 1 | | 1
0 1600 3200 4800 6400 8000 2600 11200 12800 14400
Time (secs)

A 4-3 AR R RIRE
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RIZEHE R B

PCS - openAudIT - Process - Reactor Pressure
T T

2850 : :

T T T

2800 -

2750 {

Reactor pressure (kPa)

2700

| | | ! ! | |

2650
0 1600 3200 4800 6400 8000 9600 11200

Time (secs)

12800

14400

Bl 4-4 A7 R EIRPLEE R

4.2.7 M EEM B BURSE RO X R
Open-AudIT KPI #4&
Open-AudIT ;I & ##E

4.3 CSET
4.3.1 FiAR G RER

Wgz2IFE TR (CSET) REXRE/MAEARRNMEZREMiRHAI T
B, BHER— e FHiIiE, FERBEFARANMNEREIBRMIFHNMNERS
WREIZEZAERE, UHERRNNER2ESE. THhE, HRHE WL SIEE

EEZXFMEIR.
4.3.2 5 RIBHBOEAREED
CSETfIREUTHEARGE N (BUNE1EL6E)
PXI48& ZR A4 34
XURE AR
4.3.3 FREIVHFA
ID.AM-3, ID.AM-4, ID.RA-1
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4.3.4 FREMPYFH

Legends

é CSET

Internet

Management

Microsoft

Manufacturing DMZ

DMZ Historian
1010014

10100.23

Management LAN - 10.100.2.0/24

)

Manufacturing DMZ LAN - 10.100.1.0/24 |

Cybersecurity LAN

NTR/PIP o Audit TheHiVe  nessusvuln,  Microsaft Symantec Grg Veeam Graylog Security Wirdows:
& m 1504060077 Incident Resp.  scapnor  ActheDirectory  Antivirus Data Loss Prev. Backup Sysiog Onion wsUs

1010005 10100025 1010001317 1010008 101000175176 10100010 10100014 10100026 10100012

Cybersecurity LAN

Plant
Engineering Workstation HMI Plant Controller
17216310

1721614 1721615

Engineering LAN - 172.16.3.0/24 §

87

Local Historian OFC Server  Supervisory PLC
1721624 1721625 172162102

Manufacturing Process

VLAN 2 - 172.16.2.0/24

4.3.5 R&GIASEE
i H REEMES: ; pOol
FRZ A B
EICAHEKMBINT :
o ALIBBE: 7
CSET 8.1 * M%7 16GB

o fi4#%: 256 GB
« ##1E&%: Windows 7& MR




2019 9 R RIZEHIE R G R B

HEEE

RIEFE, Tl ARBEx GRMERS A Windows) E&% CSET, AL
™%,

REK

- T#H CSET*®. mHfiEl, RERTEBMANAGR, AETH
CSET_x.x.iso ¥ (xx.KFTHRAS)

- FRE—I1SO THERF, mBscH.

o MR, ERIRFIEEE CD 32 CSET_Setup.exe XHHIEIT-
- IRBREREFRR, THREFRE.

i&{T CSET

- WEREER, BaiERF.

. F#EEXTIEHFE [New Assetment]  (FiEfh) .

- BEIEFATAR [StartHerel (F1H)

- EERBRER.

Assessment Name Assessment Date
Process Control ||4/22/2019 5]
Facility Name

Westman Chemical Company

City or Site Name
Gaithersburg

State, Province, or Region

Maryland

Assessor Name Assessor Email Assessor Telephone
John Doe

88
- B [Continue] (445 , HEANT—.

- BEHETRERE, REFESEMNE.

Sector

lChemicaI Sector (Not Oil and Gas) "
Industry

lOther v I

What is the gross value of the assets you are trying to protect?

[ < $1,000,000 ]

What is the relative expected effort for this assessment?

|Sma|l (1-2 hours) v|

4 Privacy is a significant concern for the assets | am trying to protect.

% My organization uses @ﬁiustrial control systems (ICS).

58 https://www.us-cert.gov/forms/csetiso.
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. B [Continue] (445 , HEANT—.

. (7i%) B3 [Create a network diagram] (FiEMIKE) , GIEMLEK
E; &N, B3 [Continuel (40 .

- i&#¥ [Advanced] (S%) &3, Hik#¥ [Cybersecurity Frame-based
Approach] (ETMEREERNFE) -

© Basic - Generate a basic assessment using the provided demographic information

@ Advanced - Let me choose which cybersecurity standard(s) the assessment will be based on:

Before selecting which cybersecurity standards your assessment is based on, please choose one of the following options.

O Questions-based Approach
The guestions-based approach uses simple questions and allows for partial credit.

O Requirements-based Approach

The reguirements-based approach uses the exact wording of the standard and is best for those industries that are regulated
by a specific standard.

@ Cybersecurity Framework-based Approach
The cybersecurity framework-based approach uses allows you to define a custom profile based on the Cybersecurity
Framework.

- B [Continuel (440 , EMABKIA Profile S(F& Profile.

- B [Continuel (4k4E) .

- [EIZEFRBEIR,

- TERERHRERE

Hibf5 8

YouTube B9 CSET $iE#ff 7 Mlsn#E>, MR REZETRERSZ.
AL YA
- TEMBENMHBURTRGANGER, BEOBMZaI—EERBHE.
- B, FREER, UEREIRE.

- EFESERAEEE, RELEHITS (0~100) , BEHEARNIIMEZEX
od:oh: A=

1 RERY RN

CSET —RMI THISRFEIE, FLURBMAEX REIERERFMW.
TEREM B B R SR A0 AR X ks

x

59 https://www.youtube.com/c/CSETCyberSecurityEvaluationTool
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4.4 GRASSMARLIN

4.41 FARFGFRER

GRASSMARLIN EHEZRZ4£F (NSA) LA T T MK HIFFE . 151
ZERETES . GRASSMARLIN 2t T RS REE, SHFENTER:

4815 5%
X LG &2 B RIS
MIX LEIBE P2 BN R ST H
= U ARO:
WEh IP MGt TR
A2 EHRFINET Java EERTE
REEE B MRS RIS EN.
4.4.2 FRIEHOERES
GRASSMARLIN 12 A T RGN (BRE1ELE6E) -
DX 2% B2 45 ST A
B EE
SHIBER
4.4.3 FRETMTFE
ID.AM-3, ID.AM-4, PR.AC-5, PR.IP-1, DE.AE-1, DE.CM-7

60 GRASSMARLIN Briefing PowerPoint 2017 : https://github.com/nsacyber/ GRASSMARLIN
[blob/master/ GRASSMARLIN

Briefing 20170210.pptx
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4.4.4 RILHEEE

Legends

ki) Grass Marlin

Management Manufacturing DMZ
Moo DMZ Hstorian

1010023 10.100.1.4

Manufacturing DMZ LAN - 10,100.1.0/24 |

Management LAN - 10.100.2.0/24

Cybersecurity LAN
NTE/PTP  ooendudt  TheHive  woocyyp  Microsoft Symantec GIB Veeam Graylog Security Windows
Clock 101000177 Incident Resp. Scanner ActveDirectory Antivirus Data Loss Prev. Backup Sysiog Onion WSus
10.100.0.45 1010005 10100025 1010001317 1010005 10100.0.175,176 10100010 10100014 10100026 10100012

c > ™

Plant 1010028

PCS LAN Router (OSPF)
10.100.0.40

' 1721621 fr215ad
Switch 1721631
g Workstation Laptop with HMI Plant Controller
17216310 GRASSMARLIN Instalied

1721614 1721618

Engineering LAN - 172.16.3.0/24 §

LocalHistorian ~ OFCSever S nc
91 1721624 Toians  i1issio Manufacturing Process

VIAN 2 - 172.16.2.0/24

4.4.5 REVASEE
L7 RAYEMAE R

FHR#E TR

EIRARBEEABAT:

o ALIRBE: 7

GRASSMARLIN 3.2.1 * N7F: 16 GB

. H4#%: 256 GB

o ##EAR%: Windows 7& kR
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i

HEEE

REFE, Al ECXBEN (BIER%E R Windows) ERXK
GRASSMARLIN, $EAT M.

BRI
T#; GRASSMARLIN®,
BITREERF. REEFRERRIEPRREMIER, W Java
Wireshark.

R4

GRASSMARLIN DASERI#ENENIEIT, IRIREFNRE, 1IERH SN PCAP X
. GRASSMARLIN FHIHIEFHESIES, EFESSANNTHEMAIIRESE

e

7E Linux &%, MEBHREF PCAP XtF:

- % tepdump (BHBIRG LT R)

- 11T tepdump -i <mirror-port interface> - w mypcap.pcap <.
{540 : tcpdump -i eth1 -w /home/icssec/pcs.pcap

- B, eth1 3§ SPAN/SE &R OEE.

ML FBFF B & h )72 Bl#R, 7 Windows &% _EiZ{T GRASSMARLIN.

7£ Linux &% £, 1517 sudo grassmarlin S B R EIRF

7£ GRASSMARLIN 13X\ PCAP, IRFi7R:

-BETEEDISNERE (8% File > Import files (XXt > SAX
5 ) .

92 &xq GrassMarlin 3.2.1 [New Session]

File View Packet Capture Tools Help

L =l

Logical Graph | Physical Graph | Sniffles

B [Add Files] GRMM3XE) , %2 PCAP X, MER, 2B
7£ Pending Imports (55 \) 5k H.

EP BRI, 2E [Import Selected] (SNEHFXH) . STEMK, 2
& [Close]l (i 1%, EEEFME. RHE PCAP XX/, FAB
WA FHEH 7 BBV NTAR S

61 https://github.com/nsacyber/GRASSMARLIN/releases
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Pending Imports
File Name Size Type

E\capture pcap 299.5 MB Pcap Inabl d user Finge
Unable to create ectorie
This session cannot be fogged 1o disk:
Loading Geold -> Name Mapping fron
Loading Cidr -> G Mapping from:
Loaded plugin 'iadgovisvgexport
Loaded plugin 'iadgov.offiinepcap
Ge: -> Name Mapping load comple
Cidr-> Geold Magping load ete.
Cann 2 ark: piease

Add Files Load Quickiist Save Quicklist Import Selected

Running and Completed Imports

SATERE, TRSHERIMEHRINEEE, MTHAT.

cket Copture  Todls Helo

VMuare Vitusl Etheret Adaptes ~ | @ Start

- BEIZEE. FALM IP I N EZREERE E R, XEALIREL
IMALTIHIMLE EFESHILSNE IP &1 .

. GBI IP Hilt, %% [View Details] (ZEHEIFHAEDR) . Hia0,
172.16.3.10 XH 5k BT=8 IP HitiB{E, M TEFRR.
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lal Node Details:..

Field
Network
Country
MAC

Manufacturer

O

Value

184.2497.0/24

€4:90:69:3b:c2:c0 (5)

Rockwell Automation

Close

- HEBEEGHFRETRERTIR:
- 1%$% View (E3K#) > Logical Nodes Report (&E>IZHETSIRE)
BAERT, RERIP #hht, (Ba LB EEFET SBHERmMEMRS.
- NTHIFIERFIEFEREM, BEIAdd] GRM) %141, ERFZPRMET,

Wl Lokl Naode Resorts

ch

el Export €5V,

P ICSProtocal EtherNetiP.ICSProtocol

94

21637
162 P{5
2152
entcaticn

164

154 P(5)
316.1.4 ]

5 )

Authentication

- 73 PCAP X eI AR AR TR :

- 1%#% View (E3K#) > Logical Connections Report (&F > Zi5iE1E
]RE) -
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Packet Capture Tools Help

L 3 i Current Log File

v N« 1, Wl Logical Nodes Report

Logical Graph
LR ™ Logical Connections Report

» 10. W Inter-Group Connections Report

> - T1 New Filtered Logical View

» NN 192168 10729 (8 Tem|s]) '

- B [ExportCSV] (FH CSV) , #—LHMWEHHIFFBIRG.
15 B A TR
[l Logical Connection Report (] x (N
H Export CSV...
Source Destination Bytes Sent Bytes Received L
172.16.1.5 172.16.2.5 64545600 5062420 -
172.16.3.10 172.16.2.102 28147182 45873018 ol
172.16.2.4 172.16.3.10 1280520 o
172.16.4.5 172.16.4.102 3000132 9207080
172.16.1.4 172.16.2.5 2157735 12923885
172.16.2.5 172.16.2.14 5872436 864720
172.16.2.4 172.16.2.5 852840 o
95 0.0.0.0 255.255.255.255° 171021 (¢}
172.16.2.103 10.100.0.15 200160 (0]
10.100.1.4 172.16.2.14 138504 1056789
172.16.2.1 224.0.0.5 818100 0
172.16.1.1 224.0.0.5 408780 0
172.16.1.5 10.100.0.5 96711 153960
172.16.2.5 255.255.255.255 94920 0
172.16.1.4 172.16.1.255 78488 ]
172 162 14 288 255 285 265 104440 n

EIRENE %,
-A%#5E [Node]l (58)

EEEBEENMABIZEIRE:
1%£#% [View Frames] (&ZEMW) .

- NI FRIE. ZRNEER T EESHEETIREMNMAE 1P i,
BiEim ORISR .

- B3 [Export CSV] (&4 CSV) #%#l, S CSV .
YA FENEITE, REHFTIHIIE.
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&
File  View PacketCapture Tools Hels
& Connections involving 172.16.1.3 O X i
) a gal Ethemet Ada
> & 0.000/24 (1 itemis]) bl Brport CSV..
» & 10,100.0.0/24 (19 itemis]) Timestamp Source [P Source Port Destination IP Destination Port PCAPFile ~ Frame Protocol
> 10.100.1.0/24 (1 itemid) 2019-03 2271435444407 1721643 123 10100015 123 capturepcap 81395 UDP
> 13.107.4.0/24 (1 itemis]) 2019-03-22T14:35444402 1721613 123 10100015 123 capturepcap 81396  UDP
> K 2333171.0/24 (1 item(s 2019-03-22T14:36:49445Z 1721613 123 10:100.0.15 123 capturepcap 90784  UDP
> & 23.205.213.0/24 (1 item]s]) 2019-03-22714:36:49.445Z  172.16.13 123 10.100.0.15 123 capture.pcap 90785  UDP
> & 23.205.214.0/24 (1 item]s]) 2019-03-22T14:37:544492 1721613 123 10.100.0.15 123 capturepcap 100249  UDP
> 8623.208,121.0/24 (1 temis]) 2019-03-22T14:37:54449Z 1721613 123 10.100.0.15 123 capturepcap 100250 UDP
> & 129.19.64.0/24 (2 item(s]) 2019-03-22T14:55:01459Z  172.16.13 123 10.100.0.15 123 capture.pcap 248453 UDP /
> K¥169.254.91.0/24 (1 item]s])
> 010.100015,,,]  © ©- © © mm
010.100.0.14
i {
168 |
224.0.05; 0 bytes received / 408780 12|
v 1721613 !
56
10.100.0.14: 0 bytes received / 1784
10.100.0.15: 0 bytes received / 3456 0 ot o G o P R o b
§ A 0" o0 0" o0 0" [ 0" o0
> 14 5" 15" A6" 26" Rk A 13"
o » A A A 3,11" A A
AL S S S . S
A9 o 9 9 ) 9 9
i e y g 2 20 o 20 20
18:46:21.84 o sd
& 3 ¢ M, d | Close

& RS TE
- ARBERDT
(BEFER .
- R EEtEE, BRE
l:Fl o

=, %

e

#¥ Watch Connections > Watch Connections

O [Watch <IP address>)] (l&#x<IP #hit>)

ok GrassMarin 32,1 [New Session]®

File  View Tools

Packet Capture

Hop

Physcel Graph | Sndfies

96

& 17215207243 temish

» B1T21530/24

2 itemisp

e

172154024 G temish

& 13424370/24 (2 itas])

® 2051852t
5.

224000,24 3

€240

055 ME / 3126 MB

n O Type here to search

Reset View

VMware Virtual Ethel 25

Watch (1 1724614 t to Window

g % Zoom o
/ —
/ oom Out
/‘ v ZoomtaF ¥ooe Added
/ 46 Curved Edges

Snom Cornecticn Datals

5 By Byte Count

Run Layout Now
Run Laysut on Al Nodes New

Expand Al

Collacse Al

abal when Expanced

Remore Subnet
Alow Auto-Layout

Watch Connections

View Datails for 172161 4

Conter ia Vien
View Frames
Grous By
Shom

Groug Regors

Add Subnet Graup
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10.100.0.5

10.100.0.17

Hi58
AT MM _E Bl GRASSMARLIN B A F 192,
4 EER EE RN

Z 2% GRASSMARLIN IR ZMNEMFER AN GFTEHMIREMELR) PCAP 32
HHITELSH) , RAEMNREX RS ERERIZIN.

HEREM B RE R AR X MR
I

4.5 Wireshark
4.5.1 BARS RER
Wireshark 2% & FFREIR TR
4.5.2 FRIEHOERES
Wireshark 2t LA TR AREES] (BRE1EFL6K) -
X148 SR A 3T S
FE RV -2
RFIBIER
HE
4.5.3 FRETKFE

ID.AM-3, ID.AM-4, PR.AC-5, PR.IP-1, DE.AE-1, DE.AE-2, DE.CM-7, RS.AN-
3

62 https://github.com/nsacyber/GRASSMARLIN
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4.5.4 3 RS HE

Legends

ng Wireshark

Management

Microsofl

1010023

Management LAN - 10.100.2.0/24

i

RIS ZR g A 51

Manufacturing DMZ

DMZ Historian
10.100.1.4

AN

Cybersecurity LAN

NTP/PTP  Operdude  THOHVO  Nessus vy Micusoft  Symartoc
Clock  10'100,0.177 INCIOONERSSD.  Scapnoy  ActveDiroctory  Antivirus

10.200.01% 1010005 30300025 1010001317 10100.05

p| ant 1010028
| El
Switch
Laptop wih
172186310 Instsiled

1721624 1721625 172162102

98

VIAN 2 - 172.16.2.0/24

455 RERPSHE
L7 RREAE R

FHR#E

Rz

Wireshark 3.0.2

Cybersecurity LAN

PCs
10100040
1721628 i
1721631

Local Historian OFC Server  Supervisory PLC

DeviceNet to |S=
Field Devices [

Manufacturing DMZ LAN - 10.100.1.0/24 |

G618 Vecamn Graylog Secunity Windows
Data Loss Prey. Ba Onlon WSS

chup Syslog
10200.0.175176  10100.010 10100014 10100026 10100012

-10.100.0.0/24

LAN Router (OSPF)

Plant Controlier
1721618

fSw

HMI
1721614

Manufacturing Process
P vl =

WA

ERABMIEINT

o AbIBRE: 7

* N7F: 16 GB

o Wi#k: 256 GB

« ##1E&%: Windows 7l iR
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HERE

RIBFFE, HEICAHEN GRIERS N Windows) E& 3 Wireshark,
B

- T Wireshark® (32 {ig} 64 {iL) -

- IBfTexe X, FIa%R%, fjlin, Wireshark-win64-3.0.1.exe.
« B [Next]l (T—) , REBERIANRE, BERE.

- IRRZR% Npcap B, B35 [1Agree]l (EE) , L%,

- B3 [Next and Finish]l (F—%$HZER) , BHERF.

- i%#¥ [RebootNow] (M ZIEF) = [1want to manually reboot later]
(FHERFHER) -

- B [Finish] (GERK) , ERZRE.
4T Wireshark

. A#EBEE Wireshark B#r, 1£#F [Run as Administrator] (Windows
10) (UBIBRBHMIEIT) , BEN Wireshark. Wireshark 235K BT R 5T
£IFE, BN, £ %ATRIIHAMO

- MNEREEOYIFRHPIEEIEED.
£ Wireshark 3KEU4g B 28 ¥iiE
- B [Open]l GTH) , mEFLZATHENA) PCAP XX, si#tiTilE.

- PCAP X m#EEEESFTERITE G, %k Statistics > Conversations (4;
T > £3F) .

- B [Copyl (&%) i, i£# [asCSV], S CSV HHEH—F
Sir. MTEHERESE.

M Wireshark - Conversations - capture.peap - (m) X
99 Etharnat « 55 P4 - 78 e -2 TCo - 853 UDP - 670 |
Address A s Packets Bytes PacketsA —B EytesA —B PacketsB A BytesB A  FRelStat  Duration Bits/sA —B Bits/sB ~A ~
10.100.0.16 2 7 2 174 D 0109.13388 3600.1009 4 o -
342 33k i 17k I"I 16 k3235,24124% 51118544 27 25 K
49 a1k 163 EZ) 185 47 k£ 3341,621642 4820.8745 s7 7 254
1,097 305k 404 123k 513 181 k 3360.22308¢ 4796.3020 206 303 J
T4 95TH 74 9571 0 03391.429714 4801.4406 15 0 57
4 264 4 254 ] 03475.94537¢ 3600.5112 0 0
1,106 332k N 123k 595 cC" K 3529,90969¢ 4587.6312 214 365 3
2514 298k 1,260 170 & 1,278 .38344¢ 4361.4873 m 233 124
682 203k 295 78k 393 713.279385 4514.4728 139 221 x
228 45k 102 18k 125 0868.02465 1285.4367 14 170 p2¢
10.100.0.18 3 2456 13 455 0 .27903¢ 4581.1734 4 ] €
10.100.0.18 1 264 1 254 0 26005087 0 0 2¢
1 1 87 1 87 0 0.0000 — - 3ei]
4 10k 114 10k 0 51025099 16 b] 4|
132 2 122 ) 04104 ) 3¢
87 1 87 0 0.0000 — — >
1 8 1 81 0 0.0000 - = jis
47 3248 47 3242 ] 16249433 15 b T
77 16k L4 16k 0 2163.4997 61 0 Te
492 6 492 0 3.0087 130 0 ¥
116 13k 116 13k 0 1. 1964.55651 55 0 T
I 82k N 62 k 0 03213.476482 51631292 96 0 i
6 3% 5 394 0 0 0471 43449 3172.9637 o Te
6 552 5 o D 0591.45248 30344517 1 0 sk
9390 6538k 6.252 40 6 k 3132 232 k3213.77122¢ 51851215 626 357
9 2522 0 0 39 2522 2536,51602 1523.2062 1] 13 ¥ 37
£q
D Limit to cisplay fiter E Abszclute start trwe. Conversaton Type: v 4]
Cooy v | | Fuskew Sreer e Close Help \rid

172.16.2.5

63 https://www.wireshark.org
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. (F[i%) 1%3% Statistics > IPv4 Statistics > Destination and Ports (%t
it >IPv4 Zit > B IP 5i%0) , RBUKOYIFR. X4, REFAE IP
Hotib(EF A His O &S B~ E K. B2l Copy) (E5)) , 1FEREHIZ] Word
X4, B3 [Save as] (BHE) , FHEAEXAHE. TRE, BiE

[Close]l (XiH) .

M Wireshark . Destinations and Ports - capture.pcap — [m]
Topic / Item Count Average Minval Maxval Rate(ms) Percent Burstrate Burststart
v UDP 244 0.0000 100.00% 0.0100 577.838
138 16 0.0000 6.56% 0.0100 577.838
137 228 0.0000 93.44%  0.0100 646.796
v 172.16.3.10 280703 0.0195 17.75%  0.4400 5542.363
ubpP 108 0.0000 0.04% 0.0200 655.814
TCP 259177 0.0180 92.33%  0.4400 5542.363
v NONE 21418 0.0015 7.63% 0.0600 718.162
0 21418 0.0015 100.00% 0.0600 718.162
172.16.2.5 420916 0.0292 26.61%  2.3600 8443.682
v 172.16.24 42194 0.0029 2.67% 0.7000 4838174
ubp g4 0.0000 0.20% 0.0600 4838.074
v TCP 6554 0.0005 15.53% 0.6700 4838174
54702 27 0.0000 0.41% 0.2100 14141.953
54701 27 0.0000 0.41% 0.2100 13241.934
54700 42 0.0000 0.64% 0.2100 12821.873
54699 30 0.0000 0.46% 0.2100 12341.911
54698 30 0.0000 0.46% 0.2100 11441.890
54697 21 0.0000 0.32% 0.2100 11084.048
54696 21 0.0000 0.32% 0.1500 11084.039
54695 15 0.0000 0.23% 0.0900 11083.531
Display filter: Enter 2 display filter l I Apply
Copy Save as.. Clos=

4.5.6 X1t RERY EER M

ETHERASXEH, FNNETHERZIEEEITE Wireshark TEIT R %145
oEAE

SEI§ L015.2 — Wireshark

RIENE, H Wireshark fTEXMLREX T E FIRIEEAEZERN, AL
HBEMAFERRNFESTERE. A, FARLKINEE~IIZEET1%RE
T3 ERIFAE o

PCS - Wireshark - OPC - Processor Utilization

70 T T T

baseline
Wireshark

3
T
!

Processor utilization (%)
>
o

@
S

20

0 2500 5000 7500 10000 12500
Time (secs)

& 4-5 Wireshark 3& K OPC HEHLHT A3 8848 F &R
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PCS - Wireshark - OPC - Memory Utilization
100 T T T

90 - |
y

80 |- 2 o .

70 i

60 - = -

Memory utilization (%)

50 I~

40

p
30 [~ L -

20
2500 5000 7500 10000 12500
Time (secs)

[& 4-6 Wireshark {& & OPC i+ EHAFER R

MEEESETE)E, Wireshark A% 1900 #H b FFERIHIAMERE, HETAA 3
NINET, FEEHEAE], OPC HHENIAIAIREEE R A BFH S . Wireshark AL IE 25
RARPEImFELE K. ALiEd, Wireshark #3E3c K24 2.3 GB.

SHRFEFEARNEIN ST IREEFERREZMAEL, X5I=Z Wireshark {F 13T
BEAFEFERERMNARS. TAVEN, EFIMEIEIEREREIR Z I, Wireshark
BiXEHIEFEERNTS. Eit, BIEZAE Wireshark F1EIMBE, NEFERZEMNA
RE. RELES[NAFEFEAEKEES, BNREBIIHTENNRKOIEREN,
HXTE IR BAXEM,. ~d, BHERFEEETEELRAERR, FH
Wireshark AIRE S &2 M0 R G M4 &E .

HFXAPERE, PCS %45 Wireshark RSN T EH LTI, LR
Z % _E{E R Wireshark BIRiETE.

4.5.7 M EEM B BURSE RO X RERE
Wireshark KPI %12

Wireshark I & %12

101

4.6 Veeam F 5 & H

4.6.1 FiAR G REAR

Veeam &M 5 EHI™E Veeam FEMIFEIM S F A K Z MRS IRE KM
E£TF VMware vSphere F1 Microsoft Hyper-V I5#%18F, BH&HD . TEMEH
IngE.

Veeam 12t Windows F & Veeam XI2 (Veeam agent for Windows) #0
Linux & Veeam RIE (Veeam agent for Linux) F/=m, 93BT &HiIE
Windows #0 Linux R %528

B AR

64 https://www.veeam.com/vm-backup-recovery-replication-software.html
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. BREBEHEVFIIER SR ZHIRA;
« EEXHREDLURERGIIEEDR;
. EXARZAHITER, XN THEMEEXEE;
- ARBNAPEHBEARIH.
- GTREFER.
4.6.2 FRIEHHERES
Veeam &M S5 EHIRBLUTHE AR (BRE1EFE6F) -
. BUEERHG
- HIREH
4.6.3 FREIKTFE
PR.IP-4
4.6.4 75 REHEEHE

Legends

Veeam Backup

Internet
Management Manufacturing DMZ
i Wcmson DMZ Historian
Ammo;/?mus . N 10100.1.4
Network \
&\~ i SN
< A Manuf. System I\
&SP Router/Firewall N

BT &
Management LAN - 10.100.2.0/24 i '

Cybersecurity LAN

Thetive 6B Veeam —
Open-Audit ! Nessus Vuin. Microsoft Symantec Graylog Windows */PTP.
10.100.0.177 'MCidentResp.  scanner ActiveDirectory Antivirus - SEPM Data Loss Prev. m :n
1 0 2 1010005 10100025 1010001317 1010005 10,100.0.175,176 o o 1“00'5"6. D 1c'°doo_o(_ 5

10.100.0.10

10.100.0.40/32
¢ K, 1721611

172 16.2.1k | 7216.3.1

Engi ing Workstation HMI Plant Controller
17216310 1721614 1721615

Local Historian OPC Serve e
1721624 s Supervisory PLC Manufacturing Process

172.16.2,102

DeviceNet to ==
Field Devices
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4.6.5 R&EGIASHE
e RIIEMAER:
FRE hA BHAE
VMwareEHA :
o QMIREE: ERIWZ
Veeam#& ) 5881 o5 M 8CE
o Wi ZEE: 4TB
o M4Z: 140NEEO
o ¥{EZ Y : Windows 2012R2
WindowsE &Veeam{t I REAT] WAEYIRLE
€t 3] 3.0.0.748 (WindowsitE#l) E
IFEEEE

EZEMN, BER%KA Windows 2012 R2, WM& _ERTIA,
BEFPHIRMERGH IP ERUT:

- IP #iik: 10.100.0.10

-®%: 10.100.0.1

- FRI#RL: 255.255.255.0

- 1 ZBRS5EE: 10.100.0.17

RS L OERMMLEE. i3 Hkt, REZZFNHIRENE
MBEUETRN TR, ETR, BERREHEIT UNC BERET
Veeam ik 5585 LA BX N BZFRAICH R,

EETNB RO Pk S veeampuser, AEDEL LA R R EZMIT/E
TR

sk E
T# Veeam &5 EHI%,
?c%é?nn?aﬁqﬂ?m@m’w\%ﬁﬂﬁ BITRERERF, RBRBIRRTHK

103

aE
E

Wt

£ Veeam [R5 35 LRIEMEHZ R, BTEHIBED.
HEFRNERDEERSKS, ARDEMBHLZCHRE/BIR,

FIA %2 Veeam N5 EHI, APEBEFR Veeam ZFH S5 EFITHIEE
IBERINZH. B2, FAHAREMR Windows £4 Veeam KIBHIHIRARZ BT AE
iéiiﬂlﬂ%ﬁﬂ?ﬂél&h’é’ﬁ, ARBEACHE iR RERETE,

HhHRE

£ Windows F& Veeam KIBxt T~ M AIFFA Windows RGHITEN
o, TEFFA Windows ¥IEZE Fin FEIRAIREFRIE. NEEFimifLzaitliE
E’Jé%——,aiﬁ:%,ﬁﬁﬂqﬂﬂ’]%{ﬁ KHEE PimAl Veeam FRSEEC B R E IE BiEiE.

65 https://www.veeam.com
66 https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr.html?ver=95u4
67 https://www.veeam.com/windows-endpoint-server-backup-free.html
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- IRIBEFEZE, £ Windows RGHIIBH L TEH HRE Windows F& Veeam
RIB. BBRMAREBEENEPIRARZGBENEZHSOITERE.

. WHERGIEETH Veeam ZHERE, BaiES.
- IR T $BHEZE Recovery Media (RS -
-ERESREVRBESRERIBERERRE; 3

- £ C:\Program Files\Veeam\Endpoint Backup B3X Ti&E{T
Veeam.Endpoint.RecoveryMedia.exe 125, FEIf|EREEIK.

- 7£ [ Available Bootable Media Types] (RIRA[5|SEARER) Tik
# [1so]) .

’. 2
— Recovery Media
‘ ﬂ. Specify bare metal recovery media options,

Available bootable media types:

Image Path Name Type Capacity
= D\ DVD RW Drive (D:} SST_DN 0
= E\ Removable Disk (E) 19GB
Progress =Image ISO image file

Ready to Apply

[ ] Include decryption key for seamless restore from encrypted backup (protects from password loss)
[ Include network connections settings from this computer (recommended)
M [¥] Include hardware drivers from this computer (recommended)

[ Include the following additional storage and network hardware drivers:

Folder

Next > [ cance |

104 CWABHMAAE, R7 1SO.

Create Recovery Media
) Image Path
‘ b | Specify where you want us to save the created 150 file.

,

Recovery Media

15O file name and location:

“BIC:\Users\Administrator\Documents\VesamRecoveryMedia FGS-47631EHH iso) Browse...

Ready to Apply ["] This share requires access credentials:

Progress

- BRI EHRG TR Z N RNERENRERIELTUE A LR E FiE.
- MEMTENEITES (RERE) -
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- 588 F Veeam £, %1% Control Panel > Backup > Add New Job
(EFIER > &5 >FHEES) -

-BANEES B

[ New Backup Job

Backup Mode
Destination
Local Storage
Schedule

Summary

Name:

Full-backup)|

Description:

Created by FGS-47631EHH\Administrator at 4/11/2019 4:45 PM.

- [Backup Mode] (&Z{31E5) %3 [Entire Computer] (EMIEHE

H .

Destination

Local Storage
Schedule

Summary

Backup Mode
w Choose what data you want to backup from this computer.

@ Entire (rec ded)

| o

Back up your entire computer image for fast recovery on any level. Deleted, temporary and page
files are automatically excluded from the image to reduce the backup size.

[] Include external USB drives

) Volume level backup

Back up images of selected volumes, for example only data volumes, Deleted, temporary and page
files are automatically excluded from the image to reduce the backup size.

_ File level backup (slower)

Back up individual files and folders by mask. This mode produces an image-based backup with only

selected files included in the image.

[<PreviousJ[ Next > ] @

- IEFFMEMLE, KASIIGT, FNEFEBEINELZH, FFUAFTEEE
[Shared folder] (HZExr#Es) .
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w Choose where you want to backup your data to. We highly recommend that you do not store your backups on the same
I:] computer that you are protecting.

Name ©) Local storage
Choose this option to back up to a locally attached storage device such as USB, Firewire or eSATA
I Backup Mode external hard drive. Backing up to internal hard drives is not recommended.
@ Shared folder

Choose this option to back up to an SMB (CIFS) share on a Network Attached Storage (NAS) device,

Shared Folder or on a regular file server.

SeckipCache ©) Veeam backup repository

S, Choose this opticn to back up to a backup repository managed by Veeam Backup & Replication 9.5
chedule
Update 4 or later server.

Summary

©) Veeam Cloud Connect repository
Choose this option to back up to a cloud repositery managed by Veeam Cloud Connect service
provider.

©) Microsoft OneDrive
Choose this option to back up to the Microsoft OneDrive or Microsoft OneDrive for Business.

[ < Previous ] [ Next > ] Finish :

-BANMEEERENZAZRESNBRAFPEIE. RBARERE,

ANERRHE

Shared Folder
w Specify a shared folder to backup to, and account to connect to a shared folder with.

Name Meedloder T
\110.100.0.10\backups\workstation

Backup Mode

= n/o Populate
Destination

[¥] This share requires access credentials:

Username: LAN\veeamuser
Backup Cache
1 06 Password: eseseseses =~

Schedule
Summary

Keep backups for the past: 14 , | days when the computer was running

Click Advanced to enable pericdic full backups, configure encryption and other
backup file settings -

y
Cancel

< Previous ] [ Next > ] ”
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-BEEZMAR, 23 [Applyl (KA .

Schedule
@ Choose when you want backup job to be started automatically.
Name Periodically
We will wake your computer from sleep to take a backup unless the connected standby power model
H Backup Mode is enabled. Normally, this model is only enabled on mobile devices, such as tablets.
S0 @] Daily at 12:30 AM |+ [Everyday -
Local Storage If computer is powered off at this time [Backup once powered o v]
S:hedule Once backup is taken, computer should [Keep running "
Summary
At the following events
[ Lock
[} Log off
[] When backup target is connected €D
ery 2 1 Hour
e (il | o
y—
PITCH R &

-EEXBAPEFER, BFE BEMENKLEA [File level backup
(slower)] k& H (BRI ) .

- EBREZNINER, BFE [Next] (T—%) , ESREAEZS.
R E IR
BRI SRR B AN

- WEHFZE FiEE) Windows £ & Veeam Z ik R4 1EH, %#E Restore >
107 Individual Files (1kxE& > 8B/ .

- £ [Backup Location] (Z#MiE) TiM, £ [Network Storage]
(Mg EhE) , B [Nextl (F—%) .

- [Remote Storage] (GR#E7Efi%) i%£3F [ Shared folder] (£Z32#H%) ,
B Next (T—2) .

- 7£ [Shared folder] (HEZEXX#R) T, MAZEZICHRA UNC BEEM
WEEIE, B30, ASLIE, #A\W10.100.0.10\backups\workstation.

-EERRSRT, ERENFREHIENTRR, 23E [Next] (F—
#) , BERE.

- 7#£ [Summary]l GEE) i@E, EEMMTHELE.

RBIUTSE, MESHENMTENAIREG:

- FRLRINENMERAS|IS 5%, B3 [Bare Metal Recovery]l (3
MIRE) -

- IR MIMNER USB IRENEJR & 15, 1H1EEF [ Local Storage] (A #ZfiE) ;
MERMNMEHZLE (AAGIETR) , 15i%E#EFE [Network Storage] (W
®ERE)
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b Volume Level Restore 25w

Backup Location
¢ Specify where the backup files you want to restore from reside.

(®) Local storage
Select this option if your backup files reside on locally attached storage. We will search all volumes
and select backup file with the latest restore point automatically.
Backup file:

Restore Point

Restore Mode

No backup files found on local or external disks, click Browse to select backup

: Browse...
files manually

Summary

Progress Load driver

() Network storage
Select this option if your backup files are stored on a network attached storage such as shared
folder, Veeam backup repository, Veeam Cloud Connect repository or in the Microsoft OneDrive.

-FREMLE, 1% DHCP #27%4s IP, BF [Continuel (#4) .

- £ [Network Storage] (M4&7Ffi&) Tim, i£#¥ [Sharefolder] (3t
EXHR) , BF [Next] (T—2) .

A Volume Level Restore e

Network Storage
¢ Specify the network storage type holding the backup files you want to restore from.

Backup Location (®) Shared folder

Select this option if your backup files are stored in SMB (CIFS) share on a Network Attached Storage
(NAS) device or on a regular file server

Shared Folder
() Veeam backup repository
Backup Select this option if your backup files are stored in a Veeam backup repository.
1 O 8 Restore Point () Veeam Cloud Connect repository
Kestors Mode Select this option if your backup files are stored in a cloud repository hosted by the Veeam Cloud
Connect service provider.
S
el () Microsoft OneDrive

Progress Select this option if your backup files are stored in the Microsoft OneDrive.
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- I\ UNC BRZFIZE RS R = 30 R0 ia] i

Shared Folder
w Specify a shared folder to backup to, and account to connect to a shared folder with,

5]

Name Shared folder:
\\10.100.0.10\backups\workstation

Backup Mode
n/o
Destination

¥ This share requires access credentials:

Username:  LAN\veeamuser
Backup Cache

109

Password: :nun:ni D
Schedule

- NEIEFrRRBIEMNIIFRHIEFEIRED, B [Next] (T—5) .

- 7£ [Restore Points] (if[FE=) TZFEHRERS, WREHIE.

- £ [Restore Mode]l GZEIRER) TiMH, EFELEERN. B ELHLE
KBIFNRGHE, %1% [Entire computer] (BEANHEHN) . S&BF
SEBEFHREIET .

| 2 Volume Level Restore i '2‘

Restore Mode
¢ Specify a restore mode.

Backup Location (") Entire computer
Restores the entire computer backup. All data on existing volumes of this computer will be

Hictiark Sipiage overwritten with the data from backup file.

Shared Folder () Sisteen villames oy

Backup Restores only system volumes required for the operating system to function. Recommended in
situations when your computer does not boot up.

Restore Point

(® Manual restore (advanced)

Restores selected volumes only, with the ability to re-allocate partitions and volumes. This restore
mode should be used by advanced users only.

Disk Mapping

Summary

Progress

View automatically detected disk mapping

m < Previous | Next » Finish Cancel
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- 7£ [ Disk Mapping] (##ZBRET) TUHE, RIER SRS 2R E IR,

-# [Summary] (WE) 7@, SEMERS. 2% [Restore] (i
£) , BHKE.

4.6.6 M 14EER EEZ M

ETERMSEWNS, RIMTNE THERZESIZITHR Veeam ZnTEAX ARG M
BERY 2N :

- SCI& PL009.2 — Veeam ¥ 414
- S£18 PL0O10.1 — Veeam & &%

RIBFHANBONE, TEAGEFTENMEZR), BEIMERENZ DR
HEAE. BN, EZHHIE, MWEFHIEEE) OPC gyiEiRE 8 R &1EMm, N OPC Z|
HMI IR R IRt BRI RIEK . B REeAEHATHETE.

o, T B FE S EAVERE, 520 PCS R4 FRIEH A/ : HMI: 96 GB; OPC:
29 GB; i1THlIgs: 31 GB; AL¥#EE: 194 GB.

APITEREZMITNZEMEERERL, ENEERESERTITERIERLD
S RFHF . Veeam FHI—NEEYTRREBRIEMEER T RIHITHE,
Mg &R ERR AR,

ATHMITES, NEREMAEERNHEMIFTTERIEEZD.

R EEZRERE, NMEREIRIEM, HMI FIEHISRENMNEH—E LB 2R
Er199.6%, MEERERE 04%.

PCS - Veeam full backup - Controller to OPC - Round trip time
25 T T T T T T T

110

15

rounf trip time (seconds)

T i

0 2000 4000 6000 8000 10000 12000 14000 16000
packet count

& 4-7 Veeam SeE £ HAIEEEI228] OPC pyEIRAYE]

(=]

68

https://helpcenter.veeam.com/docs/agentforwindows/userguide/baremetal disk mapping.html?ver=30
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PCS - Veeam backup - OPC to HMI - Path delay

2 T T T T T T T ¥ T T T

s)

Path delay (sec

Packet count <104

[# 4-8 Veeam SEE&£{3HAI8) OPC Z| HMI B BEZR1ER

NEEEEZN . STBZMEL, INEHHARNMNEERSHAEERES.
#EZMHEAE, INTHIZRE OPC MEIRATE R A LT,

PCS - Veeam increment backup - Conftroller to OPC - Round trip time
16 T T T T T T

-
T
|

111

round frip fime (seconds)
g
T
1

13
=2}
T
|

04 .

35
packet count x10%

& 4-9 Veeam = &£ HAEEHI2E8] OPC pIEIRAYE]

FTEENIE IR MEERWRD, KD, FRRERRE, RNBFEERS
T IEEKF,

FAVEM, MLKLIERMRENEMSH TIEH SRR I 5 Z BRI FIHN
TR R MAVIEIR, HMEM AR, FEitt, BN T R taE
HIEMA K. Veeam FNBEBIRIEMLARIUIRFIZMER, AIRERTTEZD I
EIMEBFEIRAVSIE .
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PCS - Veeam full backup - Process - Product flow
|

24 T T T T T T T
—bssalng
Veeam backup
235 -
23
225+ -
5 2H -
2
S
E
25
3
3
=
g at
205 =
20
195 - -
19 1 | | ] 1 ! | !
o 1600 3200 4800 6400 BO0O 9500 11200 12800 14400
Time (secs)
= Y SR LB
[ 4-10 Veeam STE B HABE F=id 12 407~ GiRiE
PCS - Veeam full backup - Process - Reactor pressure
2850 T T T T T T T T
baseline
Veeam backup
2800
112 g
'8
X
£ 2750
173
0
o
a
2700
2650 1 1 1 | 1 1 | |
0 1600 3200 4800 6400 8000 9600 11200 12800 14400

Time (secs)

& 4-11 Veeam TR ZFHHABE I E PR R 28 [E 58
4.6.7 1B B BUR SR AV E Xk
«  Veeam £E %15 KPI #iE
- Veeam £E&ZMNNEHIE
+  Veeam 2% KPI #iE
+  Veeam HEEZMHNEHIE
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4.7 REFEHE

4.71 FAR G RER

ZEFBEET Lnux NRHAELE, BTAREN, BRI R4 I5ER
HETIE, B3F Elasticsearch. Logstash. Kibana. Snort, Suricata. Bro. OSSEC.
Sguil. Squert. NetworkMiner /4% 4T A%,

REFBA=ROINRE:

ey EPS
ETWEMETENMANREMNES (5507 NIDS 71 HIDS)
BAMSHT LA

Y=gl X

LA1SO FE IR A FFIRE 1, P RRE AR K BUMNIF T (IR E D

&£ 2 IR T B (835 SNORT.BRO,0OSSEC SGQUIL.KIBANA,ELSA)
F—5, aEX7T FERBRE;

THEHBNEHE, BRFARAONSHRIE;
REATH A LA RE TS 1THY Snort #1 BRO IDS;

UL ES, EERNERNAN, T4 1T F1 OT IFE R BT
WHMRE;

FEBEF SIHhsL, & SNORT #1 BRO-IDS #N&;
W RREED,;
FTREINEE
4.7.2 HFRIEHAEAREES
REFBRBUTEAEN (BAE1EFL6E) .
113 . MO R
P 2% B A%
EZHAE
BWIIE
4.7.3 FREVKTFE

PR.AC-5, PR.DS-5, PR.MA-2, PR.PT-1, PR.PT-4, DE.AE-2, DE.AE-3,
DE.CM-1, DE.CM-6, DE.CM-7, DE.DP-3, RS.AN-3

69 https://securityonion.net/
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Legends
Mirroced Traffic
for SNORT
Internet
Management Manufacturing DMZ
ActiveDirectory/RADIUS DMZ Historian

10100.1 4

1010023

Manufacturing DMZ LAN - 10.100.1.0/24 .

NYR/PIP Thetive Nessus Vuin. Microsoft Symantec Gra m‘ Graylog Security Windows
Clock Incident Resp. Scanner ctheDiractory Antivirus - SEPM Data Loss Prev. o Systog Onion wsus
10100015 1010005 10100025 1010001317 1010005 10.100.0.175,176 eplication 1 100014 10,100,026 10100.0.12

10.100.0.10

10.100.0 40/32
1721611

Plant

Port MirToring on Network Aggregator

Plant Controlier
1721615

Workstaton
172163.10

Engineering LAN - 172.16.3.0/24 §

Local Historfan OFC Server
1 14 1721624 1721625  Supenisory PLC
172162102

DevicoNet to [
&) Field Devicas

Supervisory LAN - 172.16.2.0/24 |

4.7.5 REUGASEKE
SKHE 7T RANFEARIER -
HRE KA B

Hyper-VE 4L

o AbIBBE: B4

* A7F: 20GB

o WifE=s8): 500 GB

o 4% : 2 interfaces

« #{E&%: Ubuntu 16.04

REFR 16.04.5.2
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REFENREE
HEZ BRI, 1EZR S A Ubuntu Linux 16.04 EHIREA, BHAHEIL LR,
AEDIEEINT AN ERE:

-#0O: ethO
-2 BEEEO
- ?%D : eth1

- 1R TR0, SMERAMGEER, BWI WA G MLk
BERNERRE.
EFPNBRERGM IP EEWT:
-3Z0: eth0
- 1P #ifik: 10.100.0.26
-®%: 10.100.0.1
- FRIH#SHL: 255.255.255.0
- & BRS5EE: 10.100.0.17
R4 A
THREFE M ISO M, MERFMEFEMEMERRER L.
ERET—H2h, EEEHEK,
ERFELNZH, AEEENMTHENWEEE:
-eth0: =IE IP il

-eth1: !SIF3E0O., ADFIEIEO%ERES) SPAN K0, WA LUEIZZIMEE 5
e, BWAEMEZEENEGERE.
ITHEMNBER, TRRANRIERGIRE, EBES.

115 - RBRBRIERSGFXEERN UTC FE), EAREFEIRAER UTC. &
BB X AT BE = S B A [E] R

FHERTH G, ~ERELARERRR, EEEMNKED. TREEHR
o

BRBHEREER, SEREESR.

B [YES, Continuel (F&IA, &) , HAT—TIHE, PHIEBIEEF
[ Evaluation Mode] GEHIER) .

RBAERT, TREER. BXERARS.
RRAE R B R BB KSR -

- 51T sudo so-allow @4,

- %% a — analyst.

- WA R R EFEBEOMNE Fin PC 89 IP #biiksk IP SEE.

70 https://securityonion.net
7 https://securityonion.readthedocs.io/en/latest/
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116

- REFEXN TR ER AIE726HE XA
- IB1T sudo nsm_sensor_ps-status 444, BEREHERE.
- 1B SQUERT Web FE "5} Kibana™ij o] R & ¥ B2 F .
BZE Snort EHT

- 7 https://snort.org Wit E IS, THIEMMNE. FME, B TESKS
487ERY OINK #3 (OINK Code) .

- BR%E//etc./nsm/pulledpork/pulledpork.conf X4 # A rule_url &%,
1% OINK BB EFIFMEE 2+, FEFIEK.

- rule_url=https://www.snort.org/reg-rules/|snortrules-
snapshot.tar.gz|<oink-code>

- WNFEBEBKMIFEIMNRAZRYS, #letc./nsm/securityonion.conf 3T
R EGE % E LOCAL_NIDS_RULE_TUNING=no.

«  iB1T sudorule-update 3%, EFMNE., XB, S M Snort.org Ml &
FhEM, 1%7F3])/etc./nsm/rules/downloaded.rules 14

- WFSENE (ZEEMIGEIR) -
- 7£ securityonion.conf 3X 7% & LOCAL_NIDS_RULE_TUNING=yes.

- EEBEEMI R E A R EF RT3 Snort 3, #3d USB 1%
B IX L B WE R 2F B AR SS3 E8/tmp SCHFR.

- I£1T sudo rule-update %
BLE Snort A&

. FRIBEARLBLOINIE, fEletc./nsm/<hostname-Monitorinterface>/BE3& T HI
snort.conf 3 HE X 4R IE &, IN$HOME_NET.$EXTERNAL_NET %.

« E3 Snort B : sudo nsm_sensor_ps-restart --only-snort

TEAALIES & snort.conf XA —ER LS

FRRFFFFFFFIAIAIFFEI IR RII IR AR
# Step #1: Set the network variables. For more information, see README.variables
FREFFFFFFFFAAAFFIIR R RFIIFFFF AR AR AR

# Setup the network addresses you are protecting
ipvaﬂ HOME NET [192.168.0.0/16,10.0.0.0/8,172.16.0.0/12]

ipvar NETWORK DEVICES [172.16.1.3,172.16.3.1,172.16.2.2,192.168.0.239,192.168.0.2,192.168.1.2]
ipvar ICS_DEVICES [172.16.2.102,172.16.4.102,192.168.0.30,192.168.0.60]

ipvar PCS_ICS DEVICES [172.16.2.100/30]

# Set up the external network addresses. Leave as "any" in most situations

ipvar EXTERNAL NET !$HOME NET

# List of DNS servers on your network
ipvar DNS_SERVERS [10.100.0.17]

# List of SMTP servers on your network
ipvar SMTP_SERVERS $HOME NET

- EXBEXHNME:
- f£/etc./nsm/rules/local.rules XA E X FN).
- I£1T sudo rule-update %, FEHFHMME.

- i&17 tail -n 100 /etc./nsm/rules/downloaded.rules 5%, A

72
73
74

https://github.com/Security-Onion-Solutions/security-onion/wiki/Firewall

https://IP_address-of-security-onion/

https://ip-address-of-security-onion/app/kibana
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local.rules 24 )\ downloaded.rules 3 4.

+ % downloaded.rules XHHREEE XA, EF
letc./nsm/<interface>/snortu-1.log 32 1%

Rz FA LI B 4% T~ Pk
THE local.rules SXHHHEIFRSI AN, AT IT #11CS ZEGHFHMERLRE

alert UDP any any -> $PCS_ICS_DEVICES any (msg: "Nmap UDP Scan"; sid:10000002; rev:1;)

alert icmp any any -> SHOME_NET any (msg: "NMAP ping sweep Scan": dsize:0; sid:10000004;
rev:1;)

alert icmp any any -> SHOME_NET any (msg: "Ping Large ICMP Packet": dsize:>800; classtype:bad-
unknown: s1d:10000030; rev:1;)

alert tcp any any -> SHOME_NET [80,22.443] (msg: "TCP SYN flood attack detected": flow: stateless:
flags:S.12; detection_filter:track by_dst. count 100, seconds 10; classtype: attempted-recon;
s1d:10000005; rev:1;)

alert tcp SHOME_NET any -> SEXTERNAL _NET 21 (msg: "FTP attempt to Public IP"; sid:10000003;
rev:1;)

alert tcp SHOME_NET any -= any 21 (msg: "FTP upload attempt"; content: "|53 54 4f 52|";
51d:10000020; rev:1;)

alert tcp any 21 -> SHOME_NET any (msg: "FTP file successfully uploaded"; content: "|54 72 61 6e 73
66 65 72 20 63 6f 6d 70 6¢ 65 74 65|"; 51d:10000027; rev:1;)

alert tcp any 21 -> SHOME_NET any (msg: "FTP PDF file successfully uploaded”; content: " pdf";
s1d:10000031; rev:1;)

alert tcp any any <= any any (pcre:"/3\d{3}(is|-)\d {4} ('s|-)\d {4} (\s|-)\d{4}/"; msg: "MasterCard
number detected in clear text"; content:"number”; nocase; s1d:10000013; rev:1;)

alert tcp any any <= any any (pcre:"/3'd{3}(\s|-)2\d{6}(\s|-)7'\d{5}/": msg: "American Express number
detected in clear text"; content:"number" nocase; s1d:10000014; rev:1;)

alert tcp any any <= any any (pere:"/4\d{3}(\s|-)7\d{4}(is[-)?7\d{4}(\s|-)7\d {4}/": msg: "Visa number
detected in clear text"”; content:"number" nocase; s1d:10000015; rev:1;)

1 1 7 alert tcp STELNET_SERVERS 23 -> SHOME_NET any (msg: "Telnet Password in Clear text"; content:
"Password"; s1d:10000010:rev:1;)

alert tcp SHOME_NET any -> STELNET_SERVERS 23 (msg: "TELNET login attempt";
classtype:default-login-attempt; sid:10000007; rev:1;)

alert tcp SHOME_NET any -> STELNET_ SERVERS 23 (msg: "Telnet Rockwell Automation Default
Password"; content: "|73 77 69 74 63 68|": sid:10000008:rev:1:)

alert tcp any 23 -> any any (msg: "TELNET login failed"; flow:from_server, established; content:"Login
failed"; fast_pattern:only; nocase; classtype:bad-unknown; sid:10000038; rev:

ICS/SCADA &4 Snort 7.

75 Snort Rules for ICS/ SCADA: https://github.com/ITI/ICS-Security-
Tools/blob/master/configurations/rules/talos-snort.rules
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alert tcp SHOME_NET any -> SICS_DEVICES 44818 (msg: "PROTOCOL-SCADA Rockwell firmware
change attempt"; flow:to_server,established; content:"|6F 00|"; content:"|00 00 00 00|": within:4; distance:6:
content:"|00 00 00 00|"; within:4; distance:8; pcre:"/(1x20'xal|'x21'x00'xal'x00)(\x24[\x01-
\xff]|\x25'\x00[\x01-\xff]\x00)/sm1"; reference:cve.2012-6437;

reference:url tools.cisco.com/security/center/viewAlert x?alert]d=27868; classtype:policy-violation;
s1d:10000019; rev:1;)

alert tcp SHOME_NET any -> SICS_DEVICES $SHTTP_PORTS (msg: "ICS-SCADA PLC Web access
attempted "; s1d:10000033; rev:1:)

alert tcp any any -> SHOME_NET 22350 (msg: "PROTOCOL-SCADA TwinCAT PLC DOS attempt";
flow:to_server. established; dsize:>2000: content:"|/A2 1D CB AA AA 75 48 B4 91 DB F4 06 BO B0 2D|";
fast_pattern:only; metadata:policy max-detect-ips drop. policy security-ips drop;
reference url. www.beckhoff.com/english asp?twincat/overvw htm; classtype:attempted-dos; sid:41743:
rev:2;)

alert tcp any any -> SICS_DEVICES 502 (msg: "PROTOCOL-SCADA Modbus user-defined function code
- 65 to 72"; flow:to_server. established; byte_test:1,>.64.7; byte_test:1,<,73.7;

reference:url. www.modbus.org/docs/Modbus_Application_Protocol V1_1b.pdf; classtype:protocol-
command-decode; s1d:15074; rev:5;)

alert tcp any any -> SICS_DEVICES 502 (msg: "PROTOCOL-SCADA Modbus user-defined function code
- 100 to 110"; flow:to_server established; byte_test:1,>,99.7; byte test:1,<,111.7;

reference:url. www.modbus.org/docs/Modbus_Application_Protocol_V1_1b.pdf; classtype:protocol-
command-decode; sid:15075; rev:5;)

alert tep any any -> SICS_DEVICES 502 (msg: "PROTOCOL-SCADA Modbus read multiple coils - too
many inputs”; flow:to_server, established; modbus_func:read coils; byte_test:2.>2000,10;

reference:url. www.modbus.org/docs/Modbus_Application Protocol V1_1b.pdf; classtype:protocol-
command-decode; sid:15077; rev:6;)

alert tcp any any -> SICS_DEVICES 502 (msg: "PROTOCOL-SCADA Modbus write multiple registers
from external source”; flow:to_server established; modbus_func:write_multiple registers;

reference:url. www.modbus.org/docs/Modbus_Application Protocol V1_1b.pdf: classtype:protocol-
command-decode; sid:17782; rev:4;)

alert tcp any any -> SICS_DEVICES 502 (msg: "PROTOCOL-SCADA Modbus write single coil from
external source"”; flow:to_server established; modbus_func:write_single coil;

reference:url. www.modbus.org/docs/Modbus_Application_Protocol_V1_1b.pdf; classtype:protocol-
command-decode; sid:17784; rev:4;)

alert tep any any -= SICS_DEVICES 502 (msg: "PROTOCOL-SCADA Modbus write multiple coils from
external source"; flow:to_server,established; modbus_func:write_multiple_coils:

reference:url www.modbus.org/docs/Modbus_Application Protocol V1_1b.pdf; classtype:protocol-
command-decode; s1d:17785; rev:4:)

alert tcp any - SNETWORK DEVICES 80 (msg: " WEBAPP Netgear Default Password";
flow:established.to_server; content:"POST"; nocase; http_method:
uricontent:"/base/cheetah login html”; content:"password"; nocase; sid:1000009; rev:1;)

alert tcp SHOME NET any -> SNETWORK_DEVICES $HTTP_PORTS (msg: "WEBAPP Rockwell
Automation default password login attempt": flow:to_server,established: content:" Authorization|3A[";
nocase; http_header; content:"Y WRtaW5pc3Ry YXRvcjptbDEOMDA="; fast pattern-only; http_header;
metadata:service http; classtype:default-login-attempt; s1d:10000011; rev:1;)

alert tcp any any -> SEXTERNAL NET 22 (msg: "SSH Attempt to Public Host"; s1d:10000018; rev:1;)
alert tcp any any -> SHOME_NET 22 (msg: "Potential SSH Brute Force Attack"; flow:to_server,
established: flags:S+; detection_filter-track by_src. count 30 , seconds 10: classtype:attempted-dos:
priority:1; s1d:10000006; rev:1;)

alert udp SHOME_NET any > $DNS_SERVERS 53 (msg: "DNS Request to Twitter.com Detected";
content: "|6e 69 73 74|"; 51d:10000016; rev:1;)

alert udp SHOME_NET any > $DNS_SERVERS 53 (msg: "DNS Request to Facebook.com Detected";
content: "|66 61 63 65 62 6f 6f 6b|"; s1d:10000017; rev:1;)

alert tcp SHOME NET any -> SEXTERNAL NET $HTTP_PORTS (msg: "WEB-PHP file upload
attempt”; flow:to_server, established; uricontent:"/upload.php"; nocase; content:"filename=";
reference:bugtraq.3361: reference:cve. 2001-1032; classtype:attempted-admin; s1d:10000029; rev:1:)
alert tcp $Robotics_devices any -= SEXTERNAL NET $SHTTP_PORTS (msg: "Web Access to Public
IP attempted”; s1d:10000039; rev:1;)
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BEREFH

« ffletc./nsm/securityonion.conf 3/ i% E DAYSTOKEEP &%, X
IR REBRTIE] . Sgquil #IEEREVARERTEA 30 X.

- Z{¥ M downloaded.rules 3 F AN, iCTIZAN P HIE R EF
ID (GID) #1%& ID (SID) , BEmMA
letc./nsm/pulledpork/enablesid.conf 324 . A~ZE7E downloaded.rules 3
P EEBUEERX LA,

- BEHRIRIR, B TAEIRRIVANES GID #1 SID, iEA
letc./nsm/pulledpork/disablesid.conf 3Xff. TEIZERAIZ
disablesid.conf XX 98 Fz, 1% T 2R SID.

# example disablesid.conf V3.1

# Example of modifying state for individual rules
#1:1034,1:9837,1:1270,1:3390,1:710,1:1249,3:13010

3:19187

119:19 # http_inspect : LONG HEADER

123:8 # frag3: Fragmentation overlap 128:4

# ssh: Protocol mismatch

129:4 # stream5: TCP Timestamp is outside of PAWS window

129:5 # stream5: Bad segment, overlap adjusted size less than/equal 0 129:7
# stream5: Limit on number of overlapping TCP packets reached 129:12 #
stream5: TCP Small Segment Threshold Exceeded

- R wiki A, EIE PCAP XHHMIX/), HiRARSSERE R BRIFHTIE.
BRO IDS g &

Zeek (LLHEIFRA BRO) E—5EAH IDS &%, 5 Snort —iEtARE ¥
#HPRSSEEH. BRO MEKTERIBIEAITICTEE. ABLEBWNT:

119 - ¥ BRO El’\]ﬁ)?*ﬁ5/EMH%I]ZIKJESI?"IopthroIsharelbrolpolicyIEi—Fo Bx
BROMEZER, BLREEA wiki'®.

«  BH Windows SMB X4 = 51w
- f£lopt/bro/share/bro/site/local.bro TR E, R TEIX

- @load policy/protocols/smb E/§ BRO: sudo nsm_sensor_ps-restart -
-only-bro

OSSEC &cE

OSSEC W ANEZ#EMEZ (HIDS) , £#F Windows 1 Linux & . OSSEC
BR%%zs (B4 Wazuh BUX) fik 72 £F%®. OSSEC F~mIVEARTIERIBIEAR
XiTitTeE, Bx{E5, W OSSEC Eﬁﬂiﬁifuaé%ﬁzﬁiﬂﬂﬂﬂﬁf&iﬁiﬁ?%o

- IRFEFTERAIRMERG, THITRA OSSEC RIEBRERF".

- BRESHIEIEFIKARS, IRIE OSSEC Muhltll, BaiRKkidiE. =&
B, BReFBMRSZH P MU{E)H OSSEC ARSaEEAY IP k.

. iBiTso-allow 7%, BEEREFH RS LRI AEIEE, M OSSEC &

76 https://securityonion.readthedocs.io/en/latest/
T http://www.ossec.net/
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FimiEEiE"e.
- Y% B E X OSSEC 44 #1 Il & fn = Ivarlossec/rules B & T &Y

local_rulesxml X, EEEZMERRBAIBENHE, MME
Ivar/ossec/etc. HE T B local_decoder.xml XHFFIFHITE X o

« M Kibana FHE=X Squert Web RHEZEEH OSSEC H¥#.,
. F OSSEC 445 USB %%
- £ Windows £RimByZA#h Ossec.conf SLHEHRMTHIE 1T

<agent _config os="Windows">
<localfile>
<log_format>full command</log_format>
<command>reg QUERY
HKLM\SYSTEM\CurrentControlSet\ Enum\USBSTOR</command>
<aliag>usb-check</alias>
</localfile>
</agent config>

- EREFERSEE EM/var/ossec/rules /local_rules.xml XEHRINTTSY
1T, UELITRSERHITEE:

<rule 1d="140125" level="7">

<if s1d>530<if sid>

<match>ossec: output: 'usb-check':</match>

<check diff />

<description>New USB device connected</description™
</rule>

120

o SIS AR A
- EREFERSE LR E arpwatch:
- i51T arpwatch -i <interface>%%, BaIRE.
f5)4n: arpwatch -i eth1, Hrh eth1 AlsizinO.

-7£ local_rules.xml XX RM—FHAM, M TH=, 51 H
Ivar/ossecletc. Iarpwatch_decoder xml PRI ERIDEE, LFN&EE
ANREETHITEE

8 https://github.com/Security-Onion-Solutions/security-onion/wiki/Firewall
79 https://www.ossec.net/docs/manual/monitoring/process-monitoring.html
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<rule 1d="110003" level="7">
<if $1d>7200<1f sid>
<match>newl|logon</match>
<description>Arpwatch new host detected. </description>
<group>new_host,</group>
</rule>

nj\\ﬂﬂzlii’&ﬂ)r"l ‘_,—T I"F' 7 ] EE OSSEC HE%%%
sudo service ossec-hids-server restart

TE R ARGIREEEIMLEET Squert Web FHEFTE R EZERHI:

INTERVAL:  2018-U4-Z3 UU:00:00 > 2018-04-24 23759:59 (+U0:00) FILT
9131
2,000 s
1,500 2
1,000
500 5 " 1129
0 3 . I B2t e o
01 02 03 04 05 06 07 08 09 10 11 12
QUEUE sC DC ACTIVITY LAST EVENT SIGNATURE
7 1 1 20:02:28 [OSSEC] Arpwatch new host detected.

WAR: ZRH KRB ARG AL ARP ZEERNFNILE.
- 7£ Windows F#1_Ei#it OSSEC MizisEE 4!

- EEHEERPIETHASENEH ID. Fla, HRixFRLE Factory Talk

121

AR%HY ID A 1001 A9E 4, B Rockwell Factory Talk &% R .

File Action View Help
«= 7@ @
Q Event Viewer (Local) FactoryTalk Diagnostics Number of events: 2,080
7 Custom Views
4 [ Windows Logs L_evel Date and Time Source EventID Task Category ‘
ﬂ Application (i) Information 4/23/2018 4:04:28 PM RSLin Enterprise ... 1001 Operator
i Security (€7 Information 4/23/2018 4:03:19 PM FactoryTalk Service 1001 Operator
H Setup () Information 4/23/2018 4:03:19 PM FactoryTalk Service 1 Operator
o] System @lnformation 4/23/2018 4:03:10 PM FactoryTalk Service 1001 Operator
] Forwarded Events (D) Information 4/23/2018 4:03:10 PM FactoryTalk Service 1001 Operator
4 |7 Applications and Services Lo{ | () Information 4/23/2018 4:02:56 PM RSLinx Enterprise ... 1001 Operator
fe] FactoryTalk Diagnostics || (7) information 4/23/2018 4:02:5 PM RSLinx Enterprise .. 1001 Operator
fe] Hardware Events (i) Information 4/23/2018 40256 PM RSLinx Enterprise .. 1001 Operator
fe] Intemet Explorer (i)Information 4/23/2018 4:02:56 PM FactoryTalkDiagn.. 1001 Engineer
| [&] Key Management Service | =, I I P 7
|l MedaCenter Event 1001, FactoryTalk Service X
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- REE iR AHEY ossec.conf X, 7 Event ZERlIAY<location>B T
IANZEH ID. fBlan:

~ | ossec.conf - Notepad

(= ———
|

File Edit Format View Help

<ossec_config>

<localfile>
<location>FTDiag</location>
<log_format>eventchannel</log_format>
<query>Event/System[EventID=1001]</query>

</localfile>

- 7£ local_rules.xml 3, EXITREZEMN. 3 OSSEC, FigE
level >=7, ARG ELEMMASEZE. .

<group name="syslog,">
<rule 1d="110001" level="0">
<if s1d>18104</if sid>
<match>FactoryTalkDiagnostics</match>
<description>FactoryTalk Audit Event</description>
</rule>
<rule 1d="110002" level="7">
<if s1d>110001</if sid>
<match>failure</match>
<description>FactoryTalk Administration Console login failure</description>

</rule>
ﬁgblh\—p
RIFEFMEFHINERERFR, REFENSOHRIETRSRIEREREST
122 8. S AREEMXIFSE R BEMESE, FRIAE securityonion.conf X
L EVENBIRRESH. PCAP XHHBI BT LURE E KAHE,
4.7.6 M EERY EE RN

%ﬂ??‘]ﬁcéﬂé”] MZEMNEMERALTR ERITHERSE, SHMERE]
THEN A , REMKEN RS MRERFIN.

4.7.7 M REM B BIRRAOHE X ik
I

80 https://www.netresec.com/?page=Blog&month=2017-12&post=Don%27t-Delete-PCAP-Files---Trim-
Them
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4.8 B & AnyConnect VPN

4.8.1 FiR G RER

AnyConnect Z&BHE iR ZERNALNERNIFESRE~ R, BER:e
EEFRE (SSL) # IPsec IKEv2 124t VPN 78], @id &N ERRIEA LS.
AnyConnect ZEPIGFRIEZME & EFR, 8% Windows, macOS, Linux, iOS,
225, Windows Phone/Mobile. 2% %1 ChromeOS.

E SRR
A Web 22 F1ET DNS R 2H IR EEIIIME L £ ;
WA FIRERGEF S : Windows, Mac #0 Linux ¥ VPN & Fif ;

BI85 RE BT in = EE A MK RIR, PP aigft T IEEE 802.1X 153K
2, SIS UMAIE. FRFNIEH (AAA) THEELL R — ey mE i AR,
%0 MACsec IEEE 802.1AE;

ERBERER~R, BT RIS ZE~ M AnyConnect VPN E i, F
FOAFEARRNBEENRZEIZE (ASA) By AIEs 2R Firepower BRZIE
ZHAEHH AnyConnect REEENE FiRIFATIE,

4.8.2 HFRIEHHOERES
BH AnyConnect VPN 2 THAREEH (BRE1EE6F) -
mIEREEAN
RS S
4.8.3 FREIHFH
PR.AC-5, PR.IP-4, PR.MA-2

81 https://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-secure-mobility-
client/at a _glance c45- 578609.pdf
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4.8.4 5 RLHEEHE

Legends
. Cisco AnyConnect VPN
Remote user with
Cisco AnyConnect
client instalied on PC
Internet
Management Manufacturing DMZ
Aa»em%mrymus DMZ Historian

10.100.2.3 10.100.1.4

Router/Firewall 3
(&)

Manufacturing DMZ LAN - 10.100.1.0/24 .

. GTB Veeam NTP/PTP
Open-Audit L Nessus Vuin. Microsoft Symantec Graylog Windows
10.100.0.177 " Resp.  scanner ActiveDirectory Antivirus - SEPM Data Loss Prev. B""I;“" :" Syslog WSUS Clock
1010005 10100025 10.100.0.1317 1010005 10.100.0.175,176 o 10100014  10100.0.12 10.100.0.15

10.100.0.10

PCS LAN Router
10.100.0.40
s 1721611

172.162.1 | 72.16.3.1

Plant

HMI Plant Controller
172.16.14 1721615

Engineering Workstation
172.163.10

Local Historian OPC Server
1721624 172.1625

Supervisory PLC
172.162.102

124

DeviceNet to =
Field Devices

Supervisory LAN - 172.16.2.0/24 .

4.8.5 REASEE
L7 RAYEMAE R

‘ w’&
R {itFirepowerfR ZHIBRASA
5512

Thie
B K A5

RIERGRIRAE
FTD 6.2.3

AnyConnect VPN

VPNZE FPimk it

4.7.01076

ERIHL (Mgmt-AD.mgmt.lab)

ESIEZ. DNS. NPS
(Radius)

Windows 2012 R2
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M HE

EAER AnyConnect VPN LIImER LA, EMEREF/EMPRIER
ASA B k35 FELE AnyConnect VPN, I HEEEEM B E E Windows RS
22, MTHE VPN ZFima)ERIB R Radius SHHAIERS .

¥E Windows E&ELE Radius fR552%
®E Radius fRFFFAMERR ASA BRPHIREELSRNT :

EMBR SRR ETERRE Power Shell EARFZ R EREZEUTAR. JEARE
HIBR S5 2 RAIBARIN A BH LI AR

- EENERRS
- DNS BR&2%
- PR SRIE AR 5525

EESNEFES R VPN BRo|EL 24, BEEREHCIEFARMEL
‘H. fflan, FEENERRZF[HEERS VPN-users HI4H, FHF
vpnuser01 ;i MENIZA .

Active Directory Users and Computers -

File Action Vi Hel
= onn:’_‘ — _——F VPN-Users Properties _
&= HE 4 B8

T Active Directory Users and
p || Saved Queries Members:
4 F3 mgmt.lab

[ Genersl | Members | Member Of | Managed By |

i1 [ Name Active Directory Domain Services Folder ‘

1 Builtin | & - mgmt lab/Users ]
~1 Computers |

= | Domain Controllers
_ ForeignSecurityPrin
_ Managed Service A
. Users

vV vwvYw

125

Add... ]l Remove I

I OK ] [ Cancel

BRI IR S RiT4H| S . B Radius Clients > New (Radius &/
im > ) , ABAIEEEIRMN— Radius B .

£ ASA EMIANEOR IP #hit, B% 2/E51H F/Radius BRFZEFEF7EF M
REIAM K . HINRIEZ .,

TEERT HER ASA [ AIERMA) Radius & Fif .
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Cisco-ASA Acccess Properties -

dewkgji:;g“}ons | Constraints | Settings |

Configure the conditions for this network policy.

If conditions match the connection request. NPS uses this policy to authorize the connection request. if conditions do not match the
connection request, NPS skips this policy and evaluates other policies, if additional policies are configured

Condition Value

8 Cliert IPv4 Address 10.100.2.1

Condition description:
The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.

[ ok ][ cance | Apply

. B [Polices) (3B%) T [Network Policies] (MZZHERL) , k2
HIANINEY Radius & PifmiR B X LSRR . TES ‘T‘Tj]uﬁASA
PimB BRI REE . S0 B RIZREE.

Cisco-ASA Acccess Properties =1
Overview | Conditions | Constraints | Settings |
Policy name: I
Policy State
If enabled, NPS evaluates this policy while p ing authorization. if disabled. NPS does not evaluate this policy.

[¥] Policy enabled

1 26 Access Pemmission

if condmons and constraints of the netv.ork policy match the connection reguest. the policy can either grant access or deny
access. what is access permission?

(® Grant access. Grant access if the connection request matches this policy.

(O Deny access. Deny access if the connection request matches this policy.

[ Ignore user account dial-n properties.
If the connection request matches the conditions and constraints of this network policy and the policy grants access, perfform
authorization with network policy only; do not evaluate the dialin properties of user accounts .

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select ether the network access server type
or Vendor specific. but neither is required. If your network access server is an 802.1X authenticating switch or wireless access point.
select Unspecified.

® Type of network access server:

Unspecified v

> Vendor specific:

10 5

- B [Conditions] (%) TIZETH [ADDY GHm) , EDFMULT
AN, LER, ARMEZ &N

-VPN-Users: ZRIfIENZSLA
- Client IPv4 Address: Z Hi7/NAY Radius Z FimAY IP bk
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M

. SBERRY2, 1%3F Constraints > Authentication Methods (#)3k%&
> NERE) .

Overview l Conditions | Constraints | Settings !

Configure the constraints for this network policy.
If all constraints are not matched by the connection request. network access is denied.

Constraints:

Constraints Allow access only to those clients that authenticate with the specified methods.

o Mathods

o8, Idle Timeout EAP types are negotiated between NPS and the client in the order in which they are

listed.

Session Timeout
ﬁ EAP Types:

Called Station 1D

Day and time restrictions

57 NAS Port Type

Less secure authentication methods:
[¥] Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[ User can change password after it has expired
[V Microsoft Encrypted Authentication (MS-CHAP)
¥ User can change password after it has expired
[] Encrypted authentication {CHAP)
[¥] Unencrypted authentication (PAP, SPAP)
[] Allow clients to connect without negotiating an authentication method
[] Perform machine health check only

[ ok ][ cence | Apply

15)

- 7E Settings T1%, %% RADIUS Attributes > Standard (Radius B >
), WEWTEM:

- Framed Protocol= PPP
- Service-Type=Framed
- Class = <Name of group policy>. IttZRE&7E VPN RIBF A IEELE

Overview | Condttions l Conslraints! Settings l

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

127

Settings:
RADIUS Attsibutes

) Yendor Specific

To send additional attributes to RADIUS clients. select a RADIUS standard attribute, and
then click Edit. If you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

_Network Access Protection

B, NAP Enforcement Abinies:

1% Extended State Name Value

Bouting and Bemote Access Class DfitGrpPolicy

% Muliiink and Bandwidth Fremsahowoool;  CEPE
Allocation Protocol (BAP) Service-Type Framed

¥ IP Filters

£ Encryption

;}g IP Settings

OK

| [ concel

82 https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-

firewalls/117641-config-asa-00.html
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EE# ASA B5UE EBCE AnyConnect VPN
7£ FMC (Firepower EI2{Z#I8) PHRLEZEREHOIMNABLSEUT:

. EFFMC Web A, i%#F Licenses > Smart Licenses (IFA[iE > &
REVFATIE) , MRIAREE R A AnyConnect Plus 8 AnyConnect VPN 8]
ME.

- (") BEHlEdit Licenses ) (4845 1FRIIE) , NZMAYI Devices without
license]l CEZBIFANEANILHE) FIEFHENBIHAE RS, BEBHEE
&) [Devices with licensel (FIFFNHEMIEE) T, BRIFAHE (BRi%
BME AnyConnect IFRIEHHBEZ BRI E6EKS) . B [Apply]l (2
) .

Edit Licenses ? X

Malware Threat URL Filtering  AnyConnect Apex mﬂmﬂm AnyConnect VPN Only

Devices without license & Devices with license (1)

& Cisco-AsA

App{y | Cancel

« i%# Objects > Object Management > Radius Server Group > Add
Radius Server Group (3% > W& EE > Radius AR5 > HM
128 Radius AR5 224H) (BHEKREE) .

Overview Analysis Policies Devices KeliESee] AMP Intelligence Doy @ System Hepv admin v

Object Managemeal  irusion Rules

RADILS Server Group RSP
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B[ Add Radius Server Group1(G7RfN Radius AR&%834H) , #i N[ Name]
(#&FR) Fl Description 1G5t BA) , B #x 2 K EB3 2 Al Radius Servers]
(Radius AR%52%) , B&E"+", RNMARSHEE.

7£ [New RADIUS Server]) (¥ Radius fRS38) XHEFHEH, #\ Radius
AR5325RY IP HutitFniE £ =240, #id [Savel (RTE) .

New RADIUS Server
IP Address/Hostname:* 10.100.2.3
Configure DNS at Threat Defense Platform Settings to resoive hostname
Authentication Port:* (1-65535)

Key:*

Confirm Key:* \

Accounting Port: | (1-e5535)

Timeout: ] (1-300) Seconds

Connect using: ® Routing ) Specific Interface @

Redirect ACL:

[ Save J l Cancel J

1% #¥ Devices > VPN > Remote Access > Wizard > Add a new
Configuration (i&#& >VPN> @migifia] > @S > A E) , BT
#2ifia] VPN ErE a5

7& [Policy Assignment] CREE/YEC) Tim, HITLATIRIE:
-BcE [Namel (&Z#R) . [Description] (iZRH) .
- EIFEWIL (SSL. IPSec-IKEV2) . A] AR IEFE AR o

- WEi5#9 [Available Devices] (FJRi&#%) FIRFIEFBIRRSZFK
&, #4185 [Selected Devices] (G Fk.
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Overview Analysis Policies [OENIEEN Objects AMP Intelligence

Dewice Management ~ NAT VPN » Remote Access (oS Platform Settings ~ FlexConfig  Certificates

Remote Access VPN Policy Wizard

0 Policy Assignment 2}, Connection >ro‘»se> 3 Af.C:rrec:> 4 A:cessac-:-’t:‘:ce:e> 5) Summary

wide you through the requived minimal steps to canfigurs the Remate Access VAN policy with 1) Before You Start

3 new user-defined connection profile.

Narme:* AnyConnectRemetalcessyPN
Authentication Server

Configure &

VPN Protocols ¥ 55 Psec-TKEV? AnyConnect Client Package

Device Interface

. ERMIAEE, BE [Connection Profile] (%3 Profile) :
- [Authentication Method] GAIETF%) i3 [AAA Only] ({X AAA) .

- 7£ [ Authentication Server] GAIEARSSES) T, %I Radius BR$5E5%2
#’J’-(O

- B35 [Use IP Address Pool]l ({3 IP #tblibith) sZihp0sRERIER, €
—/N#TEY IPv4 Hbtibt, {5140, VPN-Pool, I REEI7R.

S NMArace UAanle e e S
Add IPv4 Pool ? X
Name:* VPN-Pool

130

IPv4 Address Range:* | 192.168.100.10-192.168.100.20
Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask: 255.255.255.0

Description:

Allow Overrides: v

@ Configure device overrides in the address pool object to aveid IP address conflicts in case of object is
shared across multiple devices

Override (0) v

Save [ Cancel

. IRIEEZ, 7 [Group Policy] (BHEM) THEAEKKAmEEALE
B, LUELE Windows &1 Radius BRS=EECEF 5| H.

TEAFRNIBOAE RS ZI TR, UHESE:
- %1% General > VPN Protocols (E# > VPN t##1%) , 1%# SSL.
- %1% General > Banner (E# > #18) , BEXKIIBEE.

- i%£#% General > Split Tunneling (E# > BESE) , RIFFAEHKIER
= (BRETEEEZA) .
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- £ [AnyConnect] 71 %, #iZ [Client Profile] (ZEFigflE) (BX) -

- i£#% Advanced > Session Settings (5% > SiFIRE) , % [ldle
Session Timeout] (ZHLIEER) KEHR 30 2.

SR TE.
Edit Group Policy ? X I
Name:*
Description:
AnyConnect  Advanced
VPN Protocols IPv4 Split Tunneling: Allow all traffic over tunnel v
IP Address Poals
IPVE Split Tunneling: Allow all traffic over tunnel v
Banner
DNS/WINS Split Tunnel Network List Type:

Split Tunneling

DNS Request Split Tunneling

DNS Requests: Send DNS requests as per split tunnel policy v

Domain List:

« 7£ AnyConnect 71, HRIFEFHAIEIERS (3#F Windows, Linux.
MacOS) i£#E AnyConnect BU& ., B+’ EfRr, FE)EEHEMREEFM
%,

Device Management  NAT VPN » Remote Access QoS Platform Settings ~ FlexConfig  Certificates

Remote Access VPN Policy Wizard

1) Policy Assignment > 2, Connection Profile e AnyConnect u_i Access & Certificate > é) Summary

AnyConnect Client Image

The VON gateway can aut atically download the latest AnyC ect package t th ent device when the VPN con

W Selact at least one AnyConnect Client image
Anyconnect-Wwin-Image anyconnect-win-4.7.01076-webdeploy-kS.0%8 | yindouce v
Anyconnect-Linux-image anyconnect-finux64-4.6.04056-webdeploy-k9 Linux v

« 1£ Access & Certificate (5o 5iEH) i, EEEWNTHE:

- [interface group/Security Zonel (ZEOH/LEX) EIFINERRH NS
0.
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[CINETN Analysis Policies ey Objects AMP Intelligence
Dashboards v Reporting  Summary ¥
Remote Access VPN Policy Wizard

(1 Po‘ncyAsstgn'nen:> 2) Connection Proﬁ‘le> 3) AnyConnect JN 4 WA SN () Summary

=
/]
Netwiork Interface for I "cc'nmg VPN Access
red terface Group or 3 Security Zone that contains the network interface 55 for VPN

up/Security Zone:* | fake_public_nccoe Y

Davice Certificates
['C‘- e f

certific

e the VPN gateway to the remote acress dlients, Select a

Certificate Enroliment: )
J

- 7£ [ Device Certificates] (&&FIEH) T, BWNIAIE VPN MXHIIES,
AILLUEEMAIER, HAIUBEEY, QEERERIEH. LWIMEFRFEH
HEEZERIER.

AAA

Network Interface for Incoming VPN Access
Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for VPN
connections.

Interface group/Security Zone:* fake_public_nccoe Al + R4

¥ Enable DTLS on member interfaces

Device Certificates
Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access clients. Select a
certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* Seif-Signed v

¥ Enroll the selected certificate object on the target devices

- fE£ Summary GEE) i@, EEREFEE, ERARENERTIR, B
[Finish]l (5ERk) , BXRKA.



20194 9 H RIERRIERG G

Overview Analysis Policies QuElVITY Objects  AMP Intalligence System Help v admin v
Device Management  NAT VPN » Remote Access QoS Platform Settngs  FlexConfig  Certificates
Remote Access VPN Policy Wizard

PN A W ) Ly

AyCORnECREMOIEACCESSVIN d NAT Exemiption
AN s

my
teaf

d DNS Configuration

2 reseive ostrame specfad i ARA Serve

SSL wifl e anabied on port 443

Device (artificates:

Device Tdentity Certificate Enrollment

Bak Finish Cancel

HiticE

migifE]l VPN REEECESERE, BEHITUUTEE, = A VPN 785t &
BHFrE &
- T R I TR
- & FIUEB
- NAT #i%
133 o FTEIHEHTHITRES
- EX—% ACL M, 235 VPN REHNIEEBIFMER.

Blan, TEFTRA—FEEHN ACL HMER, Z#HN 7215 VPN
MEBITRIZREO 3389 MIMNMERBTIRITHEI R G F LD
RIEBAR 5525

Editing Rule - VPN-Rule

Name  VPH-Rule ¥ Enabled

Action o Allow >

M VLAN Tags . Users Applications Ports . URLs SGI/ISE Attnibutes Inspection Logging Comments
Available Networks € 9

Source Networks (1) Destination Networks (2)

by name or value Original Client i pes-Hmr ]

Networks Goolocation I vPN-Pool | g rcs-workstation

a

™ any
o e
& any-ipve Networks
8 CRS-NAT-IP ~ aAddto
2 OMZ-Natwiork _ Destination
=y DMZ-Servers
8 esxi-Host. mgmt

2 Graylog

2 Hyper-VServers - Enter an [P address | Add nter an IP address | Add

‘ Save Cancel
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P HiY wE

SNER AER

VPN_Pool ([ HMIBR 588 (E

%) Hl) FnLESh (£

#)

ikl TCP 3389i#%
AT
BA. BEHENREE

- ARMREFIER.
- BRI 82 R B F ZIEBSSMBIER S/ A E R &1 X EK.

Objects AMP Intelligence

Device Management  NAT  VPNv QoS Platform Seftings ~ FlexConfig  Certificates

lpv admin ¥

0 s
4 8 Cisco-ASA
Self-Signed Add New Certificate % 208

Add 3 new certificate Lo the device using cert enroliment object which Is used Lo generate CA and
Idencify certificate.

Device*: Cisca-ASA v

Cert Enrollment®; Self-Gigned vig

Cert Enraliment Detais:

Name: seif-Signad
Enroliment Type: Seif-Signed
SCEP URL: NA

Adc Cancel

134
. EREE— NAT %0 .
-EX—EF NAT #0, #% VPN ZE (RIEFHAELEEA NAT) .

- %% Devices > NAT (3% > NAT) %3 [NAT Policy]l (NAT %
B , FEHN.

SR BfREOBFR.
- 7£ [Translation] (3%#:) 1%, RFPELFRIMEECESH

- #£[Advanced] (&%) T1%, 1%+ [ Do not proxy ARP on Destination
Interfacel (FxtB#rEONKIE ARP) .

TEIERTHER NAT HN, ZANXT VPN REHITT %
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Edit NAT Rule ?7 X
NAT Rule: anua Rule v Insert In Category v Ruigc Befora Y
Edit NAT Rule ? X
NAT Rule: al NAT Rule v Insert: In Category v
Type: Static ¥ | ¥ gnable
Description:
Interface Objects Translation PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* PCS-Network v Translated Source Address v
PCS-Network v
Original Destination: Address v
VPN-Pool v ® Translated Destination: VPN-Pool v @
Original Source Port: v @ Translated Source Port: vi@
Original Destination Port: v @ Translated Destination Port: v Q
oK Cancel

B Fim

- RE VPN IR EHAIHERREN Windows B HRES)
- T Web J5E25, ARG AIEIMNEBIEOIRY IP Hiht,
-EERRE, MAENERAPEIE.

5 4—5] B 129.6.1.5 X l+ 4 = ]} X
< = O {n A\ Certificate error | hittps://129.6.1.5/+CSCOE+/logon.html#f pxg 3= Z\‘ (=4
o
\T) Logon
Group [Any:onnectRemoteAccessVPN v

Username [vpnuser01 |

Logon

«  T# AnyConnect ZPimnifF, E1T.exe X, RERH.
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I} <—§] 3 AnyConnect Installation X | 4+ = (] X

& —= O { A\ Certificate error | https://129.6.1.5/CACHE/stc/1/index.htm pxg = Z\_ (l=4
ORI ald

Download & Install

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

Download for Windows

Instructions

anyconnect-win-4.7.01076-core-vpn-
webdeploy-k9.exe finished downloading. bl SR ST =

« WERGHEEZENER AnyConnect VPN Elfx, B a3 4 . = El Connect]
(F#R)

- BANASBE—H#FERNEEERIEE, SHIIFTZEMIEREE, LA,
BE (Connect Anyway] (NPRER) - RAR: ERAAHE CAIEREA
S EEEE.

9 Cisco AnyConnect Secure Mobility Client X
ﬁ Security Warning: Untrusted Server
Certificate!
1 36 AnyConnect cannot verify server: 129.6.1.5

Certificate does not match the server name.
Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for
the error condition is known.

Connect Anyway I Cancel Connection l

- WNEHBRAFPREIE.
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9 Cisco AnyConnect | 128.6.1.5

Group: AnyconnectRemoteAccessVPN

Username: [ vpnuserD1

Password: I xxxxxxxxxxxl

éjﬁz%éﬁgiﬂj;élh\*ET%Fj E$?§§o

Cisco AnyConnect

Build 1//63.rs5_release. 1804914-1434
321 PM

£3 Q dx A71723010 E

- BRIEN, ZENAESEZANRER ACL AN H,

flan, FEIIEERT, £/ RDP i8] ACL M TR AN H#HIZIESI RS
ARS5ES, HHATIIZ4ER.

137

%3, 172.16.3.10 - Remote Desktop Connection - [m] X
1
(@) Untitled - Woodhead DeviceNet Netwark Analyzer i'&!g
File | View Setup Capture Help
GEHE X% G » $093 NDN Hx B M L 4
[Tndex Timestamp Date/Time MAC 1D Group Msg ID CANID Size Data -
1 159585.374 04717719 07:30:37.285374 40 2 5 545 4 0008 00 0
g 04/17/13 07:30:37.286029 EL 1 15 3E7 B 64 0A3E3
3 1592% 685 04/17/19 07:30:37.286685 40 1 15 3E8 4 J20D574
4 159887.373 04/17/1% 07:30:37.. 727773 41 2 5 54D 4 0000 00 Of
5 159888.077 04/17/15 07 42 2 5 555 4 FE2D TE4
6 159888.725 04717713 07 41 1 15 3E9 4 SIF12F 4
7 159589.4. 04/17/19 07:30:37,2859437 42 % 15 3EA 4 0000 00 0C
8 159390.069 04/17/19 07 43 2 5 350 4 CT8ESA4
9 159290.741 44 2 5 565 4 4CB1CE4
10 159891.453 43 1 15 3EB 4 0000 00 0C
1 159892157 44 1 15 3EC 4 00 00 00 0
1 159392, 313 a3 2 5 36D 1 BES4TEA
13 8 46 2 5 575 4 0000 00 0C
14 159394 21 43 1 15 3ED 1 0000 00 0C
15 159894,924 46 1 15 3EE 4 0000 00 0(
16 159895581 a7 2 5 30 Ll 82382240
17 159896244 04/17/19 07:30 48 2 5 585 4 4060 1C 4
1B 159896.948 04/17/18 07:30 47 1 15 3EF 4 0008 000C
1 {19 159897.645 04/17/18 07:30:37 48 1 15 3F0 4 0000 000
20 159898.284 04/17/18 07:30 43 2 3 56D 4 360F3D4
1 159898.988 S0 2 S 565 4 0000 00 0C
2 159899.676 45 1 5 3F1 4 0008 00 0C
= | 3 159200.373 50 1 15 32 4 00 00 00 0
24 159901004 04/17/18 07:30:37.301004 51 2 5 58D 4 CACT32:
[wi 150001 6284 04/17/10 AT.30.27 301604 | ) 2 5 a5 A cErTara T
« M
RX; 5,587,253 HEX [DeviceNet [Filter OFF [ER: 0 M
Lan— 4 g g g
< >
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Hip58

& AnyConnect VPN83

BRI ASA VPN A FiAIE84
4.8.6 Xt RERI ER M

ETHEHNIES, HITNETHERFIEESITRER AnyConnect VPN TR
POERZ -0 =A TP

SCIE PLO12.1 — MSLIEIFE FHIgMERE VPN

Lige, mIEAFEE VPN EZEMNZZITENIGRE HMI. TiETEN gL
i VPN FE1ZZ LI IME /g, AEFERRERmEZEEE HMI T EHLLAA R HMI
R%E.

BRBATZERESIE, SSWIFMEFEMI PCS RFE 2 EHIMEREEEIE
fn, 1B7E PCS 24X BN REIxHEsEE R EENW. TiLHBE T VPN EE, HMI 1
OPC zZ [EHIRCFIRETE) B ARIFIEE

PCS - vpn - OPC to HMI - Round trip time
T T

0.4 T T
O baseline
+  wvpn
0.35 E
03 1
st (o)
*
o e

(=]
N
a

T

+

O

|

Round trip time (secs)
o
N

o
-
(4]
T
1

138 il |

0.05 [~ N

Bl e e S e R R e e e e e e e e i
0 05 1 15 2

Packet counts <104

4-12 TR HEAE A VPN ZEE i OPC 8] HMI HE LR SCAE R I 1]

83 https://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-secure-mobility-
client/at a_glance c45- 578609.pdf

84 https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/117641-config-asa-00.html
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PCS - vpn - HMI to OPC - Round trip time
T T

0.3

O baseline
+  wvpn

0.25 =

o
N

015 =

Round trip time (secs)

B
i
T
1

0.05 7

B i e N e e A e e e e e e e e T e e ]
0 5000 10000 15000

Packet counts

& 4-13 T EHLEER VPN HE3ERTE OPC 2 OPC AR SCIE IR AT 8]

F PR BRFRE, REVURIETEZMMRER M. TiEB T VPN EiE,
R N2 EBF S IR R IF AL .

PCS - vpn - Process - Product flow
T T

24 T T

baseline
vpn
235 N

225 .

N
N
T
1

139

21.5 H

Product flow (m3hour)

N
1
1

205

2

1956 =]

1 Il Il Il 1 1 Il

19 !
0 1600 3200 4800 6400 8000 9600 11200 12800 14400

Time (secs)

& 4-14 TR SEHE ] VPN JEEIN AL 71 R 7= S iR
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PCS -vpn - Process - Reactor Pressure
2850 T T T T T T T T

baseline
vpn

2800 - A

2750 [t .

Reactor pressure (kPa)

2700 [ N

2650 ! ! ! ! I ! I !
0 1600 3200 4800 6400 8000 9600 11200 12800 14400

Time (secs)

B 4-15 EF2HEHER VPN EEERAE = 2R R RIS E 8
4.8.7 MEEENEBHEER R
- HE& VPN KPI #37
- BEH VPN NEHIE

140
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4.9 M EDHE R
4.9.1 BEARGREHR

SEHBESE (AD) 2EEk2 5 Windows B MEFLHEHRRSE. BRE—HE
ReEN, BTEHEMNELENRIESR. BXRRS (Hlan AD 1#AkR% (ADDS) ) 12
HEFRBURGEME L, BEURREAMERAEIRSRER. a0, ADDS =FiEH
F'%\ ZINAMBIESBERFKAER, KIFR—ME ERMEMIRTAPBELtLE

N—y—

. IB1T AD DS RIAR 55 8EFR jﬁ'ﬁ:fﬁl]%ﬁ 134541 28 % Windows 13} 35 BY 4% SR B B
'ﬁ FHF'%EIVI'EMlE TEMMEMNR, AFRBITENSE. LHEMEREREHR
<. BFEH. EEERFAREBRIGEMY (LDAP) 25 2 fRA12E 3 ARLAK Y
AR AY Kerberos #1 DNS®,

E SRR
REARASRE.
BEMEFFEFE WA, BREEZTEHITIEEMKI .
BOEZERERT.
4.9.2 FRIEHOERES
MEPCENBERIEBHRUTEARESN (BRE1EFL6F) -
CAnd=g
TAIE$RZ Y
4.9.3 FREVKF
PR.AC-1. PRMA-1, PRMA-2, PR-PT-3. PR.PT-4 #1 DE.CM-3
4.9.4 75 REHEEE

141 .

Management Manufacturing DMZ

[ ™ gy ) ’ J

= e &
RTS8 T

ybo security LAN

> .

I A | A A \

900w PHe

85 https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/virtual-dc/active-directory-
domain-services- overview
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4.9.5 R&EGIASHE
ﬂiﬁfﬁ—_:%\yﬂ—]::
FHE p: ) B B
Hyper-VEHL (821%)
o ALIEEE: EIINAX
— * N7%: 6 GB
7 Ko\ DN
LAN-AD Eﬂ%gﬁ S LAN.lab . 4275 70 GB
o PLZ: 1N LRIEHECES
o ¥R{EZ%: Windows 2012 R2
Hyper-VEHL (B=RK) :
o AMEES: 2 virtual coresEEHIW A%
EENE S, DNS * J7E: 6GB
LAN-ADO02 [T LAN.lab . Fi=Si): 70 GB
o 4% 1N MLEIERCES
o ¥{EZ&Y:: Windows 2012 R2
Hyper-VEEHIH (F24K) :
o AMIEZE . EIINIZ
SEFHE S ALIB2E: RN
Mgmt-AD ~ DNS: MUEESREE ) ab ° [igs E
9 AR5 3 gmt. . FE£2730E: 40 GB
(Radius) - R I RERE
o ¥R{EZ%: Windows 2012 R2
INEEE
HMNFARNMEIZRIMIIA AD IR MEREH/IENFERME, HT
142 REERE, BNBLLEHEMFR AD B 5 EIEMERAIEHITRE . SIEMEH

RIS I8 2% T Windows NPS (Radius) BRZ 3t W48 i% & TIAME .

EM LR & F/igMAY Hyper-V T8 EARFE 2 LELER M IE1T Windows 2012
R2 BYEHMIL, Xt Windows/Linux & &#HITINIE. TEZREHME I L3R,

EIE 4% P EL B AYIE1T Windows 2012 R2 BIREHIHLYT VPN F A fnid B 8%
HHaR M LE % & TINIE.

XLERR SRR MR FHIRERSR IP ERMTFHR:

- F¥#1%: LAN-AD.lan.lab

- IP #iik: 10.100.0.5

-®%: 10.100.0.1

- FRI#RG: 255.255.255.0

- R ARSSEE: 127.0.0.1, 10.100.0.13

- E#¥1%&: LAN-ADO2.lan.lab
- IP #tiflk: 10.100.0.13
-3<: 10.100.0.1
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- FR#ERL: 255.255.255.0
- 1% BR%2E: 10.100.0.17, 127.0.0.1

- E#14%: Mgmt-AD.mgmt.lab
- IP #ts4it: 10.100.2.3
-M%: 10.100.2.1
- FMH#HL: 255.255.255.0
- ARSEES: 127.0.0.1
L4 AD HiARS5F1 DNS AR5 2%
REER
HEE Windows 2012 R2 server (RIFEZFHEHITAREZM) , REFH
T, 79 DNS FHR&EACEES IP #ik 127.0.0.1 (localhost)

- BEh Windows fRESEEEIERS, #id [Add Roles and Features] G/
AEiINEE) .

.- EETHEE [Next]l] (F—%) , W TEFRR.

i Add Roles and Features Wizard - |= ‘

This wizard helps nstall ro role s ces, or features, You determine roles, role se or
8efore You Begin is wizard helps you install roles, role services, or features. You determine which roles, role services, o
nstalistion Type

features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website

To remove roles, role services, or features
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has 3 strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard
complete the steps, and then run the wizard again

To continue, click Next.

[[] Skip this page by default

Next > ) | Cancel |
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- #AllInstallation Typel (Z£%23!) 71 M), %[ Role Based or Feature
Based Installation] (ETABHETIIHNZE) .

BE |

DESTINATION SERVER
SymTest lan lab

> Add Roles and Features Wizard

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offiine virtual hard disk (VHD)

L CihE ® Role-based or feature-based installation
) ) Configure a single server by adding roles, role services, and features

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

GEENBREMRS)
(F—%) o

. %% % [Active Directory Domain Services]
[DNS Server] (DNS fR$538) , B [Next]

&, Add Roles and Features Wizard [= o
] P = o DESTINATION SERVER
Selecl server roies SymTestlanlsb

Select one or more roles to install on the selected server.

Roles Description

Active Directory Domain Services

[[] Active Directory Certificate Services
%R Active Directory Domain Services]

[] Active Directory Federation Services

(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS

[C] Active Directory Lightweight Directory Services
° uses domain controliers to give

network users access to p
resources anywhere on the network
through a single logon process

] Active Directory Rights Management Services
Confirmatien [] Application Server
[[] DHCP Server

[¥] DNS Server

[] FaxServer

[®] File and Storage Services {1 of 12 installed)

] Hyper-V

144 |

[] Print and Document Services
[C] Remote Access

Network Policy and Access Services
[] Remote Desktop Services

< Previous Next > | sta Cancel

- i\ [Features]
EO

(Ihge) mum, BdE [Next]l (T—) , ®FEFERIAE
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- 7E[ADDS)TiEFIDNS Server)] (DNS fr%528) 71, 4 5l & 350 Next]
(=) &

— : . ]
[ Add Roles and Features Wizard ‘:E’.

Confirm installation

-1 DESTINATION SERVER
ecuons SymTestlanlsb

NE

To install the following roles, role services, or features on selected server, click Install

[l Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically, If you do not want to install these optional features, click Previous to clear
their check boxes,

Active Directory Domain Services
ONS Server DINS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools =
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

| < Previous | [ Install g I Cancel l

- #A [Confirmation] (#1A\) 71, MREFHITHIA, B3 [Install]

(28 , TR

EHRETR. REIER Installation succeeded” (ZIERIN) K, BFH
[Closel (XA 1%=#H.

145

e Add Roles and Features Wizard (= [= =

ke = S = e DESTINATION SERVER
nstaliation pProgress LAN-AD

View installation progress

o Feature installation

Configuration required. Installation succe

Active Directory Domain Services
Additional steps are required to make this machine a domain controlier.
Promote this server to a domain controller
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

You can close this wizard without interrupting running tasks. View task progress or open this
B page again by clicking Notifications in the command bar, and then Task Details

Export configuration settings

BXIash Server Manager, i [Promote this server to a domain

controller] CIFItkARFZEFIRFA FIWITHIZS) -
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o KTZRB[BEMNEFH, Z£[Deployment Configuration) (EAEE)
$ g i%E[Add a new forest] GRIMETHK) . RIBSLFRIFE, 18 E [Root
Domain name] (Rig&) .

= Actue Diroctory Dornatn Services Configuration Wieard [= 1o .

- TARGET SERVER
iration LAN-AD

Add a new domain tc an existing forest

—ptions ®) Add a new forest

Specify the domain information for this operation

e . - Root domain name: LAN.LAE

Next > s Cancel

- ET—4$9i%E Directory Services Restore Mode (B RRFITFEER)
2R, B [Next] (F—%) .

= Active Directory Domain Services Configuration Wizard M
. . TARGET SERVER
Domain Controller Options LAN-AD

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options - [

ONS Octions Forest functional level: {Windows Server 2012 R2 '1
1= LUV
Additional Option Domain functional level: [ Windows Server 2012 R2 ]']
1 46 Paths Specify domain controller capabilities
V] Domain Name
eck v| Global Catalog (GC

Type the Directory Services Restore Mode (DSRM) password
Password: sssssssesse

Confirm password: oouoocno[
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- 71 [DNS Option] (DNS iEIR) TiH, F®IFEAHIAKE, BE [Next] (T

—%)

TARGET SERVER

DNS Options LAN-AD

| A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X

Deployment Configuration
o o Specify DNS delegation options

Domain Controller Options

[[] Create DNS delegation

Additional Options
Paths

- 7£ [Additional Options] (EfthiEI) 71, #IA NETBIOS &, B
[Next]l (T—%) .

TARGET SERVER

Additional Options CARLAD

Deployment Configuration
e o Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options

DNS Options

The NetBIOS domain name: LAN

eview Options

Prerequisites Check

147

- £ [Paths] (B%12) TiME, RIFFVAXHFRIRE, B [Next] (T—H) .

TARGET SERVER
Paths (KD

Deployment Configuration ) )
Specify the location of the AD DS database, log files, and SYSVOL

Domain Controlier Opticns

) Database folder: C:\Windows\NTDS IZ|

DNS Ogptions
- Log files folder CA\Windows\NTDS [-]
SYSVOL folder: C:\Windows\SYSVOL E|

Review Options

Prareguisizas Check
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7f [Review Options] (EFHIEI) i@, MIAFTERE, £ [Next]
(F—2) »

7t [ Prerequisites Check] (&I E) 71H, £ [Install] (£%) ,
BEIREREF. RETE, RERBSBHER-

ERE, EASEEARIEER. TARSSEESR, IEFELALAN
[Tools] (T B) k&, & F[Active Directory Users and Computers]
GEsxhBRRAPAMTEND , ESNERFITER.

Server Manager

« Dashboard

| Active Directory Administrative Center

Active Directory Domains and Trusts

I Dashboard WELCOME TU.SERVER MANAGER Active Directory Module for Windows PowerShell

§ Local Server

Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

i All Servers
il ADDS
(]

DNS
;H Computer Management
B File and Storage Services b Defragment and Optimize Drives

DNS

Event Viewer

| WHAT'S NEW

Traatn A rarvar A Grann Paliry Mananemant

1% Windows R4t EZIB R
S AEEFHRZE LR DNS & E#1TIEN, FERIEEEITHIZERSEM
IP Hitit,
S ZARSCRS%8, 4% Windows Z iR ESN B Fig.
RIEEEE, EREFIRAS.
Matrikon OPC fR55838 DCOM ECE
T iE1T Matrikon OPC fR5525F2/F R0 OPC RSB EHITESRELE T REE
FEHBFED. MRS HRAGNRER (DCOM) RS TE OPC BRSEMERR
FZ BB IESEXEER. FREDBFEMNERLECE DCOMMFI &
ZXEE. #(14%8 Matrikon OPC 5% PR S B FrER DCOM ELE#HI1TT K
=218
REER
SFMNESBFE Windows &%, ERFEHERZARME] AD fRSEEE.
Fr B RGBS 5 AD BREREEZE, A& IRS 5B 55Es1 B & (3
IS —H. MEERLSIEEEE,

HRiRETE OPC & im#l OPC AR5 2 [BIHY TCP i/ 135 AFBIRTS.
T&R5ET OPC BLE S MRS :

M Pt fe Ems
OPCHRR %28 172.16.2.5 OPCHRR %528 opcadmin
EAG | 172.16.1.5 OPCHR G B+E P opcadmin

86 https://www.petri.com/join-a-domain-in-windows-7
87 https://www.matrikonopc.com/downloads/1128/whitepapers/index.aspx
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- £ AD FAMAMERA . AEB—NARPKF5SES OPC RSBMER
BPR. fi4n, 7ZEFA189 AD FECE opcadmin F1 opcuser M.

- 1% opcadmin A PR MNZE) OPC BRFSEFE P imRI A EIEREF .
- £ OPC ZEFin & %%, ¥ DCOM BTN TIEK:

a. 1%## [Control Panel > Administrative Tools > Component
Services] FHIEIR > BEITHE > HHRS) Bx, 7TFHF
DCOMizHI&. FIbd, B AJiEiTdcomenfgins,

b. i%£#¥Console Root > Component Services > Computers (iF
#l&Root > AHARSE > HEH) . A [My Computer] (I
RUERRX) , %% [Properties] (B4) #HITUHTIRE:

Iy Computer Properties 2 ===
Default Protocols I COM Security | MSDTC ]
General | Dphons | Default Properties }

[¥] Enable Distributed COM on this computer
[7] Enable COM Internet Services on this computer
Default Distributed COM Communication Properties
The &Authentication Level specifies security at the packet level.

Default &uthentication Level:

[ Connect - ]

The impersonation level specifies whether applications can determine
who is calling them. and whether the application can do operations
using the client's identity.

Default Impersonation Level:
Identify ~|

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

[ Provide additional security for reference tracking

Learn more about settin

[ oK ] [ Cancel Spply

149 c. B [COM Security]l] (COMZ%) Ti%. 7£ [Access
Permissions] (F[EI#XPR) Xig+, B [Edit Limits] (4
tEIR4F]) , YFopcadmin BRI ZES|ZE. 7 [Permissions for
opcadmin] (opcadminifR) XiZ#, %t [Local Access]
(Ahif5ia]) #1 [Remote Access] (ImiZifia]) 4k
[Allow] (RiF) . BHAIRIBEFEZERMopcuserA A, XXt
[Local Access] (Aithifzia]) 4k [Allow]l (15 .
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P ERackidlpe

My Computer Properties [®=]
General ] Options l Default Properties
Default Protocols ] COM Security MSDTC |
= e — | —
Access Permission o]

Secu;iiy Limits }

Group or user names:

82 Evelyone

& |
A opcuser (LAN\opcuser) f
2, Performance Log Users (FGS-61338CH\Performance Log l
M\ Distributed COM Users [FGS-61338CH\Distributed COM U: ™ |

l" " » |
J

m J»

[ Add... ] [ Remove J
Permissions for opcadmin Allow Deny
Local Access l =1
Remote Access ]

Leamn about access control and permissions

[ ok ][ concel ]

R RBG

d. 7& [Access Permissions] GAa)#fR) XigiE#F [Edit

Default] (REZRINZE) 1R, FiR“<server-

name>\Administrators” i PR B T BMPR. opcadminfiPER
MEERERE. HixMopcuserAF, X} [Local Access] (K
HifgE) @ik [Allow] (1)

Access Permission

| Default Security

(o e

GIOUD Or user names:

52 SELF
52 SYSTEM
& opcuser [LANYopcuser)

= X Adrinistrators [FGS-61338CHAdministeators)

=
[ Add... ] | Remove ]
Permissions for Administrators Allow Deny
Local Access =
Remote Access [+ =
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7£ [Launch and Activation Permissions] (EzhFEERR)
B0, #2i [Edit Default] (RIEBINRE) B, iR
[ Administrators] (EIEF) EUENIRIAET [Allow]

(1) -
General I Options ] Default Properties
Default Protocols | COM Security L MSDIC
,/\r\bnec\ =) ey
Launch and Activation Permission l 1%

Default Security |

GIOUD Or user names:

52 SYSTEM
3 opcuser [LAN\opcuser)

L dministrators (FGS-61338CH \Administrators)

82 INTERACTIVE

[ Add... H Remove |

Permissions for Administrators Allow Deny
Local Launch v
Remote Launch v
Local Activation v
Remote Activation v
- Learn about access control and permissions

[ 0K J[ Cancel J

e. BEERERARS. EFBOPCEFuHEHITULEDER, TR
151 DCOMBMEE.

- #EOPCRFZ#BEALH, ¥ DCOM BHHITUNTER:

a. %k Control Panel > Administrative Tools > Component
Services (ITH|mER > EBTH > AHRIERERET) , TTH
DCOMIZHIA
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b. i%i¥Console Root > Component Services > Computers (I%
#l&Root > AHARE > HEH) . A [My Computer] (3
RIEERX) , i%£3F [Properties] (Bif) , #HITUNTEE.

My Computer Properties [® |@

Defaul Pratocols | COMSecuity | MSDIC
General ] Options Default Properties

[¥] Enable Distributed COM on this computer
[1 Enable COM Intemet Services on this computer
Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

Default &uthentication Level:

Connect v

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client's identity.

Default Impersonation Level:
Identify -

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

[ | Provide additional security for reference tracking

c. B [COM Security] (COMZ%) 1%, 7t [Access
Permissions] (FEI#XFR) X T, B [Edit Default]l (4%
EEIANRE) , Afopcadminfl A, XH [Local Access] (K
Hifia]) #1 [Remote Access] Cmigifia)) MR A%

152 [Allow] (21 .

7 N [=] (] 1)
My Computer Properties = - |&x
{ General | Oplmi]ibei_ad Properties
| Defauk Protocols COM Secuity MSDTC
Access Permissions =
¥ edit who is allowed defaul t fF
Yol e AOCEEL {0 200 Access Permission [_]@

also set mits on applications that determine thew owl P

Caution: Modifying access permissions can| | Default Security
I ,  of applications to start, connect, function ar
securely, Group of user names
| 82 SELF - ‘
42 SYSTEM
2, Administrator (FGS-613380SH\Administrator)
’ & opcadmin (LAN\opcadmin)
Launch and A§hvatpn Permissions 82 INTERACTIVE =
You may edit who is allowed by default to launch apg P
activate objects. You may also set fimits on applicati

[ EdeLimis.. i

m

determine their own permissions | Add. || Remove
Caution: Modifying launch and activation p4 P |
B,  alfect the abity of applications to start, con|| | Permissions for Everyone oo .
and/or run securely Local Access 4
Remote Access v Il

Edit Limits... :
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d. 7£ [Launch and Activation Permissions] (E&IF1EERR)
B0, 7~/ [Administrators] (ZIE5) 4H. XFHZLERIPOAAR
PRI A)%E [Allow] (R£1F) . HiRMopcuserAF, M{XAHES
fic [Local Launch] (A&#Ez0) R,

My Computer Properties e =2
| Genedl |  Optins | DefautPropeties |
Default Piotocols | COM Security | MSDTC
P |
y , -
Launch and Activation Permission [ 2 |
Default Security

Group or user names:
%2 Everyone
%2 SYSTEM
R,‘ Administrator [FGS-613380SHVAdministrator)

BYd A dministrators (FG5-6133805H\Administrators]

2 INTERACTIVE

Add... H Remove }

Permigsions for Administrators Allow Deny

Local Launch v
Remote Launch V]
Local Activation v
Remote Activation V)

Leain about access control and permissions

[ ok ][ cancel |

- IEREIEFRRER OPC RRE[UNHHIZIR. £ OPC ARG BR AR
F3 3T DCOM ELEEN. RIS IMER SRR ENT
FRiiR:

- Harmony (OPC BR%s F &%)
- RSLINX (OPC R &%)

- MATLAB (IZT#lg8 £ %)
« £ OPC R =3ME IR RAFZH N AR HRPFITUNTIER:
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a. BEIDCOMITHIE. ki Console Root > Component
Services > Computers > My Computer > DCOM Config (&#l
&Root > AHARSE > HHEH > FKEVERK > DCOMEE)

=+ Component Services
%, File Action View Window Help

=\ VT — I otk SRR ST
= Y LRE] | | D | o7y 3ot EEE ™.

(] Console Root
4 % Component Services
4 | Computers
4 & My Computer
| COM+ Applications
4 | DCOM Config

YSystemRoot%\system32appwiz.cpl
Zosystemroot\systerm32\coloruidll
ZeSystemRoot?e\System32\fveui.dll
YosystemrootZ\system32\intl.cpl
asystemroot¥\system32\Ipksetup exe

[ m a5l B

b. ZENHERNNARERFIIRS, AE<NARERFXHI>, ®F
[Properties] (E1f) . #lan, Ei“Harmony '3k, i
1z, 1%3F [Properties] (B) &=FHEBEM.

= LOMpPONEnt SEMVIces

%, File Action View Window Help

& | 7EXEC HE D IBEZEE

& FTTopologyExtension
& FwCplLUA
£ GPMC Reporting
2 Harmon
154 & Health K View ¢
& HomeGr New Window from Here
& HomeGr _
A HomeGr Properties
& HomeGr Help
& HomeGrouprroviucrourvrce
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c. 7£ [Generall (E#) 71, 1% [Authentication Level]l (A
WELR)) % EH [Default] (ZRIA)

\
Harmony Properties ® '

General | Location l Security l Endpoints ] Identity |

General properties of this DCOM application

Application Name: Harmony

Application 1D: {DAANSSED-F341-11CE-B4B5-C46F03C10000}
Application Type: Local Service

Authentication Level: I Default - }
Service Name: Harmony

Learn more about setting these properties.

d. 7£ [Location] (FE{i) Ti@, i%# [Run application on this
computer] (FEZitEH EEITHNAERF) -

155 Harmony Properties (2 |

' General| Location | Security | Endpoints ldentity@

The following settings allow DCOM to locate the cormect computer for this
application. If you make more than one selection, then DCOM uses the first
applicable one. Client applications may overide your selections.

|| Run application on the computer where the data is located.
(V] Run application on this computer.

|| Run application on the following computer:

prowse
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e. 7£ [Security]l (£%) AL, JHopcadminllit = 5 HEL LA TR
PR :

£l Launch and Activation Permissions ) (B & FEER)
Xi#, %% [Use System Defaults] (FIBRZEBRIAERE) -

7£l Access Permissions J(if5 [a)#XfR ) [X 13}, i£#¥[ Use System
Defaults] (ERARGZEIARE) -

7 [ Configuration Permissions] (ELEMIR) Xid, #%iF
[Customize]l (BZEX) . TEJ [FullControl]l (Z£¥=H)
PR GEE: opcadmin 3 Administrators (ZIER) ARME) .

f. 7£ [Security]l (&%) 7@, XtopcuserM 7 HECLA TR :

[ Launch and Activation Permissions ) (B & FEER)
Xi#, %% [Use System Defaults] (FIBRZEBIAERE) -

72l Access Permissions 1 (i[04 PR ) X 13}, i£#E[ Use System
Defaults] (ERARSEIAEE) -

Configuration Permissions: Allow Read 7£ [ Configuration
Permissions] (BLEMPR) X35, 1% [Allow Read]l GXED

g. 7£ [ldentity]l (&) TiE L, i%# [This user]l (LLAM)
EIN. HMIANADEIE G M FopcadminfI A A& FIERE. B
[OK] (MAE) RBERE. EBA%.

Harmony Properties ‘ g?? 7[[1&"&
General | Location 1 Security Endpoints | Identity

Which user account do you want to use to run this application?

156 Pl

I |
@ This user
User LA&N‘opcadmin _ Browse...
Password: scescsccsssscne
Confirm password: esscscsscssese

The system account [services only).

h. JJRSLINXFIMATLABFE N RIEFXX R (KRflf, XLEXH
REMAERHIEERSSEE L) ITULEHRE,
. BRIFTRHEERRER
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AT 2 MATLAB MRy — L& EH &%,

General | Location | Secuity | Endpoints | Identity|

RIZEHIE R G R B

General properties of this DCOM application
Application Name: Matlab.Application [Version 8.4]

Application Type: Local Server

Application |D: {D3094656-4B0B-47F2-9427-0C4ESDB735C4}

Authentication Level: [Defadl

Y

Learn more about setting these properties.

Local Path: C:“Program Files\MATLAB\R 201 4b\bin‘winB4\|

Lok J[ cance )| apob |

General | Location | Secuity | Endpoints | Identity|

applicable one. Client applications may overide your selections.

[7] Run application on the computer where the data is located.
Run application on this computer.

[7] Run application on the following computer:

: ! Browse. ..

Learn more about setting these properties.

The following settings allow DCOM to locate the correct computer for this
application. |f you make more than one selection, then DCOM uses the first

Lok J[ Concel || 4opy




20194 9 H RIERRIERG G

Matlab.Application (Version 8.4) Properties [(Ps=] ]

| General | Location| Secuty | Endp{ Change Configuration Permission 7 ()

Launch and Activation Permissig ’ Security ]

® Use Defauk ’ Q:oup of user names:
5‘, CREATOR OWNER
Customize | | 52 SYSTEM

_ 8 Administrators [FGS-61338CH\Administrators)

52, Users (FGS-61338CH\Users)
Access Permissions

9 Use Default
. ) [ Add... ] [ Remove
) Customize
Permissions for Administrators Allow Deny
Full Control v [
Configuration Permissions Read [@]
> Special permissions
Use Default
@ Customize
For special permissions or advanced settings,
click Advanced. [ Advanced |
‘ Learn about access control and permissions
Learn more about setting these prop [ OK ] [ Cancel J

[Lok J[ cancel || Apoy

A E Radius RS2

AL VPN A APIAMEFET AD HIME G ZANERE, AEEEENTEE
Windows 2012 R2 BR % 88151 T5EENE F 1 Windows M4 HRERARSSEE (NPS) , Xt
B EFE AR VPN B A TIAE.

158 BARLE, AMAGEAER—RSELEE, ERIMNENXFTHAEREMAEE,
IIMARER-
EIEMLL Y AD BRSS S FIEIEE
EHE IPRbE -1 o E
Mgmt-AD 10.100.2.3 SEEIE . DNS. 4% HRIRARSS 2L Mgmt.lab
(Radius)
FERESFNT:

- BCE AD BR558%, ©3E AD i3,

- 7E AD HEE IR FEST R IR ZHITIAE.
- Fi2E Radius ARS8,

.«  7£ AD #F it Radius BRS525-

- B3 Radius & i AR 2% SREE -
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RERBGI

1. BRAT— T EARRNIRIE L RE EADAR S22 H 0 213

2. TEMBERPAIMARK,, ERXMEEE. LENUERZEA,
AR PP RIBR .
f5lzn, Ffi1FEmgmt.labigH €& H P Ficsuser01f1 & £42H
Network Admins, i%icsuser01f FiRME MK EIERE.

3. IRBUT S EBEWIndows 2012 R2%& % it ERadiushR 5585 :

a. BznfiServer Manager (BR$5=FEIERS) , B [Add Roles and
Features]l CRMAGINIIEE

b. flliZNetwork Policy Server (MEHRIKRSEEE) AE.

o

Add Roles and Features Wizard

Select one or more roles to install on the selected server.

Roles Description
e ~ Network Policy and Access Services
M1 DN Sever =i provides Network Policy Server
[[] Fax Server (NPS), Health Registration Authority
b [H] File and Storage Services (2 of 12 installed) (HRA), and Host Credential
0 1y v Authorization Protocol (HCAP)
Yper- which help safequard the health and
VRMCIEN <twork Policy and Access Services (1 of 3 installcs BRI RS AP T v

—ﬂ-

DESTINATION SERVER
Mgmt-AD.mgmtlab

V| Network Policy Server (Installed

[ Health Registration Authority

(7] Host Credential Authorization Protocol
[C] Print and Document Services
[[] Remote Access

[[] Remote Desktop Services

[[] Volume Activation Services

[[] Web Server (lIS)

[] Windows Deployment Services

<| " >

FIFAMERIEARSZ R LIES, AT INPS (local)l (NPS (K
) ), SAIFE i [Register Server in Active Directory] (7
ESNERPIEMRSER)

159

& Network Policy Server
File Action View Help
@ = . =
e —
b RAL

I s

Export Configuration

b [ ol
p % Net
8 Acq

Start NPS Service
Stop NPS Service

fnlic:y Server (NPS) allows you to create and enforce
nentication, and connection request authorization.

p Ml Ten
‘ IRegis‘ter server in Active Directoryl ‘
Properties figuration
View 4 jntion scenario from the list and then click the link bel
Help

[TveTwor rcess Protection (NAP)

Network Access Protection (NAP)

When you configure NPS as a NAP health policy server, you create H
NAP-capable client computers before they connect to your network. ‘
pl

restricted network and automatically updated to bring them into com|
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4. AT SRENPSHEL ERadiusE FimFA SRS :
a. Bzh [Network Policy Server] (M4&RERARSSEE) SEIEH T,
Efﬁ [Radius Client] (RadiusZ i) , 1%#F [New]

, AHATHIMLE IR A ERadiusE P ifi.

=) Network Policy Server |
File Action View Help ‘
e z[F B |
|@ NS (Local) [RoowSGiens ]

! 4 | RADIUS Clients and Servers| I

j RADIUS Client 5 ~im_NARIS clents allow you to specify the network access sesvers, that provide access to {J
ew

{

ia Remote RADIY

a =] Policies Export List
“| Connection R View 3 IP Address Device Manufacturer NAPCapable Status
| Network Polic 1010026 Gsco No Enabled
1 Health Policiel Refresh 10.100.27 RADIUS Standard ~ No Enabled

b B Network Access Help 900 1010028 Qsco No Enabled

B, Accounting
b Ml Templates Management
P &= \ / \~)

b. Eﬁ‘)\EEEEI’JHQ% Z &AM ZRENERZOMNIPHLL, SRS
HISRZERDFIE . #RMESTEE, B& [OK] . XFFERK T RadiusEZ -
IREIECE . AR AT MRadiusARk 55 28 Pingif 4% 1% & B9 1Pt .

TEERTHRII H Alen Bradley i3 R i 23/Br A 1% % 0]/ Radius &
)ilﬁ#-lﬁo

AllenBradley8300 Properties I |

Settings | Advanced

Enable this RADIUS client

Select an existing template:

Name and Address
Friendly name:

1 60 INIenBradIey83OO ]

Address (IP or DNS):
[10.10028 || wvenfy.. |

Shared Secret
Select an existing Shared Secrets template:

I None v I

To manually type a shared secret. click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

® Manual ) Generate

Shared secret:

l LA A 2 L 2 & 2 2 2 J I
Confirm shared secret:

c. #¥Policies > Network Policies ((RE&>M4&3kE%) , FRadius®
el T
TEIR =T FAllen BradleyBh A SSHEE 2 I 48 550K o
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vas

Wy

Overview | Conditions I Constraints I Settings l

Policy name: I enBradley-access|

Policy State
If enabled, NPS evaluates this policy while performing authorization. If disabled, NPS does not evaluate this policy.

Policy enabled

Access Permission

If conditions and constraints of the network policy match the connection request, the policy can either grant access
access. What is access permission?

(® Grant access. Grant access if the connection request matches this policy.
(O Deny access. Deny access if the connection request matches this policy.

[ I1gnore user account dialin properties.

If the connection request matches the conditions and constraints of this network policy and the policy grants access.
authorization with network policy only: do not evaluate the dial-n properties of user accounts .

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network g
or Vendor specific, but neither is required. If your network access serveris an 802.1X authenticating switch or wireless g
select Unspecified.

(® Type of network access server:

AllenBradley-access Properties

Unspecified v

(O Vendor specific:

d. Bi# [Conditions] (%) ¥, BLEIZRIEHIEE.
e. B [Add] R #%$H, MFI=Hi%E#E [user/groups] , %A

BiEFADHEEM R A (MEEER) . BERTE, uﬁcééﬂ
FHAFTUEERRSHER, X‘Ix?ﬁ&ﬂﬂiﬁ%’
inIIRadiusZ FimIPHi It B 4. MNFIFTRFHiEF (CIlent IPv4
address] (FEFufIPv4ttbiit) . HIAMEHIIPHbUEH M. BE
SEEEfE, XBANEHAER%E [Conditions) (&%) Ti@E,
TER=. 8d [Next] (F—#) sIIFATT—IMED.

85 10.100.2.4 - Remote Desktop Connection - O b

iew Hel

=

ients and §
S Clients
e RADIUS §

ction Requ
rk Policies
Policies

ccess Prot

]
Managen

AllenBradley-access Properties

[ Overview | Condttions | Constraints | Settings

Configure the conditions for this network policy.

If conditions match the connection request, NPS uses this policy to authorize the connection request. If conditions do not match the
connection request, NPS skips this policy and evaluates other policies, if additional policies are configured.

Condition Value
& User Groups MGMT\NetworkAdmins
™ Client IPv4 Address 10.100.2.8
Condition description:

The Client IP Address condition specifies the |P address of the RADIUS client that forwarded the connection request to NPS.

Ad.. |[ Edt. |[ Remove
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g. WRIEERAEN, EFEPAPHMSPAPIAIES %, B [Next] (T
—#) , #A [Settings] (&E) W@

AllenBradley-access Properties

Overview | Conditions | Constraints | Settings |

Configure the constraints for this network policy.
If all constraints are not matched by the connection request, network access is denied.

H Constraints:

Constraints

- Authentication Methods

L %, Idle Timeout EAP types are negotiated between NPS and the client in the order in |
listed.

EAP Types:

Allow access only to those clients that authenticate with the specified

ey

i, Session Timeout

u;j Called Station 1D

j" Day and time restrictions

f 75 NAS Port Type

Edit Remove

Less secure authentication methods:
[T Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
User can change password after it has expired
[ Microsoft Encrypted Authentication (MS-CHAP)
User can change password after it has expired
[] Encrypted authentication (CHAP)
[#] Unencrypted authentication (PAP, SPAP)
[] Allow clients to connect without negotiating an authentication metl
[] Perform machine health check only

h. 7£Settings (% E) TiHE Lk, #iFRadius Attributes (Radius/g
) THyStandard (FrifE) .
i. MIBRFAEANBABM. BHAdd CGRN) , Fm#EHEM, %Name
(ZFR) "E HService-Type (fREZHEA!) , Value (B) ®ENS
162 Login (&%) , WTEFFR.

AllenBradley-access Prc

Qverview l Conditions [ Constraints l Settings |

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are appli|

Settings:

b e To send additional attributes to RADIUS clients, select a R

then click Edit. if you do not configure an attribute, it is not
E your RADIUS client documentation for required attributes.

[¥7] Vendor Specific

Network Access Protection
B, NAP Enforcement

Attributes:
18 Extended State Name Value
Routing and Remote Access Service-Type Login

,«.g Multilink and Bandwidth
Allocation Protocol [BAP)

¥ |IP Filters
g Encryption
3% |P Settings
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j. 7 [Vendor Specific] (T EBEEX) THRMEFFEME: EFIFRF
i%#% [Cisco-AV-pair] .
Vendor = Cisco
Value = shell:priv-lvi=15
XA AP S Trooti R (privilege level =15) .
k. B [OK/Apply]l (HE/RNF) 128, REEK.

AllenBradley-access Properties

Overview ["Conditions ]VConstraints: } Settings

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

: Settings:

A A .
SRORIS Atirinses To send additional attributes to RADIUS clients, select a Vendor
€ Standard then click Edit. If you do not configure an attribute. it is not sent td

— your RADIUS client documentation for required attributes.
f FA Vendor Specific

b NAP Enforcement

Attributes:
14 Extended State | Name Vendor Value
| . "
Routing and Remote Access Cisco-AV-Pair Cisco  shellprivivi=15

4%y Multiink and Bandwidth
~ 7 Allocation Protocol [BAP)

“W IP Filters
£ Encryption
3% IP Settings

;[I‘ Edt il

Ac &35 F 2 8% 1T Radius TAIE
LR RS LA E AAA AT Radius BRSSESAIE.
7£ Allen Bradley iR AIE EEITUAT 64, #H Radius BREZFHITIAUE.

#enable

#configure terminal

(config)#aaa new-model

(config)#aaa authentication login default group radius local (config)#aaa
authorization exec default group radius local (config)#radius server host
10.100.2.3

(config)# radius server-key <passphrase>

(config)#

end #wr

mem

4 REREER T

ATHEHRSLS, ZMNVETHERRESZITIENE RS RE R
SN -

PL002.1 — Ji&EEI B RARSHIIE OPC M A ECEAEETE SIANIR

SEINHEAIE], R&EIXSE~IIZEMMRERM, (ELIMKIVERNB RIRS I RE
FETEMW. KM E—FiE, TRHAITTENERRRMAARE, BYRHAR
HEZERE DCOM, EfE~EINFl. 2fG, ¥& OPC & Fimr) DCOM F1H
Pk FBECERIT T 128, BidEsI B RIHTIAE, MIEARMIANE. FREITIZ,
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OPC EZFifmFiAS OPC DA MRS5=F#ITIEIE, TIASLIL OPC HiEx#Hk, SHE
FEEREHN BB KARTS.

I E RPN S —E 2 AN ERNREIRSIERE. N S5EHE R EN
AIEEIM TRE, SBUAMELRY. X2FEAFENSHtREIEMIEEH B RHITT
BTEEL, BRERERBIET 5 9. MAEHBEREGE, FHREREHNEFEM
AYElR. a0, PCS "EIFrEENIEEE B RMIERTELR, mMiEshERFERIMND
NTP BR35=51EARTIELR

MAEMRESNBERSZERIEIT. INEEMESH OPC RERZITHIR,
M OPC BR55=8 A FALIBITHISZ A L < BIRIEIE . £ SRR FUHEANER
KRS REATHIE I ESEREMPITRHITEE. BIEEHITAREZH,
RIEFZBRENE R ETHR, BRMREERN,

LI, FAIR LI LM REF=E E RN 5130, FRESNE FE, M OPC
2 HMI B9 1R AT E A —E .

od PCS - Active Directory - OPC to HMI - Round trip time
- T T T T T T T T T

o
©

T
|

0.25 [

Round trip time (secs)

o
N

0.15

164

0 02 04 06 08 1 12 14 16 18 2 22
Packet counts x10%

& 4-16: ERAERIEFE OPC 2 HMI B3R 3ciEiRRTE)

EHIBRRNEREN, FXNHEREHITEXAREREHNER. TFI28H AD
AR5 AFHEITINE, H DCOM ECEWMHITT E#, LUES OPC lRFBHiAE. €S
OPC ZBJMRICIEIRATEIFEK—LE, [RERDHIRCHEIRES B H I/ MEEK
BiEME, £FI283) OPC W iR E R BRARIEM.
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PCS - Active Directory - Controller to OPC - Round trip time
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B 4-17: ERAAESHERIHEHI2EE) OPC pIMSCIEIRRTE) (46)

PCS - Active Directory - Controller to OPC - Packet delay
T T T

1 T

baseline
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o
(=]

Packet dealy (secs)
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o
o
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& 4-18: BRAESNERAIHEHI2EE) OPC FEIEER (4&)

RESNERASHE~IEFRASHIEERW. Fln, TEREERENE
R, FEREIRIZE.
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% PCS - Active Directory - Process - Product flow
T T T T T T T T

baseline
Active Directory
235 .

23 1

N
I

215 H

Product flow (m3hour)
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E 4-19: ERAESNERIE~IEFH~BRE (46)

EHBREEIRIOEM R MARERIA, F5 600 # (SLIEE) BTE~TE
ERFLE.
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B 4-20: &= PRREEREE. DCOM EELRMAT, BB REIEL.

4.9.6 MEEITE MR RAUIE X HERE
- ERIER KPI HiiRE
- AHBERVEHIE
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410 FENHERImAGIF

4.10.1 HARGREAR
Hi g minaRkiF (SEP) B2—fimsiRiPHE R, BUBIFSRRGSFHM
527718
ELURR:
T—REmEEAEERPAEER, AIBLEREREMNEARS . $IRREEH
SN 4% B -

S TFIRERZ TS : Windows F0 Linux 153 #ik SCTE,
BRRERRIBMFEENE, AR ML T SH.

FEFFMY: OTHREEIERRES . LB NI, EHCEM,
REHE. NABERSFM USB R&ESH.

SHEE: AR, ANE. REEATUNTE KRR EEFITH S
SEHhEHE,

X Windows ##{ER G X FI 1k EHERRH M

Linux fXIBZEK Linux R% EHIRIERGERZAFERNLRERH . LI,
Linux RIBZ 32 NHIREIRER, BERELE 64 i Linux 24P, EXREL
RESFTEN 32 (G E/E. XU ESSHESRGHIMBREALEHR.

MIABRT, SRR LMNIRSREZS—RT|A IP Ut AITHIREE,
ESSIEE DM EIREMNEIRINEE. EBOKER MIE R ITIHRBIE,
UER = RIS RINEE.

BERR: EAERFminR LERRE, SVERBRS.
4.10.2 FRIEHBEARES
SEP RZELATHARgEH (BRFE1EFL6E) -
iR E EER Y
4.10.3 FREVHF2
DE.CM-4
4.10.4 75 RELHEZRE

167

88 https://www.symantec.com/content/dam/symantec/docs/data-sheets/endpoint-protection-14-en.pdf
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Legends
@k Symantec AV
Management Manufacturing DMZ
s gz

1010023

Management LAN - 10.100.2.0/24 6

(
Cybersecurity LAN
TheHive — Nessus Vuln Microzoft Symantec a8 “"“w" Geaylog Windows
NTPPTR  jneidont Resp  Scanner ActheDirectory  Anthirts - SEPM Dota Loss Prev. B Aot wsus
1010005 10100025 1010001317 1020008 10.1000.175.176 wwloouo‘o 1010002¢  10.1000.12

.

PCS LAN Routar
Plant 1010028 J ibra40
1721611
1724621 1721631

Engineedng Workstation
17216310

T
0‘ “ o) SN (@
Engineering LAN - 172.16.3.0/24 ! T Plant AN - 172.16.1.0/24 .

Local Historian QPC Sevver
1721624 1721625 Supervisory PLC
172.16.2102

Manufacturing Process

Devicetiet to [SSSa.
e Devices

Supenvisory LAN- 172.16.2.0/24 |

168

4.10.5 ZEHASEE
L7 RHEMAE R

FHR#E R ‘EB;%;.#% TR
x

Hyper-VEEIUML (524X) :

o QbIBIE: EMANUZ

* A%E: 6GB

* Wi#E=iE: 70 GB

o P4 11N WLEIERD S

» #{E&%: Windows 2012 R2

3@?@;‘&? 14.2 Build 758 =~ ZAHbERE

Windows}i 3178k REAET] WAFEWindows &%
inmRTE 14.2.758.0000 +
(ZEFim)
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Environment setup IFEiERE

BT HMELZE/EMA Hyper-V TBEMR%E LA EIE{T Windows
2012 R2 HUEEUML . RIS I B3R,

ZIRFBNEFPHIRIERSGH IP BLEWN REIR:
- 1P #ts3it: 10.100.0.5

-3 : 10.100.0.1

- FRI#ER: 255.255.255.0

- & BRS5EE: 10.100.0.17

AT MK Z L HEMPSRERSRinSRIPEIESR (SEPM) E
Mo RO, SEEEHRE ERENRERSRIBHITERG. F
B, FrEimsEEIEsEiR S LIRS . Windows & Fif5 Mac/Linux &
FiRERREFBHBEROFAFREES. FMEOER, WEHAERD
53R,

SEPM B &5 R 3%

TR Ik Ml T HIEE 6k SRIAREE (2ip) . PRI T
EEHAIL

T RIELER S, BT Setup.exe 3. FELREHAE, IRIBREAN
admin BYIREEHL

ERIBERIZETIE, %1% [Backed Database) (ZIFHIHIBE) . BX
B E MS SQL Server, i%3#¥ Embedded database (X ARXEIEE) . %
AERETTERZE.

RIS, ERRSEE.

BIENS%EES{RIPEIEE (SEPM) 2454, FHAIER admin tke

o

169 - BUBEANEESA, FiRERZ M.
SEPM [R5 &
BLEEFumdd, HiREmd:
- NEMZZE%EE [Clients] (ZFif)
- 8 [Add a group] CGRn4E) .
-\ [Namel (&) .

B, EMERUES T EARE, BAERGRRENE, WTFEM
o

89 https://support.symantec.com/en_US/article. HOWTO81103.html
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v ‘Symantec Endpoint Protection Manager =TT
) symantec Endpoint Protection Manager LatestAlerie Refrsn Heip LogOft

Clients

Process Control Policy serisl number: DS75-11/232018 15:33:34 T12

Clicnts  Policies  Details  Install Packages

View  Cientslefus All ysers and comouters Fiter
Rame Health State  Logon User or Computer 1P Address  Client Version  Last Time St
@ FGS-4TE31EHH Oning Admngirator 172.16.3.70 14 2.758.0000 Apri 23, 2018 1
o FGS-47631LHH Oning chest 17216324 14.2.758.0000 ApriZs, 2018 1
o FGS-B1338CH Onine chest 14 2758 0000 Apri 23, 20191
o FGSB1338HH Onins chest 1721814 14 2758 0000 Apri23, 2018 1
o FGS-613380SH Onine chest 1721625 14 2758 0000 Apri23, 20191
UL « FG5-61336P3H Onine chest 1721823 142758 0000 Aprd 23, 2019 1
B, instats cien
» WHN-FPVTDCDEUCA Onine Admnsiralor 17218214 1427560000 Apri 23,2019 1

4} Add a group
| impont frgenizational Ui or Conra

mmand on the groun

- RUTHE, 1% SEP Manager 555518 R/LDAP &5 :

- B85 ADMIN > Servers > Local Site > Server Name > Edit Server
Properties (ADMIN > fR%52% > AHbuhs > BRESFEIR > HiERS
TREM .

- 7£ [ Server Properties for <Server>] (<fRE2>RSEBM) IHEE,
8 [Directory servers] (BRI nE.

- B [ADD)Y GiRm) %4, BCEiFMiSERE

-BCESTE, REER, RAREABCHENERFIEIERER.

1 70 9 Symantec Endpoint Protection Manager =B X
Q) Symantec Endpoint Protection Manager Latpstaleris Refresh Heip s Log Off
Servers T R . -
£ e \ 9 Server Properties for SymantecMgrvm
Home i
cal S Sy MarVi)
& & el File Fingerprint Update Full Definitions Download
£ SymantechorVil
— General Email Server Proxy Server
= locahost q
Monitors Directory Servers
g Name Type Properties
Add...
Tasks A
ﬂ Edit the server properties Synchronized Directory Settings
% Delete Selected Server 9
(3 Manage Server Certificate Schedule
q
Y Configure SecuriD Authentication
¥ Configure VIP Authentication d
Y Configure Smart Card Authentication
D] Import Server Properties
b Export Server Properties
= OK Cancel Help
Administrators R r passworc a
Domains Aug - mantec En =
August 20, 2018 10:02:24 AM EDT: Transaction log truncation succeeded and finished. [Site: Site SymantecMgrVM] [Server: Syr
SERIEED August 20, 2019 10:02:24 AM EDT: Transaction log truncation started. [Ste: Ste Sy V] [Server: Sy Morvi] v
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- BT BEE SMTP fR$:

RIZEHE R B

- 1%+% ADMIN > Servers > Local Site > Server Name > Edit Server
Properties (ADMIN > BR558% > AMuhm > RS2 > HwiBRS

RN .

- #£ [ Server Properties for <Server>] (<fR$Z8E>REZBEM) IHEIE
o, B [Email server] (MMEFARSES) %,

-BNERER. BEEE, 8F [0K1 (\BE) .

- Bt ® [Excluded Hosts] (HEfREH) REE, I5EFEEHIFRAY IP Hhiit,
WRAFAREEE Y IP Hbtik, 5B%m 3T4H A48 PRI .

- & #% Policies > Intrusion Prevention/Create a new policy (k& > A

REGEV/FTEREE) -

- 83 [Excluded Hosts] (HERRRIEHL) . RMHEXRZH IP ik,

- BRI S X N AR P imA R B .

- (AE) REATHREER&ITHIFEM, BIMREI USB 8&.

- #£ [ Application and Device Control] (A& EIEH]) TimE, #E

REE.

- B34 [Device Control] G&&EF#EHD
- 7£ [Blocked Devices] (PFHEFHIZ®&) Xig, ## [Add]l GHRm)
- IEFEREN—M S MEE, a0 USB.
- %F [Devices excluded from blocking]l (FEPEEIEE) , FwikiF

REFRARY.

@ Application and Device Control Policy

Application and Device Control Policy

Ovarviow Windows Device Control
Applicaton Control
Windows Settings
Device Cortrol

Mac Settings

(Mice, Joysti.. Class: {T45a17a0-740¢3-1 100-b67e-00a0C80STda}

Class {26129060-c465-11cf-3056-244651540000

Add

Help

% https://support.symantec.com/us/en/article.howto80866.html
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ERinRZG LR K ImSKE

AEFInAG L RERERENEESENT:

ABEEFIRALEBREREGE.

MEBAZIHFE.

EREFPIWmAL, SERRE.

- BIEBEBRHEE:
- BRENHEREERTH G, £ Clients > Group Name (B i > 48
B, ZERIERIEEFERIE.
- 7£ [Tasks]l ({£%%) 7, B [installclient] (REXFIH) .
@0, J9 Process Control (GEFZiTH]) HOEMEURHE, BEBEHZA
%, REHEE [nstall Client] (ZEZE i) EI.
- BERIZARERIE, Eixi¥ [New Package Deployment] (FiiE

RHENE) . AEERANEMERE LAE TRIE, AEHE—HRGE,
7 S0 i

I ) Client Deployment Wizard -
Select Deployment Type v Symantec

Welcome to the Client Deployment Wizard

Use this wizard to install the protection client on computers in your network or update existing client communication settings.
Click to view the Install Client tour

Note: For instructions to install the client on a computer that runs Symantec Mail Security or Symantec Scan Engine, see the Symantec
Technical Support knowledge base article:

Click here
¢ New Package Deployment

Select packages from the server and specify client group and
features.

172

Existing Package Deployment

Choose from previously exported packages that are located on
your hard drive.

Browse

Communication Update Package Deployment

Create a package that changes the communication settings on an existing Symantec Endpoint Protection client installation. Use this
option to restore communication between the client and Symantec Endpoint Protection Manager, to connect the client to a new
Symantec Endpoint Protection Manager, or to convert an unmanaged client to a managed client.

Create a package for Symantec Endpoint Protection clients that run on Windows.

Create a package for Symantec Endpoint Protection clients that run on Mac.

< Back Next > Cancel

. B# [Next] (T—2#) . M [nstall Packages] (ZLZEHHEA) THL
FIRERIFESIRERGEMNRIERETLE. iE, HBCEHMER, X
¥, BRHEEREREEIMANIZA.
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«  ("i£) 3FF [Content Options] (AFIEIR) , i%E#E [Include virus
definitions in the client installation package]l (fEZFifFZEETH
BREEN) . B2 [Next] (T—H)

9 Client Deployment Wizard .
Select Group and Install Feature Sets szmantec
Install Packages: Windows - Symantec Endpoint Protection version 14.2.758.0000 - English
Windows - Symantec Endpoint Protection version 14.2.758.0000 - English -

Mac - Symantec Endpoint Protection version 14.2.758.0000 - English
Linux - Symantec Endpoint Protection version 14.2.758.0000 - English

[

Windows - Symantec Endpoint Protection version 14.0.3529.1200 - English
Mac - Symantec Endpoint Protection version 14.0.3929.1200 - English
Linux - Symantec Endpoint Protection version 14.0.3929.1200 - English
Windows - Symantec Endpoint Protection version 14.0.3892.1101 - English

Windows - Symantec Endpoint Protection version 14.0.3876.1100 - English i

Group: Browse...

Install Feature Sets:  Full Protection for Clients

Recommended for laptops and desktops - Includes all protection technologies.
Some security features are not supported on some platforms. Please refer to product documentation for details

Install Settings: Default Standard client installation settings for Windows Options...

Content Options: Include virus definitions in the client installation package.

Uncheck this option to create a smaller client installation package that does not include virus definitions but does include all
other content. After the client is installed, run LiveUpdate immediately on the clients to download the virus definitions.

1 73 < Back Next > Cancel

- RREBRHE:
-ET—I, EEFERERGE

- (735 1) #£3#F [Save Package]l (IREFEHRHER) , SIEAMRERERF.
ZREEFEENZIBirIEE.

- (A% 2) %% [Remote Push] GEiE#iiX) 5i%. SEPM RFEES
EBFRE EHITHNEHRE . BERAPEAESEANREERRZE LR
KEEE.

- (F5:% 3) 1%# [Web Link and Email] (Web $&3EfnefeE) , LUBBH
FRABREREFIEELIEZSGHF.

-8 [Next] (T—#)

[

E-'I-F
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) Client Deployment Wizard -

Install Symantec Endpoint Protection to Remote Computers
Choose your preferred installation method. szmaﬂtec.

¢ Save Package
Creates an executable installation package, but does not distribute protection software to remote computers.
Remote Push
Creates a client installation package and pushes the package onto client computers. The package installs automatically on the computers.
Preparing for Remote Push Installation

Web Link and Email

Creates a client installation package and an email template so you can send an email notification with download instructions to users.

"\ The web link installs the latest installation package that you specified. If you re-run the wizard and select a different installation package,
the web link directs to the latest selection only. You cannot assign more than one installation package to the same group.

- REZRTE, ERRANBTERREK. EFIISKREERENEE, &
EHMREPHEMRAGZCEERSEREEN AEHRIHT.

9 Symantec Endpoint Protection Manager [ﬂE.l

0 symantec Endpoint Protection Manager Latesthierts Refesh Help LogOf

Clients
My Carpony Process Control Foicy serisl number DS75-06282018 134216 123

Defzuk Group

Clients  Policies Details  Install Packages

View: Default view Allusers and computers Fiter
liame Heaith State  Logon User or Computer  Last Time Status Changed  Virus Definition
¢ FGS-47621EHH Onine Adminstrator Octover 1, 2018 1:31 A 10012013 2
¢ FGS-47631LHA Oning cheet October 1, 2018 1:37 A 10017201812
1 74 o FGS-61333CH Onine cheet October 1, 2018 1:37 A 100172018 12
o FGS-61338HH Oning cheet October 1, 2018 1:37 M 10012018 2
o FGS-6133805H Onine cheet October 1, 2018 1:37 A
Tasks
o FGS-61338PSH Onine cheet Octobzr 1, 2018134 P 10012018 12
G, Instal & clen!
o VIN-FPVTDCDEUCR  Onine Adminstrstor COctober 1, 2018 1.51 7M1 100172015 12

4} Add a oraup

#HREER
- WIHKRIRSARIT vI4 B REER

- XFRINERmABIFPHLRER, BELRITSRREFIRHEM
Windows R4 &2 1E/%.

KUy st

EEAESRAE, BRZAEPIHRNIRERSGAE, LUERHR, &

BRRETH G, SBMRESERMEAG KGR, B, SREESIGEER
KIEREE, BRmRESSRIMBIAGAIERE.

91 https://support.symantec.com/en _US/article.DOC9449.html
92 https://support.symantec.com/us/en/how-to-guides.html
98 https://support.symantec.com/en _US/article.DOC9445.html
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4.10.6 3 EEERIEER N
ATEMNSZEH, BRITNE THERZEEESITHRITERERELEAMN RS
ed- AP

SCI§ PL008.2 — i Ik = brimEilds

TR R prm SR ENAIEROERRZMMRA, MIE~IRLIBEX
#hi. FHKREWAMS SAAELERFIR.

Processor Usage, OPC DA

~
o

Quicks QuickScan
ujckScan
60 / FullScan start FullScan end
50 \
Q
a0
& 40 4 ,
o
)
Y il
n | { f i | I}
g b‘ Wit ‘“# lﬂnﬂ”hﬁ! i LAl
© 20 ;
[-%
~— Symantec
10
~———baseline
0
oleleloNoNolNoNolololololoNoBoloBoRNoNolNeleoloNolololNeloeloBolNolNololoelNolNelNoe
OO0 0O OC OO0 Q0000000000000 00000000D0000 0000
SO N O OTONOVOSTONOVOSTONDOLOSTONOUVOTONOUOSTON WO
HHNNNmmvvvmmmomr\r\wwwmmgagzgg22222
Time (sec)
B 4-21: FIHRHRBIENEN OPC HEHLEBEMEARE (40) URATERFEAREL ()
H ISR RERE NEN B ERF M,
PCS- AV full scan - HMI - Processor Utilization
45 T T T T T
baseline
av full scan
175 I
35 =
§ %] 1
%25— g | ‘ .
20 [ “ =
15 =
10 1 1 1 1 1
0 2500 5000 7500 10000 12500 15000

Time (secs)

B 4-22: FIKRFHFAE () MARFE (B FEY HMITHEHLB LR E AR
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TR RS KRR BERE M. flan, OPC 1 PLC Z[E#I#R
M IRE AR AT R A — B,

1073 PCS - Symantec scan - OPC to PLC - Round trip time
3 T T T T T T T T

baseline
Symantec

N
T
|

Packet round trip time (secs)
- &

0.5

| \

1 1 Al ! Ll | L 1 I

0 1 2 3 4 5 6 7 8 9
Packet counts %104

& 4-23: FiIEEFHER OPC 5 PLC ZEERICHEIERIE (L)

TSR E IR AEATW. EREHE, FmiRRRNEEER
HERLEHEET/L.

o PCS - Symantec scan - Process - Product flow
T T T T T T T T

baseline
Symantec full scan

25

R
T

N
@
1

I
I

176

Product flow (m*hour)
© 3 8
T T T
1 1 L

-
®
T

1

N

3
T
1

| | 1 1 1 1 1 1
1600 3200 4800 6400 8000 9600 11200 12800 14400
Time (secs)

& 4-24: 4 =3B RRIE

-
oo
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PCS - Symantec scan - Process - Reactor pressure
2850 T T T T T T T T

baseline

Symantec full scan

2800 - =

2750 - =

pressure (kPa)

2700 n

2650 | 1 | | | 1 1
0 1600 3200 4800 6400 8000 9600 11200 12800 14400

Time (secs)

& 4-25: &= EPRR S EE

BIBEFR TSR ZHRERGEENSZMAEREAR. 3T PCS Rk
i, IR ERARBERIR, AERR EAAT S E I IEF R IERERNT
AENAERMNERERRIZIE 100%, MIFHEHER R EASTEREERFM.

4.10.7 M REN B BIE SEROME X SR
EINHERERE KPI #E

TR RSN ERE
177
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4.11 Tenable Nessus
4.11.1 ARG RER

Nessus LAk Z Tenable B —FiFME, BESERATLKI, BLEH
It BARS T BRI R SRR & TIEThEE . Nessus T IFXTRIER S,
W& & T—RBFAE, EMVEEITIER . BIBE . Web BRES a5 F0 s B A% e
HITHH, UEIRE . B EIIE R, %8 T HEAGER#E IR AL

B
BEAE, WRESTFER, FAMRRE, TESHRNIMEFEEFER;

%+ MODBUS #1 DNP3 ZFTlthi8, $2ft ICS/SCADA &A% HiRIE
SR, 2 OT IMEMIRIE LR,

N E & MRIEIRRAECE R, FFEEA.
IP bk 2 = STk R B A Z RS
AIFEERE A MR R EAIR & .
TR A5 LDAP siiEsh B RECE R
N EZHFZHARPKFERER Web FH.
4.11.2 FRIEHOEARES
Tenable Nessus 2 LA THAREEN (BNE1EE6F) -
pENEEEE
RREE
4.11.3 FREVHF2
ID.RA-1, DE.CM-4, DE.CM-8 %1 RS.MI-3
178 4.11.4 S REHEZRGE

9 http://info.tenable.com/rs/934-XQB-568/images/NessusPro DS EN_v8.pdf
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Legends

MNessus Scan
@ S e

Management Manufacturing DMZ
Actived oy DMZ Historian

2010023 1610014

G vesam
Data Loss Prev. Backup &
101000175176

Grae Windows

wsus
Syslog
ation 10100012
10 1000.10, 12.100.0.14

| FCS LAN Router

Coy 10100040

Tm— = e ————————— ) 1721611
€2 121631

1721621
Network Tap

HMI Mant Controller

Engmeering Worksastion
1721614 1721615

17216310

179

4.11.5 ZEHASEE
STHES RIS
\ TE% B MBS EE

Hyper-VEEIUML (524X) :

o QbIBIE: EMANUZ

s AF: 6GB

* Wi#E=SiE: 70 GB

o P4 1N WLEIERD S

o #{E&A%: Windows 2012 R2

NessusE kR 7.2.0 Bl

IR

- HEIMNEREF/IEMAE Hyper-V BERFF[LEEEIT Windows
2012 R2 RUEIINL . FEEHIR R LR,

- ZRSH[HNRFPHIFERSH IP EERWTHR:
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- IP #ilik: 10.100.0.25
-®3x: 10.100.0.1
- FMH#ERL: 255.255.255.0
- i ZAR%EF: 10.100.0.17
RVt
T#; Nessus Tk REZFZF.
BITIZRETERF, Follow the on-screen instructions of the setup wizard.
RAARTTRESR
REIFRED, LEEIBEEX MR EEREXER T Nessus B
BT BB MBINE, MBLENER TSKRNE.
LAESEEE, i77i5) Nessus A Web REY .

3 Nessus (AR E@, B [Settings] (G&E) , BLE SMTP RS
2%, LDAP BRBZHBFMBENX CAMEHR (EFAH) »

28 Nessus X4, ACE Ry AEMNRTEUERHITIAE, RIE Nessus ARSS
22 FNFE EFR 2 B A9 EHLAY 2K B H| B 2 B KT SSH . WMI 3 SNMP iR £ .
SHFAEAERIHE, B AIERHGE Nessus ARFZ =B FRME Z BRI B iR

2.
FARFRIEELE
ABNABETEIUER Windows Fi#RER TIE. L] MG R Windows &
Z EFERAUT&I:

EFR B4R BB Windows EI2#13E (WMD) PR,
ERwm B FBEIEFTMRS .
R BMRMNEEES, FRIXHMITEIHEE.

180 - FAEZAEEFRNAHEIESNRE SMB Ik~ (BREiEEKk~, 8
TBIRIZE A A BFRE SN A EIER)
F /2 Nessus Atz B R B TCP ix [ (139 #1445) .
FERERANNEERIEZ (40 IPC$. ADMINS$#1 C$) (AutoShareServer
=1) . XERNABARS, BEATESSHEMEIRY,

AS5ARBMETRE—MENS—FEN L, ERANGSRERFEOR

PowerShell (55 CMD > Run as administrator (#5% > SRR GH)

B1T) ) PEITUATHS:

- net use \\<IP-address of Target>\ipc$/user:

- ZH R ERERNTREFTETMAR R ZNER TR IPCSHEE

(Nessus Bid XfA e E SMB 2BEEIT) -

- net use \\x.x.x.x\ipc$ /user:username password net use

\\x.x.x.x\admin$ /user:username password

9 https://www.tenable.com/

9% https://docs.tenable.com/nessus/Content/ManageNessusOffline.htm
97 https://<IP address of Nessus server>:8834

98 https://technet.microsoft.com/en-us/library/cc180684.aspx

99 http://support.microsoft.com/kb/842715/en-us.
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- XLHSHT SMB BRMK, SITRENIEE GSMITRIVEER. &
RiE[EZieR, HAREIETMEM PRI R FEST .

WA BEXLEHSKRIBEEEIR, MAFHITEIERHE.

F M Nessus HUSREEFFIERERIE. ZERRITFOIZ TR, ERNPERT
BEFIEMEMBEERE, UWERESE~. QEKRRE, BEIES AN
£%.

B TIRIES B EREE
- BERAMNSERZH [Policies] (GRE§) .
- B3 [New Policy] (FriE3RREE) iR4H.

A ne

Nessus o“' Scans Settings

Policies
My Scans
LAN-Measurement
Process Control

Policies alloy
Robotics

created, they

Transportation import, dow
All Scans

M Trash

Policies Name

Plugin Rules LAN_Network_Policy

Customized Reports

er@0

S Canners PCS_Enclave__Policy

1 81 Robotics_Enclave_ll

- EREOAER . BRNEXE%E [Advanced Scan] (E4F3#E) &
. BHERA [Credentials] (FiF) %, BEETEVREIL
(SSH, Windows 1 SNMP %) .

-BLESeEE, B [Savel (R7E)
BT SBREE TS

-BEFT ER [Scans] (F3#H) , i%&#: New Scan > User Defined >
Select <Policy> (Fiidt > ARPENX > ®FE<KEE>) .

- [Name]l (&Z#) . [Description] G#i&) % [Network
Range]l (M4&SEE) =¢ [Host IP addresses] (FE# IP #thiib) .

- B34 [Schedule] (ERMES) , BEBEEMES.
- 3 [Notifications] GEHF) , BCEMMEUHEAN
- B3 [Savel (R7E)
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-~ I ~ ) ala
Scan femplates
¢ Back to Scans

My Scans

LAN-Measurement :
User Defined

| [ I

Process Control

B Robotics
@ Transportation
B All Scans
LAN Network Policy PCS Enclave Pollcy Robotics Enclave 11
ﬂ Trast

AFEFRES 7 ECRES -
- B [All Scans] (FiBEF#EES) , BRERMUENFAREIS.
- M [Policy]l CREE) THFIFRIEPIEZFREE STAEESXEK.
- B3 [Savel UR7E) o
(AIiR) RIV|EE, 2HAWMEEZZINERE, BaiamES.
T EEERRER.

T MENEEXEE

TEAETARASH Nessus Manager 8| A & FHREE . TIZIEH RFEAI RS
3 PCS_Enclave_Policy.

>

LAN-Mezsurement

Process Contro

=
& Policies allow you to create custom templates defining what actions are periormed during 2 scan. Once
Robotics

1 82 i= created, they can be selected from the [ist of scan templates. From this page you can view, create
B Transporiation import, download, adit, and dalete poiicies
W 4l Scan
I rrash
| Name Tempiate Last Modified
5 Network_Policy Advanced Scan 10/10/17 a1 244 P
ports
BCS_Enclave_Policy Advanced Scan 10/10/17 3t 2.47 PM

Robotics_Enclave_ll Advanced Scan 10/10/17 1 2:50 PM
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TEREARESEE, ZESKEREKEA PCS_Enclave_Policy.
B

/ us Professional / S 9
y @ Nessus Professional /5 x |\ §

[ C | A Notsecure | hitns;//localhost:8834/%/scans/reports/63/config/settings/basic/genera Q

E A rement ¢
Settings
W fro ©
W Robotics BASIC
W Transportat General N hies
W AllScans
2 criptios
(B X
o Foloer 0 b
Polic l
Bc its
y Taigels 172.16.10/24, 172.162.0/24. 1721

HRERER

+  Nessus B3

«  Windows 3 B#ry EIEK &
e EEF N

183 - ETEBSLES, BiNEE THERSIEEE1TE Nessus JRRTTFEH TR
TR Ge M RERI RN«

. SCI& PLO06.1 — Nessus M4& R A3

Nessus RUREIFEXTE I IZRMERERIDR ), T2 H, MERETA
B _EFt. 54, 7 Nessus 13a#AE], MizHIEE2] OPC BIIRICITIRATEIEATRE -

100 hitps://docs.tenable.com/nessus/Content/GettingStarted.htm
101 hitps://docs.tenable.com/nessus/Content/CredentialedChecksOnWindows.htm
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bd PCS - Nessus scan - Controller to OPC - Round trip time
8 T T T T T T

baseline
Nessus scan

03 =

0.25 n

0.2

Round trip time (seconds)

01

0.05

0 1 2 3 4 5 6
Packet count <10%

[ 4-26: Nessus FHHAE NIZHI2E 2] OPC FIIRICIEIRRTE

- RERLEMSIMEGREEEFIEM, 5120, Nessus 33 HAIE, OPC Z| HMI
BIP 421 FH SR AN AILL 45 R SR 14.11%F 1.41 Mbps, MEZLEDHI
53 13.81 %% 1.38 Mbps. AJ ML, OPC F| HMI A £& 15 F 2 7£ Nessus F3
HEAELE B ERE T 2.2%.

o EFEIRERMRERATZRN. G, FmRREMR NS ERSELER

F
184 °
42 PCS - Nessus scan - Process - Product flow
T T T T T T T T
baseline
Nessus scan
235 =

28 F .

225 1

22 H -

215

21

Product flow (m3hour)

20.5 -

19 1 L L 1 1 ] 1 1
0 1600 3200 4800 6400 8000 9600 11200 12800 14400

Time (secs)

B 4-27: Nessus FAHHAEAE =2 2R = MR
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PCS - Nessus scan - Process - Reactor pressure

2850 T T T T T T T T
baseline
Nessus scan
2800 a
!
©
g |
=
© ! 3
5 2750 T
7]
17, |
o
o
2700 A m
i
I\
|/
|/
V
2650 1 ] 1 | 1 ! 1 !
0 1600 3200 4800 6400 8000 9600 11200 12800 14400

Time (secs)

[ 4-28: Nessus IAHHAEAE =it 2RI R Ri8E E58

4.11.7 HEE T IR E R X EERE
«  Nessus KPI ###
«  Nessus I E#E

185
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4.12 NamicSoft

4.12.1 ARG RELR

NamicSoft #1311k & 81 F (NamicSoft Scan Report Assistant) 2 3& i F Nessus.
Burp. Nexpose OpenVAS 1 NCATS gyfgthssfiiR&z T H, '@

4.12.2 FREHBOBAREES
NamicSoft {2 LA THAREESN (BRE1EF6E)
- EREE
4.12.3 FREIVBFH
ID.RA-1. DE.CM-4 1 RS.MI-3
4.12.4 S RETHEEEE

M

Legends
NamicSeft Scan

fa Report Assistant

I

Management Manufacturing DMZ
ACtNED ractony/ RADIUS 0:‘5 '/“:lf":"

1016023

Cybersecurity LAN
NTP/PTP Open-Audit Thotve MNessus Vuln. Microsaft Symantec GTB Veeam Grayiog Secunity Windows
Clock 151000177 INCHENtRESY.  couppey  ActheDirectry  Antiving Data Lass Prev. Badup Syslog Onion wsUs
10100015 1010005 10100025 1010001317 1010005 101000175176 10100010 10100014 10100026 10.100.012

186

Plant R PCS LAN Router (OSPF)
10.100.0.4C
Switch 17214634

Engineenng Workstation
17216310

Local Historian  OPC Se Supesvisory PLC
1721624 1721625 172162102 Manufacturing Process

8 VIAN2-172.1620/24 )

102 hitps://www.namicsoft.com/
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4125 REFGHIFSHE
S RRNERER
FRE A=
NamicSoft{3#iiR SEhF 3.5.0
IFEEIE R

7£ Nessus Scanner fR%538 E% % NamicSoft. ZEFIFFSM 4.11 1,
RSB EBEFPIIRIERSER IP BLE W T F7R:
- |P #bik: 10.100.0.25
-M3x: 10.100.0.1
- TR 255.255.255.0
- W& PRS5EF: 10.100.0.17
RVt
T % NamicSoft'%,

£ Windows PC LiE{T&R %% ERF. BHEI, NamicSoft AJfEELE T .Net
Framework 4.5 g 64 i Windows %%t FiE{T.

WEREERR, BohiEk. BXERN, BFRISNERXH. &1F
NIEHR, AfERAREEN. REEXKZ 5 MEN.

WEA: 45 Windows BPRIKSHE, — A PXEE T a g et B itk
P
Nessus AR &ECE
1#1Z Nessus By Web FE S Nessus &R
BEh NamicSoft iR&EBF. BHAMNEZR [mport]l (BAN) , &

Nessus.

B [Choosel (EFF) RS AHE.

103 https://www.namicsoft.com
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) Version 3,050

% Dashboard

Overview

Description Import your Nessus scan results to using Nessus export to XML (nessus format). Nessus file format v2 supported
Vulneeability age

Choose lels)tomport
Hosts Number of files toread 1

0

Files read

Vulnerabilities
Import vulnerabiliies with the following severities

Informational

Low
Medium
High

Critical

Actions

- # 3 Nessus 1R . 7 [Import vulnerabilities with the following
severities 1 (S NMIRRXEFER) X, EFEXEFR, ARG EEHE[Import]
SN .

f5lan, %3F [Highl (&) . [Criticall (%) . [Medium] (&)
#1 [Low] (X) , 7i%#F [Informationall (8) , W TEFFAT. &
ATk, RSB R Al files read” (FrBAXHLEIGEEE)

File Settings Took  About
% Dashboard

Impart

Overview Too! | Nessus J‘ ..

Description Import your Nessus scan results 10 Lsing Nessus export 10 XML (.nessus format). Nessus file format v2 supported

Choose file(s) to import

of flestoread 1

Vulnerabiiity age

Hosts Numb

Vulnerabilities
Import vuinerabilities with the following severibes

Informational

|an

g Import

Low
Medium
High

= Export

Critical

<]

Elapsed time 7

2 Status Al files read
Actions

Job id File File size (k8 Time to import Status Hosts Vulnerabilitiea
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- BAZERE, B [Hosts] (FH) %, BEEFHNEANHWESH. B
i [Vulnerabilities] GRiE) NI EERAERIE.

189

File Sethngs  Tools About
Dashboard
Name P Operating System MAC NetBIOS
Overview 172162103 172162103 2
Vulnerability age 172162102 172162102 Digital UNIX 4.0
WIN-FPVTDCDEUCR 17216214 Microsoft Windows Setver 2008 R2 Standard Service Pack 1 08:00:27-AE00:58 WIN-FPVTDCDEUCR
fas-61338osh.Janlab 17216.25 Windows 6.1 0C:C4.7A:92:83:00
DC:C47A:32:83:01
fgs-47631IRh.lan.fab 17216.24 Microsoft Windows 7 Professional Service Pack 1 FGS-47631LHH
Vulnerabilities
fgs-61338pshlanlab 1721623 Microsoft Windows 7 Frofessional Service Pack 1 FGS-61338PSH
1721622 721622 CISCOI0S
Cisco I0S XE
Import
1721621 17216.21 CISCO 108 15.2(4a)EAS £4:90:65:38:C2:81
E4:90:60:38.C2:62
£4:90:69:36.C2.65
E4:9069:38.C2:C0
E4:90:60:38.C2.C1
E4:9069:38:C2:C2
E4:90:69:38 3
E4:90:69:38.C2.C6
E4:90:69:38:C2C7
& Report
fos-61336ch fan.lab 1721615 Microsoft Windows 7 Professional Service Pack 1 0C:C47A31.3E07 FGS-61338CH ¢
- -
Version 3.0.5.0 Total: 13 Selected: O
i | § |

Dashboard

Overview

Vulnerability age

Hosts

Vulnerabilities :

File Settings Tools  About

Host name

fgs-47631¢ehh.lan.lab

172.16.2.102
WIN-FPVTDCDEUCR
fgs-613380sh.len lab

fgs-47631hh lan lab

Import

Export

& Report

fgs-61338psh lan lab
172.16.2.2
172.16.2.1
fgs-61338ch fan.lab
fgs-61338hh.lan lab

1721613

4

¢

Total: 557 Displayed: 176 Selected: 0

Host Name

fgs-47631Ihhi:
fge-47631Ihhk
fge-47631Ihhk
ige-47631Ihh I
fge-47631Ihhle
fge-47631Ihh L
fgs-47631Ihh L
{ps-47631Ihh I
fge-47631Ihh:
fge-47631Ihh L
fge-47631Ihhk

fgs-47631Ihh ke

Synposis

The Microsoft Office Products are a
The Microsoft Word Products are ir
The Microsoft Word Products are ir
The Microsoft Office Products are s
The Microsoft Office Products are a
The Microsoft Outlock applicaticn i
The Microsoft Outlock application §
The Microsoft Word Products are ir
The Microsoft Excel Products are rr
The Microsoft Skype for Business o
The Micresoft Outlook application i

The Microsoft Outlock application i

Description

The Microsoft Office Products are
The Microsoft Word Products are m
The Microsoft Word Products are v
The Microsoft Office Products are n
The Microsoft Office Products are
The Microsoft Outlook application ii
The Micresoft Outiook application |1
The Microsoft Word Products are v
The Microsoit Excel Products are r
The Microsoft Skype for Business o
The Microsoft Outiook application |i

The Microsoft Outlook application |

Optimize colums for | ALL :

Solution

Microeoft

Microsoft hae

Microsoft has

Microsoft hag

Microeoft hae

Microsoft hae

Microsoft has

Microsoft hag

Microeoft hae

Microsoft hae

Microsoft has

Microsoft hag 4

A

*+
hag

- (Ti%k) AFEFE, %% [Vulnerability Fixed] GREEE) , EizEE
¥ri2 A Fixed (B2188) .
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- NamicSoft Scan Report Assistant [ == [

| Fle Settings  Took  About

%% Dashboard Optimize colums for | ALL )‘ ‘

Overvlew Host name Host Name Synpasis Description Solution
Vulnerability age fgs-47En b 1om 1 T t—ume3iphk TheMicrosoft Office Products area  The Microsoft Office Productsaren  Macrosoft has
17216 Edit 87hhk  The Microsoft Word Productsarem  The Microsoft Werd Products arem Microsoft hag
d% Hosts 172.16 Delete 3WhhE  TheMicrosoft Word Products e The Microsoft Word Produsts arern Micrasaft has

WIN-FE Vuinerability fixed 31hhk  The Microsoft Office Products are 2 Microsoft has

8 Vulnerabilities 1gs-613380sn lanlab The Microsoft Office Products are a Microsoft hae

fos-47631lhh.lan.lab osoft Outiook application &

Microsoft bas

3 Import fge-61338peh lan lab fge-47631hhk The Microsoft Outiook apglication s

1721622 fe-47631hh k The Microsoft Word Products sre m The aren Microsoft has

Microsoft has

1721621 fgea7607bhE  The Micro

G Export

i ATEA b ke Tha Mirenends Clume dne Disinsne o Tine Mircns s Clrsne fre Db ininsce o Moo i bae

. BETIEAMA [Actions] G&E) , & Ef& [ Save Workspace] (1R
HFIERX) . ﬁ%ﬁ’éb"\'ﬁ"ﬂﬁl)’—'ﬁﬁlfﬁlz X#E, 87 TORIELT NamicSoft
FRIME B R EN TIEX T

- HHEZLZMAE [Report]l (RE) , £HkE. ERFERTIFTPIEEFEER
INRFRARIR SR B E AR . B REBIARIR, AJESIFRPIEFEEIAE
R, sAG%E [Create Report] (8I1ERE) .

NamicSoft Scan Repost Assitant =g
LE Tk Sctnge  Tock  About
Word Report
Create Word Report | other | Settings

Host tatle with affocted v EXample output Host table with affec!
8 Report Author: NamicSoft/Michael Pette

i . Infermatic

each host

e Thost's vul open

ports are presented in separated

A Actions o el

Varsicn: 11
Naws in this version

Settings
New ling aftar tabls ows: True

190

Plugn overview (see the setfings tab for more infeemation)
Active Prehooks: O
Active Posthooks 0

- 1% [Open Report] (THIRTE) , EERENS.
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Fle  Seftings Tools About
5 Dashboard Word Report
Overview | Create Word Report W
Volnerabity sge [f| Losd defoult m
yubewsne  Example output
Hosts
ICSLABHOst summary &
tabie per ability Tae

Vulnerabilities

ICS-LAB-Host summa
Author: NamicSoft/Michael Petter:

A summary table of each host's

vuinerabilites. The total CVSS
) base score is also presented for

each host

Version: 1.0

News In this version

ties with highest

2. New line after table rows: True

Export

Plugin overview (sae the settings tab for more information)
Active Prehooks. 0
Active Post-hooks: 0

saved in C\Users\A

loads\Host Summary docx

2, Actions Status Done, report dministrator\Down!

o

Version 3.0.5.0

B B B AEIR

« M C:\Program Files(x86)\NamicSoft Scan Report
Assistant\templates Z T EHIFERRCHEIF— X,

- 7 Microsoft Word H3THE IR, FHiakwiE. TEIERHRATIEE
&R (PCS) AEHBAEXERH. ZREASENMMERER, #
REXERATIE T & ENFERRE.

S, ERIRIE B E XIREYS

N H National Institute of

Standards and Technology

Process Control System Vulnerabiliﬂy Scan Summary

191

DummyValue DummyNalue DummyValue DummyValue  DummyValue

Dun;nﬁalue

DummyValue

SELECT DISTINCT x.ip, x.hostname, (SELECT COUNT(*) FROM queryTable y WHERE severitynumber=3 AND y.ip=x.ip), (SELECT COUNT(*) FROM
queryTable y WHERE severitynumber=2 AND y.ip=x.ip),(SELECT COUNT(*) FROM queryTable y WHERE severitynumber=1 AND y.ip=x.ip), (SELECT
COUNT(™) FROM queryTable y WHERE severitynumber=0 AND y.ip=x.ip), (SELECT ROUND(SUM(cvssBaseScore),1) FROM queryTable y WHERE
y.ip=x.ip) FROM queryTable x ORDER BY ipSortValue

host’s vulnerabilities. The total C

A summary table of each VSS base score is also presented for each host
1.0

NamicSoft/Michael Pettersson Solutions AB

Host summary table Image PNG

- REBIEK, WAXHR.

o Bz EHE) NamicSoft H125 _EH) templates BFE®. #lan, TEAE
B S R PR EFN B E XX PCS-Host summary.

104 hitps://www.namicsoft.com/doc/content-controls/
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templat a ‘CS
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Host summary table with exploitable vul..

‘s Downlcads Host summary table

~» Recent places |~ Host table with affected vulnerabilities

sec_550 ICS-LAB-Host summary
| One multi-column table per vulnerability ... /2017 3:52 PM

¥ This PC _ | |2 One table per vulnerability with affected .. 8/19/2017 5:38 PM

=+ ConPN108214 S morks A3 01T B46 PM

A Deskiop | PCS-Host summary 4/24/2019 10,05 A.

i Documents |=7 Remediations with affected hosts 12/27/2017 828 PM

R Downloads |~ Repeat information for each host 8/19/2017

& Music [Z Vulnerabilities with highest total Cvss

k. Pictures |~ Vulnerabilities with severity medium or hi...

B Videos =

Vulnerability assessment report
£ Local Disk (C) Vulnerability table with affected hosts
~ < 1"

27 items 1item selected 46.9 KB

Horme Share View
- T I I« NamicSoft Scan Report Assistant » templates v £
-
Favorites -~ Name Date modified
Bl Desktop |

en XML Document

pen XML Document

en XML Document

en XML Document

e Open XML Document
Office Open XML Document
Office Open XML Document
Office Open XML Document
Office Open XML Document

Office Open XML Document

Open XML Document
Open XML Document
e Open XML Document

e Open XML Document

- EB NamicSoft: BEXBRERXNSUARRETIFRSD . EIFZIER, B

# [Create Report] (8)EiReE) .

Fle  Seffings Tools About

8 Dashboard

Word Report

e Create Word Report | Other | Seftings

Host summaty table with Example output

ICS-LAB-Host summary

One table Inatability \
Vulnerabilities et el baibogs

S5 I taeiete See by

A O O S P RS Ve

Remediations with affectec

005 SIVE ) 100 AT 0TS B A5

Repeat information for eac

ey ’ M » .
Vulnerabities with highest 148 AT \ ° o :
1A ' ° o a

Export e wasiw \ s u
TemaL C 3 (] ]

Plugin overview (see the settings tab for more information)
Active Pre-hooks: 0

b 0 e Lomats e Mool T gt omer £ o vsntns of b acamng el s Puad T il CVES mans b

. ool 15 rlywaton Version: 1.0

AP BRL e . Tt AT 950 Vo ) T

ICS-LAB-Host summa
Aathor: NamicSoft/Michael Petter!

A summary table of each host's
vulnerabilities. The total CVSS
base scors is also presented for
each host

News In this version

Settings

New line after table rows: True

LY

Report Active Post-hooks: 0
Statue -
% Actions Status Done, report saved in C\Users\Administrator\Downloads\Host Summary docx

Time to create report Omin and 55

Version 3.0.5.0
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B, #iAME.

Process Control System Vulnerability Scan Summary

(P Hostname [EGWINNNEN medium
6

172.16.1.1 172.16.1.1 4 2 0 58.6

172.16.1.3 172.16.1.3 : | 6 0 0 36.2

172.16.1.4 fgs- 3 26 39 6 542.3
61338hh.lan.lab

172.16.1.5 fgs- 3 24 42 5 547.6
61338ch.lan.lab

172.16.2.1 172.16.2.1 4 6 2 0 58.6

172.16.2.2 172.16.2.2 0 6 0 0 33.6

172.16.2.3 fgs- 2 23 41 5 538.3
61338psh.lan.lab

172.16.2.4 fgs- 3 a0 122 11 14203
47631lhh.lan.lab

172.16.2.14 WIN- 3 18 92 1 1047.5
FPVIDCDEUCR

172.16.3.10 fgs- 0 0 0 1 10

47631ehh.lan.lab

(ATi%) 1%+% Action > Compare Workspaces (32{E > LB TIEX)
mLRPAMEEEENRENERSE. SHBWT:

- N2 ML S0 Nessus FIHE R, BERNTIEX.
-ERPRELEEBRIEX (3(ERE NamicSoft) .
- fn#L Nessus BImiIE—RFAELE R -

- i%#% Actions > Compare workspaces (321f > LR T{EX) . #F
LA T/EXH [Compare] (EEED , B IEX 2 SMREN TIEX#E

1TEE B
- i%£3% [Excel output file (target)] (it Excel X (B#5) ) »
193 - 8 [Compare Workspaces] (L TIEX) .
4.12.6 314 RERY =N

2 5%) NamicSoft W=EZMEFMFER LT (AHIERZIMBEE b fHTEREY
RBBEHEITEL SN , REMNAENREERENFN.

4.12.7 MREITAE IR RO AE X i
I
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4.13 TheHive Il H
4.13.1 ARG Rk
TheHive T1H 2 7# B EHBF RN R EEHNIRLFEE S,
4.13.2 HF RIBHMEAREES
TheHive TERHUTRARESN (BLE1EE6E) -
- REBEHEE
4.13.3 HFRZIMF L
RS.MI-2 1 RS.MI-3
4.13.4 ;5 REHEZERE

Legends

M

The Hive Server

Management | Manufacturing DMZ
Microsoft 4
e it

Management LAN - 10.100.2.0/24

Cybersecurity LAN

NTE/PTP  openAudic  TheHVe  pocomyn, — Microsoft Symantec GT8 Veeamn Grayog Secuntty Windows
Coock 101000177 INCKEnt Resp. — grupnay  ActveDirectory  Antvinus Data Loss Prev. Backup Sysiog Onion wsUs

10100045 1010005 10100025 1010001317 1010005 10100.0.175.176  10.1000.10 10100044 10100026 10100012

194 ﬁhﬁ

Plant SO\ FCS LAN Rowter (0SPF)

172.163 1
’ HMI Plant Controlles
e HEH: 1721614 21645
: Switch
" Engineering LAN - 172.16.3.0/24 § ! VIANT-1721610/24 )

Local Historian OFC Server Supervisory PLC .
1721624 1721625 172 16;"y10'.' Manufacturing Process

VLANZ'- 172:162210/24

105 https://thehive-project.org/
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4.13.5 REGHASEE
L H RHERER
FRZ A= EHRE
Hyper-VEE U :
o ACIBEE: EIAWZ
TheHive 3.0.10 * W7F: 4GB
* fiF =518 50 GB
° lx—x,lﬁﬁ 1/I\'1F§l:|
o ¥:{EZ%:: Ubuntu 16.04
IFEEE R
B SRR TRED B IR ZBE7E Hyper-V B XRS5 £, FEEEHE
xR,

BEFIBRERGH IPERWT:
- |P #bik: 10.100.0.51
-M3%: 10.100.0.1
- TR . 255.255.255.0
- & ARS%EE: 10.100.0.17
R4 i
TEERHEC,
FEFTSZHFHY Linux ARAS £ 2R 35R Z ST,
RIREATERECEERE. ERE, BA
195 http://<ip-address_of hive server>:9000 if7]a] TheHive,
Eid Web T8 THMEE

BOXif18) TheHive B, &8 [Update Databasel (EFHIEE) %
X BIEE, WTEMR.

© " o o 9000/index. himi#maintenance Q W 'l 1 .

RIFEERSEER K.

F A PEIEE R TheHive 8% . BUAFTAMNTIES E RO ECLEA LHEHK A
HEATIER. STEHRERN TheHive, THE L LHIER R,

106 hitps://github.com/TheHive-Project/TheHive
107 hitps://github.com/TheHive-Project/TheHiveDocs/blob/master/installation/install-guide.md
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WTheHive  NewCae + Mytsis@) Waitngtasks (@) Alerts(§) b Dashboards

List of cases (1 of 1)

Y Quick Filters » m Ml Stafs  QFittes 15 T perpage

1filter(s) applied: status:Upen X

Title Severity  Tasks Observables  Assignee Date
#1-Outage 2Tasks

I
® None _—

.« 1%3% Admin > Users > User management (ZIE > P~ > APEE),
BB AKS. Bd [Adduser] GGFRERF) , SMEAA.

,j.TheHive NewCase » Mytasks{@) Waitingtasks (@) Alerts(9) | il Dashboards _ & Admin » °i 558

User management

1 96 Login FullName  Roles Password APIkey Actions

Iessec ICSsec read, write, admin New password Create AP| Key BLock

seconion  seconion alert New password Fenew U /it

‘E

- BRUTSE, QIERER/EY:
- B3 [New Case]l (FTEEMH) X, HEEHIFHAER.

-t [Add Task] GREIES) , EXEHTURMES. SMES
WA AEASHITIIT. BAERT, ESEAEA, BIEAASEEZ
T % S L TUE T 528 A2 rh Y B A AT RO S A DR RS

-ELEScEe, B [Create case)] (FiiEZEMY) 1%4.
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Create a new case

Case details

_— RRUER ermm— =

Severity ¥k LIRS H TLP % WHITE | GRien [T reo

Tags Tags Description

Case tasks

g

Cancel % Required field

- BRUTEEHMEBEXEHER:

-ETEALA, %3 Admin > Case Templates (EIF > HiE
W) .

- B3 [New Case Template] (FTEZEHER)
-EHEERFERER.
- B [Save Case Template] (REFEFHIER)

. (%) FTF—1E4, $F [Observables] (AIMEXNK) 1ZE, A
a8 [Add observables] CRIMAIMEITR) , EEHPHIMEENX
AR, R, IP Hbht, SXEEFMSCERE. i, TFATWEITR
PRI AR IERR (I0C) .

197

,;\TheHive NewCase v Mytasks{d) Waitingtasks (00 Alerts{g) |l Dashboards m

1 Case #1-Outage

& Created byicssec B Thu, Sep 20th, 2018 13:07-04:00 @Close WFlag #Merge X Remove

W Details B Tasks (2] A Observables @)

Ol -+ Add observable(s) M Stats  QuFfters 15 v perpage

Observable List (0 of 0)
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Create new observable(s)

(ATiE) FIA Cortex 51E8'%® (http://<ip_of hive_server>:9001) XA M &2
&k I0C (anigZ . IP #uttFnrg %) #HITIEMS 7. ALk, 7 Cortex #
BRXBIESTHR.

ficE Cortex IEELBUT:
- &% Cortex;
- EEERKS;
- B EBLHLE;
- S| BEAEEAKS;
198 BRERESHE;
- E21% Hive 24l
ERREER
BREFHALMS Hive LBIERL, AREFELERM IDS FE0EEH-

108 https://github.com/TheHive- Project/CortexDocs
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- £ Hive R ELTRHAFPKS, HESE [Allow alerts creation] (52iF
BIEEE) MR, ZEENR, HAFKSH [Roles] (M) 2HIKEA
[nonel () .

Login % seconion
Full name % seconion
Roles % none v

Additional Permissions ¢ Allow alerts creation

- 855 [Create APl Key] (fIi& API %%0) , AiZAFHIE API 48,

- (EREFFRSELNIT) 7£5 Hive Server B IP HhliEREMNR 2%
#ZHletc./elastalert/rules B3R T, SIEFMNIZH hive.yaml, I TE
ﬁfl"ﬂ_ngo

# hive.yaml
# Elastalert rule to forward IDS alerts from Security Onion to a specified TheHive instance.
#
es _host: elasticsearch
es_port: 9200
name: TheHive - New IDS Alert!
type: frequency
index: "*:logstash-ids*"
num_events: 1
timeframe:
minutes: 10
buffer time:
minutes: 10
allow buffer time overlap: true

199

filter:
- term:

event type: "snort"

alert: hivealerter

hive connection:
hive host: https://10.100.0.51

hive port: 9000
hive apikey: APIKEY

4.13.6 EREREER I

£5F Hive MBM—MRBZEMEFMER AR EFERZHN) , RBAMWLEST
R IERERIFN .

4.13.7 MREIAE IR RO AE X i
I

109 hitps://securityonion.readthedocs.io/en/latest/hive.html#thehive.
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414 WEXHEMBRES

4.14.1 ARG RELR

XM R% (EFS) 2 Windows RERIXHEMZT R, ANXHEHIEREME
MINL2RIP, FIRAAAERERG N NTFS XHRE%SE SR MBZRIPO,

4.14.2 FRIEHHOEARES
MR EFS R ATHEAREES (
. ME

4.14.3 FRETHF2E
PR.DS-5

4.14.4 FREHEEREE

Legends

NE1EL6F) -

W

EFS Encryption

Management Manufacturing DMZ
Microsoft
ActiveDrrectony RADIUS DMZ Historian
1010023 10.200.1.4
5 ‘
\ e

Management LAN -

10.1002.0/24 4
Cybersecurity LAN
N‘IP/‘FIP Thetive Nessus Yuln, Microsoft Symantec Gm EmﬂlY
16 n 1 7 Incident Resp.  ganne.  ActiveDivectol vy Antivirus Data Loss Frov. &cﬂw
uwu 5 101000.5 10100024 10.100.0.1327 1010005 201000175176 10100010 10 oo .,w 10'11

200

PCS LAN Router (OSPF)
3t — 10,100.0.40
721611

17 A
Switch 1724639 1

Ergimennrg Workstation P 15'“ RS

TTVIANATATAETo28 )

Local Historian OPC Sarver  Supervisory PLC z
72462 172 172162102 Manufacturing Process

| — r:,j' S,
K Dovicoliot to [ : = §
° | Fislo Devices g__ —. 4
\ : 2:.: o
. ‘ = - = l_ 4 =4

VIANZTH729832.0/34

10 https://docs.microsoft.com/en-us/windows/desktop/fileio/file-encryption




20194 9 H mIERGHIE R G R G

4145 ZEHSEE
INEEFE R
Windows EFS B ¥t T~ B T2k _E R SURSC i Tn .
BIERG:
Windows 7l
TF2Umsk 172.16.3.10 ,'% ‘g‘g’zm)

mER(EHER

EFEEMBRR R, ASXHERETR, E#F [Properties] (El%) ,
B [Generall (EM) %, ARFEE [Advanced]l (F%%) #%.

| . PCS Experiment Properties u

General | Sharing | Security | Previous Versions | Customize |

1 PCS Experiment

Type: File folder

Location: C:\Backup

Size: 13.4 GB (14,399.209,230 bytes)
Size ondisk: 13.4 GB {14,355,840,256 bytes)
Contains: 280 Files, 50 Folders

Created: Today, April 16, 20185, 4 hours ago
201
Agtributes: (@ Read-only {Only applies to files in folder)
[ Hidden | Advanced.. |
L ok [ Cancel || Aoy |

i%# [ Apply changes to folder, subfolders and files] C¥ZTENHAZE
Xk, FxHgRmHE) , BiE [0K]1 (FE) .
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> - S e ==
Confirm Attribute Changes

You have chosen to make the following attribute changes:

encrypt

Do you want to apply this change to this folder only, or do you want to
apply it to all subfolders and files as well?

) Apply changes to this folder only
@) Apply changes to this folder, subfolders and files

[ ok ][ cancel
- B [Applyl (KA , FamE.
= Applying attributes... P -

Applying attributes to: ' -

CA\Backup\PCS Experiment\02_11_2019_permissicn\DNCapture.csv

Cancel

- IESEE, EREXHRESEREE, MTEFATR. RMBIZRHRH

202 FE MR <ENME.
Name Date modified Type Size
0211 2019_permission 4/16/2019 3:23 PM  File folder
W 0214 2019 openAudit 47/16/2019 3:24 PM  File folder
3 0224 18 firewall 4/16/20193:25PM  File folder

- RETILRMEBZAEITED

- W3 HAYE B 5 %% Control Panel > All Control Panel Items >
User Accounts > Manage your encryption certificates (3&#|EiR >
FrBEEHIER > APKS > SEmEIER) .

WAA: BEZ% A Windows 10, MinZidiE4BEE=5.
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| %2, » Control Panel » All Control Panel ltems » User Accounts

Control Panel Home
Make changes to your user account

Manage your credentials

Change your picture
Link enline IDs g

Manage your file encryption @ Change User Account Control settings

certificates ® Manage User Accounts

Configure advanced user
profile properties

X To change your password, press Ctrl+Alt+Del and seleq
Change my environment

variables

« B#E [Nextl (F—%) .

o e
= -
\j 2. Encrypting File System

Manage your file encryption certificates

To encryptfiles for additional security. you must have an encryption cerificate and its
associated decryption key on your computer or on a smart card. You can't access your
encrypted files without this certificate and key.

Use this wizard to:

- Select or create a file encryption certificate and key.

- Back up the certificate and key to avoid losing access to your encrypted files.

- Set Encrypting File System to use a smart card.

- Update previously encrypted files to use a different certificate and key.

Whatis Encrypting File System?

203

[ Next ][ Cancel ]

\ — ~ ==

@ @0 Encrypting File Systerm

Select or create a file encryption certificate

Select an existing file encryption cenrtificate or create a new one. If you have already
encrypted files, you can update them to use this certificate.

@ Use this certificate
If you are using a smart card. selectthe certificate on the smart card

Certificate details

Issued to: Administrator | View cartificate 1
Issued by: Administrator
Expires: 2/23/2119 l

Select certificate l

¢ Create a new certificate

Why do | need a cerificate for file encryption?

(Cnes) [ conest
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- i%#% [ Back up the certificate and key now] CGREZUHEBFZA) .
B[ Browse] GII5T) $&25, % pix BEXHHEHEMNE, Flan U .
HINZERD, RMEIMRIF

= - eS|

¥ -
@ w = Encrypting File System

Back up the certificate and key

This helps you avoid losing access to your encrypted files ifthe original centificate and
key are lost or damaged

Current certificate Issued to: Administrat | View certificate

@ Back up the cenificate and key now
1 You should back up the certfficate and key to removable media

Backup location E\efskey.pfx Browse. . |

Password esccce

Confirm password: escsse

Back up the centificate and key later
Windows will remind you the nexttime you log on

Why should | back up the camtfficale and key?

L. Next a | Cancel

- BXMNXHRSFIEREMEHRMEXIK, EFXE [P update my
encrypted files later] CIEfHEEMFBAIMEZLH) . B3 [Next]l (R

—£)

p— - @ |

. J ‘2. Encrypting File System

Update your previously encrypted files

Selectthe folders containing encrypted files that you want to associate with the new
cerificate and key. Updating now helps you avoid losing access to your encrypted files
if the previous certificate and key are lost

204 Folders

. Al Logical Dives

=3 Local Disk (C)

| I'l update my encrypted files later

Updating your files mighttake some time, depending on how many files you update. If
you log off or remove your smart card during the process, your files will not be updated

Gancel

- FEASBHATRTHER, HEARKSEEASKRINED.
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! Encrypting File System

Your encrypted files have been updated

Certificate details:

Issued by: Administrator -
Expires: 3/23/2119 [ View log ]

[ View certificate J

Certificate and key backup location:
E\efskey.pfx

Close

EFZ—AITEN LER MBS 4

HEBES—atBN EERMEXS, FFETENS U 2+ EFS iEH
MEASH, RAEBESARXGHEN.

S sERY = E RN
AETHESEIGH, FIMEE THERFEEGITIMI EFS TAXN RS 4R
BYSZN :
T8 PLO13.1 — 7€ HMI =4 EFF B STz
205 FactoryTalk HMI 2 B2 H3EE T 1 RIS A LUMRTE HMI BRI B E

. EFS TEMRTMEASL L PaIEHEX .

AN 2R, EFS BUERMEREBEXHE (LHERE HMI B9#ERIER) &
S EFFEMRE LR R . LIERF A RAESLIEAE 450~750 FHBTEA_EF
1B K, FERT 3000 #AEE 7. LI FFIRAYAT 800 #, HiRE NiRE AL
Re HMI Rz A2 FFi B AN IR 1L BT B) 803 HRRSfF, E X RER S mEESE
RERIEIHA.

MRS EAREIMEA MR, &£ EFS B ARG, HMI 1 OPC z [8/59 W a3k
A IRE B R AR RIF—H.
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Processor utilization (%)
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o

Disk I/O Write operation (bytes/sec)

RIZEHIE R G R B

PCS - Microsoft EFS - HMI - Processor utilization
T T T

u% MMAW/&\ WWMMWWM il

!

baseline
microsoft efs

il

ﬂhﬂ% LY WJ

| 1

Mww

35

251

0.5

o

500 1000 1500 2000 2500 3000
Time (secs)

& 4-29: EFS BREI (@) & () HMIHEHHESE SRR

PCS - Microsoft EFS - HMI - Disk I/O write operation

e

T T T T T T T T

baseline
microsoft efs

ey s dﬂj || m sl uu o

500

1000 1500 3000 4000 4500 5000
Tnme (secs)

B 4-30: EFS BARET (&) /B (L) HMITHENBERSHREXTE
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PCS - Microsoft EFS - HMI to OPC - Round trip time

015 1

Round trip time (secs)
o
T
]

0.05 .

0
1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 11000 12000

Packet counts

[# 4-31: EFS BAET (&) & (4) HMI 2 OPC Bk 3ciEiERTEXTEL

PCS - Microsoft EFS - OPC to HMI - Round trip time

0.4 T T T T T
O  baseline
+  microsoft efs
0.35 - -

o
w
T
£
1

o

N

9
T
1

Round trip time (secs)
(=]
’
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vt S e B e e A S I S i b St T B

0 2000 4000 6000 8000 10000 12000
Packet counts

[® 4-32: EFS BAAT (38 /& (41) OPC E| HMI po3R i IRRT %t

ermﬁF Eﬁﬂwﬁﬁui# MR T AL RFIRIERIE. HMI 3 &%
SIRIERRERESHEHIT THRIC.

Xt B2 F 2 P RO E 5 ST el S04 R NS5 RT SS BB . IZIRMEXTE PR IS IERUIE RE R
M 3 HMI FoEi8 KBRS -
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- [T £ Ve D G300 T

i [ Gicbal Oincts TR ——— J 2600 C\ 3 3100

% Sjmbal Factoy Pressure; 2699 kPa CE
i1 Livies = =

: CLB Wik 5253 Tkl Valye. 14
il =it FeolE Mi6ksh [ —— ;

; a Local Mezsages
H ® J Snalyzer, Reactor Fred
23 Tiend Temrlates A

Snashal

B= 149 nol

C= 189 maPh

sed List D = 6 00 mol¥%

oz ard Corkal E= 167 mol%
F'=405 mol%

Feed Rate |
47 ksemh

Cisrt Kags
=CH Dataleg Level 64%
} [ DatnLagMoce!

] leaTE

| Syl
™

Rextor tabus Bty gl 9, 315

_,,_
L —

H 3 Syatem 20 Walve

1 Action Grovpe

l‘r w B 3500
Applicabion | Coemueshons
4 »
ﬂ @ Unableto process the following cormpand:DatslogOn logTE
o . hove

5 datalog set files may bein use by anther splication,

ing down, unleading sll dizplays.

A\ Unable

D Graphics
-

For Help, press F1

& 4-33: HMI BE EERELHE [Unable to access data log set files]
(FeEvhm s HEEH)

4.14.6 M EETABIRE R X HERE
. NHIE KPI#HE
o NHmENERE

208
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4.15 GTB Inspector

4.15.1 FARF RELR

GTB Technologies #21#t# GTB Inspector 2 —###E:HE I (DLP) F R,
AT X4 R S T | i2 R FAFE T . Inspector A& FEBEHT FTP ER{EE HT TP,
HTTPS (SSL/TLS) \ %8BI USB BFiF LU EL B B E fibshitt 753% - Inspector
S BNERE, FHE LR GTB FRizHIE (GTB Central Console) . #R#E
HEEE, hiusH| A R HEHA AR R IR .

E SRR
« FTE DLP @AM AERS.
- B DLP Fm¥ERENEETIE.
4.15.2 FRIEHHEARES
GTB Inspector fE A THARGEH (ERFE1 EE6F) -
- BIEHERR
4.15.3 FRETHF2E
PR.DS-5
4.15.4 75 REHEZRE

Legends

Management Manufacturing DMZ

Microsaft
ActieDbrectory/RADIUS
2010023

Marwt, System

209

Cybersecunty LAN

Auh Nezaus Vi Morsot  Syma
'“'*"'""W Aw!lm(uv »‘lmm..: SrPM

IPH
i
=k

3] ] |
Ly
B )
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4.15.5 REHPASHEE
SR ZRIFERER:
& IRAS B B
Hyper-VEM#L (E1K) -
o GMEESE. BRI
GTB ..o, PAHELSE * W#F: 6GB
Inspector -0 kA . BAEZSE: 20~30 GB GBS

RIMEINEETE)
o ML%: 3K IEREE
o ¥2{EZ%: CentOS Linux 7#%

Hyper-VEM#L (E1K) -
o QLIBEE: ERIWZ

15.6.0 SEREHE—B . meen o0 " R
e REEDIE  anaanr

o L% 1B IER R
o ¥2{EZ%: CentOS Linux 7#%

TR

FIRI R 1SO BRIGf, BN EMWEEEL HNEZ2HE
M, EHREESR ER.

RIE SR ENE SHEINE (W TEFRR) %ﬁﬁ%(%ﬁ)ﬁfﬁ%
GTB Inspector fR$585. WAk TREZIEE, FENEHRERBE.

Internet ’ ’
L - S
Firewall/Router Core Switch Scanned

WAN LAN PC/Servers
Interface Interface

210
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A E PHRIERGHEEME 2 TR

- FE#\#L: GTB-Inspector

- MO : ethO

- IP #ts3it: 10.100.0.175

-3 : 10.100.0.1

- FRIH#SHL: 255.255.255.0

- & BRS5EE: 10.100.0.17

- FEIEO: eth2->IEAME R AR RO 1

- MEEO : eth3->ENERL ASA [f5 XS WAN O

- EE#I#: GTB-Central
- &3O : ethO
- IP address: 10.100.0.176
- M=<: 10.100.0.1
- FR##RS: 255.255.255.0
- & ARSSER: 10.100.0.17
BCE GTB hRIFHA
T# GTB FRITHIGH 1ISO XHMZ s,
FTFEFREWLISIEIER, A 1SO XHRERELML.
FTERRAIRECE, NG DNS 2% ARSH|SIECERS P k.

- FIABRLAZEIEER GTB R RIZFIER Web AR FE. B &
211 Administration > Licensing (32 > {F8if) , EEFTIEXH. Tk
B, EB&R%.

B [DLP Setup]l (DLPECE) 7%, i&#F [Network]l (M%&) , #ic

= P bk,
B [DLP Setup] (DLPECE) 1%, i#%&# [LDAP] , ECE AD fR%
%%o

B [DLP Setup] (DLPECE) 7%, &+ [Email & Alerts] (#BfF
5&%) |, & SMTP iR%E.

B [DLP Setup] (DLPEE) 7%, i&#¥ [Date & Time]l (HHAFN
BtiE]) , BCE NTP BRSSES.

B3 [DLP Setup)] (DLP &) mi%, £ [SIEM], BLE Syslog/SIEM
AR 552509 IP btk

Bl E GTB Inspector
T#; GTB Inspector B ISO 3CEf1& 245712,

[

1 https://gttb.com/downloads/
12 https://gttb.com/downloads/
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ITHABREMIEITIER, B 1SO XXHREELML.
HITHIMRECE, Wl DNS i25%. A Inspector fRS5E§ D ECERAS IP it
HBECE LAN OF0 WAN O%F . i¥4i5RE, &0 GTB ~FR%%4ERE.

FERERIAEIE, BF GTB Inspector fRZEEH Web AR R@E. BEH
Administration > Licensing (32 > {F8if) , EEFTIEXH. Tk
B, EB&R%.

## [Configuration] (BLE) 71%, %+ [Email Alerts] (HHHE) ,
Bt E SMTP fR%E.

&8 [Configuration] (BLE) 71%, £+ [LDAP Integration] (LDAP
£ , BEEERRSEE

#:# [Configuration] (BLE) T1%, &#F [Network]l (W%4) , IR1E
FEREBEERN

B [Configuration] (EL&) Ti%, i&# [SIEM], BLE Syslog/SIEM
AR S5 2580 IP ik,

B3 [Configuration] (ELE) 71, #%+¥ [SSL Proxyl (SSL Kif) ,
EEAMES (FH) , AT SSL #E.

#F [Configuration] (FZ&E) T1%, %+ [Central Console] (HR
EHIE) , WA GTB FRIRZFJ/AVEN R . AR Inspector FIFRITHI G
Z (BB AR

£ GTB thuFHl & L& ACL HN

EFHhRITHI A/ Web i AR M . 85 DLP-Setup > Network DLP(DLP-
& > W% DLP) .

B [Categories] (33FI) THI<Inspector server name> (Inspector Ak
FEREAR) o

Bd [Add) GHRi) %40, ¥4 [Add New ACL Rule] GRjfngEr ACL
0D 'O

[

Add News ACL Rule

Name*

IR K E K @

Policy/Sets Action Alerts File capture
.
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B & [Name]l (&%) . [Protocol]l (1) . [Sourcel GE) .
[Destination] (BAY) #1 [File typel (THEHRD) S,

#4 [Protocol]l & &% [Anyl , Inspector &M FT B ML
A: XARESFtteE (MR SEATNEFREERX) -

7£ [Enforcementto] (MA) &, Bif [Add] GHmM) BLERER/E.
RIS IMERFS (CCN) iR SHIBRIA KRGS, B R Fh R .

EIFEHITRIENE: Log IBFEHEE) | Block (PEET) « S-PFHERFN Pass (A
1)
i%4% [File Capture] (IHRE) &I, RENRHIE.
g3 [Savel (IR7E) o
B [Deploy-All] (FREZER) , BFFRIEKLEZE Inspector,
(AIE) BHBEZEHN, ARG ETESLX MM THR . MK EZE
)l uY
ERARESEEENTHOIRBIBL

R RITHIE EBE T [Help) (FBh) 71%. £ Windows 24+ T3 [GTB
Security Manager] (GTB & &IE8E) .
BITREEF (5ltn GTBSecurityManager_15.3.0.msi) . 1# R HIE R
RZE. RETE, EBAS.
1% [Run as Administrator] (LIEERBHIE1T) Bah GTB REEE
%%o
B [Settings] (G&E) . MIAPRITHI GRS MY IP #blit. A& F0
THREMET. B2F [0K] F@EE) , ®"RERE.

e Global Settings [ x|

| Connection | Advanced | Network |

213

Database IP Address ]10 .100. 0 .175: (17023 |

Login (Customer Code) Im)fﬁngerpn'ms l

Password |

OK l I Cancel
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1%£+% [File] (i) 3z#, B3 [New] (F7iE) 71 [New File Profile]
(FTCHELE) , FTHFHEQ, EECH/ ST REERL.

IR RIS S S . BETFETXER, ZXERTHREXL
HE S, RIPFAXLECHEIEIRN.

= 5 Computer (&8 anomalies
A banomaly udp_liste..
+ L\ ) udp
D"' C , & chicken
= -‘. DA ﬂExpenmerﬂ DataC...

[+ Dfﬂ boot bmachme_sim
. = (@ ntp_status
+ ' Dr-_-j EF' & OpenPortFinder
[+ ‘fj PTDJeCtS (€8 performance_logger
: F: (& robotenclave_perf
DT‘ oy .arobotendave_pon.‘,
' D'Lj System & RoboticEnclave_...
$5 Network Shares (@ socket
- . @4.5.py
52 Subversion Repost 5 @ peskiop

2 SharePoirt Reposit B @ scp_tes

B [Savel (IR7F) . %#E [Location] (fIE) , REHELIE.
BEHERERR, FiatEEL.

7£[Output] (i) BOFEERMHAE . I5NEIETE, B [Close)
(KEAD »

Fingerprinting

/ Processed Skipped Total
570 140 570
Fingerprinting - 100.00 %

.|

214

%3 [View] (&F) 38, B3F [Profiles] (FE) , ITHEEEO,
HEEFHELE.

EFAROENEE, A% % T [Start Monitoring]l  (FFIRLEHE)

B REE, XH42ER7E [Currently Monitoring] (HETAHE) 7@
F,

BREFHhRITFHE, %% [Account Manager] (TKE&IE8E) , B
[Refesh Polices] (RIFTRER) . FRHRIERINER.
Info X

Fingerprint policies successfully synchronized
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%% DLP Setup > Policy Management (DLP Bl & > HRERETIE) , W&
[Default] (EIA) , ITHAFED.

#d [Add Policy]l CGRNKRER) .
BEHETRIIR, EFEXH.

B [Savel (R%E) . BEETRGE, REAXSBUETIEIAHNXHSE
ERMMBIR A T ACL BIBIAMLE DLP HBEh. FAIEKIA{E R SSN, CCN
# File.

Sfl@iasaXnEbER

FBUEE—R R RIFEIE— N BHEE (Profile) . HEEMECELT Start
Monitoring (FIEI5HE) KT, SEFNTESER:

Profile

GTB Security Manager is currently monitoring files from another profile. By
clicking Yes, monitoring will stop for C:\Users\wnd1\Documents\GTB
Information\Finger Printing\ProjectsFromCRS.prf profile and start for current
profile. Do you wish to continue?

N

AR LRIk GTB REEMER, (FAEEMBIRSCHIFREE. 81EX
3k, BERAFERNBENNXHHREER S . BEEEXH (Profile) 8liE#E
G EREIFRIEHI R, MABREBERXHRPT. AFHITIEK
B A FBE IR .

e HZHhIIEHEI P AIER ACL MNEHl. ACL MM EZ TR
GBS, a5 ARNER RS T H AN .

4.15.6 XM EERIEER N

£T GTB EMBKRINIGIE, RBME PCS h&ik GTB EXIMLEHIERE
#hl. ERGETHIE, £ REFRFEHITELRBRE.

4.15.7 e B BIRE R X HERE
x
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4.16 Graylog
4.16.1 HARS Rk

Graylog E— M FEMBEEEIETE. TRENMAZHEIRBEWRERR. EEHIE
MEHRIEHHITRIAMNES. Graylog T RAE=HFUESE (40 beats, fluentd 1
nxlog) IRt EFE EEIE, JHEIFHN Graylog B, AI#ITSERTIRH., BEE., 18K
FFELIRE, IBEE (Processing Pipeline) AiXLtip{EiZ it TE KR EM .
EEBRANIERIEE, ATURBESENS. £H Graylog, AREZAUSIENE
2, EPRIIEFR, TREH,

ELAR:
FE=GR, BRFNEXIHF;
RE. THIES, TAERMERETEWERRE;
IEAFER Linux liiAR, FEEERAL, BIAEY Docker B,

MREBBRERGTERE, EAFE, BERD Kibana (IRE) Filt
BRI AEPAESHSMINGEMTIRULIIR.

4.16.2 75 RIZHMEAREED
Graylog A THARE N (BRE15E6F) .
4% I 4%
EHHEER
HYE
4.16.3 F R FAH

PR.DS-5, PR.MA-2, PR.PT-1, PR.PT-4, DE.AE-2, DE.AE-3, DE.CM-1,
DE.CM-6, DE.CM-7, DE.DP-3, RS.AN-3

216 4.16.4 5 REHEEAE

113 http://docs.graylog.org/en/3.0/
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Legends
Graylog Syslog

RIZEHIE R G R B

Management Manufacturing DMZ
Microsoft s
4 ml‘OZIOO?J.'
lC‘.JCOS . v
Network
Manuf. System
Router/Frrewall
Management LAN - 10,100.2.0/24 Manufacturing DMZ LAN - 10.100.1.0/24 .
Cybersecurity LAN
NTP) THEHVE  Neseys i, Microsoft Symantec 618 veeam  Graytog Windews
u:o:v Incident Resp.  geanner ActiveDirectory Antivirus - SEPM Deta Loss Prev. Replication . ¥k o
10100015 1910005 10100025 1010001317 1010005 A0 I TE o o 20200014 10100012

PCS LAN Router

10100040

1721631

1721624

4.16.5 ZEHASEE
L7 RREMAE R

TRZ

Graylogf>l iR

246

Englneering LAN - 172.16.3.0/24 §

Local Historian OPC Scrver

1721625

Supervisory LAN - 172.16.2.0/24 )

Rz

1721611

HMI Prant Controlier
1721614 1721615

Plant LAN- 172.16.1.0/24 ||

Supervisory PLC
172162102

DovicoNet to
Field Devices

!

Manufacturing Process

WA

Hyper-VE#IHL (1K) -

o QbIBIE: EMANUZ

* A%E: 6GB

o WifE=S(E]: 32400 GB
RIE SREMNELIE &GP EIRE
350+ GB#iiEEA TEiIEAE

o P4 1N WLEIERD S

s B{ERY: Ubuntu 14
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HREE

EI HMKL LB Hyper-V X REE L, HE MEEFNE
UHL Cova) . FEEHER ER.

ZIRFBNEFPHIRIERSGH IP BLEWN REIR:
- 1P #uit: 10.100.0.14

-3 : 10.100.0.1

- FRI#ER: 255.255.255.0

- & BRS5EE: 10.100.0.17

1R#E Graylog Z25k, 7ERG A& EFFAL UDP 514, 5415 F1 1202 @x O, X
£ X ik Syslog iE 2. 1¥1E 2, iFiA18] http://docs.graylog.org/en/3.0/.

MRECE
RIBFRIEFARIRIER S, M Graylog MiE TExTR LA,
iR Graylog fef#t T — M ECERERM., AFWRASUNIE.
A Linux 20 E—1ES 1P it GEIERA) .
&% Graylog FUR{EIREA, RERRHE.
FRARANZIEER Web A, FXNEHERZNE.
BN TEBREENBRER:
- i%3%¥ System > Authentication (&% > AIE) .

- 87 [Authentication Management] GAIEEIE) TiE LK
[LDAP/Active Directory] (LDAPSEZNBER) , BLE AD BRSE.
TELRIREA, 15517 Graylog 3 H4.

- 8 [LDAP Group Mapping] (LDAP 4HBRET) , BLELRMET, LT

218 HISTAR PRI ERE, REEE, BRBARFAE.
M Windows R E5#EIL Syslog

f£A NXlog"" #1214 T BIERA Windows R4t hiIEH4E 4 3 Graylog ARSS
28, #XHKR NXlog AT 2= 1E .

FEFTAEHEX Windows E#HL ET# . &% NXlog.

“%%8 C:\Program Files(x86)\nxlog\conf B3 T nxlog.conf 324, 1R
BEE, KB %3 Graylog FREZEME AR,

flgn, BEEMN T MIIEIMubss & T5)& K54
System (£%t) HITH 1074 EH: REER
Application (M) 57| TH) 1034 Ht
Security (Z%) K7 THY 4625 E4
Security (Z%) 7| TH 4689 EF1 C:\Program

14 https://www.graylog.org
15 http://docs.graylog.org/en/3.0/pages/installation/operating_system packages.html

16 https://nxlog.co/
"7 https://nxlog.co/documentation/nxlog-user-quide/
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Files\..\Rockwell\Rsvsc.host.exe i##2: T HmE/REMLRGEELIET

« Microsoft-Windows-TerminalServices-LocalSessionManager 25T~

HErEEH [*] : BREFE. BHES
« Veeam ZFITHY 190 H: ZMW5ERK

- FTDiag BRTH 1001 = : iX2H Factory Talk BRI HERMBEX
=D, RMIAEXRM

&£ E 8 nxlog.conf XA TN Ef7KR:

## Please set the ROOT to the folder your nxlog was installed into,
## otherwise it will not start.

#define ROOT C:\Program Files\nxlog
define ROOT C:\Program Files (x86)\nxlog

Moduledir %R0O0T%\modules
CacheDir %R0O0T%\data

Pidfile %R0O0T%\data\nxlog.pid
SpoolDir %R0O0T%\data

LogFile %RO0T%\data\nxlog.log

<Extension _syslog>
Module xm_syslog
</Extension>

<Input in>
Module im_msvistalog
ReadFromLast True
Query <QueryList>\
<Query Id="0">\
<Select Path="System">*[System[(EventID=1074)]]</Select>\
<Select Path="Application">*[System[(EventID=1034)]]</Select>\
<Select Path="Security”>*[System[(EventID=4625)]]</Select>\
<Select Path="Security">*[System[(EventID=4689)] and
EventData[Data[@Name='ProcessName’] and (Data="'C:\Program Files (x86)\Common
Files\Rockwell\RsvcHost.exe")]]</Select>\
<Select Path="Microsoft-Windows-TerminalServices-
2 1 9 LocalSessionManager/Operational'>*</Select>\
<Select Path="Veeam Agent">*[System[(EventID=190)]]</Select>\
<Select Path="FTDiag">*[System[(EventID=1001)]]</Select>\
</Query>\
</QueryList>
</Input>

<Qutput out>
Module om_udp
Host 10.100.0.14
Port 514
Exec to_syslog_bsd();
</Output>
<Route 1>
Path in => out

« %7 nxlog.conf 3, EE NXLOG Windows AR%. & &1%E Graylog
BR$588 41X Syslog (FH) . BRFZIERBEN, 1BEKE nxlog.conf XA
EEGESHKEERDIES, nxlog.conf XXX HEIFIEE B,

- %3 Graylog Web &E, &# Windows #HIEH. &3 [Sources]
GBE) 3, &FE[ Selected sources) GEFIR) IR P ESEE Windows
I*}’LO
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Selected sources

Show:

Percentage Message count

Top sources

5 )f 6. Q

40 - Q

a
Q

) a

02 Q

) a

- AAERER, EERPERFANAER, #RENES.

f5lan, IBENBEKREMG, EIE RZIEP /N source : <windows hostname>"
(B: <Windows £#1%&>) , A TEFAR.

Search Streams Alerts Dashboards Sources System «

m Search in the last 5 minutes

source:fgs-47631ehh.lan.lah

Search result Histogram
Found 93 messages in 23 ms, searched in dex. pes L ALSENTR, A
220 Results retrieved at 2017-08-17 10:32:53. ©:Neae; Quartey T THRERS i o, st

Add count to dashboard «

More actions -

&N B RITHI2SHY Syslog BL &
- RUOTHR, EEEHlsE EERFEZ:

a. FTFEITHIES _EARYGroup Policy Management Console (4B 3RH%
ERIEHIS) .

b. “wiEDefault Domain Controllers Policy (ZRiAlEiizHI2E5RER)
B EFRIGPO, HEIFRIFITHIZEOU.

c. iZ#Computer Configuration > Policies > Windows
Settings > Security Settings > Local Policies (GtE#HIEE >
REE > WindowsiZE > RLIKE > AMIKEE) , BMEFRE
FETEXER, BHASuccess/Failure (FII/AEM) &E.
TEABREZIE S BOARITHI 25 RS, #HEeE.,
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=} Group Policy Management Editor |L|E
File Action View Help ]

o 2m X2 BHE

=/ Default Domain Controllers Policy [LAN-AD.L ~ || Policy i Policy Setting
4 &l Computer Configuration _ Audit account logon events Success, Failure
4 [ ] Policies Audit account management Success, Failure
b [ Software Settings Audit directory service access Not Defined
4 ] Windows Settings - Audit logon events Success, Failure
b [ Name Resolution Policy Audit object access Not Defined
&l Script.s (Startvup/Shutdown) Audit policy change Not Defined
3 Efcunty Settmgs . Audit privilege use Not Defined
4 ‘Ei SOl P?I|C|es = Audit process tracking Not Defined
4 | Local Policies 3
jﬂﬁl@i 4 Audit system events Not Defined
| UserRights Assignment
7 Security Options

d. (7Nik) BREE, FHAdvanced Audit Policies (R EI%E
B%) RARBLBCHIRBIMNENEIRRE, LUEXETZAIEH#H
TR E B HAYIEH,

4 [ | Windows Settings A
b Name Resolution Policy E Advanced
& Scripts (Startup/Shutdown)

4 Fh Security Settings Getting Started
[ :j Account Policies Advanced Audit Policy Configuration settings can be used to provide det
E Local Policies and resources, and verify compliance with rules goveming the managem
G Eventlog

b
P
b Wy Restacted Groups When Advanced Audit Policy Configuration settings are used, tH
b g Sy st_em Services l‘\ policy category settings” po:ycy sem?\g under Locgl Pdces\§ec
b ('@ Registry
b @ File System
b _-__7‘ Wired Network (IEEE 802.3) Policies
p [ Windows Firewall with Advanced Security g Moro gbout

| Network List Manager Policies B Which editions of

b Zaf Wireless Network (IEEE 802.11) Policies A summary
p || Public Key Policies = CalBacies Confiquration
I || Software Restriction Policies i | [FAccourt Logon Not corfigured
b || Network Access Protection Account Management Not corfigured
p | Application Control Policies Detailed Tracking Not configured
2 2 1 b @, IP Security Policies on Active Directory (ADAP.INTERNA DS Access Not corfigured
4 | Advanced Audit Policy Configuration Logon/Logoff Not configured
4 1% Audit Policies Object Access Not configured
b 5 Account Logon Policy Change Not configured
b 3 Account Management Privilege Use Not configured
b & Detailed Tracking System Not corfigured
b G DS Access Global Object Access Auditing Not configured
b & Logon/Logoff

. YRIEIEIEHIRS LAY nxlog.conf XX, A REXFEH. RIBFEMEE
1D, ZEJZ nxlog fR%-

- RINTHEZ % Active Directory Content Pack GEZIEHRASH) -
a. MGraylogmifa FEEFIERASTES,
b. REZENERARBEN, MITGrayloghks=s LAIUDP
5414555 O LA R M RR A IRRIRE -
c. &3RGraylog Web®i H, HEizSystem > Content Packs (#%4 >
NE|) .

"8 hitps://marketplace.graylog.org/addons/750b88ea-67{7-47b1-9a6c-cbbc828d9e25
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Search Streams Alerts Dashboards Sources System

Overview
Search in the last 5 minutes v

Configurations

‘- ‘ Type your search query here : cos anber. ek Fouwd® Aiip weg. Nodes
— Inputs
Outputs
Search result Histogram Indices
Found 82 messages in 15 ms, searched in 1 index. © Vedr. Suane, Mot Logging

Results retrieved at 2017-08-17 10:50:35.
Authentication

Add count to dashboard v || Save search criteriz ‘ 2C - Content Packs

d. B [Import content packs] (BEAAZE) . NG,
[Select Content packs] GEEFEHEE) ToEREHER,
BIRISAHAEE.

Search Streams Alerts Dashboards Sources System / Content Packs «

Content packs

e Find more content packs in the Graylog Marketplace.

Select content packs

Active Directory, Windows, Operating Systems, Security

222 Appliance

Grok

Import content pack

e. Bt [Dashboards] ({{Fk#) , EEENBFHAPMEFEN
&z, RERIZADIRSREMIN K IXEE KB Crayloghr$say, FF
WBABERENRE.
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Streams Dashboards

Dashboards

e Take a look at the dashboard tutorial for lots of other useful tips
AD Computer Object Summary (7d)

&2 AD Computer Object Summary (7d)

AD DNS Object Summary (7d)

&2 AD DNS Object summary (7d)

AD Group Object Summary (7d)

&2 AD Group Object Summary(7d)

AD Logon Summary (2h)

&2 AD Logon Summary (2h)

AD Summary (7d)

&2 AD Summary (7d)

f. ENREVERENERRSINES. BARSHENG, &
REMG (NMZEILRBE) .

Dashboards Sources

2017-08-17 11:09:09.711

bearch result

lound 95 messages in 19 ms, searched in naex. 2017-08-17 11:09:08.000

esuits retrieved at 20

2017-08-17 11:08:58.690

S
223 Fields Decorators 2017-08-17 11:08:59.000 AN-AD fan lab

¥ U Authent geNa

» & Category 2017-08-17 11:08:56.000 AN-AD-fanjab
. o

»

» pee eived

. T 2017-08-17 11:08:56.000 LAN-AD lan lab
’ t

»

% 75 B K I 4% 18 2RI Syslog
- JBid Web FE KM LITH HERMEEZHRAN/ERHZR
(£ Web R i£# [Syslog] =t [Monitoring] (I51%) 3.,
- I Graylog BR$52509 IP thit, REIRE.
- (FER®STFE) SR ExE, BRAS.

{5040, Allen Bradley Stratix i R 2§ EIEITUN T 44, 4% Syslog 2| Graylog
BRS5 2209 P ik



2019 9 B RIZEHE R B

#enable

#configure terminal (config)#logging enable
(config)#logging 10.100.0.14 (config)#logging
trap informational (config)#end

#wr mem

o B E=EAn

HMEM, MTFMKEELEREE, Graylog & &a IP M AZEN B
BARE . XREAFE MR IEFHENERATE. BT HRIXE,
Graylog NE 7 —L4F 14, tLanEE. M. Grok IRNAEHR KR .

. %% System > Pipelines (&% > &i#) .

. B3 [Add new pipeline] (FiE&E) , SIEHEE.

- #i# [Manage Rules] (EIE#HN]) %4,

- B [Createrule] (GIEHN]) =4, FHEHN, BFHEEEXEK,

TEIERT%&HN Correct PCS 8300 Router Name HIE BHIIEMEE R HIA
R B9#E0| Correct PCS 8300 Router Name, NFA#N|fE, Allen-Bradley 21 % i%
B EERERP ERETRENZ.

Pipeline Correct PCS 8300 Router Name

0 After each stage is completed, you can dedide if messages matching all or one of the rules continue to the next stage

Details

224 T

Description
Created:

Last modified:
Current throughput.

Pipeline connections
Pipeline Stages

_Szage 0 | | m

Title Description Throughput Errors

19 http://docs.graylog.org/en/2.4/pages/pipelines.html
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Rule source

1 rule "Correct PCS 830@Router Name"

2 when

3 has_field("source") AND contains(to_string($message.source), "10.100.0.40")
4  then

5 set_field("source", "PCS-AB8300");

6 end

[Search] (%) TiE LR R EH 2 PCS-AB8300, FnlN|hf & Hy—

=
g_ra\/ Search ~ Streams  Alets  Dashboards  Sources In0/OutOmsg/s  Helpv  Admi
2019-03-28 12:20:28.980 PCS-ABE200
Search result
Found 141 messages in 12 ms, S—
S 2019-03-28 12:20:26.371 PCS-AB8300
2019-03-28 12:20:26.371 PCS-AB8300
Add count to dashboard v
2019-03-28 12:20:26.371 PCS-AB8300
More actions 20190328 12:20:26371 PCS-ABB300

225 o B S EER B F

AR ABEXNEHREMESEHREHFELE. TN Windows ZF
IR E] Veeam &ZNHEXEH A, NBMAIELE Graylog & iE#BEFEE.

APAZEBRBX NP REX BCHEEXEEE .
EQAMEGEM, MFITNTESE:

- B3R (Steam) .

- WINEEEN.

- BB

. E$FE[Streams)E®, HBF [Create a Stream] (8)E57%) , #A [Title]
(¥5@2) . [Description] (i%EA) #1 [Index Set]l (Z&E35|%) (EAEK
A& Default index set) .

- B [Savel URTE) , REFIRE.
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Editing Stream N

Title

Backup Notifications
Description

Backup Messages
Index Set

Default index set

[ ] Remove matches from 'All messages' stream

- 1&#F [Alerts] (FE) X8, BFH Manage conditions > Add New
Condition (EIEEM > FEKRMH)

- 7£ [Alert on stream] (FER) THRIIRPEFELTCENTR. &
[Condition type] (£&#2E8)) Thi%lFz % [ Message Count Alert
Condition] CGHRITHEZEEM) .

Condition
226 i

Alert on stream

Backup Notifications

Condition type

Message Count Alert Condition v

- B [Add Alert Condition] CGRIM&EEEM) , BENEIN.

- B [Savel (R%F) , THEE (AXIRNHBITHEERMRIRA,
ZRT
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Update Veeam Backup Alerts

Message Count Alert Condition description

This condition is triggered when the number of messages is higher/lower than a defined
threshold in a given time range
Title

Veeam Backup Alerts

Time Range

-

2 -
Threshold Type

more than Az
Threshold

° * I
Grace Period

! =
Message Backlog

1 =

Repeat notifications (optional)

BB, SEWNT:

a. BHEAH LA [Manage notifications] (EIEEE) .

b. B3 [Add New Notification] (FriEiEa) .

c. M [Notify on Stream] GEFUR) ThiflRPEFZ BIEIERN
A

d. M [Notification Typel GEFIEHE) THFIFFiEEF [Email
Alert Callback] (EBEFEZEINE)

e. #i [Add alert notification] (ETEBREEE) %40,

f. #rEl: <MIANKNZA>, f5l20: Veeam Backup Alerts (Veeam#& 5
HE)

g. (t5%E) dEEH: “VeeamZ AT IB: ${foreach backlog
message}${message.source}${end}’, SLFrE{EF XSS, Y
BIEAERHN, RTE.

h. &#HAN: <k Athit>

i EBEFAE:
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EEHIA . ${check_result.resultDescription}
HEA: ${check result.triggeredAt}

% ID: ${stream.id}

AR : ${stream.title}

iR : ${stream.description}

HELZARER: ${alertCondition.title}

${if backlog} A &HEZ HIE 2.

${foreach backlog message}${message}

jo BYAP: RIEFEE, #EHEGraylogFF.
k. WA BUCEEZERANS ABTERE bk
. Ed; [Savel UR7E)

MXFR SE AN, WRECELER.
#HIEER

B4 E MR, %% (WEFR. Microsoft DNS. Bro IDS. Cacti,
HHERF) , MEBFZHREEMGEETR,

MEELE, FTSEHEXESER™.
?égAn_.-n

EERERAGWHESS . 3T Windows Z i, A nxlog.conf XiEidiE
=4 ID, TESHEEHER, LUBRERAEEY, HMFN Graylog FRIE
ZIRIEFN Graylog BRZ=SHUE (A M RE. (FRAERIEBAEZET, REFELERLF,

228 #1285 (Process Creation) ZHR|&rr 4 KB THES.
4.16.6 X4EERYEER

#[8% Graylog MBI LZRMEMEMR AN (EFERFEN) , RAMWLESS
ARG ERERISIN .

4.16.7 RN B BIRE R X HERE
x

120 hitps://marketplace.graylog.org
21 hitps://jalogisch.de/2018/working-with-cisco-asa-nexus-on-graylog/
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4.17 DBAN

4171 ARG RELR

DBAN B2— /" BRI BRI MIERF, AFEEA, HRBEEEERE
IKFNE IR N 2B EMEIEE T . DBAN —;FFEEEL/EIEWLEFH:FB’EE?EEE
M TEZSEEMEMNEFE, ERRZA, ER BEAEXETRTEEE.

4.17.2 FRIEHHOEARES
DBAN 2 LATH ARG (BRE1EFL6F) -
S £ S upi

4.17.3 FRETHF
PR.DS-3, PR.IP-6

4.17.4 FREHEEREE

Legends

® DBAN Bootable media

Management
Microsoft
ActiveDirectory/RADIUS
1010023

Manufacturing DMZ

DZ Historian

“ Management LAN - 10,1002.0/24 4 i

Cybersecurity LAN
,np/p", Thetve  Nessus Vuln Microsoft Symantec ) Maoseis Graylog Windows
opmAum 3 Backup & <
10,100,017 mcuem!aesu Scarnner na»eoveam Antivirus Data Loss Prev. Reniicat og wsUs
229 | 10 xo( 15 05 10100025 1010001317 10,100.05 10.1000.175.476 (%00 D;, 10.100.0.24 010001

Plant

PCS LAN Router (OSPF)
10.100.0.40/24

\_ 101003.1

Engineering Workstation
17218310 1721614 1721618

“Engineering LAN - 172.16.310/24 { il Plant |

Local Hisk OPCW Suoew PLC
751624 1855 Ay3162402 Manufacturing Process

Supervisory LAN - 172.16.2.0/24")
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4.17.5 RERNIPSEE
Rk

- T%i DBAN ISO 3142,

- ¥ I1SO 5151254 1ISO X #4%I% %) CD/DVD =k U & .
BIESER

- FRAECENSISERHNEEFENITEN.

- BEfE, EEREEEEER. BRARR—RERTASHIERL.

Darik’s Boot and Nuke

Warning: This software irrecoverably destroys data.

This software is provided without any warranty: without even the implied
warranty of merchantability or fitness for a particular purpose. In no event
shall the software authors or contributors be liable for any damages arising
from the use of this software. This software is provided “"as is".

http://www.dban.org/

Press the FZ2 key to learn about DBAN.

Press the F3 key for a list of quick commands.

Press the F4 key for troubleshooting hints.

Press the ENTER key to start DBAN in interactive mode.
autonuke at this prompt to start DBAN in automatic mode.

- REFEREGE, BUALIERNE short DoD 5520.22-M", AIRIEA AR R
SR ERRANHITEL.

230 - REBRERT, BaERER. TRERE, BRETWATIRT:

BBAN succeeded,
11 selected disks have been wiped.
emove the DBAN boot media and power off the computer.

ardware clock operation star e: Sun Aug 13 15 136 2886

farduware clock operation finish date: Sun Aug 13 15 188 2886
: to floppy disk... a floppy disk in S format was not found.
Press ENTER to save the log file._

- BIRARE, BYEEREMRERL. X, BEFEURERET

122 https://dban.org
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HIEER

FAEPTAREEEATUR IS EER. ESEASNFENEALTRNSIEEER
TR, FEFBRFREX @OEIN, HITZELE.

4.17.6 XM EERIEER Y

#T DBAN By HBIZ X FEMMNE (EFIERGZINED , REMAEIFR
Gt RERYRZNE o

4.17.7 EEM B BIRE R X HERE
x

231
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418 METESHEE
4.18.1 HiAR S RELA

FRAMEIERSRERR, FIERAEHEREMESHBMEE (NddlK.
RN R, FRBEIERZME DB E NI, EHEEENMRS
BRI S

F A BR R ES AU AW TH BEH TR 43 ER

4.18.2 FRIEHHEARES
ME DB SREREUTEAREN (BRE1EFL6F) -
- MENESRE

4.18.3 FREMAYFA
PR.AC-5

4.18.4 F5 RCHESHE

Management Manufacturing DMZ
Acmeuh::::}y‘fnumrs DMZ Historian

10.100.23 10.100.1 4

Cybersecurity LAN
NIP/PTP Open-Audit Thetfive Nessus Vuin Microsof! Symantec GIB Veeam Graylog Secunty Windows
Clock 151000 177 Inedent RESp.  seanner ActhveDfrectory Antivirus Datar Loss Prev. Backup QOnion wsus

10100015

Sysiog
101000175176 10100020 10100014 10100026 10100012

232

PCS LAN Router (OSPF)

P'ant 1010028 10 100.0.40
= 1721611
..... 1721621
@ \ 1721631
Switch
ineering Workstation = HMI Plant Cormrolier
Eng .‘72":6“0 33352 6 1721614 1721615

Switch '

721625 172162102 Manufacturing Process

Locat Historian OFCServer  Supervisory PLC
1721624 i7.

_"_6 c TS

VIANZ=1721820/24 )
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4.18.5 ZEHASEE
INEEFE R
LD EGE RN
B 38R e
& {TFirepower Services FTD "
HBHASA 5512 6.2. 360 T — B A b FIE RS
Allen Bradley _ g —
Stratix 8300 Bk bE . BEERES T1EERTT
S WKL L R[/IBM R
TR T WEREHIEM AL R BB/ AEER ASA 1910 :
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@ Allen-Bradley [JEsogteassuum

@ Dashboai
O Network | Port Settings
Physical Port Table
Port Name = Description Port Status | Speed Duplex

O Fat/1 Supervisory VLAN1 Switch @ Auto-100Mb/s Auto-Full

O Fa1/2 Control VLAN2 Switch Q Auto-100Mb/s Auto-Full

O Fa1/3 Engg LAN Workstation Q@ Auto-100Mb/s Auto-Full

O Fal/4 Uplink to Cybersecurity LAN @ Auto-100Mb/s Auto-Full

O Gil1 Mgmt @ Auto-1000Mb/s  Auto-Full

O Gi1)2 Q Auto Auto

Heh—§& Stratix 5700 Z#HEEZE 8300 HHEEM Fa1/1 O, BTFIAE
(Vian1) T, SZZBiESNiEE P BT 172.16.1.0/24 T,

5 —& Stratix 5700 A EEE KBRS/ Fa1/2 0O, BTFES (Vlan2) F
M, SiZZRIIEZENIEE/ IP BT 172.16.2.0/24 7M.

4.18.6 XM EERIEER Y

BETMESRELRMNEREFERZAEE PCS £, FZREMLH
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BCE T Eh7S NAT R, IFIB) BB -

NEITES:] BFINAT
B0 EY
E[EREETE] SNER
iR pnR i 10.100.0.0/8
R Rt BevEOIP
iy} BIRCREAPNAMDNSHE: &
Edit NAT Rule ? X
NAT Rule: Auto NAT Rule v
Type: Dynamic v :
Interface Objects Translau'on PAT Pool  Advanced
Original Packet Translated Packet
I Original Source:* 1Pv4-Private-10.0.0.0-8 v Translated Source: Destination Interface IP v
The values selected for Destination Interface
Objects in 'Interface Objects’ tab will be us=d
Original Port: TCP v

[ oK || Cancel |
Snort &l
XI5 ACL LM /E AT Snort #:30 :
ACLEIN| &= PN
74 T-DNS-DMZ BEEESeE
B EEM 7 1a) AL HEERESRE
VPN HEEESeE
Editing Rule - Internet-Access ? X
Name i]ntemet-.lc:esd ¥ Enabled Maove
Action  + Allow v At

Zones Networks VLANTags .o Users Applications Ports -

URLs  SGT/ISE Attributes § i M Logging Comments

None

Intrusion Policy Vanable Set
Ba'anced Security and Connectivity v Default Set v 7
File Poicy
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DMZ 4%
JliE DMZ BB E 7 2 IMAYIED, FALUTE DMZ [H R BIREERSS S
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2 System

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
Cisco-ASA
Cisco ASASS512-X Threat Defense
Device  Routing Inline Sets  DHCP
, dm2 & Sync Device
Interface Logical Name Type Security Zones MAC Addr... IP Address
[@ GigabitEtherne: dmz Physica dmz 10.100.1.1/24(Static)

Allen Bradley B X &ilc &
7£ Allen Bradley fik3& EBF T AR INAEFNILE :

4% 43 %
ACL #in|

P4 53 ER
ARENMERCE T ARMMEED, IMTRATR:
#5¥E VLAN1 (4% : 172.16.1.0/24)
=% VLAN2 #20 (M2%: 172.16.2.0.0/24)
TEBEM (M4g: 172.16.3.0/24)
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EIHEO (P Hiik: 10.100.2.8)

@ Allen-Bradley

Physical Port Table

Fal/1
Fa1/2
Fai/3
Fail/4
Gi1/1
O Gi1/2

"\ ™\ "
) U U

) (
2 L

\,
) |\

(
\

Port Name

Description

0 Network | Port Settings

Stratix 8300

Device Manager - Switch

Supervisory VLAN1 Switch
Control VLAN2 Switch

Engg LAN Workstation
Uplink to Cybersecurity LAN

Mgmt

Port Status

Speed
Auto-100Mb/s
Auto-100Mb/s
Auto-100Mb/s
Auto-100Mb/s
Auto-1000Mb/s
Auto

@ Dashboal

Duplex
Auto-Full
Auto-Full
Auto-Full
Auto-Full
Auto-Full
Auto
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WiElEHESIER (ACL) Hu

BT =% Extended (') AR ACL N, INTEFFR. BEMN KB
—MEEERIMEED, EITAEEH -

@ Allen-Bradley

o Security | ACL
Apply ACL
e Add S Edt  MDelete  J Import  J Export
ACL Name/Number Description Type Interface/Direction Number of Statem¢
O EnggWkstn-ACL Extended IP Fai/3 Inbound 15
[0 Manf-vlan-ACL Extanded IP Fa1/2 Inbound 15
O plant-vlan-aci Extended IP Fal/1 Inbound 16

Stratix 8300
@ Allen-Br. adley De.valcexManager - Switch

@ Dashboard Configure

@ security | ACL
ACL List
Port Name Inbound ACL Outbound ACL
Fai/1 plant-vian-acl None
Fai/2 Manf-vian-ACL None
Fa1/3 EnggWkstn-ACL None
Fal/4 None Nene

T E ABEAIER running-config X RIERST ACL:

240 ip access-list extended EnggWkstn-ACL
permit ip host 172.16.3.10 10.100.0.0 0.0.0.255
permit tcp host 172.16.3.10 172.16.1.0 15 eqg 3389
permit tcp host 172.16.3.10 172.16.2.0 15 eq 3389
permit icmp host 172.16.3.10 any
permit tcp host 172.16.3.10 host 172.16.2.102 eqg 44818
permit ip host 172.16.3.10 host 172.16.3.1
permit ip host 172.16.3.10 host 172.16.2.2
permit ip host 172.16.3.10 host 172.16.1.3
permit tcp host 172.16.3.10 host 10.100.1.4 eg 3389
permit tcp host 172.16.3.10 host 129.6.1.2 eq ftp
permit tcp host 172.16.3.10 host 129.6.1.2 eq 22
permit tcp host 172.16.3.10 host 129.6.1.2 eq www
permit tcp host 172.16.3.10 host 172.16.2.102
permit tcp 192.168.100.0 0.0.0.255 host 172.16.3.10 eg 3389
permit tcp host 172.16.3.10 host 192.168.100.10 gt 49000

0151 0) 0 1S
0.0.0.

Wowwwww
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ip access-list extended Manf-vlan-ACL

permit ip 172.16.2.0 0.0.0.15 172.16.1.0 0.0.0.15 log

permit icmp 172.16.2.0 0.0.0.255 any log

permit tcp 172.16.2.0 0.0.0.255 host 172.16.3.10 gt 439000 log

permi-te dp 72006 22000 00000 255 hest w100 100 0 5 dog

permit ip 172.16.2.0 0.0.0.255 host 10.100.0.10 log

permit ip 172.16.2.0 0.0.0.255 host 10.100.0.13 log

permit ip 172.16.2.0 0.0.0.255 host 10.100.0.17 log

permit ip 172.16.2.0 0.0.0.255 host 10.100.0.25 log

permit ip 172.16.2.0. 0.0.0.255 host 110.100.,0.1%7 log

permit tcp 172.16.2.0 0.0.0.255 host 10.100.0.234 log
permit tcp 172.16.2.0 0.0.0.255 host 10.100.0.12 eq www log
permit tcp 172.16.2.0 0.0.0.255 host 10.100.0.12 eq 443 log
permit tcp 172.16.2.0 0.0.0.255 host 10.100.0.12 eq 8530 log
permit udp 172.16.2.0 0.0.0.255 host 10.100.0.14 eq syslog

ip access-list extended plant-vlan-acl

permit ip 172.16.1.0 0.0.0.15 172.16.2.0 0.0.0.15 log

permit icmp 172.16.1.0 0.0.0.255 any log

permit tcp 172.16.1.0 0.0.0.255 host 172.16.3.10 gt 49000 log

permit ip 172.16.1.0 0.0.0.255 host 10.100.0.5 log

permit ip 172.16.1.0 0.0.0.255 host 10.100.0.10 log

permit ip 172.16.1.0 0.0.0.255 host 10.100.0.13 log

permit ip 172.16.1.0 0.0.0.255 host 10.100.0.17 log

permit ip 172.16.1.0 0.0.0.255 host 10.100.0.25 log

permit tcp 172.16.1.0 0.0.0.255 host 10.100.0.234 log

permit udp 172.16.1.0 0.0.0.255 host 10.100.0.14 eq syslog log
permit tcp 172.16.1.0 0.0.0.255 host 10.100.0.12 eq www log
permit tcp 172.16.1.0 0.0.0.255 host 10.100.0.12 eq 443 log
permit tcp 172.16.1.0 0.0.0.255 host 10.100.0.12 eg 8530 log

permit ip 172.16.1.0 0.0.0.255 host 10.100.0.177 log

permit tcp 192.168.100.0 0.0.0.255 host 172.16.1.4 eq 3389 log
permit tcp host 172.16.1.4 192.168.100.0 0.0.0.255 gt 49000
log
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PCS - Firewall - Process - Product flow
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4.20 EEMLKEO
4.20.1 ARG RER
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%ﬁﬁm%n%fxﬁMhﬂAﬁ TiZiE4RIC, BN LEEMMZk, @$1Joﬁﬁ
ML NG EAR2E, AR —umEE i s iR, M—imE iR . NECE R
imARE, XAFREENRREETEES (MAC) HBIbg&ifin) 32 #kil.

WARERARIE, BSTRE, BIERLRA, BHBMHEERRNSELE

e

SRRBINAETIRORE, T, AREEFIMISRAA. HOREFER
HECENH, BREERATHE.

4.20.2 FRIEHHOEARES
EEMEEORBUTEARESND (BRE1EFL6F) -
EEMEEN
4.20.3 FRETHFE
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4.20.4 75 R HEZRE

Legends
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e Corporste
Notwurk
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4.20.5 ZEHFSHEE
EIBMEIE ORI T NS :
imFxri8

i OFRCHEEMA T REMEGEENMNE. ITTRHIERIFE. 2B
PEHIBRH RS ME R 2 M.
%f Allen Bradley &% H 2% F1 32 #4117 i O AR1E -
a. 1BidWebitll 5E &8 & R IZHA/EREZR
i£#¥Configure > Port Settings (L& > iHOIRE) -
EFERRCIRO, 23 [Edit] (R .
7f [Description] C(iBA) FERAMNFRE
B283# [OK] , REFEEHEL.

WA AEGSITEOBMAGS, #RiciKO:

® a0 o

#enable
#configure terminal (config)#interface FastEthernet1/3

description <label>
(config)#end #wr mem

wAREAEE
imO&2g MAC HiibdiE 2R FIEsaRRERZE. FRXMAE, Al
ATV &) MAC UM AR Z B AZE, [HIERESRNATIE ZIENMLE TR
Hl, REBRER, HxFEERATREMEER, REMRLIE. REFVE
FEANZRPImAORN, SIEREEREH%IEEZ Syslog lRFEH (BEMIEF) -
%} Allen Bradley B&E a8 EL Bin R4
245 a. BT Webil S aF B R E.
b. i%i¥Configure > Security > Port Security (EL& > &% > if
O%£) .
c. EBREERELREHBIEMHEO, BF [Edit] (RiE) %
d. @ik [Enable] (FHA) Eix#E, 2i#f [Add Learned MAC
Addresses] CGRMZFIZIAMACHENE) SXFERAMMACHLLE,
e. AMMACHItfE, #B& [OK] , RFERE.
f. BFERMZAIMACHILE, €2 [Maximum MAC Count] (&
AMACHEIIEED) J9ixim O sKRIMACHE S .

T M4&s#g Allen Bradley i1 R EE S RIER D ECE AN TS -

Interface FastEthernet1/3 description Engg LAN

Workstation switchport mode access

switchport port-security mac-address 40a8.f03d.48aw
switchport port-security

ip access-group EnggWkstn-ACL in



2019 9 B AR BUHIIE AR e F 45

T M Hg Allen Bradley i1 R A EIER P ECE AN TS

Interface  FastEthernet1/1  Switchport

access vlan 102 switchport mode access

switchport port-security mac-address €490.693b.c2c7
switchport port-security

E2HXA®O

M Allen-Bradley BEEgS I3 LRI A im0 -
f£E 71 LB FHConfigure > Port Settings (BLE& > wOIRE) -
B REER iR Adown” () BIFRBIRO.
RPFEZERANRO, #2F [Edit] (RE) .
7£ [Edit Physical Port] (4mE4IEiwO) EOH, BUBXT
[ Enable from Administrative]l] (ZEREH) Ak, BE
[OK] . i O#WEAH, EMg&HALis O EtZRmOEx
SEIEETIE.
Allen Bradley 3Z# B2 i OBCEN T :

a0 oo

Interface FastEthernet1/2 shutdown

Interface FastEthernet1/8 shutdown

4.20.6 3 4EERYTEER M
ETEBMEIZEONSIM G (ERERFHZATAMEZEO) , RXMLE
TR LE B4 BEFZ M .

4.20.7 tEEM B BIRERHE X HERE
x
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4.21 HBHEESE
4.21.1 ARG RELR

FHEEIE A 1T & ST RN EIREL . HEELSXNTREER . FHIRERF
HIERGEHLRENHBAEHREGEXEE.

4.21.2 FRIEHHOERES
ATEEI SR EUTARGEN (BRE1EL6E)
- EfE[REE

4.21.3 FRETHF2
PR.PT-1

4.21.4 FREHEEREE

M

Management Manufacturing DMZ
AtveDrEonyRADIUS oz i

10.100.2.3

Manut. System

" Manufacturing DMZ LAN - 10.100.1.0/24 |

Management LAN - 10,100.2.0/24

Cybersecurity LAN

NTP/PTP Open-Audit TheHive  Nascus Vuin, Microsoft Symantec GTB Veeam Graylog Security Windows
Clock 10 100.0.477 Icident Resp.  seanner  ActiveDirectory  Antivirus Data Loss Prev. Backup Sysiog Onion WSUS
10100015 1010005 30100005 1010001317 1010005 101000175176 10100010 10.100.0.14 10100026 101200.012

247

Switch

172163 4
Engineering Workstation HMI Plant Controller
172.16.3.10 332 17216.14 1721645

1721624 1721625 172.16.2.102

Local Histori OPC Server Supervi PLC N
b - s Manufacturing Process

.\-_-x..{

VIAN 2 - 172.16.2.0/24
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4.21.5 &R HEIASEE
NTP RSS2 IFHEMEE DI T :
IR%E IPHttiik gk BN
Grandmaster 10.100.0.15 NTP/PTPAT$h A= Meinberg Lantime

M900

Meinberg M900 /8] iR %5 2%

583 Windows JEZNEFRIMERIBRIATIEEMRLL, TW/AEF EREEEES
RIBTEE B . B ERIX—s, £ T B EREE SIEZEF RIS ERTE BT 4h Meinberg
M900. e Zizig &M _EiiH NIST A ja] BR 5% 28 55 B AT E] o

EEEHIRE EECE NTP

SFAEFIER G HEIE PDC (A EZAGHESNE RITHIE'S, BHEEA
M Meinberg Lantime M900 % & 3% BXA+t 8] .

EiEisHI R AL T T A R TUE A w32Time.exe MSMNERIE IP Hbiik[E] A
8] :

+ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W3
2Time\Para meters\NtpServer

. TE, 48815 E Meinberg Lantime M90O B4 IP Hbtik .

g Registry Editor (- [o 5]
File Edit View Favorites Help
, Config ~ || Name Type Data
1. Parameters || 2] (Default) REG_SZ (value not set)
Security ab] NtpServer REG_SZ 10.100.0.15
TimeProviders ab] ServiceDll REG_EXPAND_SZ %systemroot%\system32\w32time.dll
Triggerinfo 34 ServiceDIlUnloadOnSt... REG_DWORD 0x00000001 (1)
WacomPen ab) ServiceMain REG_SZ SvchostEntry_W32Time
bl Wanarp 35| Type REG_SZ NTP
[ Wanarpvb
whengine
b by Wemsve v
< m > [1IRS m >
:Computer\HKEV_LOCAL_MACHINE\SYSTEM\CurrentContro|Se’c\Services\W32Time\Parameters

R GIARS5 25 LECE NTP

Fr & Windows THEHLEMNER) B R, XL B e ER AR gz HIgs CF
ERRSR) , ELTiE.

EM%GE EEE NTP

FIERGETHMBEMESNZIEI, BAHSZFHEEAFERA NTP 5
Meinberg M900 [E] £648]

%F Allen Bradley i1 7 BRE#EFA3ZIEA, R TSHELE NTP:
o BRI/ AEN Web F@E.

- %% Configure > NTP (Bi2E& > NTP) .

- B3 [Add] CGHRM) .

123 https://support.microsoft.com/en-us/help/197132/active-directory-fsmo-roles-in-windows
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HMIBTELRERY 1P il .
B [Savel (IRTE) .
TRERE RS
HEER
IR ERESENRAERILESHYIEMNE, B RBE.
4.21.6 JERERYEE RN

ETHERLELRMELEFERZASERG XM, FREUWLES
2% 1% BE RIS o

4.21.7 RN B BIRE R X EERE
x
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4.22 RGBREKE
4.22.1 HR G RELR

ATl ST ARSI, FIRAKEINERR. RS mMERM Syslog Ak
SR EITIE . BT, RFFIERSGTE, FEHEZEEFEINZME. &5
T EBEERAFIERFRETERAEFRI.

S RGHRIENE, TEEAXRX, BEETH Linux &%, EFEMNZE.
4.22.2 5 RIBHEOBAREES

RERIEERIRBUTEAREND (BRE1EF6E) -

- RGBT

RGEREBEEEFEAMNIAEBSIE GTB Inspector. i F1AR S & E A K&
Graylog.

4.22.3 FREMAYFA
PR.AC-1, PR.DS-5, PR.MA-2, DE.CM-3
4.22.4 FREMHEEREE

Legends

Management
Microsoft
ActiveDbectory/RADIUS
010023

DMZ Historian
1010014

2 50 Cybersecurity LAN

Thedtive
nmn A . tv'nr Vuin HMAntec
"““"‘ '*'V' A wl)mc tory m frive w:u

1
m
lﬂt\';x
r—
i
el DI
¥ £
Ll
B HMI
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Legends

Graylog Syslog

Management Manufacturing DMZ

DMZ Historan
10100.14

Cybersecurity LAN
NTR/PTP Thefive  Nessus Vi Microsoft Symantec GTB s G Wedows
Clock hcident Resp Scanner ActiveDirectory Antivirus - SEPM Data L““_PE""_‘ il shog WSLS o
10100018 1010005 10400025 1010001317 1010005 101000175176 FePIeaon 10100.0.14 10100012

251

4.22.5 REHASEE

BRGiREMiBiE ST AL, 1 GTB Inspector. Graylog 1 Windows AR
FEBE™WEE (MBAE%. REIEEAPKFE) .

GTBDLP: EfRKAEE, W4.15575,
Graylog: ERERE, M 4.16.5%5,
7 Windows LB H®E#
HWEREREH
- iBfT gpedit.msc, 7EIITHIEE ERTIARIEEIRRS .

- #%%8 [Default Domain Controller Group Policy] (BRiAlsiizHI384H 5%
BE) , SUATELATREEXTSR, IFEERRIN ARSI OU,

- it # Computer Configuration > Polices > Windows Settings >
Security Settings > Local Polices > Audit Policy G+ E#E & > %KE& >



2019 9 R RIZEHIE R G R B

Windows IZE > ZERE > AHbIREE > TR .
- {82 [Audit Account logon events] (FZMKAEFTEH) « [Audit

logon events] (E#%EFREM) # [Audit Objectaccess] (FR#ZXITHR
if18]) % EH [Success, Failurel , I TFEIFR.

™ T -4
OPC_Security01
l Scope ] Details‘ Settings lDelegaﬁon l Status l
OPC_Security01
Data collected on: 5/2/2019 10:41:27 AM show all
Computer Configuration (Enabled) hide
Windows Settings hide
Security Settings hide
Local Policies/Audit Policy hide
Policy Setting
Audit account logon events Success, Failure
Audit logon events Success, Failure
Audit object access Success, Failure
ers
User Configuration (Enabled) hide
No settings defined.
it
LY =]
WZHREL L

- % Computer Configuration > Polices > Windows Settings >
Security Settings > Advanced Audit Configuration GtE#HEE > K
B > Windows iZE > R2RE > SRFZELE) -

« %% [Detailed Tracking] CG¥4HERER) 71 [Logon/Logoff] (&R/F$H)
51% E H Success M Success, Failure (L TE) -

Process_Audit_Policy
l Scope l Details‘ Settings lDeIegation I Status l
Process_Audit_Policy
2 52 Data collected on: 5/2/2019 10:39:45 AM show all
Computer Configuration (Enabled) hide
Windows Settings hide
Security Settings hide.
A d Audit Confi - hide
Detailed Tracking hide
Policy Setting
Audit Process Temmination Success
Logon/Logoff hide
Policy Setting
Audit Logon Success, Failure
User Configuration (Enabled) hide
No settings defined.

Windows — PR&IEIEH
EERRZ FNAMERGE, (UANMEEERE LEGEENRAMK .

f5lan, BT AD BRE M opc-admin, FLAE{T OPC AREZEEARSS, MU
2 BIRFFEEEEIR:

- OPC %525
- IEHIREARSS RS
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BR&IXT PLC B9i51a]
PLC BUZAZEifeBE Br A TIES, XA IFATIEmeh#1TihE].
4.22.6 4EERYFEER N

£F GTB EMERIMNFHME, ZBNME PCS FR% GTB G MEHIH&E
2, ERGETHIE, £EEEPREGHIRMBEFITEILRBE.

#[5% Graylog MR B ZRMUEBMEM AR (EFERZEINEB) , REMNKH
X R M RERI RN o

4.22.7 RN B BIRE R X HERE
x
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4.23 ImOMBRFEPE
4.23.1 ARG RER

MAmOMARSZHEST R, FIERFESLIHZEMIFLBAIZEM LR O AR
5. 1B O~ A IZEEENRS . BURSZSE—NROS, X&, TCP/IP
A LUREIROS XX RE. BEERR O T AR T AERRARSH
EHFRIRO . BidX im0, BEAURERSSFARBIRSZEBENSITHR
KA, BAVENEFEE, EMXANLENIKD, TUAKREDEER. X
LREFRFINIT.

FEATIRERZGHEHTIhEE. Open-AudIT #1 Nessus T EES T FiE
W& HENE TR IR QRN AERF.

4.23.2 FRIEHHEARES
mwmOAMRSHERBEUTEAREN (BRE1EFL6E)
i 1 A0 AR 5 $i %€
4.23.3 FRETHF
PR.IP-1, PR.PT-3
4.23.4 75 REHEZRE

Q

Legends

Management Manufacturing DMZ

Microsoft

Activedrectony RAILS ”?( ‘N:}r. 0o
SRRES? Conporste X

Notwork
\\ ~N
Mt Syiion
N Housee/Frewall s
sement LAN - 10.100.2.0/24 Nanotaciaring BNZ LAN - 101004 0798 |

Cybersecurity LAN

NIBPTE oo At Vg Microsot Symantec o Vessm Graykg
10100028 100025 1010001317 1010005 103000175176 10100010 16100014
- S A S . S s
‘ s Rl =
s & 5 s ) s S
e - - ‘Cybersecurity LAN - 10,100.0.0/2. — -

plant DR PCS LAN Rowtor (0SPF)
Switch R
:m‘"“‘.n1:“;‘,‘?‘““"\ HIH
h

Security Windows
Orion wsus
0200026 16.200.0.12

s
~ -

w R
2
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4.23.5 RERNIASEE

ETI B T T EF TR OFARSZHIE -
M Windows R4t lpr T AR

BRLATER, S RGHHFEMRAOTRIERF

- {£M Open-AudIT FRERZNKMG. EERS, RUHEETHIEF
BERIERREBETHN— LR,

- &M Netstat LREFWES RGEASTHRARZFIERR TCP/IP i

OER.
40, 1T netstat -aon | more Ay FHHIEFE X HIZFRRFF (PID)
¥ Administrator: Command Prompt —— L= | =]

Microsoft Windows [Uersion 6.1.766811]
Copyright {(c)> 288? Microsoft Corporation. All rights reserved.

C:\Users\Administrator>netstat —aon | more

State

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

« 1 Windows {£5&%& EE%%EPE J:L_Eﬁ*tljﬁ’] PID RF#H—L 9. EES
=122 (Windows 7) &1, B View > Select Columns (&TEF > %i#%F
5> , BRPID %I,

255 - 4% [Show Processes for All Users] (ERFTBAFPHIHIE) , #F
FZRHH PID. ZELERKHIZ, AR EH1Z#HTE, &£ Open File Location ]
GTFHNLE) 25X [Goto Service(s)] (GERIARS) , iHlai & 1EiZi#

Q

&BSBSBSBSBS@@@S@@g

&BSBS@SBSBS@@@@@SD
S@B@SBSBSBS@@SSS@

QORI ®
ORI DO®
DRI DO®
&BBBSBSBSBS@@@S@@’H

=}
'FE o
[N INUOWS TSR dnagen m— e | m—
|| File Options View Help
| Applications | Processes | Services ; Performance. 1 Networking EU:-cr:; |
Image Name PID User Name Zoe Memory (Private W, ., Handles ., Description =
System Idi=P... 0 SYSTEM a9 0o 0o
System <4 SYSTEM 00 850 0O
IAStorDataMg... 304 SYSTEM 00 350 0
> 392 SYSTEM 0o 32 0
4934 LOCAL SERVICE 0o 529 0O
512 SYSTEM 00 660 0
=5 536 SYSTEM 0o 1,298 0
winnit.exe 624 SYSTEM 00 81 0 Windons Start-Up Ar
SEIVICeS.CXC 696 SYSTEM 00 359 0 Services and Controll
3 SYSTEM oo 1,148 0
Administrator 00 162 9
SYSTEM 00 286 0
SYSTEM 00 422 0
svchost.exe 912 LOCAL SERVICE 0o 193 0 Host Frocess
svaiost.exe 976 NETWORK SERVI.., 00 425 0 HostProcess
v stoexe 1040 SYSTEM 00 1,463 0 HostProce: in
svdost.exe 1176 SYSTEM 00 193 0 HostFrocess for Win
= o 0 : C c alk Histona
F 1.lDlntAQCnt 1204 Open File Location b 106 0 FactoryTalk Histonan
igfxCUIServic... 1320 108 0 igfxCulService Mcdu
Imgrd.exe *32 1358 136 0 Flexera Software, In
svchost,exe 1412 789 0 HostProcess for Win
speolev.exe 1528 311 0 Spooler SubSystem A
svdiost, 1568 342 0 Host Frocess for Win
FTSysDiagSve,.. 1704 112 0 Rockwell Automaton,
armsvc.exe Y32 1824 Create Dump File 87 0 Adobe Acrobat Upda
svchost.exe 1884 163 0O HostFrocess for Win
CuemtCacime 015 Set Priority " i 100 N CumntGaroar -
Set Affinity... i
¥| show processes from | Endprocess
Properties
Processes 101 cPU U Go o Service(s) f189
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. A A LL{F F Resource Monitor (resmon.exe) (ZiFELSMNEE) #0
Sysinternals F1fY TCPView. T&J TCPView =1,

ass  Local Pod FamoteAdd..  Remots Podt S Senl Packets  Sen|

TCP 7 310
TCP 172.16.310
TCP 12216310
TCP 172.16.310 22 10100015
TCR 17216310 60526 10100016 (43
TCP 172.16.310 64301 3
17216.310 54017
TCP 17216.310
1 1

TCPR 17216310 65109

BHMERENTIRERSE
AT HRAZ A I A Allen-Bradley 8% FHIR R 2RSS

« [ Telnet. SNMP (v1 #1v2) FARERSE. BEEEFEH SNMP, ME
BN F R FE 5 fE A SNMP v3,

. BITTFHGS ((NESE) |, &E enable IRRA .,

#enable
#configure terminal (config) #enable
secret <password>
BRI SSH ijia]
256 BITTHRR S, REITEEMLER SSH /(D)
#enable

fconfigure terminal

(config) #access-1list 1 permit 172.16.0.0 0.0.255.255
(config)#line vty 0 15

(config) #access-class 1 in

mE PLC

BT SERME PLC:

- %% Telnet. SNMP. HTTP &R L2 RS-

- ERBASERNREE], R FTEmGiziEiis] PLC.
4.23.6 e RERYEER M

LTEBNEZEONSEIMGZE (FoiZRAMEEO. BRI Windows 2
FHAARS) , RMKXET ML EER M.

4.23.7 RN B BIRE R X HERE
x
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4.24 BIKBHIF
4.24.1 BAR G RELR

BEiFum O8RS USB inORM TIRRANBRE R, xH RS TEkME
A, AIRiR%ZE. bR, USBin OB £ 51T, AIAMPREI USB BIEM . USB iR
OBBAHBER, FRIEERAR, SNIEEAHIF USB inO/MER THTIZ
. B USB inO8imZAHiEREMNEO, R\EEHF A RBEEABNEO. i
A_Aﬁgg,% MmO ISR EE, FERSE. ML USB in OHiR AT H—

IR, LURIPIEIZR USB RARFERE, BFLEREHNEIEERR.

4.24.2 FRIEHHBRREN
B RBIATRARGES (BRE1EL6E) -
- RAKREHR
4.24.3 FFREIH T
PR.PT-2
4.24.4 5 REHERIGE
|mn1u‘."
"
Management Manufacturing DMZ

Microsoft
Actavolirectony/ RADNUS
10.100.2.3
Corporate
Network
3 A

257

Thehive: Nessus Vuln Microsoft m & w nm“ NGk
A-rcanr masp srarvm An”gm:, ,y nsra Lw; m» ot Clock
anp.uwnr 10:1‘ 10.100.0.15
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4.24.5 Z&KEASEE

#A USB #8091, 1% TIRMHIE . B8 (Kensington) 1R MIBARHO
BUEE, G1F USB RRRI.

FAAR~RIEER LG, BRA/JOHBIRT USB im0
4.24.6 34EERYTEER N

#£F USB im O fiRISEIN 578 (WIEEBRHIXT USB im O i) , =AM
X RGP RERZ I o

4.24.7 RN B BIRE R X HERE
x
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A& AR AaRS RS 25T -

RIZEHE R B

AAA Authentication, Authorization, and WAIE. RANFITT R
Accounting
ACL Access Control List Pl AR AT S
AD Active Directory ESNER
API Application Programming Interface N AREFRmEEO
ARP Address Resolution Protocol HhIEBEAT 1S
AV Anti-Virus BrmE
CCN Credit Card Number ER+S
CcD Compact Disk K
CEO Chief Executive Officer BEEHTE
COTS Commercial Off-The-Shelf (Gl
CSET Cyber Security Evaluation Tool MERETHTHE
CSF Cybersecurity Framework 4% &2 = HELR
DC Domain Controller CE e
DCS Distributed Control System FHRITH RS
DHCP Dynamic Host Configuration Protocol BASENEE Y
DHS Department of Homeland Security Et =2
DLP Data Loss Prevention ARt T R
DMZ Demilitarized Zone EEEX
DNS Domain Name System B RS
DS Domain Services 1R 55
EFS Encrypted File System I #%
FIPS Federal Information Processing BR RS B AR AR
Standards
FTP File Transfer Protocol SRR
GID Generator ID HRE5 ID
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HIDS Host Intrusion Detection System FHNRENERS:
HMI Human Machine Interface AHAE

HR Human Resources ANEIRE
HTTP Hypertext Transfer Protocol HB AR L
HTTPS Hypertext Transfer Protocol Secure B AEmR 2N
HVAC Heating, Ventilation, and Air HR BRE=SET (BRB)
Conditioning
ICMP Internet Control Message Protocol E M= H E S Y
ICS Industrial Control System Tl EHl RS
ICS-CERT Industrial Control Systems Cyber Tz ARG M4 S 2R /)¢
Emergency Response Team
ICSJWG Industrial Control System Joint TERGHE TR
Working Group
IDE Integrated Drive Electronics SRR IFEhER &
IDS Intrusion Detection System NERN RS
IEEE Institute of Electrical and Electronics B 58 FILEMhS
Engineers
IG Implementation Guide S;E e
IP Internet Protocol BB
ISA The International Society of EfrEstirs
Automation
ISE Identity Services Engine BARE5I1E
ISO International Organization for El PR ELLE LR
Standardization
IT Information Technology SRR
KPI Key Performance Indicator KEMEE (530 B4R
LAN Local Area Network ) SIS
LDAP Lightweight Directory Access Protocol 22 BRiFEY
LDAPS Secure LDAP %% LDAP
MAC Media Access Control SR [B)4E
MFG Manufacturing &l
MGMT Management =1
NAT Network Address Translation PI4% H 11 4k e
NCCIC National Cybersecurity and ERMEZLRESBEERP L
Communications Integration Center
NETBIOS Network Basic Input/Output System W& B AN RS
NIDS Network Intrusion Detection System 48 N IR R St
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NIST National Institute of Standards and ERIRESHE AR
Technology
NISTIR National Institute of Standards and ~ [EZRIRESHAMRRAITRE
Technology Internal Report
NPS Network Policy Server 4% SR % AR 55 2%
NSA National Security Agency ExRREF/
NTFS New Technology File System MR H RS
NTP Network Time Protocol P 4% B[] i
NVD National Vulnerability Database EximREHEE
OPC Open Platform Communications HAELXERIBE
0s Operating System BIERS
OSSEC Open Source HIDS SECurity FFiE HIDS &4
oT Operational Technology BEBERA
PC Personal Computer PMAITE
PCS Process Control System TIEEH RS
PLC Programmable Logic Controller Al 4RiZIB RIS HI R
PPD Presidential Policy Directive BREERS
PPP Point to Point protocol J=Pag=yrISNe
PPTP Point to Point tunneling protocol R5TF R BEE N
PTP Precision Time Protocol =5 EREIE 1Y
RDP Remote Desktop Protocol IR E L
SCADA Supervisory Control and Data BIERESHENIEH RS
Acquisition
SDLC System Development Lifecycle REALESER
SEC Security zE
SEPM Symantec End-Point Protection HHE iR RIPETERR
Manager
SID Signature 1D $¥1iE ID
SIEM Security Information and Event ZEEENEHEE
Management
SMB Server Message Block AR$5E8HER
SMTP Simple Mail Transfer Protocol &) B AR AR A T
SNMP Simple Network Management Protocol &) A N R TR il
SSH Secure Shell REHE
SSL Secure Socket Layer REEEE
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SSN Social Security Number xS

TCP Transmission Control Protocol RS H IS
TLS Transport Layer Security THMERE
UAC User Access Control R Pijis)zHl

ul User Interface AP0
UNC Universal Naming Convention 1% A Am 2 B
UPN Universal Principal Name BR TR
UPS Uninterruptable Power Supply N 8] i B iR
UsB Universal Serial Bus BARITEE
US-CERT United States Computer Emergency EENTEN A0 R/ eE
Readiness Team

VHD Virtual Hard Drive EHARE
VHDX Hyper-V virtual hard disk Hyper-V [E¥AER
VLAN Virtual Local Area Network FE A543 )
VPN Virtual Private Network FEFAE A 2%
WAN Wide Area Network I g

wWmMi Windows Management Instrumentation Windows EI2HIE
XML eXtensible Markup Language Al RARICIES
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Bis® B 7L
AMIRFIH T 3o A ER S RIBHIE X o

WHEHESERR - 2SR, Xl ZEERENERER.

FEAX - AGMtHERENEBRAZI M ~ERFENEIR.

[ businessdictionary.com]

KE — WINEENMEST, AMA—MIHMBRELERE, SHRIMFEKRMNEFEE
HEVIFEX

FEEMEN - EEETSHEMRSAEXE~ REF REMER
#%Z4E. [DHS]

BEEMITHE - MEFEREEG. RS, SEMMNNFRMELE, LUEERER
EFREMRE BFrR.

XERE - ARVBEWSHAFNERARSZHTER, THIEZTERENER, &
£, MEFATHENCZIESEES]. [62443]

g — BEIEETEL A WE. Dl ERESBIrHERS, ABETF
ER 38 R 4t oh V1S 2 R0/ SR (E T RE FR € AR RO B 7 50 R 1E BERLRE T 5 | RE RO M 55
Mk, BEPETEIRE XK.

MERE — BEWP. RNAMMERERRFRPESRNEZIZ. [CSF]

YR - RSN TR A S IRERRSI R Bir. ZHEBEEER
WHEEEFTEBRHAFURERAR, X, WEEHEEMBARRHNSHES—MH
FARF{E. [62443 1-1]

B - tIERGTRNLHENSES, SETEIVNENES (B1EKEH.
HBEE) HINEREEWN. [CSF]

B - EANEHRZNGEHNREREFSIESE, BETRESEMITENES
B{ENWYEIES. [Techterms.com]
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R - ARIPRBEMEEMFIENNEREER, RHUTERIES, HEH
LAAIMERE . BB EEMEZRENGE, EX TED, ULIAFHENNBRRELER,
FEIRT L5, ASKURXLEERERIES.

IheE — MJREERNNEEZARART, WEREKRHNNERZEER.

REEH - IFHBERZMEERGEH . REALE, FEZERNERMIE
M ERMNATRAMNEYS, ERIEATEERZEER,. REEFIAER
ERARIAEM. [CSF]

FRE - EETIUEIIMEERS. FIESRAFZMI B HAEETRE
PN, BANMAFIRMZEARER, RETRECNSENERFERG R, ZHREEE
ZINE T2 O ETE BRI EFIHIT & 235 X AEIR . [CSIA.com]

#ligdk s - SHERWMRREE. REEE. MREEANEL. 450, #HNS
ft. BREZE. NRWE. AWFR. 22, EERAFHEEXAER.

P&imIE] — B3 WEERERBE AR (APEEEMIRE) REME.

EBERAR - BEEIEROF/EEE S IR S & SREME RSN
T RVRE G AN E. [ Gartner.com]

ARREIZEERE - —MESESRE, EERFPHEFMESE, BTEMEE
<, USCIUFFETIRE, WI/OEH, iBiE. ER. 1T = (PID) =5, &5,
B BIEFCHLAIE. [800-82]

Profile — %5 E RGeS HLMMER KNI F L FIEFHLER. [CSF]
B#rProfile — W& % &Sty BAREG R KRR RS
LpiProfile - REME R =/ HATIRE

i - ATEMFAERIRGZERKR (RE) W—HRN X .
[800-821]

TR - AP (JERARR) EEERRERESUFIINERGHITEIIE. NEH
e] 18 AR R B A e (R PEEEMIZE) AYfEMITEl. [800-53]

WEMER — FIERGR AR EMRHE, Bl SR, BR T X hETAE
AREEHHREENEK.
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RBEFFE - BERELERME. FERE AN BREX I AT NZ 2253
i, IRAHMEE (B1EES. Reg. R FES) « HaBE~ M AEIR
My ERE. MEFERTRIEERE, SKESHENX, B&BARmED .
[800-821]

RBEHEZREN — FlERASIAM Biri EEIEZ XK. [800-53]

BEERT — EOSISERMNMKZ BFEEM X, FLHIEERITEN, BEE—
RRETIPEIE®IEIT. [800-82]

RERH - SXMAREHENFXER  BEMREA S EIEHIET (WARGRETE
AR, URIFRG R HAH . HIEMBURNREN . TEMEFMATAM. [800-
82]

TR - AREADBHEFRARR/SERENNGER, N XINEREERGEHIT
THRE" “WNESERBETTRIPROBETRMNARSELZLAEMN . [CSF]

RERS - B SMHEEE- £ EXRAEFENRMINBRGR SRR,
RMXARBBERRT aHEl. MIRHEXR SIMRE GBI AR, Bl
i W SBERHE) | IFRITMY RIS R 5530 H . BL EARS BIRERIE . TiEARSS .
B, 7Ky B RARZFMREF. [800-53]

T — —Fn& &, AZMNaANEOLZE—NEO, BEMABES I S245ER
Wm0, BB LA EMAERIE. [Whatis.com]

ARG - AR, TEE S EMRIREEREE BAEF~HDAR
BESW, 2Tz, MHERGEEHARMESERTTE. [FIPS 199]

BZRXF - SHIMNBEEXFR. SNBEAEIERS RIS, | & RS E1E
R BRBEMEURE KB, DI ERAFMRESE, SXELFNXRAERS
E4R, AlgERA. [EXxZEH]

F=ZHRME - FIERGEEAHARIMIRSEHRED . D, | B, BEME
fihis i S ¥

HME - ATREENRRAMEZETHIRENE, 2R ZHERSMEASER
AN B FH 2R
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R C &E5H

1.

F13636SITH @MY, RAREMLFERNMAERE, DCPD-
201300091, 2001342H12H.

https://www.govinfo.gov/app/details/FR-2013-02- 19/2013-03915

ERIES AN (2014) , ZFAXBEMLEMSEREESR, 1.0
. (EFRIMESRARSRR, SEZMNESHE) , 2014527128,
https://doi.org/10.6028/NIST.CSWP.02122014

Stouffer KA, Lightman S, Pillitteri VY, Abrams M, Hahn A

(2015) , TAEHIRS (ICS) Z£iEm. (ExmESHEAMRER,
SE=ZMNEZHE) , NISTHT (SP) 800-82, F_hR.
https://doi.org/10.6028/NIST.SP.800-82r2

Stouffer K, Zimmerman T, Tang CY, Lubell J, Cichonski J,
McCarthy J (2019) MEREERFIER. (ERFESHEARMRE,
SEZMNEZZHE) , NISTREHRE (NISTIR) 8183, B&#(£2019
F5820HHYEF. https://doi.org/10.6028/NIST.IR.8183
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