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81 - credchecker
1

Welcome to Flare-Om 8! This challenge surves as your twtorial mission for the epic quest you are about to
emark wpon. Reverse engineer the Javascript code to determine the correct username and password the web page
i5 looking for and it will show you the flag. Enter that flag here to advance to the next stage. ALl flaes
will be im the format of walid email addresses and all end with "Bflare-on.com”.

T-zip password: flare

* B1_credchecker. Tz

1.1 writeup

B RS S R L -

Administrator Verification Form

Check Credentials
PEATBEML N 2 fa ot
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Password must contain the following:

X The correct password

X Not an incorrect password

If vou continue to fail, please ask vour
parents if it is too late to change your major

W F12 BEVEN, RPIRBSRZAIRKRE, R A A RS 2 AR T

function checkCreds({) {
if (username. value = “Admin” 88 atob(password walue) = “zoldenticket”)

{
var key = atob{encoded kev);
var flag = “";
for (let 1 =0; 1 < kew length: i++)
flag += String. fromCharCode(key. charCodeAt (i) * password value charCodeAt{i % paszword value lenzth])
1
document. getElementById{ “banner ™). style. dizplay = “none”;
document. getElementById{ " formdiv™). stvle. display = "none”;
document. getElementById(”message”). style. display = "none”;
document. getElementEvId({"final flag”). imnerText = flag;
document. getElementById{"winner ") stvle display = “black™;
1
else
{
dooument. zetElementById("meszagze™). stvle. display = "black™;
1

MNTF G AR A4 RS, R aT45.3) flag ft -
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82 - known
1

We need your help with a ransomware infection that tied wp some of our critical files. Good luck.

T-zip password: flare

return H

]
i A AT R (AR ] $A4E-

#include <stdio.h>
#tinclude <stdlib.h>

unsigned char ror(unsigned char val, int size)

unsigned char res = val >> size;
res |= val << (8 - size);
return res;

int main(void) {
unsigned char after[] = {0x89, 0x50, Ox4E, 0x47, 0x0D, Ox0A, Ox1A, Ox0A};//

PNG {3k
unsigned char before[] = {0xC7, 0xC7, 0x25, 0x1D, 0x63, 0x0D, OxF3, Ox56};

for(int i =0; i < 8; i ++) {
printf("%c ", ror(after[i] + i, i) ~ before[i]);
}
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return 0;

}

SRR E AV NolTrust, 4k ATk R H B S flag.

=. antioch

IIEIHHI!IHH%HII

B3 - antioch
1

To solve this challenge, you'll need to ...AAAREH

T-zip password: flare

X 83_antioch.7z

3.1 writeup

sudo docker -l antioch.tar

sudo docker run -ti antioch
N docker £ 47 &7 5 R I
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¥ fhome fapp/project/Flare-Onf2 :sudo docker run -ti antioch
Antioch05, version 1.32 (build 1575)
Type help for help
* help
Available commands:
help: print this help
. . . AAARGH

» approach

Approach the Gorge of Eternal Peril!
akhat is your name? abc

.. AAARGH

» consult
Consult the Book of Armaments!

AN AR
FIR A AR T A dump HiSK:

* fhome/app/project/Flare-0On/2 :sudo docker cp 28a@:/ tmp
* fhome/app/project/Flare-0On/2 :cd tmp

= fhome/app/project/Flare-0On/2/tmp :1s

Antioch0S dev etc proc sys

* fhome fapp/project/Flare-On/2/tmp :1s -R

Antioch0S dev etc proc sys

dev:
console pts shm

Lfdev/pts:
.fdev/shm:

JSete:
hostname hosts mtab resolv.conf

Jfproc:

./sys:

KILAH —A 4 AntiochOS 1] ELF (44
I IDA srtfrz, e AR EE 2 AN FFfr4: approach Al consult:
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oid noreturn start()

nid il TF rax
__intl6 *vl; ff rsi
“BYTE curOpt[321; // [rsp+eh] [

__intle input[76]; /f [

2 = sub_4813E8();
printMsg(lu, (_ int&4)we, 37LL);
sub_4812E@(input);
printMsg(lu, (_ inté4)input, 19LL);
while { 1 )

input[@8] = * »';

printMsg(lu, (__intéd4)input, 2LL);

p = 1fA0 I_;

it ( lread() )
break;

sub_481348(curtpt); /Foquit

[l = (__intle *)curOpt;

if ( l{unsigned int)strcmp{(__intea)input, (__ int64)curOpt, SLL) )
break;

sub_481368(curtpt); /f help

if ( !(unsigned int)stremp((__int&4)input, (_ int&4)curlOpt, SLL) )

help{);

else

sub_481388{cuript); !/ consult
if { !'{unsigned int)stromp{(__inted4)input, (__inte4)curlpt, BLL) )

consult();

}
else
1
sub_4813B8{curdpt); /f approach
if ( !(unsigned int)strcmp((__inte4)input, (  int64)curOpt, 9LL) )
apphroach();

}
}
}

exit(BLL, v1);

}

HH A4 %4517 (Monty_Python_and_the Holy Grail) iX A0 i, 183 22 18 56K anif) )
. EXRMEE, RA&HH flag 5 R
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'1 = sub_481268(); {/f Approach the Gorge of Eternal Feril!
printMsg(lu, (__ int&4)vl, 37LL);
select();
sub_481128(v13); Jf what is your name?
printMsg{lu, (_ int&4)vl3, 19LL);
v2 = read();
crcOfName = cre32(vi4, v2);
cet = Bdword_482080C;
= BxB5939549;
while { v5 != crcOfName )
1
= (unsigned iﬂtj(-- + 1);
1f((";'j = 3@ )
return pr 1ntﬂ5g(1u, (_ inted)™...A8ARGH\NN", 11LL);

= *target;

]

target 4= 3;

}’

sub_ae1188({v1i3); /f What is your quest?
printMsg(lu, (__inte4 3, 28LL);

if ( read() > 1 )

{

S

sub_4811E@(v13); // what is your
printMsg(iu, (_ inte4)v13, 29LL);
B o= read(),
= olor = cre32(vl4, vi);
& = &dword 432&35[3 * vB];
T ( [i] Color )

favorite color?

i
{

itoa(order, vid);
7 = sub_481288(); /f Right. OFff you go. #:>>

printMsg(lu, (_int64)v10, 20LL);

printMsg(lu, (__int84)vid, strlen(vid));

return printMsg(lu, (_ int&ed4)&v1i2, 1LL);

}
}
}

return printMsg(lu, (_ int64)"...ARAARGHYNYN", 11LL);

oM, A 30 AR, BAHZEM Lere32(2:4\n), cre32(Fita\n), £S5 4.
R
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;.rodata:9008986000402006 dword_402000 dd @BESP395A9hR ; DATA XREF 0AD : 30622000004200C¢
|.rodata:@ 00 : proa 191

dd 1BBSAB2%Sh
dd_8Eh
dword_40206C dd SErDDB3Bn ; DATA XRE apprecach+751c¢
dd 3F8468C8h
dd _12h

dd @ECED85D@h
dd 82D23D48h

. dd @ESGBEL3Eh
|. rodata: 0020002020840206¢ 8 dd 1Ch

consult iy & th 4096 =75, LAF5E 15B HIE B T4 AL $TEL, PIE =2 AsciiArt 1% .
/> Hr AntiochOS i consult 4 :

fileMName = I'ﬂlj
memset{vi, @, sizeof(vi));
v1 = sub_4818E8(); {/f Consult the Book of Armaments!
printMsg({lu, (__inté4)vl, 31LL);
select();
de
while ( (int)open() < & ) /f open(a-z.dat)

if ( (_BYTE)HfileMame == "{" }
goto LABEL_7;
}
read();
close();
o= ':_1
3 m T3
de
2t fm Ty
while { vz != (unsigned _ intE *)&v9 );
++fileMame ;

while ( (_BYTE)fileName != "{' );
ABEL_7:

BESCH I AT ek, e, EMAERE BRSO R4 . 2230 AntiochOS # T HY
SKAEA ML strace T RIET:

© 2021 B -8 - B AT
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y >, 2) -2
read(®, consult

"consultin", 128) = 8
(1, "Consult the Book of Armaments!\n", 31Consult the Book of Armaments!

select(®, NULL, NULL, MULL, {tv_sec=2, tv_usec=8}) = B (Timeout)

open("a.dat", O_RDOMNLY) = -1 EMOENT (Mo such file or directory)
open{"b.dat™, O _RDONLY) = -1 ENOENT (No such file or directory)
open("c.dat”, O_RDOMNLY) = -1 ENOENT (No such file or directory)
open(“d.dat”, O_RDOMLY) = -1 ENOENT (No such file or directory)
open("e.dat", O_RDONLY) -1 ENOENT (No such file or directory)
open("f.dat", O_RDOMNLY) -1 EMOENT (Mo such file or directory)
open(“g.dat”, O_RDOMNLY) -1 EMOENT (Mo such file or directory)
goeni"h dat™ . 0 BOON ! ( ile o i oy

] o Py,

PERBENZ a-z.dat SO, HARMERTH dump HRIZE RKE, container BLIH A7 & A HL & 1X
E3 gL

4k2E53 M docker SCF, RN IR S
https://github.com/moby/moby/blob/master/image/spec/vl.2.md
https://segmentfault.com/a/1190000009309347

Hph R3] image GURATUMZ tar 6, Hrhidst 72l layer, DLAJEZEATA ORI &
2 layer 1) meta. SCPF. BEEEHTEE .

#FPE A&, antioch f) manifest.json Al
al3ffcf46cf41480e7f15¢c7f3c6b862b799bbe61e7d5909150d8a43bd3b6c039.json Hidxk T
layers/diff_ids ¥ {5 — 2N %

* fhome/app/project/Flare-On/2/antioch :cat manifest.json|jq

[
{
"Config"i
"RepoTags": [

1,

"Layers™: [

© 2021 B -9 - ER NIt


https://github.com/moby/moby/blob/master/image/spec/v1.2.md
https://segmentfault.com/a/1190000009309347

WOk Bz IE FLARE ON 8TH WRITEUP

"sha256:d26c76Bacdbe75548d4abYa 5586daa7998819F97918a39632a15497"

18 tar (b AR RAAAE A T HAR layer:

+ /home/app/project/Flare-On/2/antioch :1s
53d6.

HiXL layer.tar fEMFELE, B IELFHEHABILAE N a~z.dat SO, SARSER A
RO IX L layer IS BAHRBREE T .

BEALBE—A layer.tar fff0 R A PE, JIAE AntiochOS H 3 Nig4T, 2id5 IL % container
HIEAT, KRB consult iy 4[4 H N A B AR 1L, flag /& AsciiArt 4% 3 1 mT REMEE— 203 .

v fhomefapp :sudo docker run -ti antioch fAntiochOS
Antioch0S, wersion 1.32 (build 1975)
Type help for help
> help
Available commands:
help: print this help
AAARGH

» approach
pproach the Gorge of Eternal Peril!

What is your name? abc
. AAARGH

* consult
Consult the Book of Armaments!

DR R R IR SC B i A2 EER B IERA 1Y) layer HESUIT o
B SCAE, R layer T json iR ST AL — AR FH [ author 7 BL #GZSE
MR,

© 2021 SHEPE - 10 - B BN
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"architecture”: “amd&d”,
"author”: "Dragon of Angnor™,

"configt- I
contig © o

"AttachStderr”: false

il |

"Attach5tdin": false,

"Attach5tdout”: false,

“Cmd™: null,

"Domainname™: ™",

"Entrypoint™: null,

o N |
"PATH=/usrflocal/sbin: fusrflocal/bin: fusr/sbin: fusr/bin: fsbin: /bin"

I,
S, — IR DL R T BRI 1 A T P B G J ke e 0T R layer IR, bban
I EE R TR . J5R&HR, B3 approach HG ERIALEG AT, FIRDHT
approach [ZHERIEE, KIMELTFA —A> 30 LA %R LT
gha 2 Wi 20 Cere32(id44\n), cre32(Fit\n), /551 4ity, HENRE TR
2 SO X R layer X . gdb Zha TR, AHZ s Em A4, W5 Z e 4
Sl i B eSS AR e S BT, 453,

01 b75ea3e81881c5d36261f64d467c7eb87cd694c85dd15df946601330136763a4 Miss Islington

02 eal2384be264c32ec1db09862472a8d4b2231bf017742313c01b05a7e431d9¢c26 Sir Bors

03 4c33f90f25ea2abl352efb77794ecc424883181cf8e6644946255738ac9f5dbd Tim the Enchanter
04 09e6fff53d6496d170aaa9bc88bd39e17c8e5c13ee9066935b089ab0312635ef Dragon of Angnor
05 e5254dec4c7d10cl15e16b41994ca3cfOc5e2b2a56c9d4dc2ef053eeff24333ff Brother Maynard

06 7d643931134d73776€9169551798elc4ca3b4c37b730143e88171292dbe99264 Sir Bedevere

07 754ee87063ee108c11f939cd3a28980a03b70013c3967df8058831edad2743fd7 Sir Robin

08 b5f502d32c018d6b2ee6ab1130306f9b46dad823ba503eea5b403951209fd59b Zoot

09 81f28623ccad29f9914e21790722d0351737f8ad3e823619a417019be72e2195 Squire Concorde

10 76531a907cdecf@3c8ac404d91cbcabd438a226161e621fab103a920600372a8 Green Knight

11 6b4e128697aa0459a6caba2088f6f77efaat29d407ec6b58939¢c9bc7814688ad Trojan Rabbit

12 bfefclbdf8b980a525f58dal550b56daa67bae66b56e49b993fff139faald72c Chicken of Bristol
13 1c5d28d6564aed0316526e8bb2d79a436b45530d2493967c8083fea2b2e518ce Roger the Shrubber
14 £9621328166de@1de73b4044edb9030b3ad3d5dbc61cOb79e261177€9123d184 Bridge Keeper

15 58da659c7d1c5a0c3447cb97cd6ffb12027c734bfba32de8b9b362475fe92fae Sir Gawain

16 9a31bad171ad7e8009fbad1193d339271fc51f992b8d574c501caelbfabc3fe2 Legendary Black Beast of Argh
17 49fb821d2bf6d6841ac7cf5005a6f18c4c76f417ac8a53d9e6b48154b5aale76 A Famous Historian

18 fd8bf3c084c5dd42159f9654475¥5861add943905d0ad1d3672f39e014757470 Sir Lancelot

© 2021 SHEPE - 11 - B BN
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19 a435765bcd8745561460979b270878a3e7c729fae46d9e878f4c2d42e5096a44 Lady of the Lake

20 cd27ad9a438a7eef@5f5b5d99e2454225693e63aba29ce8553800fed23575040 Rabbit of Caerbannog
21 8e11477e79016al17e5cde@0abc06523856a7db9104c0234803d30a81c50d2b71 Sir Not-Appearing-in-this-Film
22 ela9333f9eccfeaed2acec6acd59b9025fe6097c065ffeefe5210867ele2317d Prince Herbert

23 e6c2557dcOff4173baee856cbc5641d5b19706ddb4368556f cdbo46f36efd2e2 King Arthur

24 fadf53f0ael1908b89dffc3123e662d31176bObb047182bfec51845d1e81beb9 Inspector End Of Film
25 303dfd1f7447a80322cc8a8677941da7116fbfOcea56e7d36a4f563c6f22e867 Sir Ector

26 f2ebdc667cbafc2725421d3c02babc957da2370fbd019a9e1993d8b0409f86dd Squire Patsy

27 2b363180ec5d5862b2a348db3069b51d79d4e7a277d5cf5e4afe2a54fc04730e Dennis the Peasant

28 25e171d6ac47c26159b26cd192a90d5d37e733eb16e68d3579df364908db30f2 Dinky

29 cfd7ddb31ce44bb24b373645876ac7ea372dalf3f317582321cc8f5b29884fb Black Knight

30 a2de31788db95838a986271665b958ac888d78559aa07e55d2a98fc3baecf6e6 Sir Gallahad

FXT B layer.tar # R PR E R F—H 3R, SAEE 2T H 3 R 1847 AntiochOS 1) consult iy
4, 1331 AsciiArt [t flag 1A ::

F: AT

S
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. myaquaticlife

[hallenge

B4 - myaquaticlife
1

What would Flare-On do without a healthy amount of nostalgia for the abraisive simplicity of 1998°s UI
design? Probably do more actual work and less writing fun challenges like this.

T-zip password: flare

X 84 _myaguaticlife.7z

4.1 writeup

146 upx -d EEEMLE, Wi T, KILA visitor counter [ I R

Isitor Cunter 78
&

s:gn the Gﬁ;estbqok

HBRARE BRI, M R iR R (7D o R REXFAH R
N, SRR AR R NN . FE ST TR, 2 V13 you chose.. poorly T, i H 5
TR OG0
Visitor Counter (1) [ 34, I AJ g 2 8 1 SO s v R 1) 77 :USE L 3@ 3L Process Monitor
R OIZAE L SEAE registry 1, BT
Com.puFer\.HKE‘r’_CURRENT_USER\SOFI'\“."ARE\MediaChancE\Multimedia Player 4.9.8\MyApp

¢ | v [h MediaChance A || Narne Type Data

-~ || Multimedia Player 49.3 ab] (Default) REG_SZ (value not set)

Font 28| visitors REG_DWORD 0xD0DD0DOT (7)
MyApp

AR & L, FEFF A 1E C:\Users\XXX\AppData\Local\Temp\MMBPlayer H 3~ 584 H14T
N

© 2021 SHEPE - 13 - WY AT
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1.gif 2.gif 3.gif A.gif S.gif G.gif T.gif 8.gif
- A —
9.gif 11.gif 12.gif 14.gif 16.gif

u Email Me

bgl.png book.gif bubbles.gif email.gif fathom.dll index.html

banner.gif

&
index2.html welcome.gif

T index.html Al index2.html, RILIELFATN 2 D FEFREHIAE, JAE href A1) N2 HLE

height=:
t1">What's your favorite aquatic animal?
width=2

43 BT myaquaticlife.upx.exe FIREfEd, RINE —LH &

© 2021 B - 14 - B NIt
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h=3
(=N
[+ R
=
m
5]
5]

wi

w

I

w

w

=
il e

=1

DRIl | A
.data:0051A4D0
.data:0031A50C
.data:0031A548
(data:0031A584
.data:0051A5C0
(data:0031A5FE
.data:00531A630
.data:0031AGE4
.data:0031A6F2
(data:0031A708
.data:0031A7T14
(data:0031A720
.data:0031A730
(data:0031A7IC

E

[44]

B

El =

s

GG

o

ElE

s

o

| i

data:00313C73
.data:00313C20
.data:00513C80
data:00513CAD
«data:00313CAC
«data:00513CB8
.data:00313CD3
.data:00513CES
«data:00313CFD
data:00313CFC
.data:00313010
.data:00313020
.data:00513028
«data: 00513038

U D
0000003C
00000039
00000034
0000003B
00000037
00000038
00000D0A
00000010
00000000
000000DC
00000009
Q0000000
000000DC
Q0000000

Length Type  String

00000003 C COMSPEC

00000000 C SO 368" S6s)"

COODODOE C ‘wincalBb.mod

00ODOD0E C ST "% T

000DOD0G C MIMIMIZE

0ODDO00G C MAXKIMIZE

00000002 C TOPMOST

00000003 C explore

000DOD0E C WECPA|SA:

00000011 C Master Layer 000

0O00OO10 C Master Page 000

0000ODOT C Circle

00000003 C HotSpot

QOO0000A C Paragraph

L™ TR CUTTITTIGIIL NS dITULNEr grguimicrinsnn WUrmirmidriugy SUjiNdrmey w Al
C Missing '\" ' after the first argument: Cornmand(\" Objecty"...
C Missing "\" ' before first argument: Command (" Objecty”..,
C Expected 'For' \nYou have more 'Mext’ than 'For' cormmands.
C Expected 'Mext' \n¥ou have more 'For' than 'Mext’ commands,
C Expected 'If' \nYou have more 'End’ than 'If' commands.

C Expected 'End’ \n¥ou have more 'If' than 'End’ commands.

C ** Error

C CShockwaveFlash

C CBK_AudioBit

C CBE_TimeSec

C CBE_Time

C CBE_ID3Genre

C CBK_ID3Year

C CBK_ID3AIbum

—IFAE B B A L Level. next. forward IFRENZS, LRy X2 —il SRR

.data:0051DE38
.data:0051DE4C
.data:0051DEBC
.data:0051DEDS
.data:0051DEE4
.data:0051DF4
.data:0051DF98
.data:0051DFF4
.data:0031E040
.data:0051E054
.data:0051E0AS
.data:0051E138
.data:0031E608

00000012
00000030
0000004C
00000009
00000008
0000004B
0000004A
00000044
00000012
0000004B
00000058
00000046
0O0D0O1E

(e eI e e R BN e

Currentinstrument

Software\\Microsoft\\Windows\\ CurrentVersion'\Multimedia\\MIDIMap

CA W Projectsi\SunimageStudios\\MMBuilderd 8.8 13\ FMODY\src\vmusic_formatmidi.c
AVILIST

WAVEfmt

CA W Projects\\SunimageStudios\\MMBuilderd.9.8. 13\ \FMOD\src\\music_formatmod.c
CAWWProjectsi\SunimageStudiost\MMBuilderd. 3.8, 13\ FMODV sre\\music_formatit.c

CA VW Projects\\SunimageStudios\\MMBuilderd 9.8, 13\ \FMODY\src\\music_formatxm.c
Extended Module:

CO W Projectsi\SunimageStudios\\MMBuilderd 8.8 13\ FMODV sra\\music_formats3m.c
CA_\WProjects\\SunimageStudios\\MMBuilderd8.8.13\\FMODY\ogg_vorbis\\worbis\\libY\worb...
CA W Projectsi\SunimageStudios\\MMBuilderd 9.8, 13\ \FMODY\src\\format_wav.c
FSOUND_MIXER_CUALITY_C_SPLIME

© 2021 ¥R
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.data:00514AC3C 00000000
.data:0051AC4C 00000027

CBK_AudioEOF

Recursicn in Script reached 30 levels,

[s] .data:0051AA90 0DDOODDS C IF_IDLE

IE data:0051A4598 00000016 C Cannot find the filein

(5] .data:0051AAB3 00000018 C PAVCArchiveBrception@@

IE .data:0051AAD0 00000024 C Uncompression failed (Secure layer)

(5] .data:00514AF4 00000048 C This file is corrupted or it was created for new version of MME player,
[s] .data:00S1AB3C  0DDOOOTF C The file %s is not a MBD file!

[s] .data:0051ABSC  0DDOODDA C MMBuilder

[5] .data:00514B68 0000003A C thhajwESfifhgnun: C¥ga#rijuui{ fhvjuulkjspx SmukzSifvdiw D"
(5] .data:0051ABA4  00DDOODDI C CBK_EXIT

[s] .data:0051ABB0  00DOD0DA C THIS_PAGE

[s] .data:0051ABBC  000000OC C THIS_SCRIPT

IE .data:0051ABCE& 000000TF C Corrupted stand-alone file (2)

IE .data:0051ABEE  DDO00OTF C Corrupted stand-alone file (1)

[s] .data:0051AC08  0DDODDOR C STANDALONE

[s] .data:0051AC14  0D0000OC C OMEINSTAMCE

IE .data:0051AC20  00DOD0OD C Cannot Open

(] .data:0051AC30 0DOOD0OR C CBK_MP3EOF

= C

=] C

= -

£k ZF5 7 Multimedia Builder iX X A %], #E1fi7E web.archive.org L% 7 —4 MMB [1)F i}
{Multimedia Builder Help) . 455 ¥ i 45 3 () — L8 R, A& B3¢ T 5%~10% 74 (1 A 45
KREELAE [ IXERE P HEZE B VRN
1. PP RN PR SO, B T, SRMEIEN B3R, IR ST
i ProcessMonitor W %23 (3L % ;
2. DUH L script bRic, 234 FLg05E B0 R0 A BRIAACRY, s Sr A S, 2
P T A BN S il R AT AR B AR AS AT o HE R 1) N B BV fr 2 RunScriptCode
RunScript &, 7EX N BRE RIS SEIL A 5] B — MR IR IS 7R/
“Recursion in Script reached 50 levels.”
3. VLA dil fl AT ik — 24 R HE SRR D Rt ol i (R R SRR FE S B N A R TE
TR SO 24, TEIBATRY BOdAT R 1T temp H 3% FBHH) fathom.dll gt 2K T R
k.
5 “RunScriptCode” , 7t IDA H3KE] 2 MG KM T7 :

int _ fastcall RunScriptCode sub 438C98(int al, int a2, int a3}
1

iﬂt 'l.-’4j, ,."',.-" =01

il = E;

if ( (int)++*(_DWORD *)(al + 44B88) »>= 58 )

sub_40D15B("Recursion in Script reached 58 levels.™, @, 8);
else

v4 = suspicious sub 438CD3(al, a2, a3);
—-*(_DWORD *)(al + 4488);
return wid;

© 2021 SHEPE - 16 -
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https://web.archive.org/web/20170114080606/http:/mmb.mediachance.com/mmbhelp/mmb_help_pdf.zip
https://web.archive.org/web/20170114080606/http:/mmb.mediachance.com/mmbhelp/mmb_help_pdf.zip

NSFOCUS LB ZE FLARE ON 8TH WRITEUP

WERES, K 2 4b:
1. EMREERME, B4/ sub_438CD3

cimc

HIDWORD (w1154

) = &v741.bottom;
3551gn(( S- in

741.bottom, w165}
4ysub_4164E@(( DWORD *)
( PnSTR)off 5202C4;

— e

HIDWORD(v4) + 4492), v741.bottom);

bottom = H
LOBYTE(. 7y = B4
HIDWORD(v1154) = &/741.bottom;
assign((CString *)&741.bottom, v3);
174 = (int)sub_4483F7((CString *)vB62, SLOBYTE(w741.bottom));
LOBYTE(v1187) = 65;
sub_4D8561( (C5tring *)&keyName, v174);

LOBYTE (w1187
sub_4DE3CE(vE
if ( lstremp(keyMName, ValueName) )

CString::operator=((CString *)&keyName, "Default™);
/175 = *(const CHAR **)(HIDWORD(v4) + 4924),
v176 = AfxGetModuleState();
update_reg visitor_sub 4DD361(*{(_DWORD *)v176 + 1), w175, keyName, v172);// write visitor's value to registry
LOBYTE(v1187) = 18;
vl8 = (void **)&keyNa

goto LABEL_16&9;

HKEY _ thiscall update_reg_wisitor_sub_4DD361{int this, LPCSTR lpAppName, LPCSTR lpValueName, int Data)
i
HKEY result; // eax
HKEY ve; // esi
LSTATUS v7; // edi
CHAR string[16]; // [esp+sh]

if ( *(_DWORD *){thi= + 124) )

ult = CWinApp::GetSectionkey({CWin&pp *)this, lpappName);

E ':5;__ )]

=

= RegSetValueExA(result, lpValueName, @, 4u, {const BYTE *)&Data, 4u);

5);
(HKEY) (v7 == @);

5trd "¥d", Data);
KEY )WritePrivateProfileStringA{lpAppName, lpValueName, String, *(LPCSTR *)(this + 144)});

}
11.bottom = (LONG)ValueName;
right = *( _DWORD *)(v1181 + 16);
698 = (LPCSTR *){v1181 + 16);
if ( 'strcmp((_vnst char *)}v74l.right, ValueName) }// wci="Visitor Counter: ' + CHAR(count)
goto LABEL_1e678;
HIDWORD(w1184) = &v741.bottom;
assign((C5tring *)&v741.bottom, vEd@);
sub_4164E@{( DWORD *)(HIDWORD(v4) + 4492), v741.bottom);

if ( !sub_4@DF6F(( DWORD *)(HIDWORD({v4) + 4492)) )
goto LABEL_1670;
531 = sub_4D865D(v916, HIDWORD(v4) + 4524, "\n");
311;
/692 = *(const CHAR **)sub_4DBSF7(vi18, (int)v601, HIDWORD(v4) + 4528);
LOBYTE(v1187) = 56;

sub_4DD15SB(v692, @, B);
LOBYTE(v1157) = 55;

sub_4D83C3 (v
v1187 = 1@;
v18 = (woid **)v916;
entn | ARFI 1hRAG:

© 2021 SHEPE - 17 -

B
%&
Fatl
i
5
H



==

—<'NSFOCUS W O¥EBHEZIE FLARE ON 8TH WRITEUP

FEVR IR R R ILAERE N L pR BN, MURRES IO T T 1 IR 4 ] DU 31— Se SR U AR 1)
A,

partl$="derelict:MZZWP'
part2$="'1lagan:BAJkR"
part2$="'flotsam:DFWEYEW'

count = count + 1
vc$="Visitor Counter: ' + CHAR(count)

colr$="TEXTCOLOR="+colors$[Counter]

Bk T count HIGHIERIESL, HAh—EB AN NG REA 2B S ANERISII S, X
] partN$=xxx IAH & 7 A Fr it
B 010Editor B E CHFRHEE, "LLKIX 17 4 object X N BHIA B BE H K«

Scriptl: partl$='derelict:MZZWP' PlugIn.partl$
Script2: part2$="'lagan:BAJkR' PlugIn.part2$
Script3: part2$="flotsam:DFWEYEW' PlugIn.part2$
Script4: partl$='flotsam:PXopvM' PlugIn.parti$
Script5: part2$="derelict:LDNCVYU' PlugIn.part2$
Script6: part3$="derelict:yXQsGB' PlugIn.part3$
Script7: part2$='jetsam:newaui'’ PlugIn.part2$
Script8: part3$='lagan:QICMX" PlugIn.part3$
Script9: partl$='lagan:rOPFG' PlugIn.partl$
Script10: part3$='jetsam:HwdwAZ' PlugIn.part3$
Scriptll: partl$="'jetsam:SLdkv' PlugIn.partl$
Scriptl2: part2$="derelict:LSZvYSFHW' PlugIn.part2$
Script13: part3$='flotsam:BGgsuhn' PlugIn.part3$
Scriptl4: partd4$='lagan:GTYAKIwER' PlugIn.part2$
Scriptl5: part4$="derelict:RTYXAc' PlugIn.part4$
Scriptl6: part2$='lagan:GTXI' PlugIn.part2$

Scriptl7: PlugIn.PluginFuncl19
PlugIn.varl$
count = count + 1
vc$="'Visitor Counter: ' + CHAR(count)
colr$="TEXTCOLOR=255,0,0"
colors$[1] = '255,0,0"

colors$[15] = '255,0,0"
colr$="TEXTCOLOR="+colors$[Counter]

FERP SN AT script 7T LATE index.html FR 25 5 21/t H R
HIEFIUL, dIl SCHFRTDME AR Y R Re, ST AN I, EREEMsCEET, 1
dlll DX a) B B U7 1) T s, AR RN H e R

1. Adiesnt, 253k PluginFuncl9 BE%L

2. HEEIINE, NN SetFile pfi%L
HAEMRT R RIEC part$n=xxx IEAF LK. 72Hr s, KIL SetFile H1EH 22Xt
ANEI LS5 JEIEN 0, H He P ORHR Y value 18 5 25 N3 I A7 ik b o 24B73EA7 4 Fh).

1. derelict
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2. lagan
3. flotsam
4. jetsam

PluginFunc19 NG 2 bk, #/EA1EzPiid#29+, flotsam 5 jetsam H o —Fik A
Wemik CRPAH R 1) 7 Bt B3 RO RS value {5 W R 2 E B2 9]

lots cor “)flotsamvalue;
init = xmmword_ SQBA 3483
v14 = xmmword_S528AF39@;

if ( !*(_ZHCﬁZ “y(flotsamvValue - 12) ) /{ flotsamValue.len
goto LABEL ;
jetsam[@] = (C *}jetsamValue;
if ( !*(_DWORD )(]et;amValue - 12) ) /{ jetsamValue.len
goto LABEL_18; _ _
if ( *(int *)(jetsamValue - 4) > 1) /) BHEFRIAENIFTE flotsams ZhHIEY key {B. 20 PXopwM + DFWEYEW + BGgsuhn
1
sub_51E6256@(&jetsamValue, *( DWORD *)(jetsamValue - 12));
flotsam = (const char )flct;amValue
jetsam[@] = (:_—w “}jetsamValue;
¥
if ( *((int *)flotsam - 1) > 1) /) BHBFTAEEIRRE jetsams ZDHEY key {E, 30 Sidkv + newaui + HwdwaAZ
sub_51E EQSEB(&flct;amValue *((_DWORD *)flotsam - 3}));
flotsam = (const char *)flotsamValue;

}

IR [ 9 2905 U 2 “you chose.. poorly”
DL HEWT, RGeS 7R E Maessh A &, BIFA a8t NE. 7sh, F—301s)
WInRikFE 7T 2 R, WA CHTFTR B W 212 BTk 8 e AT =/ 9fHE,  Wamsh ik s
Sl AN E S B 13 B0 F 0 R (I [F) A s . fEIX BT DUREE, FEp R
KVE flotsam H1 jetsam PIFZE AN, BIgkikshn, HeEdhitix 2 KzhEraT.
PluginFunc19 k44 K-

'-For'('_=83'_<31;++'_)
{
*((_BYTE *)&init + i) "= flotsam[i ¥ strlen(flotsam)];
*((_BYTE *)&init + i) -= jetsam[@][1 ¥ @x1lu];
¥
:‘i; md5_sub_S1E62BC@((EYTE *)&v11, (int)mdSsum);
if ( !result )
{
4 = stremp((const char *)mdSsum, "6c5215b12a1@ed36T3deled2083balda”);// mdSsum —ENMEE T
if ( wa )
4 o= vd € @ -1 13
if ( lva )
{

/5 = get_5212E228_sub S1EGECE4();
if ¢ vs )

PR R B AL PR AR S T — B P 2K flotsam Z8A0 jetsam ZKEH) value 1, 55—/ 31B
WA AT S BB, I BRI N EAT mds 15, TH54E RS 6¢5215.. BT HLEL
Bt BRI E R AR SN R ARE R T
1. M flotsam #il jetsam X W 2Eah b dEAT ik, JEARMEESEIIZIYD, KW KI5
FreEpPrieieoR, o0 [HHE] fFR0EX, 2N flotsamValue 1 jetsamValue

© 2021 SHEPE - 19 - WY AT
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2. % flotsamValue F1l jetsamValue 5 64 FE 7C 8B 65 6A CD 29 2E 4D F5 96 11 2B 2F
52 AE 20 38 6A 6F 56 60 ED EC 39 37 DB 0D 3A 54 00 #E/7 SFal#fE, 45 % id Nk
xorValue
3. Xf xorvalue #47 md5, 5% A md5sum
4. ¥ md5sum 5 6¢5215b12a10e936f8dele42083bal84 4T L4k
BTGB 2 JEZ A, TN A . G T B R BT Y 4 A

d7198a8db3112d7el1dc884d1291e848 PXopvMDFWEYEWBGEsuhn newauiHwdwAZSLdlov
3889d8d2e46b465bded6T14 PXopvMDFWEYEWBGEsuhn newauiSLdikvHwdwAZ
PXopvMDRWEY BWBGEsuhn HwdwAZ newauisLdky

77ec26a3Ba3bf a8b1346de8ec6fa PXopvMDEWEYEWBGEsuhn HwdwhA7ZSL dkvnewaui
F8deled2883bal84 PXopvMDRWEYEWBGEsuhn SLdkvnewauiHwdwAZ
080e54bt0005161 2d4811 2100 PXopvMDEWEYEWBGEsuhn SLdkvHwdwAZnewaul
3d3ced382dc82b689d36a2c6ddS PXopvMBGEsuhnDFWEYEW newauiHwdwAZSLdkv

IR

flotsam Kzh¥, #%I0Fi%$E: PXopvM(4) DFWEYEW(3) BGgsuhn(13)
Jetsam Kz, 7% EE: SLdkv(11) newaui(7) HwdwAZ(10)
HIERE s I G e A IEIEC ES R T B

N
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4. FLARE Linux VM

85 - FLARE Linux VM
1

Berause of your superior performance throughout the FLARE-ON 8 Challenge, the FLARE team has inwited you to
their office to hand youw a special prize! Ooh - a special prize from FLARE ? What could it be? You are led
by a strong bald man with a strange sense of humor into a very mice conference room with very thick LED
dimming glass. As you overhear him mumbling about a party and its shopping 1ist you notice a sleek
surveillance camera. The door locks shut!

Excited, you are nmow waitinme in a conference room with an old and odd looking computer om the table. The
door is closed with a digital lock with a full keyboard on it.

Now you realise.. The prize was a trap! They love escape rooms and have locked you up in the office to make
you test owt their latest and greatest escape room technology. The only way owt is the door - but it locked
and it appears you have to enter a special code to get out. You notice the glyph for U+2691 on it. You turn
you attention to the Linux computer - it seems to have been infected by some sort of malware that has
encrypted everything in the documents directory, including any potential clues.

Escape the FLARE Linux VM to get the flag - hopefully it will be enough to find your way out._
Hints:

You can import "FLARE Linux VM.ovi" with both VMWare and VirtualBox.

Log in as "root" wsing the password "flare”

If you use VirtvalBox and want to use ssh, you may need to enable port forwarding. The following link
explains how to do it: https://nsrc_ore/workshops/281&/btnog/raw-attachment /wiki/Track2Aeenda/ex-
virtualbox-portforward-ssh_htm

Tzip password: flare

5.1 writeup

BIWHFANEEE &, KRIUTLER:
1. crontab -| FFAELE—AN* * * * * * Jysr/lib/zyppe ) 5E AT 55
2. .bash_profile i =N IEA &

export NUMEER1=2

export NUMBER2=3
export NUMEER3=37
.bash_profile lines 1-3/3 (END)

3. .bashrc FILfE— PR THEMLE 13 FHNBEMERRES

© 2021 SHEPE - 21 - B BN
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alias FLARE="echo 'The 13th byte of the password is 6x35'"
.bashre lines 1-1/1 (END)

4. [root/Documents H 3% NAEHUCA 45T .broken & 23 11 SC A4
5. Journalctl #1F HEKIA LL N, 4819 1 /usr/lib/zyppe

localhost CRON[3453]: (root) CMD (/usr/lib/zyppe)

localhost CRON[3452]: (root) CMDOUT (backberries.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (banana_chips.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (blue_cheese.txt is now a secret)
localhost CRON[3u452]: (root) CMDOUT (donuts.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (dumplings.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (dice_cream.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (diced_coffee.txt is now a secret)
localhost CRON[3u452]: (root) CMDOUT (instant_noodles.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (nachos.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (natillas.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (nutella.txt is now a secret)
localhost CRON[3u452]: (root) CMDOUT (oats.txt is now a secret)
localhost CRON[3u52]: (root) CMDOUT (omelettes.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (oranges.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (raisins.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (rasberries.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (reeses.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (sausages.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (shopping_list.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (spaghetti.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (strawberries.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (tacos.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (tiramisu.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (tomatoes.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (udon_noddles.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (ugali.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (unagi.txt is now a secret)
localhost CRON[3452]: (root) CMDOUT (.daiquiris.txt is now a secret)
localhost CRON[3452]: pam_unix(crond:session): session closed for user root

cnonwnohonLnoLn 4]

GGl nnon

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

w

PRk, HT zyppe 14
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= getenv("HOME");

_ cxxll::basic_string<char,std::char_traits<char>,std::allocator<char>>::basic_string(v2e, v3, &v21);
allocator<chars::~allocator(&v2l);

"/Documents™;

1 cxxll:i:basic_string<char,std::char_traits<char>,std::allecator<char>>::operator+=(v22, "/Documents”);
5 nst char *)std::_ cxx1l::basic_string<char,std::char_traits<chars,std::allocator<char»>::c_str{v2a);
dirp = opendir(vs);
if ( dirp )
1
while ( 1)
{
v26 = readdir(dirp);
if ( lvaze )
break;
std::allocator<char>::allocator(&v22, vi4, H
stdii_ cxx1l::basic_string<char,std::char_traits<chars,std::allocator<char»>::basic_string(vls, v26->d_name, &v22);
std::allocator<char>::~allocator(&v22);
7 = std::_ cxxll::basic_string<char,std::char_traits<chars,std::allocator<char>s::find_last_of(v15, ".", -1LL);
std cxxll: :basic_string<char,std::char_traits<char:,std::allocator<char>»::substr(vis, vi5, v7 + 1, -1LL);

__int8)std::operator==<chars(v1s, "."} )
__int8)std::operator==<char>(vis, ".."} )
vd = "broken";
if ( !(unsigned _ int8)std::operator==<char>(v16, "broken"} )

std: :operator+<char>(v23, vt
std: :operator+<char>(v17, v23, v1s);
std::_ cxwll::basic_string<char,std::char_traits<char>,std::allocator<char>>:i~basic_string(vi3);
rrifstream: thasic_ifstream(vio);
v9 = std::operator|(8LL, 4LL);
std::ifstream: :open{vlo, v17, v3
std: :ofstream: :basic_ofstream(vl
= std::operator|(16LL, 4LL);

std:

:operator+<char>(v24, v17, ".broken™);
std::ofstream: topen(vls, v24, via);
std::_ cxxll::basic_string<char,std::char_traits<char>,std::allocator<char>>::i~basic_string(vza);

(char *)operator new[](@x486ulLl);
stream: :read( (std tream *)v1l9, v25, 1824LL);

write((s
std::ifstream: :close(vl
std::ofstream: :close(via);

char *)std::_ cxxll:i:basic_string<char,std::char_traits<char>,std::allocator<char>>::ic_str{vi7);

" is now a secret']);

rrostream *)v18, w25, 18241L);

remove(vil);
= std::operator<<<char>(&std::cout, vi15);
= std::operator<<<std::char_traits<chars»(viz,

! char *)&std::endl<char,std: :char_trait 3 H

std:: perator<<(vl3, &std::endl<char,std::char_traits<char>:);

std:: rofstream(vis);

std:d tivifstream(vio);

std::_ cxxll::basic_string<char,std::char_traits<char>,std::allocator<char>>::i~basic_string(vi7);

encrypt B34 30T 72 red, 'E 2%t Documents H 3% N B SCH3E(T red in# 4L il broken J&
2R N S
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[dinted tastcall encrypt(char *al)

1
__inte4 result; // rax
int w2[256]; // [rsp+8h] [rbp-468h]
char v3[e@]; // [rsp+4@8h] [rbp-68h] BYREF
unsigned int v4; // [rsp+dddh] [rbp-24h]
int w53 // [rsp+d48h] [rbp-28h]

int we; // [rsp+d4Ch bp-1

int k; J// [rsp+d458h] hp -

unsigned int vg; // 454 bp-14
int v3; // [rsp+458h] [rbp-18h]

int j; // [rsp+45Ch] [rbp-Ch]

[
[}
L8

int wll; // [rsp+d66h]

int i3 // [rsp+46dh] [rbp-4h]
strcpy(v3, "A secret is no longer a secret once somecne knows it");

“ezult = BxB56D6F732865636ELL;
for ( 1 =8; 1 <= 255; ++1i )

for ( 7 =@; 7 <= 255; ++7 )

i1 + vil + v3[7 ¥ 52]) % 256;

¥
N T IEJFREESTAT, g ] AR I ST R 4 B U AR broken Z5 11, AR JE AT — K
lusr/lib/zyppe B 7] . AT EFE R, FEE crontab 45567, 04T Documents Hx%
NI E SR 1Al 2 .
rc4 f#% 51 Documents Hg, —#ia 3@ n LR R SUE R, IEAEE R85 3
PEATISRIE B ST e B MR A AR T IS, TR AE b IR R I IS BRI R h 4k B4R 2 R .
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R RIS AT DAL S 4 P I B AN ST BT 222K, 70 by dy i ny oy reosy t udk
O 4, RRHSCIR AR — I e 0 3, dam e Mt g 5, RIRTss Rl — 44N
A3

5.1.1 u4h

WJEJ A red (Jusrllib/zyppe)
NPT
€ unagi.txt.broken

|The 1st byte of the password is 0x45

€ udon_noddles.txt.broken

"ugali"”, "unagi" and "udon noodles" are delicious. What a coincidence that
all of them start by "u"!

€ ugali.txt.broken

Ugali with Sausages or Spaghetti is tasty. It doesn’t matter if you rotate
it left or right, it is still tasty! You should try to come up with a great
recipe using CyberChef.

IR E L, A ROL/ROR XF 4R T SCAFREATING, A s 4L R DA% 05 s AT

5.1.2 s4R

it )5 7575¢: Rotate Left 1

~: CyberChef
NSRS

& sausages.txt.broken

|The 2st byte of the password is ©x34

€ shopping_list.txt.broken

/

[U]don noodles
[S]trawberries
[R]eese's

/

[B]anana chips
[I]ce Cream
[N]atillas

/

[D]onuts
[O]melettes
[T]acos

© 2021 SHEPE - 25 -
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€ spaghetti.txt.broken

[ In the FLARE language "spaghetti" is "c3BhZ2hldHRp".

€ strawberries.txt.broken

In the FLARE team we like to speak in code. You should learn our language,
otherwise you want be able to speak with us when you escape (if you manage
to escape!). For example, instead of "strawberries" we say "c3RyYXdiZXJyalWvz".

Btk 3N ERRER:
1. #RDE 2 77
2. F—HIXMHRHAIMZ base64 ihY
3. /usr/bin/dot 3C {4
Hri/usr/bin/dot SCHEZS IDA S4B H R I 45 540 R -

stdi:_ cwxll::basic_string<char,std::char_traits<char:,std::allocator<char:>::basic_string( » N )5
std::operator<<<std::char_traits<char>>(&std::cout, "Password: ");
std::operator>»<char>(&std::cin, H
while ( 1)
std::_ cxxll::basic_string<char,std::char_traits<char>,std::allecator<char>>::basic_string( R H

to_sha256((__int64) » (__int&4) }s
= std::operator!=<char:( » "b3c2@caafaladladdlsA3efeacd3f741793d2031eblche8302742d52a3623801");

std::__cxx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>::~basic_string( H
stdii_ exxll::basic_string<char,std::char_traits<char>,std::allocater<chars::i~basic_string( )i
if (! )

break;

std::operator<<<std::char_traits<char:>(&std::cout, "Wrong password!™};
std::ostream: toperator<<(v4, &std::endl<char,std::char_traits<char::);
std::operator<<<std::char_traits<char>>(v5, "Password (ASCII):");
std::operator:><char>(&std::cin, H

std::allocator<char>::allocator(&v1s);
std::_ exxll::basic_string<char,std::char_traits<char>,std::allocator<chars>::basic_string( » Zunk_481763, &v13);
stdiiallocator<char>::~allocater(&v18);

for (1 =@; ; ++i )
i
=i
if ( »= stdi:_ cxwll:tbasic_string<char,std::char_traits<char:,std::allecator<char:>::length( ) )
break;
= std::_ cxxll::basic_string<char,std::char_traits<char:,std::allocator<char>:::length( H
= (_BYTE *)std::_ cxxll::basic_string<char,std::char_traits<char:,std::allocator<char:>::operator[](
- 11
std::_ ewxll::basic_string<char,std::char_traits<char»,std::allocater<chars:::operatord=(

(J1;i=1fd int)(char)(* - 1))

std::_ cwxll::basic_string<char,std::char_traits<char:,std::allocator<char::::operatorst=( , "@flare-on.com™);
= std::operator<<<std::char_traits<char>>(&std::cout, "Correct password!™);

std::ostream: ioperater<<(v9, &std::endl<char,std::char_traits<char::);

std::operator<<<std: :char_traits<char»>( , "Flag: ");

std::operator<<<char>(vil, 'H

std:iostream: ioperator<<( » &std::endl<char,std::char_traits<char::);

stdr:_ cwxll::basic_string<char,std::char_traits<char»,std::allocator<char::::~basic_string( 'H

std::_ cxxll::basic_string<char,std::char_traits<char>,std::allocator<chars>::~basic_string(vis);

b P N 2 14T sha256 inss, LR
b3c20caa9ala82add9503e0eac43f741793d2031eblc6e830274ed5eal36238bf 5 A 4k 44+
. WO SR A e A K, 74 BISREL flag.

5.1.3 r 48

RJE ;. Base64
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-

" NSFOCUS WL B2 E FLARE ON 8TH WRITEUP

I 5 A AR

@ raisins.txt.broken

[ The 3rd byte of the password is.. it is a joke, we don't like raisins!

€ rasberries.txt.broken

[ The 3rd byte of the password is: @x51

€ reeses.txt.broken

We LOVE "Reese's", they are great for everything! They are amazing in ice-cream
and they even work as a key for XOR encoding.

MIX—ZHHE T — 4L RS xor JEHA FEfRY, key /& Reese’s
5.1.4 b 4H
W JE 70 xor JEH B (key: Reese’s)

R A 2R

€ blue_cheese.txt.broken

The 4th byte of the password is: 0x35

€ banana_chips.txt.broken

Are you good at maths? We love maths at FLARE! We use this formula a lot to
decode bytes: "ENCODED BYTE + 27 + NUMBER1 * NUMBER2 - NUMBER3"

€ Dbackberries.txt.broken

If you are not good in maths, the only thing that can save you is to be a bash
expert. Otherwise you will be locked here forever HA HA HA!

N — A2 2R TR R & s AT A, Hoh NUMBER/2/3 £ 71k sty 245 21,
Zeabiiak, KB ASCRE e e Uy

7
= oxFFFFFFFF

def m32(n):
return n & M32

def msub{a, b):
return m32(a-b)

with open( gv[1], "rb"™) as
whil e := f.read(1)):
ori = (msub( unpack('<B', byte)[®] + 27 + NUMBER1 * NUMBER2, NUMBER3)) & ©xFF
print(chr({ori), end="")

LN
NS

N
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5.1.5 i ¢H

&l J7:\: ENCODED_BYTE + 27 + NUMBER1 * NUMBER2 — NUMBER3
I A

€ instant_noodles.txt.broken

The 5th byte of the password is: OxMS

€ iced_coffee.txt.broken

The only problem with RC4 is that you need a key. The FLARE team normally uses
this number: "SREFBE" (as an UTF-8 string). If you have no idea what that means,
you should give up and bake some muffins.

€ ice_cream.txt.broken

If this challenge is too difficult and you want to give up or just in case
you got hungry, what about baking some muffins? Try this recipe:
0@ - Cinnamon

- Butter 150gr

- Lemon 1/2

- Eggs 3

- Sugar 150gr

Flour 25@gr

- Milk 3egr

- Icing sugar 1legr

- Apple 100gr

- Raspberries 1@0gr

VoOoONOAUVID WNR
1

Mix © to 9 and bake for 30 minutes at 180°C.

X RRFEREW, HAHT red (1 key IR 2K H T SREFBE, HEIEFIX(HIHAT
MR IR D ST — ik SRR, XRHESC 2% “If you have no idea what that means, you
should give up and bake some muffins.” , JEll& 75 A& X% B EC 77 3R R REANEL T I E = BE, B
D SHHEMEIR “4935137 , PRI LB AT LA n 2504

HAh, RGBS RIS 5 7 OXMS, BN AFEE, B E SR

5.1.6 n4R
J&Eﬁﬁ rc4

i 5 R P 7

¢ nutella.txt.broken

The 6th byte of the password is: 0x36

¢ natillas.txt.broken

Do you know natillas? In Spain, this term refers to a custard dish made with
milk and KEYWORD, similar to other European creams as créme anglaise. In
Colombia, the delicacy does not include KEYWORD, and is called natilla.
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€ nachos.txt.broken

In the FLARE team we really like Felix Delastelle algorithms, specially the
one which combines the Polybius square with transposition, and uses
fractionation to achieve diffusion.

AEPOREE, U E 2 N0 E] Google H1#, 5k H 5 Wikipedia. ' KEYWORD
X eggs, 1fi Felix Delastelle algorithms X} 57 bifid cipher &3k . #fedll, ~—4 A fE %
77 2 JEF ] bifid cipher HiE#HTIE R

T fi# bifid cipher B 5 KILZEZEA AR 1 I BEFRMANFHFRIKRE A (b
SIS, (A3 T H S ] Gt I RS FEAT i fdehd, WA 76 8 2% 1) I i 7] e 75
TR N RS, BAREREHR TAKRED ;2. &7iE e a-z/A-Z 717,
T FAR R Gk AT . RIBIAMERR, HRMEIAS, HhoeEd —H X2
EHHPLF “The xth byte of the password is: OXXX” [N %, RIEIXANLER, T —H N i%
AR “The 7th” %, Hrd 7 ik bifid cipher 3478 4, 065 & 1T LB R I .
ik, K d AR R AR T i

[ s smabrokensroke2 < [

S 73 20 68 ¢ Dac 7ys hcpe xqg

70 78|74 B3 72 8 A cyp typxterl xi:
00 00 00 me6.....00vnns

37
74
36

FAb, RYE AR Om66, L w] DUHEN H 2% i )28 7 715y Ox66.
TEBEAT s B IR 75 B 2 e
1. TEHIRAE 26 NP REZ AN HAB T, KR T W EEATPHE S AT D
2. HRAeRE (HEMFEHKTRKZERME, 0B
4n.daiquiris.txt.oroken S

Abn lef emadkxp frceqdnhe? Tah gdcktm temyku xxo qo ktyhzn! Zd'k raooua, por
uda ztykgh.

N

IABNLEFEMADKXPFRCEQDNHETAHGDCKTMTEMYKUXXOQOKTYHZNZDKRAOOUAPORUDAZTYKQH

RIGHS 5%,
5.1.7 d 48

& JE 5 bifid cipher (KEYWORD: EGGS)
~l: CyberChef
S ) A 2«

€ daiquiris.txt.broken
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ITHE 7TH BYTE OF THE PASSWORD IS: OX66

€ donuts.txt.broken

IDID YOU KNOW THAT GIOVAN BATTISTA BELLASO LOVED MICROWAVES?

€ dumplings.txt

ARE YOU MISSING SOMETHING? YOU SHOULD SEARCH FOR IT BETTER! IT'S HIDDEN , BUT
NOT REALLY.

KREZE AR GIOVAN BATTISTA BELLASO & 3| N —4 ¢4 7 Z {8 H Vigenére Decode
Ye i W R IAT IR, FIRER, ZEVEOCT a-zIA-Z FRE G ARSI, nT LA i
77 OEHT o 43t

Fpz Bkv xyol gr
bjv dwsnagdl kj:
0la0

A, T key K52 HRR F145 HU Y MICROWAVES. fiR 25 i T % 25 S0k AT A0 3, b7 5 =
Al 2% bifid cipher, BISIERAE 26 NI R/E 2 AMNR TR fa - T 8.

5.1.8 0 4H

)5 77:0: Vigenére Decode (KEYWORD: MICROWAVES)
/~l: CyberChef
NI

€ oranges.txt

| The 8th byte of the password is: 0©x60

€ oats.txt.broken

You should follow the FLARE team in Twitter. They post a bunch of interesting
stuff and have great conversation on Twitter! https://twitter.com/anamma_06
https://twitter.com/MalwareMechanic

€ omelettes.txt.broken

You should follow the FLARE team in Twitter. Otherwise they may get angry and
not let you leave even if you get the flag. https://twitter.com/anamma_06
https://twitter.com/osardarl https://twitter.com/MalwareMechanic

Rk %, BEXJL AR tweets, 7E@anamma_06 ] tweet 13k 5| — 4477~ 15 B
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https://twitter.com/anamma_06/status/1414583864865996803
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© 2021 ¥R

Ana Maria Martinez Gémez
G @anamma_06

@MalwareMechanic what should | use as AES key? &
| was thinking about "Sheep should sleep in a shed" (in
UTF-8) © %5 butitis too short & %

9:54 PM - Jul 12, 2021 - Twitter Web App

1 Like

Tl Q

>

Who can reply?
People @anamma_06 mentioned can reply

Malchanic @MalwareMechanic - Jul 13
Replying to @anamma_06

@anamma_06 What about concatenating it with "Wednesday"? It is a great
day!

N/

\/

<« Tweet
Qv

S S S SN SR S

O O X A S P P E LA

be too long... &¥ 52 £2

1 (% Q

b

Malchanic @MalwareMechanic - Jul 14
@anamma_06 What about concatenating it with the operating system
version of the FLARE Linux VM? 22

1 (B Q &

Ana Maria Martinez Gémez @anamma_06 - Jul 14
@MalwareMechanic That’s a great idea! ¥ Have you noticed that the new

version was released the first Wednesday of June? %

1 n Q &

© ©

Malchanic @MalwareMechanic - Jul 14
@anamma_06 Wuuttttt, that makes it even better! @& #& But | don’t think
we have time to update anyway. We are too busy with malware! ‘@@ @

© ©

1 T Q1 &
Ana Maria Martinez Gémez @anamma_06 - Jul 14
@MalwareMechanic True What about the IV? 3 Should we just us:
@osardari’s favorite food (UTF-8 capitalized)? ¢35

1 n Q 1 &

Malchanic @MalwareMechanic - Sep 16 o
@anamma_06 Great idea! Just concatenate it with 11 zeros (as a UTF-8
string) and use CBC mode please! -§
) Q 2 &
- 31 -
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MRYEHRATHEM, 4% SO I f# e 7k E AES+CBC, H:AFi4A: Sheep should sleep in a
shed Jii Flare Linux VM 7S .
Flare Linux VM IR AT 1#1d cat /etc/os-release 3EHL

cat /etc/os-release
NAME="openSUSE Leap"
VERSION="15.2"
ID="opensuse-leap"
ID_LIKE="suse opensuse"

VERSION_ID="15.2"

PRETTY_NAME="openSUSE Leap 15.2"
ANSI_COLOR="8;32"
CPE_NAME="cpe:/o:opensuse:leap:15.2"
BUG_REPORT_URL="https://bugs.opensuse.org"
HOME_URL="https://www.opensuse.org/"

5.1.9 t4H

WJE730: AES+CBC (KEY: Sheep should sleep in a shed15.2)
~i: CyberChef
IR S5 A2

€ tacos.txt.broken

WOOW. .yD.CUU]JC.Iou are very very close to get the flag! Be careful when
converting decimal and hexadecimal values to ASCII and hurry up before we run
out of tacos!

¢ tiramisu.txt.broken

THE. .DX.RIDU. V.the password is the atomic number of the element moscovium
The 10th byte of the password is the bell number preceding 203

The 12th byte of the password is the largest known number to be the sum of
two primes in exactly two different ways

The 14th (and last byte) of the password is the sum of the number of participants
from Spain, Singapore and Indonesia that finished the FLARE-ON 7, FLARE-ON
6 or FLARE-ON 5

€ tomatoes.txt.broken

IT.SEU]C.I E.QBU close to escape... We are preparing the tomatoes to throw
at you when you open the door! It is only a joke...

The 11th byte of the password is the number of unique words in /etc/Quijote.txt
The 13th byte of the password is revealed by the FLARE alias

RGP RTARR, ILE—F, HATAREERSFIHRLRRIESR:
¢ 01:E0x45
¢ 02:40x34
¢ 03:Q0x51

© 2021 SHEPE - 32 - WY AT



https://gchq.github.io/CyberChef/#recipe=AES_Decrypt(%7B'option':'UTF8','string':'Sheep%20should%20sleep%20in%20a%20shed15.2'%7D,%7B'option':'Hex','string':'50697a7a610000000000000000000000'%7D,'CBC','Hex','Raw',%7B'option':'Hex','string':''%7D,%7B'option':'Hex','string':''%7D)&input=
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04: 5 0x35
05: O0xMS
06: 6 0x36
07: f 0x66
08: " 0x60
09: s 0x73
10: 4 0x34
11:10x6¢
12:
13: 5 0x35
¢ 14:10x49
HE T BCA T CIA I E e R R, W] LB 2 M . iR YE/usr/bin/dot (iZ 4, X
password #1T sha256 J5{E #2455 T —[EEE, Bk, 7 LUS BIAET Mess it

L BR JBE Z2ER JEE 2R JER JBE 2N JR 4

lefghijklmnop BCDEFGHIJKLMNOPQRSTL

m.upda
sum = m.
if sum =

(GEIE

EAQ5det ™ s41D51: b3c28caafalalB2addose3eBeacd31741793d2631eblche836274ed52a36238bt

RBl, password & E4Q5d6f s4ID5I

i&frlusribin/dot, i\ password B i[5 % flag.
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75. PetTheKitty

IIHIHH!!IHH%HII

86 - PetTheKitty
1

Hellao,

Recently we experienced an attack against our super secure MEDOW-5888 network. Forensic amalysis discovered
evidence of the files PurrMachine._exe and PetTheKitty.jpe: howewver, these files were wltimately
unrecoverable. We suspect PurrMachine.exe to be a downloader and do not know what role PetTheKitty. jpe plays

flikely a second-stage paylnad]. Our incident responders were able to recover maliciows traffic from the
infected machine. Please analyze the PCAP file and extract additional artifacts.

Looking forward to your anmalysis, ~Meow

Tzip password: flare

6.1 writeup

RIE R EE N —NERR, RREEKNA U HIRMR R PA30 T4,
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@BOAZ4FC @1 98 99 @2 a4 4@ 68 12 45 48 15 82 c5 bb 22 9a 80808145 d2 82 92 36 @d ce ca 69 71 a3 c1 55 97 55 1d €6  ...6...1 g..U.
@BBA258C 21 B2 00 28 a8 b2 a3 3a 5b 60 a0 42 3 dd 54 84 900155 25 71 61 c5 5d 2e 33 26 6C 68 bl a@ c9 99 8e 52  %ga.].3& lh...
@88A251C db cc 36 b3 99 dd 6f f6 99 @f fa db e2 b6 fb ee 88608165 da 17 ab Se a4 44 49 52 44 49 57 28 5d 88 25 fd ..".DIR DIW ].%.
@8BA252C 83 ba 6d b6 ba ef el el 63 66 ba 6f ee b3 4d 6&d 900175 ©6 T4 ca d2 24 43 81 ac ©d 85 74 €9 15 7 9@ @1  ....5C..
@B8A253C 6a 57 9d f9 b7 db ec 53 bS5 a9 e9 @c aa ae ab fa 88808185 3d 9a dc b8 bl e4 ca 8c 36 2d 6 ca 95 ab 57 2a  =.......
@BBA254C bl cb e6 df 5c 67 e2 b3 eb ec 71 89 d8 2f 8b cb 8000195 b7 9T 08 @ 34 b8 7@ 3¢ ff @0 10 8¢ ad f1 23 40 4.p>
@88A255C 2f bl bb 6d ee 37 ef 71 9f 8b cf e3 fb 7d 8f db BBBBB1AS 01 14 44 d2 67 a4 9e 19 23 5a b4 d8 dl a6 ad 9c D.g...
@@A256C be dd 98 3F ec b ce e6 9b 9d 2d ee 16 17 8b @b BAGOR1BS €9 47 €@ 96 36 23 da @c e ca 85 16 33 7a 8C b8  .G..6%..
@88A257C de cd e2 62 fe 59 7c f6 87 c5 14 c@ cB 14 6c 7a 888081C5 dB 61 cc 82 36 6d 66 b2 81 84 81 d6 84 a8 15 2c a..6mf.
@e2a258C fb cd 16 ec 3e bb 47 38 5@ 38 do 17 e7 11 f7 o 900001DS Bl 1d 23 ac 74 44 b2 e@ c2 88 aec 48 9¢ 37 cd 85  ..%.tD..
@B8A259C @1 b4 4@ bS5 85 B4 b8 dB e2 cl c3 6c 8f 7b 98 7d BBBOA1ES 23 23 ee a2 9 78 68 7b 91 7c 88 Bc b8 be 74 d5  #...p {
@00425AC 7 bs da ce e6 66 bb 9f a9 da dd 77 b3 ed 11 57 P00@01FS 1d @0 @@ 98 e4 33 . 3
@B8AZ5BC b3 1d aa b6 df c3 55 6d bb cf dB ee 72 55 db Ve #@0BEE68 4d 45 38 57 B6 86 6@ B3 23 8@ @B 88 50 41 33 38 MEGW....
@@@A25CC 57 b5 @5 bb aa ed 58 b5 2d 24 5c cc ee el 97 cd @opeea7s 4@ 24 39 ed 77 a@ d7 @1 18 23 c@ b2 9f @b @1 81 @S9.w...
@BOA25DC 7 43 6C 93 @1 ed le 28 Sf fo 88 fe @8 97 9@ 98 5 #0060083 1d 97 21 13 ae ba ac 1a ed 88 98 8 ab of @1 S
@BA25EC 08 94 40 0F e@ 3b ba a3 1f f& 8e ec 68 60 40 10 . - h*@- PAGOO1FE 4d 45 30 57 01 @2 00 00 d9 O1 @0 89 56 41 33 30  MEW.
@BAA25FC 28 B8 @9 5c 2a e@ 52 c1 82 81 78 al 68 54 @c 6c AR Lp TN 8080820E <@ 75 9 8d 77 a® d7 81 18 23 c@ b2 9f @b @1 o1 [T
@00A266C ©c 10 c5 @8 2b Oc 4c 18 @8 od 82 ff 12 c2 le 17 +.L. . . 90PE21B 1c Oe 6@ c@ b2 9f 83 83 2b a2 19 0L 20 @8 0 88 .. ..... +
@88A261C 9 23 2e 77 71 bf bb 88 5 e6 77 26 73 26 2 4F  .#.wg... _.usR.0 | |ppp0e22B 0B 86 62 40 38 cB 20 23 33 33 16 b3 88 23 el 8a  ...@8.)# .
ARALIE2C 1 h Aa h Q=9 2F £ £ A f a7 hh rh b +

2 dhent pkts, 22 server pkts, 3 tuns 37dl t5. 37 server pits, 73 tums.

Entire conversation (575k8) v showdataas HexDump Entire conversation (13kB) ~ show dataas |HexDump  ~

Find: Find:

WA HITE A RN A, AT REARM I A A iE 3 J5 HEdE . PA30 J2 Windows Package ' H T
T B AT R AR Delta Compression xS I BERURFIE , X Seh T SO SRS 000 :

| CRC32:PA30:Delta Compression Data

T SRR 4B R] 2% 2020.08.23 [ — ks 3 #_(Extracting and Diffing Windows
Patches in 2020, /E# &£ RITSEC-CTF-2019 I it — /M K iZ B R A 18 H patch-tuesday .

fET FRLOR 5, Windows TEfCRN T RGBT, 2l F ApplyDeltaB %642 144 patch U T H b

SO BRI SEBLOCAE RO EORT (IR T4 B

I FR A patch delta.
1t session#0 1, AJLLIIZLR]—/ png SCH-3k:

faray
~F

), IXLE patch ST Hd R R SO E R
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https://wumb0.in/extracting-and-diffing-ms-patches-in-2020.html
https://wumb0.in/extracting-and-diffing-ms-patches-in-2020.html
https://wumb0.in/extracting-and-diffing-ms-patches-in-2020.html
https://github.com/ritsec/RITSEC-CTF-2019/tree/master/Misc/patch-tuesday
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A

Gaeeeeaa 4d 45 38 57 32 00 60 88 32 90 68 88 Ve 6d 65 6T ME@W2... 2...~meo

aaeeeala J7 Ve 28 28 3d 5e 2e 5e 3d 29 28 Ve 6d 65 6f 77 wee (=", =) ~meow

8e0E028 TJe 2e 2e 2e 2e 20 63 61 6e 20 68 61 7a 20 4d 65 r,... €@ n haz Me

eeeeee38 65 6f 6f 6f 77 77 77 4d 65 6d 65 3f 3 3f eocoowwwM eme???
AAeREEAE8 Ad 45 38 57 d@ 24 @a @@ d8 24 @3 @@ B9 50 4e 47 MEBW. 5. . 5
60000018 ©d 6z la Ba @9 00 60 @d 49 48 44 52 60 @0 65 dE8  ........ IHDR. ...
Geeeee28 00 00 84 52 B8 86 B0 B8 88 b7 69 95 af @8 @8 ec 20dfoooo oofooooc
Gaee8838 63 69 43 43 58 49 43 43 28 58 72 6T 66 69 6c 65 ciCCPICC Profile
GeeeEE4a BB B8 48 B39 95 57 @7 5c 93 47 1b bf 77 64 92 be -Ho W\ LG..wd..
8ppoEASA8 82 61 cB B8 7b @9 b2 89 28 23 B4 15 41 48 a6 20 cBaafea.  H#OAD.
8ePEEAEA 2a 21 @9 24 Bc 18 13 82 8a 1lb 2d 55 b# 6e 11 5 *l. %o ..-Uln..
AeeeEe78 51 dl aa 88 45 ab 15 98 33 18 bl ce a? b8 ad a3 Mlocalfoze Bacocooos
Ga000828 32 50 51 6a 71 =8 42 =5 bb 98 88 de& Ve 3 f7 3d 8P0jg.B. ....v..=
aaeeee98 bf df bd f7 cf 73 cf fd 9f 91 bb 7 bd 83 48 a7 ..... Foo coooos .
gaeeeesd 93 2T 93 15 a@ ba @@ 14 4a 3b 24 39 51 61 ac f1 i ocoooc J...0a..

Z 18 1 010Editor &5 T EAG SCAF SR R AE SR B, W82 2 — B AsciiArt JE X A 7

@@eA235C @f f8 41 ac f6 ee 29 11 9b @2 @0 @@ @@ 49 45 4 ..A...). ..... IEN
BBAA23GC 44 ae 42 6@ 52 00 00 @0 00 G0 0D 00 @0 @0 @0 @@ D.B .... ........
BEAA237C 00 0P OO 0P 0D 0D 0D @0 0P 0D 0D 00 @0 @0 B0 BD ........ ........
PRAA2IEC 00 0P 0P 0P O 00 @@ @@ @0 7 6d 65 30 77 Te 8@  ........  ~mE B .
B@A230C @@ 2e 2f 5c 5 2f 5c 2e ©P @0 00 00 @0 @0 @0 80 ../ \_/\. ........
@BBA2Z3AC @@ 28 3d Se 2e Se 3d 29 00 00 00 00 @0 @0 @0 @D . (=". =) ........
@@EA23BC @@ 28 22 29 5 28 22 29 5T 2f @0 00 @0 @0 @0 @0 . (") (") /......
@BAA23CC 40 0D GO 0D 0D 0D 00 00 0D 0D 0O 00 00 @0 B0 PP  @....... ........
@e0A23DC 4d @0 @0 4d @0 00 4d @@ ©d 4d 90 @0 4d @0 @@ B0 M..M..M. .M..M...
BRAAZIEC 61 @@ G2 45 00 00 45 @0 0P 45 00 00 45 @@ @@ @@ a..E..E. .E..E...
BBAAZIFC 6c @@ OO 30 00 00 30 @0 0P 30 0D 00 30 @0 @0 8P 1..0..0. .0..0...
BREA24BC 77 @@ 02 57 @0 @@ 57 @0 0@ 57 00 00 57 @0 80 80  w..W..W. .W..W...
BEEA241C 61 0P OO OGP 00 0D 0D G0 0D 0D 0D 00 @0 @0 B0 PR  A....... ........
@BBA242C 72 @0 00 4d @0 00 4d @0 0P 4d 00 @0 4d @0 @0 PP r..M..M. .M..M...
@@BA243C 65 @0 00 45 @0 9@ 45 @0 00 45 90 @0 45 @@ @@ @@ e..E..E. .E..E...
@B0A244C 4d @0 GO 30 @0 90 30 @0 ©P 30 00 00 30 @0 @0 99 M..0..0. .0..8...
@@OA245C 65 @0 @8 57 @0 00 57 @@ @0 57 00 00 57 00 90 90 e..W..W. .W..W...
BRAAZ4GC 63 0P OO 0P 0D 0D 0D 00 0P 0D 0D 0D 00 @0 B0 PR  C....... ........
BEAA247C 63 00 00 4d @0 0 4d @0 00 4d 00 @0 Ad @@ @0 8@  h..M. I
BRAAZ4EC 61 @@ 02 45 00 O 45 @0 0@ 45 O @@ 45 @@ @@ @@ a..E..E. .E..E...
BREA240C Ge @@ O 30 00 00 30 @0 OP 30 00 00 30 @0 @0 8@ n

@BBAZ4AC 69 @D 0@ 57 @0 0D 57 @0 00 57 0D 00 57 00 @0 @9  i. ..
@OBAZ4BC 63 0D GO 0D 00D 0D 00 @0 0D 0D 0D 00 @0 @0 B0 PP  C....... ........
@ERA2ZACC 00 0D GO 0D 00 0D 00 00 0D 0D 0 00 90 @0 BB PP ........ ........

fii /] 010Editor T2 )&, &M png BBEEAT T 5 U RS+ . £ IEND BURTHH £
RN
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00 00 00

S SRS T T INRE KL, XA png BIRBR T REZ T — L i 2 A IE HA 73
g BAE B SR 2R PN SCA 0y PE 2R3 BLK PA30 iR s B2 patch AL, HEMI &

F I patch N T png XL “IE R H PE S0 T (Extracting and Diffing Windows
Patches in 2020) H#$2#| 1) delta_patch.py /147 png 1 patch. £, KIAH 4R
B png K JE M AsciiArt #5354 B patch %I

> py -3 delta patch.py -i pet.png -o Payload.dll png patch
Applied 1 patch successfully
Final hash: O0sdAMg6SJ4EFnx69R5NIFgq2ToD4utovfwrzBaVxmssk=

patch $#E 12 session#0 1 144 [04& 155 —#5r 2:
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GE0PER3E 4d 45 38 57 35 90 B8 9@ 38 09 00 88 Je 6d 65 6T MEBWS... 8...~meo
BE0PBR4E 7 7e 20 2B 3d Se 2e Se 3d 29 28 7e 6d 65 6 77 wee (=",0 =) ~meow
BEaaa8a5E 7Ve 2e 2e 2e 2e 28 63 61 62 28 68 61 7a 28 4d 65 ~.... €8 N haz Me
@eePBREE &5 65 65 65 6F 6f 6f 6Ff 6 77 77 57 61 72 65 3f eeeeooc0o owwlare?
eeeeea7E 3T 3T 3f 3f Fada
8e8A24DC 4d 45 38 57 bl 29 66 B0 [hl 20 68 B8 58 41 33 38| ME@W.).. .)..PA38
BBBAZAEC |cP be 42 82 77 ad d7 81 18 23 B0 @88 2 15 21 68 caBawa.. LHLLLLL.
888A24FC |@1 98 99 82 a4 48 68 12 45 48 15 B2 c¢5 bb 22 03| ..... @h. EH...."
8e8A258C |21 82 @@ 20 a8 b2 a3 3a Sb 8@ ad 42 c3 dd 54 64 Yoo 0ooB [[ocBEoalk
888A251C |db cc 36 b3 99 dd &6f f& 99 8f fa db e2 bs fb ee Aomnos®o cooooooc
@eBA252C |83 ba 6d be b9 8f el el 63 66 ba 6F ee b3 4d &d scdloooac cf.o..Mm
@eBA253C |6a 57 9d 9 b7 db ec 53 bS5 a9 e9 Bc aa ae a6 fa| JW..... 2 cosoooooc
888A254C |bl cb e6 df 5c 67 e2 b3 eb ec 71 89 d8 2f 8b cb oo WHes ooToof ac
8e8a255C |2f bl bb 6d ee 97 ef 71 9f Bb cf e3 fb 7d &8f db fod hoa| cooac Fra e
888A256C |be dd 98 3f ec fb ce e6 9b 9d 2d ee 16 17 8b @b R
@eBA257C |de cd e2 B2 fe 59 7c f&6 87 c5 14 c@ c@ 14 6c 7a . T 1=z
888A258C |fb cd 16 ec 3e bb 47 38 58 38 d@ 17 7 11 7 e8 nmex. BB PE.. ...
8e8A259C |91 b4 48 b5 85 84 b8 d8 e2 ¢l c¢3 6c 8f 7b 98 7d adoooac soodba ]
8e8A25AC |T7 b8 da ce e6 66 bb 9Ff a9 da dd 77 b3 ed 11 57| ..... | P " B '
888A25BC |b3 1d aa be df c¢3 55 6d bb cf d8 ee 72 55 db 7e| ...... Um ....rl.~
@e8A25CC |57 b5 @5 bb aa ed 58 bS 2d 24 S5c cc ee el 97 cd| W..... P. -Fh\.....
8e8A25DC |c7 43 6c 93 81 ed le 28 5T f@ 88 fe 83 97 96 98 lloocoll _coooaac
BB8AZS5EC |82 94 49 @ e® 3b ba a3 1f f8 Be ee 63 60 40 10 el .za. o BT
BEBAZSFC |28 88 @9 5c 2a =8 52 ¢l 82 81 7@ al 68 54 Bc 6C -=\*.R. ..p."T.1
808A26BC |Bc 16 c5 88 2b Bc 4c 18 88 8d 82 ff 12 c2 1e 17 nomoifalls cocooooc
8e8A261C |9 23 2e 77 71 bf bb 88 5f e6 77 26 73 26 f2 af Aowg. .. _.wlsE.0
888A262C |15 2b d4 b8 aa a9 e? 2f 7 5f dc ef 97 bb cb be ataaaa. § o_cooooc
8e8A263C |5T 64 17 e6 fe 9 66 bb cf 65 58 f9 cc 76 ff 1d d....f. .eP..v..
8e8A264C |61l ee 7 fd 72 91 fb dd 77 39 13 ff c5 b9 bb f8 d.--F-aa W9... ...

anonscer Lok 23 ££ ac £. Af af £o 40 dn or £ c. do aa anl - £ nor
AN — A FEEVEE AN, R SRS BlA R ApplyDeltaB £ F RN AT, %
¥ PA30 FIHI 4 17 CRC32 45 Fxts, Fif& A\ ApplyDeltaB. [X°4 delta_patch.py H%f X &
SR T I, HOTTH A 0xb1290000 AT LA B H2 1 F i A4 T Ab B

patch i J&5 ) SCA 2 — A 32-bit I¥) DLL SCAF, 725 H ek $ ) 71 & b R IAEAE — N 448 Le_Meow
ek E. S WT)a KB, 1% DLL 528 T — reverse shell IZCE, 1% cmd K% N R H A
485 B socket b, DILSEHRI. 4k, fEad T RMar 2 PATEREME 1R T, EpFE
FERH T delta patch HR, B SC AT T K 46+xor (KEY: meoow) St M SLHLIRE
Gwhg

Session#1 L3R 12 W7 1) fir 21838 A8 BLAS IR, e R RARAE _F1H 73 B 45 21 10 4 f 32 48 1 [ 38
J TS 1) S A A 2

Session#1 .7 | 37 HACH, X 37 P4 T A SR . ARIEFTHE$Z 2 patch SCHF
#al, KX 74 4H packet NZE, I PA30 AbTFUGHEEL, $RECH 74 4 patch SCfF, idN
patchl1~74, 41T~ packet#1 #EHLH K patch P %5 :
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PN RAER — K281 00 SCHHEN sre SCfF ONSCAF R TR BBCHIRIZ R 5
PRAFFT AN T s Ja TR B SCAE RN ) R

B ERAE R R IX 74 A patch SCAF, ArHIE RSO |
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th open('result{}.txt'.format(x)
decrypted = xore(f.read(), b’
f.seek(8)
f.truncate(8)
f.write({decrypted)

TERMIMAL DE

Applied 1 patch successfully
Final hash: iWAJiXCkm4231rasaWBqUIR9zcFXQHOWAT tXQzWuNM)=
Applied 1 patch successfully
Final hash: hG5ZakK1iz2N7cGoVplAPeBAfrixjgDerVrcF3pKCulA=
Applied 1 patch successfully
Final hash: Hm3Dgs3aHatAlumOWHWNac2vSTXey71bltOuNITHgMc=
Applied 1 patch successfully
Final hash: yWXQGzdiXZplLOTVQSmhcRO1-+1uyHt6BhCQelAVKNWik=
Applied 1 patch successfully
Final hash: QoKeFEFShl+UhIKCL1WDzBexqIVIhYC+AhOS+ZdIVbM=
Applied 1 patch successfully
Final hash: pIsJ7SLItRENPQDXnlzfWS4klS7jddvs25gtdoS1B0=
Applied 1 patch successfully
Final hash: 11Ms6ahdvFrIuigZxakzgll9el G9srghFoQuvBEGAZo=
Applied 1 patch successfully
Final hash: 0/kbD/UyIg8vAAXAelWL fhHU7HhoC2We2iUYZKepADE=

' format(x, x)

Wik, fH ApplyDeltaB 2 JGib 75 Z3H AT xor 5784, H&4AFE] 74 A result XM, 41 R AHT 5

LR
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prem

|
Eile Edit Format Wiew Help
Microsoft Windows [Version 6.1.7681]
Copyright (c) 2889 Microsoft Corporation. All rights reserwved.

C:\Usersiuser\Desktop
\SuperSecret>umecowmnes ooWme cowWme ooWMEOoWME OOWMEOOWMEOOWME OOWME OOWME OOWM

S | ——

|
File Edit Format View Help
whoami

imeooEme oome oowme oowWme ooWme ooWme oowWmea oowme ooEme oowWmea o owme oo me Cciolme oot
LBV Ttm T O T Wi T OV T D B T M T O T T VY Tt T O T T A i T D B T T T T T O T T B T T B TR T B T w T

|
File Edit Format View Help
whoami

user-pchuser

C:\Users\user\Desktop
VWSuperSecret»owmeoowmeooWneooWme ooWme o oWNeooWMEe DoWMe o oWme oblWme oowWme o oW

4

File Edit Fermat View Help
net user

B S L TS T T T 0 R T 2 L R W P T S S R e P S T S

|
File Edit Format View Help
net user

User accounts for MWUSER-PC

Administrator Guest user
The command completed successfully.

AT OULEE SIS BT R 0 i 2 M i AT A R . ARIAE T RIBY, 7E58 50 FI5E 51 A Cfirh,
HH flag P75
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4
| File Edit Format View Help
type Gotcha.txt

| DWmMEooWMECOWMECOWMEOOWMEOWNEDOWNE OWME DOWNECOWMEDOWMED
OWME QOWME OOWMEOOWME COWME DOWME OOWME OOWME OOWME COWMECOWMED
OWME QOWME OOWMEDOWME COWMEDOWME OOWMEOWME OOWME COWMEOOWMED
OWME COWME OOWMEOOWME 00 ZMEDOWME OOWME0oWME DOWME COWMEOOWMEaD
OWMEDOWME COWMECOWMECOWMEDOWME DOWNEDOWME OOWNME DOWNECOWMED
owmeoowmeoowmevshg2EelazcflzfE

| Emeoowme ooWme 0owWme 0oWme 0oWme OoWME O OWME 0OWME 0OWME DOWME 0D

|
File Edit Format View Help
type Gotcha.txt
le're no strangers to love
You know the rules and so do I
A full commitment's what I'm thinking of
You wouldn't get this from any other guy
I just wanna tell you how I'm feeling
Gotta make you understand
Mever gonna give you up, never gonna let you down
Mewver gonna run around and desert you
MNever gonna make you cry, never gonna say goodbye
Mever gonna tell a lie and hurt you
le've known each other for so long
Your heart's been aching but you're too shy to say it
Inside we both know what's been going on
e know the game and we're gonna play it
And if you ask me how I'm feeling
Don't tell me vou're too blind to see
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. spel

IIEIHHIIIHH%EII

87 - spel
1

Pro-tip: start disassembling this one then take a nice lone break, you've earmed it kid.

T-zip password: flare

7.1 writeup

BUHBE#S T —BOORE R

Pro-tip: start disassembling this one then take a nice long break, you've earned
it kid.

SRIE IDA FTIF ORI SAAR NS, 47— BN (a], IDA R 77 BT i3k AT /& LA T ik
FEAE At -

AC:0000000140053357 Down

4
I

: |Li|:urar1,r function [l Regular function Il Instruction | Data [ Unexplored = B
MY IDA &M 5 B MIRHE, idb SUHFHARBRRA LM AL,
WA EEIX— 5, FEAE IDA AT 5 5B 2 Ja B B S X T Be A e — R, 2 A3
HITHEA BT BT — KRBT A] . 5 R4 7T FR I GO B AT R 7oA, 22 1 T B9
o
HARFATITBIT LG, HEWRR error 522K M E )5 -
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=
e be
An erar occured. Pleaze cloze the application and try again.
Al ih
Al F
et G
2 F
p d
P P
R P
F
F
th
tz P
ti F

W, ZREFH MFC 4iS, — & sl KL MFC R PR IL NI AT B BOFAMELE
FH YT . BEFISCH MFC BFRINH%, AR A CDialog::DoModal pei#R ik [, it
I W5 BZAL M2 AR LI P 5 — S AT PR 9R 2 5

Jtext:oooeoeoldeeo2Dle call ?DoModal@CDialog@@UEAA_JXZ ; CDialog::DoModal(void)
.text:0000000140002D15 mav [rsp+2F@38h+var_2FB03], eax

.text:0000000140002019 mav [rsp+2F@38h+phrodule], @

. text:0008000140082D22 lea r8, [rsp+2F@3sh+phModule phMedule
Ltext:PEERRRA14BBB2D27 lea rdx, ModuleName ; i
.text:eeeeee01466862D2E xor ecx, Bcx ; dwFlags

.text:@o00000140002D30 call cs:GetModuleHandleExA

Ltext:eooo000140002D30 test eax, eax

JtexteeeoopeldeaeD3s jnz short loc_ 148802055

text:eeeaeRe14068682034 mov [rsp+2F@38h+var_2F@e4], @

LJtext:pepepealiapa2Da2
ctext:0e88800142002042 loc_140882042: ; DATA XREF: .r
text:@e00000140682042 lea rcx, [rsp+2F@38h+var_2EFCE] ; this

CJtext:eopaooaldapazDa? call sub_l48082BD8
Ltext:0e0000014000204C mav eax, [rsp+2F@38h+var_2Feed]
Ltext:eepRRRal4aa620560 jmp loc_148179749

X DPBPPIDLAPBOIDES § === = = = === = m e
text : BABRBRG14ABH2D55
.text:0AEAEA0140002D55 loc_14@0@2D5S5: ;

LJtext:eopaoealdiape2Dss R 3 W
.text:000BRRO140002D55 lea rdx, ProcName | cuma
Ltext:0e0000014000205C mav rcx, [rsp+2F@3sh+phModule] ; hModule
text:0008000140082D61 call cs:GetProchAddress
text:BEe80861408682067 mov [rsp+2F@38h+var_2EFEE], rax

. text: pae0000140862D6C call cs:GetlurrentProcess
Jtext:@eee000140002072 MoV [rsptZF@soh+hProcess |, rax
Ltext:eopaooaldiapezD77 mav [rsp+2F@38h+Src], @EBh
Ltext:pepeRRaliaae2D7F maov [rsp+2F@38h+var_2ED47], @
Ltext:eepaRRal488682087 mov [rsp+2F@38h+var_2ED46], @
text:eeeERRa142868208F mov [rsp+2F@38h+var_2ED45], @
text:eeeaRRal42862097 mov [rsp+2F@38h+var_2ED44], @
Ctext:eeeapealdana2DoF mov [rsp+2F@38h+var_2ED43], 59h ; 'Y’
LJtext:eopaoealdapa2DA7 mav [rsp+2F@38h+var_2ED42], 49h ; "I’
Ltext:eeeeppaliaae2DAF maov [rsp+2F@38h+var_2ED41], 8%h
Ltext:eepaRRal4a68620687 mav [rsp+2F@38h+var_2ED48], @Csh
Ltext:aepaRRal4a868206F mov [rsp+2F@38h+var_2ED3F], 48h ; 'H'
text:eeeaRRal42862DC7 mov [rsp+2F@38h+var_2ED3E], B81h
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INRIEAAEA LLALZ 13, B e 2 BB P AL I 34T T 31 shellcode $1U47. 455X
— K mov #BAE R RRALIE 22

LJext:eppeopaldal7ocsr Mo [rsp+2F@38h+var_25], @
Lext:ebeeeaaldal7osoy mon [rsp+2F@38h+var_24], @
Jext:eepeeea14817969F mow [rsp+2F@38htvar_23], @
Jext:eopeoeealdal7ach? mo [rsp+2F@38h+var_22], @
Ltext:eeoeepaldal7IcAr mav [rsp+2F@38h+var_21], @
text:@0008801481796E7 mowv [rsp+2F@38h+var_2@], 66h ; '’

text: 8808081481 796BF mowv [rsp+2F@38h+var_1F], 6Ch ; '1°
Jtext:e0000001401796C7 maw [rsp+2F@38h+var_1E], 61h ; 'a’
Ltext:ee000001481796CF mow [rsp+2F@38h+var_1D], 72h ; r'
Jext:eppeeaaldal7osDy mow [rspt+2F@38h+var_1C], 65h ‘e
Jtext:@00200001481796DF mow dword ptr [rsp+2F 838h+dx51‘e], 2ED2Dh
Jtext:ee020001401796E7 maw eax, dword ptr [rsp+2F 838h+dm51‘e]
ctext: 00000001481 796ER mowv [rsp+2F@38h+nndPreferred], @ ; nndPreferred
text:B808881481796F3 mowv [rsp+2F@38h+flProtect], 48h ; "@' ; flProtect
Jtext:00000001401796FB maw rod, 3@esh 3 flallocationType
Ltext : 6000060148179761 maw rad, eax 3 dwSize
Ltext:888BRRA1481797R4 xor edx, edx 3 lpAddress
Jtext:@0020000148179706 mow rcx, [rsp+2F@38h+hProcess] ; hProcess
ctext:2e0ee00140179708 call cs:VirtualAllocExNuma
ctext:e000880148179711 mowv [rsp+2F@38h+var_2EFD3], rax
text:@B80888148179716 mowv eax, dword ptr [rsp+2F@3sh+dwsize]
Ltext:eeepe81L40817971A maw réd, eax 3 Size
ctext:@000000140179710 lea rdx, [rsp+2F838h+Src] ; Src
Ltext:BEE288148179725 mowv rex, [rsp+2F@38h+var 2EFDE] ; woid *
ctext:200000014017972A call MEMMove

LJext:eepeopaldal7av2r call [rspt+2F@38h+var_2EFDE]
Lext:ebeeeaaldal7avis Mo dword pLr |[rspr2r@sohidwsize+d], @
LJext: ebpeeaa148179736

.text:0000000140179738 loc_14817973B: ; DATA XREF: .rdata:eeeeee0ld4niboece
Ltext:@000000140179738 lea rcx, [rsp+2F B38h+var _2EFCB] ; this
Jgext:aseeepaldal7ov4ae call sub_148682E068

Jtext:0e02000148179745 mow eax, dword ptr [rsp+2F@38h+dwSize+4]
Ltext:eepeealdal7ov49

A DAHE T 2T T — Bt shellcode A4, R size K/, AT LK iZE: shellcode A7 H
dump Hik.

7.1.1 —E dump (shellcode)

A K% B dump =248 F sSRDI ZH 2 Rl ) — B payload, 5¢ T sRDI [ 4175 7] LL4E & sRDI
H‘JﬂiﬁﬁTﬁﬁo faf Bk E, 1% B dump A2 B DLR LR 4Lk

[ [ bootstrap ][ rdiShellcode ][ d11Bytes ][ userData ]

Hr, 7T B rdiShellcode FSRs2I PE Loader, fUIGE M FIEE, 15X FK/B A
2 (A RIS N P AS S48, T SO AL T AR I dlll SCAR20E 1T I A &5 M 33047 AT R
7E525% DLL (1 load 2 )5, ¥ HATHUEA2 ) DLL (1) DIIMain &%, M SZEL DLL [ B850 F :

15 + *(unsigned int *)(NTHeader + 168), v&7 / @xC - 1, vi5);

+ *(unsigned int *)(NTHeader + @x28)))(v15, 1i64, 1i64);// Dl1Main
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SRDI [X 5] S iR S SHEA RDI iR E 2K — /& sRDI [ bootstrap/Loader A%/ i
7E DLL MBI, FREEHE & IF 2 S M AT AL E #3245 DLL )R 4; 1 )56 RDI RGN
H bootstrap/Loader AREG I & N HRTE DLL H1f, 8 32575 DLL —AN S H sk,
Injector 75 22 5 Jeifiid file offset )7 AEALEIA7 T DLL H[¥) Loader eRi#, FRREIRATIAL S
Loader, Hi DLL "] Loader SEIIAEEHE# TAFE, —VImhgs 2 J5 F ki 3] DliMain pfi#. BIiX
S (34 /E DLL P38 P 58 B o DR BEAR 9 12 dump SCHREIAT oA, BT LARR 2 I Ak fef FH ) /2 SRDI
HAR.

T RDIZEIENEORK SRR Z 5, AT LEHESN DLL SCAF#EAT 704 . $2HL DLL SCA Y
D5

WAL, W ECX f5m MZ 3k, BARJSTHN add r8, 2ED23, KEH] LUFIIIZ DLL
31X [5 5 ]«

EE B2 a2 a8 ae call 545

59 pop rcx

49 39 (C8 mow ré, rcx

48 81 C1 23 BB @8 Be add rcx, 8B23h ; ptr->ME
BA AA SC AT 45 Mo edx, 45A75CAAR

49 81 Ce 23 ED ez ae add r8, 2ED23h

41 B9 85 @8 /5 /8 mov rad, 5 3 ptr->flare
56 push rsi

48 89 E mav rsi, rsp

48 83 E :E and FSFIJ- E:::::::::::::::Bh
48 83 EC 38 sub rsp, 38h

C7 44 24 28 @2 80 B2 28 mowv dword ptr [rsp+2eh], @

EG B85 @2 a8 ae call sub_45@84@

48 89 F mowv rsp, rsi

SE pop rsi

C3 retn

o # 454 ShellcodeRDI.py A VRS, A LAHE DLL [X [8]7E H -

H

32 d rcx, <Offset of the DLL:
a3

bootstrap += b'\xdB \xE1hxcl”
bootstrap += pack{'l", dl110ffset)

a4

(=]
n

[ ]

# mov edx, <Hash of function»

(=]
I

ca -

hootstrap += b'\xba'

3 bootstrap += pack({'l", functionHaszh)

94 # Setup the location of our user data

91 # add r&, <0ffset of the DLL> + <Length of DLL
92 bootstrap += b"%\Wx40\x81\xcd'

a3 userDatalocation = dllOffset + len(dllBytes)
94 bootstrap += pack({'l", userDataloccation)

N
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7.1.2 8=E dump (DLL X&)

FESRHUHIR) DLL SCAF(K) DIMain s 5T A0 B, R IR E 1 55— Bl PE 3CfF:

BOOL _ stdcall _ noreturn D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPWOID lpvReserved)

Woooom

_ fastcall *v8)(_ int64, _ inte4, _ int64, _ int64); // [rspi3sh] [rbp-10h]

V7 t)Runk_1888163F8 le?ﬂﬂﬁj,
w3 = {-.-:'_:1 (_ fastcall *JT__Intex,  inte64, inte4, _ inte4))sub_1888827DB(v7, aStart);

}
i F K] unk_1800168FO0 #5712 MZ Sk, JSIHIH 0x17A00 1] LLAE /2 1% PE SCHF IR /)N

Baapepelse81l68r8 m 5A 9@ 8@ B3 60 @0 PR B4 0@ BB B8 FF FF 88 @8 MZI..............
GEBpEEEloeelooEE  BS @@ B0 @R DR B0 BB BB 40 @@ B2 B2 B2 BR BB B ........ [

1 @a e@ 9@ @B B2 B0 B2 B2 20 B B2 BB B2 BB BE BR  ....... . 00000
B2 22 B2 @2 B0 22 B2 B2 22 B2 G2 B2 B2 BL BB B2 ..., .00 eeeaan
BE 1F BA BE @8 B4 89 CD 21 B3 @1 4C (D 21 54 68 ........... L..Th
69 73 2B 7@ 72 6F 87 72 61 6D 28 63 61 BE BE 6F is-program-canno

DA 74 2B 652 65 28 72 75 6E 20 69 GE 28 44 AF 53 28 t-be-run-in-DOS-
BEEEEE 6D 6F 54 55 2E B0 @D BA 24 40 B2 G0 BB B2 88 B8 mode....$.......
peREEE EE F@ 4@ 87 AF 91 2E D4 AF 01 2E D4 AF 91 26 D4 R -g.. 8-, .35-...
PEEERE 1E @D DF D4 AB 91 2E D4 1B @D DD D4 DA 91 2E D4 ﬂF ..U
PEBEEE 1B @D DC D4 A2 91 2E D4 94 CF 2D D5 A8 91 2E D4 R T 3
PRGBS 94 CF 2B D5 BB 91 2E D4 94 CF 2A D5 BF 91 2E D4 #ﬁ EE-L R
BOEEEE 72 6E ES D4 AC 91 2E D4 AF 91 2F D4 FA 91 2E D4 r~m§ B3R 1L
BEBEA 38 CF 27 DS A8 91 2E D4 38 CF 2E DS AF 91 2E D4 8. .%F-...... &
PEBEE 38 CF 2C DS AE 91 2E D4 52 69 63 68 AF 91 2E D4 8. .75, .5 ichiE
BEEEE G0 OO OO B0 BE BB G0 GO OO OO B0 G0 BB BB BB BB ................
BEEES 5B 45 BB BB 64 56 @5 B8 2E BS FF 60 BB G2 88 88 PE..d...... -

BEEEE B0 B0 BB BB FB BB 22 26 OB B2 BE G0 BB C5 60 68 ...... e

M B dump SCEFI R, R ILFEIREAATE—28 Loader 28 AL BRHRAE, HEWIH 3= ZET)RE
AIF 2 I A R PE SCA

R4 DIIMain H £THERRYE ) 6 2502 55, HEDITE IN#E5E PE 2 )5, 2R Start AT FE B4
XA vl LB IS dump HIX AN R PE SCHF S TS8R .

7.1.3 £=F dump (DLL 3f§)

FE55 = dump 1) PE SCF (93 R il SSILE B AE— D44 08 “ Start” (YR8, i3t —
iIE T 1A
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& HEHTZ Start BB IHATIRE, RIELSLHF &S ET 15w W ThRER Ee: B, iR
PEREFFiziT s, 2% inactive.flare-on.com B inactive.flare-on.com ] 888 i [, 34
45 2 it ) [RIA% PN 2% 2 fide 2 3E A T HUT

else

= (a1 + 448);
while { 1)

1
= [ - 1;
if ( * < ] * b )
break;
if  &(++ 1- ] »=3)

download _exec_sub l152882418( |H
return @;

¥
¥
}
[4] = @;
stropy( s run");
if l= -4438 )

1
= (31 + 448);
while { 1)

1
= [ - 15
if ( * < ] * > )
break;
if ( &(++ M- ] »=3)

downlocad exec2 sub 15@882598( |H
return @;

¥
}
¥

A4 AR 4% AR (B 258 “flare-on.com” T4 kN 57 A1 (138 46 37
NG R IR T 20 BB — A PNG BIESHT AES (i, JRRM 5 s i — 8
F i A A5 AR O 5 VR R
HEARD BT AT R OR MR R I R K flag #RAERIZHE, 4R 1R DRI, AT
YOI R, LR T R RE 2 AT DA BN A S AT I (I 4E7 T35 7 . @l b, 452
AR FIRPAT T 25, FFi 2 LR JUAN A

1. SR, RS ST

2. k% #%iRIE “flare-on.com”

3. AL ABERBRING “spel.exe” , T2 “Spel. EXE”

4. FEFFH1EAE—LE SleepEx 5~6 7 H#fE, A LLZAR patch £
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e LIREAT %A, BEMRES A E Tk “flare-on.com” W, BIFIREFET 5 E8H4T
. RIFEFERATE PNG REME G, SRBEEERNAERIES “flare-on.com” FHAE

s & -
00000229D9BF01AS| 6C 33 72 6C|63 70 73 5F|37 72 5F 76|62 33 33 65| 13rlcps_Tr_wvb33e
00000229D9BF01BA| 65 68 73 6B|63 33 0A OA(G6 6L 61 72|65 2D &F 6E|ehskc3..flare-on
00000229D9BFOLCE| 2E &3 6F &D |00 OO OO0 00|00 OO0 OO0 OOD|(O00 OO 0D 00| . COMe s s acansnaana

X LI F 93 () S A A

BCryptSetProperty = api_hash_sub 1898912[&(9164 BxBu, Bx3751623Fu);

if { BCryptSetProperty(vl8, ChainingMode, ChainingMeodeCBC, 32i64, @) >= 8 )

1

[/ key: "d4ld8cdosfesb2e4e9800998ecTB427e™ (str)
£ dv: @xBe*16(bytes)

“ickey = api_hash_sub_laseelaCae(pisd, @xBu, Bx4?298182u),
metrickey(v22, &k eyHandle, pbKeyObject, v21, pbSecret, 32i64, @) »>= 8 )

api_| hash sub 18e@e12Ce(eisd, e@xBu, @xCAIFLTER);
crypt(va4, resource@xSF, 32i64) »>= 8 )

(al + 424);
24
if ( al != -424 )
v28 = (&v48 - v28);
*v26 = v26[v23];
+Hv2a;

--w27;

¥
while ( w27 };

AR AN BEU flag 1) 7778, A2sd T @S, HiPRMEESE T A 854,
AN TR (PNG RIS GRS T HRELFR, RAFLIEL spellcheck
RSy 7 v

BBAE TN R, BRI BXNZ AT BT SR, (EAE L ER ik,
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do

1

switch { )|
1
case Bu:
.m128i ig[@] ~= [438];
break;
case lu:
.ml28i ig[1] ~= [437];
break;
case 2u:
.m128i ig[2] "= [422];
hreak;
case 3u:
.m128i ig[3] "= [432];
break;
case 4u:
.m1231i i3[4] "= [431];
break;
case 5u:
.m128i iZ[5] "= [42@];
break;
case bBu:
.m128i ig[B] "= [429];
break;
case Ju:
.m1281i 1i8[7] *= [425];
break;
case Bu:
.m128i ig[8] ~= [424];
break;
case 9u:
.ml28i ig[9] ~= [427];
break;
case @xAu:
.m128i ig[18] ~= [428];
hreak;
case @xBu:
.m128i ij[11] "= [441]7;
break;
case @xCu:
.m1231i i3[12] ~= [439];
break;
case @xDu:
t= al[444];
break;
case @xEu:
~= al[443];

HoH 1 case WBAIMEIFA 22 N3, IELFXTRAR | “I3ricps_7r_vb33eehske3” MK
SRR case MINRFE A& F-4F R AT BT 590 2T &, Wikl

A 5 flag T 5 AT EAHE T IR IEAS SRR B R, P ] £

TANAFRIEEAE PNG B8 # 0 flag s I 2 AES+CBC fin 75 30, BAR i s 2 40T
B B AT B .
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J\. beelogin

IIEIHHIIIHH%EII

88 - beelogin
1

You're nearly done champ, just a few more to go. we put all the hard ones at the beginning of the challenge
this year so its smooth sailing from this point. Call your friends, tell "em you won. They probably dom't
care. Flare-On is your only friend now.

Tzip password: flare

* B8_beelogin.7z

8.1 writeup

R ) 74T, beelogin.html STHFH js ARG A 20 RIE MEZAK AL FE, b Add BR#h g
ST RSB - T oksAHHT 22RIE 0 5, E 6T VS Code 1 it
Ctrl+Shift+P $TJf Command Palette, #fi\ Format Document, #7531k, B TR,
FIH Ctrl+K, Ctrl-0 #H47RRB 41, 10T Add Ak e $e SGE AT ED 2 SEPR 3T B
TSR

7E Add BRI —2KiE ) B3T B, fEH VS Code W& B A AT FP BRER R K. &
0T, js AR I AT TRIAE A -

PyKEvIqAmUKUVLBANFnOFELFUN2dic *afny e /4/HnF /jL7EGTLPCie
GIrFuefm yd0OSNG23UTOBMypK1
Ljasr99EHLVIBBNSFEHYW = 64;
QEUBOMGFCTZ6LA1RXSOTWX1IWG = XDyufS5ziRN1SVRECaYDIiF1XE3AWG . ZIqLMI7qEThEW2TgkdBVMSONLCFNGhxdy2. value. split( s );
npxuau2RsDOBLANSVCBHX = atob(PyKEvIGAMUKUVLBANFnOFEIFUN2dic3z) . split("');
npxuau2RsDOBL4hSVCE! n = npxuau2RsDOBLAhSVCBHx.length;
EuF8AepyhtkSXEWVNKIKZMaSHmy ~ atob( Xv2ZNmyd00SNG23UTORMypK1) . SPLit( " );
table = dugcvg JMKBHUWT " . SpLit("):
if (qguBomGFCTZ6LAIRXSOTWX1IWG[@].length == LjasrO9EGHLVIBBNSFEHYW) table = qguBomGFCTZ6LAIRXSOTHX1TWG[8] . split(’');
< EuF8AepyhtkSXEWVNKIKZM ength; i++) { EuF8AepyhtkSXEWVNKIKZMaSHmAv[i] = (EuF8AepyhtkSXEWvNKIKZMaSHmdv[i].charCodeAt(8) + table[i % LjasroOEOHLvIBEnSFEHYw].charC

0z9nOiwkfRLEY] IwviM40gaZMIteB = npxuau2| ISVCBHX;

;1< npx SDOBLANSVCBHX_len; i++) { 0z9nOiwWfRLGyJIwvMA TteB[i] - 0iWMFRLGY] TwvH40gaZMIteB[1] . charCodeAt () - EuFBAepyhtkSXEWVNKIKZMaSHmAV[1 % EuF8AepyhtkSXEW\

SEjdWWMFUAWObKZapAlieMBgd FgT FTHCVS
for (i = @; i < npxuau2RsDOBLANSVCEHx.length; i++) { SEJdWWMFU4wObKZapdueMBgdfgTfTHCVS ng.fromCharCode (0z9n0iwhfRL Gy jIwvM40gaZNIteB[i]); }

if (SEjdWWMFU4wObKZap4WeMBgdfgIfTHCVS <= ‘rFzmLyT. 1L1Q 8 ) eval(sSEjduMMFU4wObKZapaWeMBgdfEIFTHCVS) 5

Xf N A ) Python 4GRSy -
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ciphertext = base64.b64decode("4fny3zLzDRYIOe37Axvh5....")
table _init = base64.b64decode("b2IDN21luc2tiYXhLOFZ...")
key = input4 # KHWH 4 M

ky = cycle(bytes(key.encode()))
table = cycle(map(lambda x: (x + next(ky) & OxFF), table init))

plaintext = list(map(lambda x: msub(x, next(table)) & OxFF, ciphertext))
print(''.join(chr(c) for c in plaintext))

KR PR BN AER ST A S, 5 BRI BAA ST InEa 5, &/eiEid eval #
A7 % AT
BT, AT HIERE eval N, FHRINIEFT key, # P RFEZAMER L key MR
M. IR ER, HENE:

1. HCLHHTRRRDERVE R key MUK FED 64 777,

2. WAL HISRAEN eval I NE, B2 FAF el RARES), B, AN

A2 A T BN A 1R A

MR IX LA AT, 220 23 #EAT 3K

#!/usr/bin/env python3

from z3 import *

import binascii

import base64

from itertools import cycle
import hashlib

= Oxff

def m8(n):
return n & M8

def msub(a, b):
return m8(a-b)

ciphertext = base64.b64decode("4fny3zLzDRYIOe37Axvh...")

LN
NS

N
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table _init = base64.b64decode("b2IDN21luc2tiYXhLOFZa...")

def generate_string(base, length):
return [BitVec('%s%d' % (base, i), 8) for i in range(length)]

def alphanumeric(c):
return Or(And(UGE(c, 48), ULE(c, 57)), And(UGE(c, 65), ULE(c, 99)),
And(UGE(c, 97), ULE(c, 126)))

def printable w_control(c):
return Or(c == @x9, ¢ == OxA, c == OxD, And(UGE(c, 32), ULE(c, 126)))

def printable_wo_control(c):
return And(UGE(c, 32), ULE(c, 126))

key = generate_string('k', 64)
s = z3.Solver()
s.add(And(*map(printable_wo_control, key)))

# Step 1: mixed with key

table = []

for idx, val in enumerate(table_init):
table.append((val + key[idx % 64]) & OxFF)

table_len = len(table)

# Step 2: decode the ciphertext

for idx, val in enumerate(ciphertext[:3000]):
x = val - table[idx % table_len]
s.add(printable_w_control(x))

# Step 3: Validate
while s.check() == z3.sat:
m = s.model()
print(''.join([chr(m[k].as long()) for k in key]))

TE: L@ RS z3 AN EKE (ciphertext) R4gfEia TR, HALEURT 3000 15K
i o

8.1.1 F—E

W, R key MBUELE S ATEONTER (AHTED AT, \\n\n) AR FME T HE T4
fi

R
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ChVCSYzI1al9™ Ve . ukBgO2udRGr9aVCNWESL UuVDLmMAD, 2cdhXg3oqp8jmk 2 FPUT
@eVCWYwI1al9cVe . ukBgl2udUGro\WCNWECLUUVDLMAD 1 cdeXg3oqpS jmk 2DPWI
ChVCVYzI1dUg™ Vg . ukBn02udUGro\WCNWEpLUUYDLMDO, - cdeXg3oqps jmKBEFSRI
@eVCvyzI1al9cve . ukBglZudUGr9aVCNWHpMUUVDLTDOZ2 1cdeXg3oqpS jmk 2G5S
@EhvCVYwI1al9cVeglukBn02udRGroaVCNWHIMULYDLmAD/+ cdeXq3ogp8 jmi 2HUST
@hVCSYwI1al9™ Vg . ukBn02udUGreaVCNWHmLUuVDLMDO/ , cdeXq3ogp8 jmk 2DPST
@CVCSYzI1dUBcVE . ukBn02udRGreaVCNWECOMULYDLmAD/ 1 cdhXg3ogpS jmk 2GPST
@hVCSYzI1al9cVglukBnO2udlGroaVCNWEpKUUYDLmAD 1cdhXg3oqps jmk 2 EUUT
CAVCSYWI1dU9cVe . ukBgO2u4UGrE™ VONWHPTULYDLMAO2 , cdeXq3oqp5 jmk 2HSTT
@VCSYWI1dU9™ VelukBgO2udRGr9aVCNWECMUUYDLmAD/ , cdeXg3ogqp8 jmk 2HSVI
@dVCWyzI1al9™ VelukBgO2udUGroaVCNWH1IJUuWVDLMAD . cdeXg3ogqp8jmk 2HQSI
@VCSYZI1dU9™ Ve . ukBn0O2u4UGroaVONWEpLULVDLMAD/ ) cdeXq3oqp5 jmk *HPRT
@EeVCVYzI1dU9cVe . ukBn02udRGroaVCHWE 1 KUuYDLMDO/ ) cdeXq3ogp8 jmk *HURT
CAVCSYwI1dU9™ VglukBEn02udUGre™ VCNWEpJULWDLmMAD, 2cdhXg3oqp5 jmKBHPTI
@hVCSYzI1dUg™ VelukBgO2u4RGroaVCNWEpMULVDLMDO28cdhXg3ogpS jmKBCPST
@CVCVYWI1allo™ Vg . ukBq02udUGroaViCNWEpLULVDLMDO,/ * cdhXgq3oqp8 jmKBHUWI
@VCSYWI1dU9 cVglukBnO2udlGr6aVCNWEK LUUYDLMDO/ . cdeXg3oqp8 jmk *DRWI
@hVCVYwI1al9™ Vg1ukBqO2udUGreaVCNWEOMULYDLMDO/ , cdeXq3oqp5jmk 2GRRT
@eVCvyzI1alocVglukBnOZudUGre VONWHpHUWYDLMDO/ / cdeXg3oqps jmk 2DPTI
@hVCSYzI1dU9cVelukBn02udUGr6aVCNWENLUUYDLMDOY 1 cdeXq3oqpS jmKBGTST
ChVCSYzI1dU9cVe . ukEn02u4RGraaVCNWEKMUUYDLmMAD, ) cdhXg3oqp8 jmk 2CSWI
@hVCSYzI1dUgcVe . ukBnO2u4RGroaVCNWHPMULYDLMDO/@cdeXg3oqpS jmk 2HOWI
@FVCSYwI1aU9cVe . ukBnO2u4RGreaVCNWHPMULVDLMAQ/ 8cdeXg3oqp5 jmk 2 EUUL
CAVCSYwI1al9™ Ve . ukBnD2u4RGre ™ VONWHmHUUYDLmAD, *cdhXg3 jmKBDPTI

TANEWEE R, — ML E LN BB, AR B A A AR AE 2 AT .
L PRI H AT — — AT IE R IR, fr

//T assunh wherevhs this yruck goeviistahere they*vj#ghting itl I mean, what honhz's OUFX.
<l

th a#kwdsvkopper. Jet a gold#tooth age call jveryb
ideasttdonbinei.

hw, they*se flabgergasted/#tcaq't believe#{mdt#L say.

re ivg~ruugsmokingtigun.

WL BRI AN — g0 A), e BN+ S5 5 4L 3R BT AsciiArt (RS .
B R AR key HEEMLE EMEIERCE, A BEMILHR T RIRRER.
BN RA 2 M7 e M E R key fH:
1. AR z3 R BCEAT ROM, LX) P92 R R s
2. MRAESH AV AT RN AT I AT SRR e, AT MRS AT A S R, R R B
EETE, EARGE 1 RTE, WA IRES BT B A
25 R A

#!/usr/bin/env python3
import base64

N
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M8 = oxff
def m8(n):

return n & M8

def msub(a, b):
return m8(a-b)

ciphertext = base64.b64decode("4fny3zLzDRYIOe...")

table _init = base64.b64decode("b2IDN21luc2tiYX...")

d = {}
for i in range(len(table_init)):
flagl = False
candidates = set()
for k in range(256):
flag2 = True
for j in range(i, len(ciphertext), len(table_init)):
c = ciphertext[j]
n = msub(c, k)
if (n <32 o0or n > 126) and n != @x@d and n != @xBa and n != Bx9:
flag2 = False

break
if flag2:
flagl = True

candidates.add(chr(msub(k, table_init[i])))
if not flagl:
print('{}: cannot find proper'.format(i))
break
print('{}: {} {}'.format(i, len(candidates), candidates))
d[i % 64] = (set(d[i % 64]) & candidates) if (i %
64 in d) else list(candidates)

for m, n in d.items():
print('k{} {}'.format(m, n))

Bt 64 M E bRk

Y, @'}

co c’,

h 1 {lelx lbl) 'g') "Fl: lcl: ldl: Ihl}
V2 {V'}

C3{'C}

V4 {'s', 'V'}

Y5 {'Y'}

z6{'z", 'w

17 {1}

18 {'1'}

do{'d, 'a'}

Ui1e {'U'}

911 {'9'}

c12 {'c', "'}

v 13 {'V'}

g 14 {'g'}

115 {'1', '.'}

ule {'u'}
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TAEAD I
#!/usr/bin/env python3

import base64
oxff

from itertools import cycle

POEETZER (bt
© 2021 ¥R
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def m32(n):
return n & M32

def msub(a, b):
return m32(a-b)

ciphertext = base64.b64decode("4fny3zLzDRYIOe3...")
table _init = base64.b64decode("b2IDN21luc2tiYXh...")
key = "ChVCVYzI1dU9cVglukBq02u4UGr9aVCNWHpMUuYDLmDO22cdhXq3oqp8 jmKBHUWI"

ky = cycle(bytes(key.encode()))
table = cycle(map(lambda x: (x + next(ky) & OxFF), table_init))

plaintext = list(map(lambda x: msub(x, next(table)) & OxFF, ciphertext))
print(''.join(chr(c) for c in plaintext))

i3 key H:
ChVCVYzI1dU9cVglukBqO2u4UGr9aVCNWHpMUuUYDLmMDO22cdhXg3oqp8jmKBHUWI
fift AT B N 25 bee movie (1) 65 1A

//¥es, but who can deny the heart that is yearning?

//Affirmative!

//Uh-oh!

f/This.

f/At least you're out in the world. You must meet girls.

fwhy is yogurt night so difficult?!

//1 feel so fast and free!

//Good idea! You can really see why he's considered one of the best lawyers...

//fOne’s bald, one's in a boat, they're both unconscious!

//¥ou know what a Cinnabon is?

//Just one. I try not to use the competition.

//Heads up! Here we go.

{/MWhose side are you on?

//Did you ever think, "I'm a kid from The Hive. I can't do this™?

ffCan I get help with the Sky Mall magazine? I'd like to order the talking inflatable nose and ear hair trimmer.
//It's a close community.

//uhich one?

//That's why I want to get bees back to working together. That's the bee way! We're not made of Jell-O.
//¥Yeah. It doesn't last too long.

/Mot that flower! The other one!

Jo 2 B A A jsfuck 48RS .

ILCTHD I O L+ O D 01O O I CC DD 1O 0 0 T+ (O [ 01+ O D I+ 0 T O T D O [0 11+ T

[+l IO D T DT DGO T DU O D BT D D G T D IO DD I DD T D I D T
ILCIID LT+ I [0+ 11+ (T [ 01 DD DU+ O THD LU D 0T C O [ 1 D D 0TI D [ 10 C T
iH[]*H[]]ﬂ”[]+[])[*[]]i(E![]*[])[+!+[]]ﬂ[][_[]]+[])[*[]]i(.[][(:![]+[])[*[]]*(![]*[])[H[]+E+[]]+(![]*[])[+E+[]]+(!![]+[])[*[]]]+[])[!+[]*H[]+!+[]]+(!![]+[])[*[]]*(!E[]*[][(E[]+[])[*[]]*(E[]+[])[E+[]*H[]

TLAE RS~ & 4 http://codertab.com/jsunfuck AT NS, 153 74— R FIFAEILIRE

AEFEE js ARHD o 7EAE FHAZ Pl RN, 124598 jsfuck R R B RIE G 2 N7 4577() CRREaH D
25 MBS Ja 3R T AR A -

LN
NS

N
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omCharCode . apply
FCTZ6L41RXSOTWXLIWG) ;

FIF FIFE B B 28 — 2 R ARRE AT i, 33058 — Bt key I 25
UQ8yjgqwAkoVGm7VDdhLoDk0Q75eKKhTiXXke36UFdtKAIOetRZ3DoHPZz7NXJPgHI, fifht
J& B 25 [FIFE 2 1 bee movie & 17 fil 5 — B jsfuck ARAS4L %

//Now we won't have to work so hard all the time.
//hdam, they check in, but they don't check out!
//A11 the honey will finally belong to the bees.
//This is insane, Barry!
//Can I get help with the Sky Mall magazine? I'd like to order the talking inflatable nose and ear hair trimmer.
fflListen, you better go 'cause we're really busy working.
CILCIIHID O I D L1+ 1D [T 1+ CH T [+1]
YIS DD A O OO D) [+ 1 C LD DT 1 11 DD [+ LD [+ DT DD 1+ 01D [+
A1+ D O OO DD 1 D C 00T OO [+ T TCD D) [+ T H T D L
[C LD [+ 1+ O+ D DT H T D T D T D L1 1 1+ LT 0D 1+ LD [0+
]+!_T[]+!+[]]r ”[]+[])[+[]] ("[]+[])[+’+[]]+([][H]+[])[+[}]+([][_{EE]+[])[+[}]+{![]_+[])[’+[]+’+[]] ("[]+[])[+’+[] HU D]
111+ ! 414 11] ]+ +14[1]+

]
i

IHCOCC D G D 10 (D 11+

XX 53 jsfuck RIS TIR )R, w1533 flag.

L. evil

[ |
89 - evil
1

Mandiant's unofficial motto is "find evil and solve crime”. Well here is ewvil but forget crime, solve
challenge. Listen kid, RFCs are for fools, but for you we'll make an exception -)

« The challenge has 3 false flags: !t_SuRe_MWBuld B3_nlce_huh!Bflare-on_com 1s_tHi%_mY¥_flaGBflare-on.com
Niver_GBnNa_glve_yBu_UpBflare-on.com

Tzip password: flare

X 09 _evil.7z

© 2021 SHEPE - 58 - B BN



"

—<'NSFOCUS W O¥EBHEZIE FLARE ON 8TH WRITEUP

9.1 writeup

A8 VEH 523 AP ik g4 A1 A ¥ Self modifying code(SMC)RE Y, 271817
AP SR ORR T, DO RRE ORI +sr i) 75 b7 B RGN

FEF s e APL R A F b R A T T304 hash s fdT bk 7 X, ¥ module £k &
AP 4 FRX P (11 hash 85 AR, B Eaif R T 0 (RE . FH bk i) 38 #] VEH
handler 1523 A&k, 41~ B FR:

Ltext:BB486740 mov ecx, [ebp-24h]

Aext i 8B48674C xor eax, eax

text 1 8048674E maw eax, [eax]

Jtextieedesvoe

Ltext 88486758 loc_486758: ; CODE XREF: .text:loc 48675817
Ltext:BB486750 jmp short near ptr loc 4867584+1

LAext:@BABETER ; ---------mm s e e e -—-
text: 88486752 db @E&h

JTdextieddeevss ;o - -

Text:Be486753

Ltext:88486753 loc 4BB753: ; CODE XREF: .text:884867381]
Ltext:BB486753 mov dword ptr [ebp+8], 52325h

Ltext:8848675A mow dword ptr [ebp-28h], BC3E4C63Fh

text 80486761 maw edx, [ebp+3]

Ltext:pp4BsTeL mov ecx, [ebp-28h]

LText: 88486767 xor BAX, Eax

.text: 88486769 div Eax

.text:BB48676B jmp short $+42

7£ VEH handler 32 Z5g al L N4 -
1. API HuhEfg#T
2. REBAEBK
3. EIPBM

B R
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int _ stdcall VectoredHandler_ sub_486AD@(int al)
{

int vl; f/ esi

int v2; // eax

int v3; // edi

v2 = (a1l + 4);
3= (v + BxAB); // EDX
vAd = *(_DWORD *)(v2 + BxAC); /i ECX
if ( dword_6D1C78 > *({ DWORD *)(*(_DWORD *)NtCurrentTeb()->ThreadLocalStoragePointer + 4} )
{
_Init_thread_header(&dword_6D1C78);
if ( dwerd_6D1C78 == -1 )
VirtualProtect ® = (int (_ stdcall *})(_DWORD, _DWORD, _DWORD, _DWORD))getProcAddr(@x246132, @xA31BEAA4);
_Init_thread_footer(&dword_sD1C73);
}
h
vS = getProcAddr({vi, v4); // GetSystemTime
i
if (lvs )
return @; // EXCEPTION_CONTINUE_SEARCH
VirtualProtect @(*( DWORD *)(*( DWORD *){vL + 4) + BxB8), Bx1eea, exdd, &1);// RLX
*( DWORD *}(*( DWORD *){vi + 4) + BxB@) = v5; // EAX
l* _WORD *)(*({_DW “Y(*(_DWORD *)(vl + 4) + BxB8) + 3) = BxDOFF;// *(EIP + 3) = BxDBFF
*( DWORD *}(*( DWORD *){vl + 4) + BxB8) += 3; // EIP += 3
VirtualProtect_@(*(_DWORD *)(*(_DWORD “)(vL + 4) + @xB8), @xle@a, a1, &a1);// R
return -1; // EXCEPTION_CONTINUE_EXECUTION

}

B8R eax FHAF I 2 AR ST BR B L, B TUR 85 R0 T B Ts

Ltext:08486749 898 mov ecx, [ebptvar_24]
LTdext:eedes7AC 898 xor eax, eax

Ltext:BR486T4E 200 mow eax, [eax]
Ltext:eedBaise 69e nop

.text:@e486751 90 [call  eax |

Lexteedasvs3

Ltext: 88486753 loc_486753: ; CODE XREF: _main+2E@T]
Ltext: 88486753 B8C mow [ebp+arg_®], 5232%5h
text:B@48675A B30 mov [ebp+var_28], BCIE4CE3Fh
Ltext: 98486761 B3C mov edx, [ebptarg_&]

Ltext: 88486764 BEC mow ecx, [ebptvar_ 28]

text: 88486767 B3C xor eax, eax

Ltext:0e486769 B3C div eax

Ltext: 88486766 B30 nop

.text:8848676C BEC

Ltext:9048676E B3C mow ecx, [ebptvar 2C]

TR R E 482 P FIHA LU LR

€ Xxor eax, eax; mov eax, [eax]
0x8BC033

€ xo reax, eax; div eax
OxFOF7C033

€ xor edi, edi; div edi
OXF7F7FF33

€ xor esi, esi; div esi

OxF6F7F633
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XFPFBM IDA G PERFTR AR, Al & & /patch 1X L call eax [F 4Kkt — 2Lk
IDA S g R4 R
@wmsuper L 7T —FhiEid idapython 454 lief SZHLACHS patch ) 7792
1. @it idapython #REIFTE T H RTINS, RAHENT 2 240 hash (DLL 1 AP
2. f@EHTH hash X$ PRt RIfK) DLL BB K2 API eR 44
3. FIH lief ¥ E—B43 21 DLL MR ECA IR INE IAT I
4.  FIH lief f£5— BB F8 2 7 580 54T patch, patch f% call IAT [
% 1B IR

from idc import *
import idaapi

def get_hash_args(addr):
v_map={}
h_map={}
reg=[ 'ecx', 'edx"']
while len(v_map)<2:
prevaddr=prev_head(addr)
if addr -prevaddr>7:
print('errorl addr :0x%x'%(addr))
op=print_insn_mnem(prevaddr)
if op=="mov':
vl=print_operand(prevaddr,9)
v2=print_operand(prevaddr,1)
if vl in reg:
v_map[v2]=vl
addr=prevaddr
#print(v_map)
v_keys=1ist(v_map.keys())
while len(h_map)<2:
prevaddr=prev_head(addr)
if addr -prevaddr>7:
print('error2 addr :0x%x'%(addr))
op=print_insn_mnem(prevaddr)
if op=="mov':
vl=print_operand(prevaddr,9)
v2=get_operand_value(prevaddr,1)
for i in range(2):
if v_keys[i] in v1:
r=v_map[v_keys[i]]
h_map[r]=v2
addr=prevaddr
return h_map

if __name__=='_main__':
bad_code=["33 Co 8B ©0','33 CO F7 FO','33 F6 F7 F6','33 FF F7 F7']

end= 0x00445000

for bc in bad_code:
ea = 0x00401000

B
o
§

Y

>
>
|
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while True:
res

if res==BADADDR: break
hash_args=get_hash_args(res)

print('[0x%x,0x%x,0x%x], '%(res,hash_args['edx'],hash_args['ecx"']))

ea=res+1

idaapi.find_binary(ea, end, bc, 16, idaapi.SEARCH_DOWN)

55 314 D AR R -

import lief
import struct

fix_map=[[0x40245e, "kernel32.d11", "GetSystemTime"],

[0x4027bc, "kernel32.
[0x402803, "kernel32.
[0x402898, "kernel32.
[0x4028e3, "kernel32.
[0x402aed, "advapi32.
[0x402b21, "advapi32.
[0x402b7a, "advapi32.
[0x402ba2, "kernel32.
[0x402bcO, "kernel32.
[0x402c99, "kernel32.
[0x402cf6, "kernel32.
[0x402d39, "kernel32.
[0x402dc1, "kernel32.
[0x402ec5, "kernel32.
[0x402efc, "kernel32.
[0x4030al, "oleaut32.
[0x4030c2, "oleaut32.
[0x4030e3, "oleaut32.
[0x40310a, "oleaut32.
[0x4032d1, "advapi32.
[0x403377,"oleaut32.
[0x403395, "oleaut32.
[0x4033b3, "oleaut32.
[0x4033d1, "oleaut32.
[0x403450, "oleaut32.

dl1l","CloseHandle"],
dl1","ExitProcess"],
dl1","ExitProcess"],
dl1","ExitProcess"],
dl1","OpenProcessToken"],
dl1","LookupPrivilegeValueA"],
dll","PrivilegeCheck"],
dl1","ExitProcess"],
dl1l","CloseHandle"],
dl1","ExitProcess"],
dl1l","Sleep"],
dl1","ExitProcess"],
dl1l","CreateMutexA"],
dl1l","Sleep"],
dl1l","ExitProcess"],
dll","SysAllocString"”],
dll","SysAllocString"”],
dll","SysAllocString"”],
dll","VariantInit"],
dl1l","CryptDestroyHash"],
dl1l","variantClear"],
dl1l","SysFreeString"],
dl1l","SysFreeString"],
dl1l","SysFreeString"],
dll","SysAllocString"”],

[0x403470,"0le32.d11", "CoInitialize"],
[0x403512,"0le32.d11", "CoSetProxyBlanket"],
[0x40360d, "kernel32.d11","ExitProcess"],
[0x403753, "kernel32.d11","ExitProcess"],
[0x403acO, "ws2_32.d11","inet _addr"],
[0x403b1b, "ws2_32.d11","socket"],

[0x403b5b, "ws2_32.d11","bind"],

[0x403c30, "ws2_32.d11", "socket"],

[0x403cdd, "kernel32.d11","CreateMutexA"],
[@x403dc2, "ws2_32.d11","htons"],
[0x403e04, "ws2 32.d11","htons"],

[0x403e41, "ws2_32.d11","htons"],
[0x403ea7,"ws2_32.d11","htons"],

[@x403ed2, "ws2_32.d11","htons"],

[0x404002, "kernel32.d11", "GetModuleHandleA"],
[0x404062, "user32.d1l","GetDC"],

[0x40408b, "gdi32.d11l", "CreateCompatibleDC"],
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[0x40419b, "gdi32.d11", "GetObjectA"],
[ex4042ac, "gdi32.d11", "DeleteDC"],

[ox4042d0, "gdi32.d11","DeleteObject"],
[0x404440,"ws2 32.d11","ntohs"],
[0x404477,"ws2_32.d11","ntohs"],
[0x4044a4,"ws2 32.d11","ntohs"],

[0x40461c, "kernel32.d11", "ReleaseSemaphore"],
[0x404646, "kernel32.d11","ReleaseMutex"],
[0x404781, "kernel32.d11","ReleaseMutex"],
[0x40650b, "kernel32.d11", "CreateMutexA"],
[0x40671d, "ws2 32.d11","closesocket"],
[0x40674c, "ws2 32.d11","closesocket"],
[0x40692a, "advapil32.dll”, "CryptDestroyKey"],
[0x402773, "kernel32.d11","CreateThread"],
[0x40284a, "kernel32.d11","GetCurrentProcess"],
[0x402a52, "kernel32.d11","GetCurrentThread"],
[0x402a9f, "kernel32.d11","GetLastError"],
[0x402acl, "kernel32.d11","GetCurrentProcess"],
[0x402c26, "kernel32.d11","GetCurrentThread"],
[0x402cd3, "kernel32.d11","GetTickCount"],
[0x402d11, "kernel32.d11","GetTickCount"],
[0x402deb6, "kernel32.d11","GetLastError"],
[0x402e21, "kernel32.d11","CreateThread"],
[0x402e57, "kernel32.d11","CreateThread"],

[0x4031ab, "advapi32.
[0x4031db, "advapi32.
[0x40320e, "advapi32.

dl1l","CryptAcquireContextA"],
dl1l","CryptAcquireContextA"],
dl1l","CryptAcquireContextA"],

[0x403246, "advapi32.dll”,"CryptCreateHash"],
[0x4032ad, "advapi32.dll”, "CryptGetHashParam"],
[0x4034b2,"0le32.d11","CoCreatelnstance"],
[0x40371d, "kernel32.d11","GetLastError"],
[ox403baf, "ws2_32.d11", "WSAIoctl"],
[0x403c06, "ws2_32.d11","setsockopt"],
[0x403c74,"ws2_32.d11","setsockopt"],
[0x403fa7,"ws2_32.d11","sendto"],

[0x404039, "kernel32.d11","GetConsoleWindow"],
[0x40411b, "gdi32.d11","CreateDIBSection"],
[ox4041e6,"gdi32.d11","BitB1t"],

[0x4043b2, "ws2_32.d11","recvfrom"],
[0x4043d2, "ws2_32.d11", "WSAGetLastError"],
[0x404ffd, "ws2_32.d11", "WSAGetLastError"],
[0x406530, "kernel32.d11","GetLastError"],
[0x406567, "kernel32.d11","CreateThread"],
[0x40659d, "kernel32.d11","CreateThread"],
[0x406638, "kernel32.d11","CreateThread"],
[0x406671, "kernel32.d11","CreateThread"],
[0x406767, "ws2_32.d11","WSACleanup"],

[0x40682d, "advapi32.
[0x40685d, "advapi32.
[0x406890, "advapi32.
[0x4068c5, "advapi32.
[0x4068f3, "advapi32.
[0x40279e, "kernel32.
[0x402874, "kernel32.
[0x402c53, "kernel32.

d11","CryptAcquireContextA"],
d11","CryptAcquireContextA"],
d11","CryptAcquireContextA"],
dl1l","CryptImportKey"],
dll","CryptDecrypt"],
dll","WaitForSingleObject"],
d11","CheckRemoteDebuggerPresent"],
dl1l","GetThreadContext"],
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[0x402d83, "kernel32.d11","WaitForSingleObject"],
[0x4032f7, "advapi32.dll","CryptReleaseContext"],
[0x403af2,"ws2 32.d11","WSAStartup"],
[ox40416a,"gdi32.d11","SelectObject"],
[0x4042f7,"user32.d11","ReleaseDC"],

[0x404557, "kernel32.d11","WaitForSingleObject"],
[ox4046C7, "kernel32.d11","WaitForSingleObject"],
[ox4046fe, "kernel32.d11","WaitForSingleObject"],
[0x406950, "advapil32.dll"”, "CryptReleaseContext"],
[0x4024ae, "kernel32.d11","VirtualProtect"],
[0x4024e4, "kernel32.d11","VirtualProtect"],
[0x40255d, "kernel32.d11","VirtualProtect"],
[0x4025aa, "kernel32.d11","VirtualProtect"],
[0x402a80, "advapi32.dll”, "OpenThreadToken"],
[0x403275, "advapi32.dll”, "CryptHashData"],
[0x403ca0, "kernel32.d11", "CreateSemaphoreA"],
[0x4066a7, "kernel32.d11", "WaitForMultipleObjects"]
]

binary = lief.parse("evil_in.bin")

# Disable ASLR
binary.optional_header.dll_characteristics
~lief.PE.DLL_CHARACTERISTICS.DYNAMIC_BASE

# Disable NX protection
binary.optional_header.dll_characteristics
~lief.PE.DLL_CHARACTERISTICS.NX_COMPAT

api_table={}
for i in fix_map:
if i[1] not in api_table:
binary.add_library(i[1]).add_entry(i[2])
api_table[i[1]]={i[2]:1}
else:
if i[2] not in api_table[i[1]]:
binary.get_import(i[1]).add_entry(i[2])
api_table[i[1]][i[2]]=1

# Invoke the builder
builder = lief.PE.Builder(binary)

# Configure it to rebuild and patch the imports
builder.build_imports(True).patch_imports(True)

# Build !
builder.build()

add_import_bin="1lief pe32.bin"
# Save the result
builder.write(add_import_bin)

binary = lief.parse(add_import_bin)
imports = binary.imports
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first=True
iat_fix_map={}
for import_ in imports:
if first:
first=False
continue

print(import_.name)
entries = import_.entries
f value = " {:<33} ox{:<14x} ox{:<14x} ox{:<1lex}"
for entry in entries:
print(f_value.format(entry.name, entry.data,
entry.iat_address, entry.hint))
iat_fix_map[entry.name]=entry.iat_address
code=binary.get_section('.text').content
for i in fix_map:
offset=1[0]-0x400000-0x1000
iat_addr=iat_fix_map[i[2]]

code[offset:offset+7]=1ist(b'\x90\xff\x15"+struct.pack('I',iat_addr+ox400
000))
binary.get_section('.text"').content=code

add_import_bin="1lief fix.bin"
binary.write(add import bin)

AN — A T B R, 7 IDA FEid T3 patch #2 div Zfih R 55 844 nop B, AT
SRR (L 0x40674¢ ) -

Ltext:B8486749 8B 4D DC mav ecx, [ebptvar_24]
Ldextieedaev4C |55 OB xor eax, eax

.text:@848674E |58 0@ mov eax, [eax]
Jtext:eadas7se (98 nap

.text:@8486751 |FF D@ call eax

Ctext:BB486753

Ltext: 88486753 loc_486753: ; CODE XREF: _main+2E@T]
text:@8486753 [C7 45 @8 25 23 @5 @ mov [ebp+arg_@], 52325h
.text:@848675A(C7 45 D8 3F C6 E4 (3 E‘%‘"}ggjﬁ mov [ebp+var 28], BC3E4C63Fh
.text:@e486761 |BB 55 B8 mov edx, [ebptarg_2]
.text:88486764 8B 4D D8 MoV ecx, [ebptvar_28]
Tdextieedaeyed 33 C@ xor eax, eax

Ltext:@0406769 F7 F@ div eax

Ltext:eade6766) 98 nap

.text:@848676C| FF D@ call eax

patch JIA T, FATHI A2 EIRZIHEDCR 2 H], BIAN hash AN#/Zrf7as TR, 2R —AIE
WAR VG PRI X, A 7 7R RS AT 1B Bk 1 call(OxFF) iat_address, 11
NEFTR:

Jtext:8p486746 88 55 DB mov edx, [ebp+var_28]

.text:0e486749 8B 4D DC mov ecx, [ebp+lpStartAddress]
Ltext:@ed4a674C |90 naop e
.text:@849674D |[FF 15 24 85 6D 88 call  ds:closesocket patch X1z
Ltextee486753

Ltext: 80486753 loc 486753: ; CODE XREF: _main+2E@tj
Ltext: 88486753 C7 45 83 25 23 B85 a8 mow [ebp+argc], 52325h
LTewt:ee48675A| C7 45 D8 3F Ce B4 (3 mow [ebp+var_28], @C3E4C63Fh
Ltext:80486761| 86 55 @8 mowv edx, [ebp+argc]

.text:88486764| 88 4D D3 mov ecx, [ebpt+var 28]

Jdext:eed486767 90 nap

Ltext:8e486768 FF 15 3C 85 6D @@ call ds:WsACleanup

Ltext:8048676E 3B 4D D4 mov ecx, [ebptvar_2C]
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B2 R SRR AT LLEE A AL I 1R S G 13 45 SR HEAT AR A S AR A B
FTEERNE, AR 7 E T RORREAR DTSR W0 main A H ST
register_detector_sub_4023D0 &M 1T SO IR B B LS SR RA I, a0 R B R

detector_vm_wvmware_sub_482F2@();
detector_vm_wmi_hardware_sub_4@33F@();

*get;egidetectc’_map_sub_483629( + 4, (int **)&v28) = (int)detector_PEB_BeingDebugged_sub_4827D8;
*getZetidetectc'_map_sub_4@3629( + 4, (int **)&v28) = (int)detector_CheckRemoteDebuggerPresent_sub_482828;
*get:eiidetectc'_map_sub_4@3629( + 4, (int **)&v28) = (int)detector_NtGlobalFlag_sub_4828B8;
*get:ezidetectc'_map_sub_4@3629( + 4, (int **)&v28) = (int)detector_SeDebugPrivilege sub_48298@;
*get:e:idetectc'_map_sub_493629( + 4, (int **)&v28) = (int)detector_hardbreak_sub_482BE@;
*get:eiidetectc'_map_sub_493629( + 4, (int **)&v2e) = (int)detector_ticket_delta_sub_482CB@;

- Fal.

WX A A LU — el ScyllaHide. SharpOD 251 - sl ki 1 #4785 .
b JE R P ot 2 AT 2B SR A I, 4 R B TR
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- [, , )3 // CreateMutexa
*((_DWORD *) +1) = 7
if (
I ¢ = Bx246132,
= BxB3D@B27C,
((int (_ fastcall *)(unsigned int, unsigned int))(@x24613200000000164 / ©uif4))(@xB3DEB27C, @ % @u) != ERROR_ALREADY_EXISTS) )// GetlastError()
int{detector_runner_sub_sa2e7a)
= Bx246132)
= Bx5D22746;
= ((int (_ fastcall *)(int, unsigned int, _DWORD, _DWORD, void (__cdecl _ noreturn *)(int), int **, _DWORD, _DWORD))(0x24613200000000i64 / @uicd))(
@x5D22746,
@ % au,
a,
2,
detector_runner_sub_482E7@, #// CreateThread(detector_runner)
,
a);
= (unsigned intjdetector_daemon_sub_482058;]
= Bx246132;

= @x5D22748;
*((_DWORD *) +2) =
LODWORD(v3) = @;
HIDWORD(v9) = i
((void (_ fastcall *)(int, unsigned int, _DWORD, _DWORD, unsigned int, int **, DWORD, _DWORD))(
7 (unsigned _intB)va))(

8 % ou,

// CreateThread(detector_daemon)

sub_402D50 11 57 hi LA ZR FE sub_402E70, ifi sub_402E70 U & 144 M Al T $2 21 194 140
SRAREA A B E — AN BEAT A, 5Tt e B O A R O i R Sk S AR I
S AT

IR, NE—MAiFS s TTIfEE, BIEEETH lief patch 13655

7t IDA Hd it ACASE 2, £ sub_404680 H R IMAF(E 4 @M AH A RS A, iR

1£ ( byte_6017AC )

= 6;
do

*{&dword_6D17A8 + v22) = -((byte_6D17A7[v22] | ~*(Rdword_6D17A8 + v22)) & (*(&dword_6D17A8 + v22) | ~byte_6D17A7[v22]))
-

¥
while ( N

¥
dec_strl = &dword_6D17A8;
LOBYTE (dword_GD17A8) = (~((dword_6D17A8 | ®x73) & (~dword_6D17A8 | #x86)) & (~((dword 6D17A3 | @xFB) & (~dword_6D1748 | 4)) | BxF3))

-3
_Init_thread_footer(&dword_6D179C);

BAERIR G 4R ) 4 41 buffer Mk
1. dword 6D17A8
dword_6D1794
3. dword_6D17BC
4. dword_6D178C
o AL AT B B A T i, T AR BIIK 4 S e R 5 7L 4
dword_6D17A8: LOve

N

=

2. dword _6D1794: s3cret
3. dword_6D17BC: 5EX
4. dword_6D178C: gOd
HG, X4 H7FFH 5 H%E cre32_sub_4069F0 4bHE A % 4 41 dword {H .

N
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1. dword 6D17A8: LOve: 0Oxe3fc31f4
2. dword_6D1794: s3cret: 0xd8e9b078
3. dword_6D17BC: 5Ex: 0x77066b5a
4. dword_6D178C: g0d: Oxa24f5b95
FVER, AL cre32 A B EA S AT B R E W00,
R LA 45 AR A 78 2 dword_6D1680~ dword_6D168F 4t

if ( v33 == *payload ) // if == dec_strl
r
1 <
LABEL_72: if (va3 == *va2 ) // if == dec_str2
I

le;
&dword_6D16380@; LABEL 85}
&dword_6D1680 + 1; B 3
= &dword_6D1680 + 3; &dword_6D1684;
&dword_6D1680 + 2; &dword_6D1684 + 1;
} = e = &dword_6D1684 + 3;
&dword_6D1684 + 2;

n

¥
if ( == * ) // if == dec_str3

LABEL_97: LABEL_110:

= le; = hH 3 [/ if == dec_str4

= &dword_6D1688; = &dword_6D168C;

= &dword_6D1688 + 1; = &dword_6D168C + 1;

= &dword_6D1688 + 3; le = &dword_6D168C + 3;
= &dword_6D1688 + 2; = &dword_6D168C + 2;

-t
e

—

("}

'/ (payload, payload_len, &init@)

crc32_sub_4869F@(payload 1, [1], &v56);
= V56;

* = HIBYTE(V56);

* = BYTE2(v38);

* = BYTE1(v38);

3

X 5 A 0x6D1680, K ILHTE 0x4048B1 Ab#l %L sub_4067A0 FrifH, Wi N ER:

Jextieadaddsn loc 484888 ; CODE XREF: sub_4@84688+22C17]
Jtext:eed4e4380 mow al, [esitecx]

Jtext:e4848A3 lea ecx, [ecxtl]

Jtext:ee4848A6 mow [ecx-1], al

Ltext:ee484349 sub edw, 1

Jtext:ee4e43AC jnz short loc_484388

Jtext:BB4848AE lea esi, [edi+4]

Jtext:epl484881 mow ecx, offset dword 6D16E@

Jtext:ee484886 push esi ; pdwDatalen

Jtext:ee484887 push ebx ; BYTE *

Jtext:ee484888 call sub_ 4867488

R4 IDA I e gmidas 8, R IL sub_4067A0 ¥ K —BLal SEHIRZ B, W FRFTR:
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char _ cdecl sub_4867AB(BYTE *al, DWORD *pdwDatalen)
1
int *v2; f/ ec»
int *v3; // esi
BYTE *w4; // ec»
int vS; f/ eax
BYTE *pbData; // [esp+lCh] [e
HCRYPTKEY hKey; // [esp+28h] BYREF
HCRYPTPROV hProv; // [e 1 I 1] BYREF
char v1@; // [esp+2Bh] [ebp-1h]
3= w2;
Pro _ai
- —E"jn
18 = @;
4 = calloc{lu, 8x1Cu);
pbData = wid;
if (va )
1
vS = *y3;
*yd = @x283;
(vl + 1) = Bx68082;
*vd + 2) = Bxle;
(i 4+ 3) = us; /7 4B crc32 4ARNAY 168
*(ua + 4) = v3[1];
*(v4 + 5) = v3[2];
*(vd + B) = v3[3];
if ({ (CryptécquireContextA(&hProv, @, @, lu, @)
|| CryptacquireContextA(&hProv, ©, ®, lu, Bu)
|| CrypticquireContextA(&hProv, &, 8, lu, GxFeBEE080Y)
&& CryptImportkey(hProv, pbData, @xlCu, @, @, &hiey)
&& CryptDecrypt(hkey, @, 1, @, al, pdwDatalen) )
1
18 = 1;
b
sub_42B486(phlData);
¥
if { hKey )
CryptDestroyley(hkey);
if { hProv )
CryptReleaseContext(hProv, @);
return v1e;
h

MRG0 00, KILZATTHER cre32 fHIE N key 25 T % . £ T% 30, WRESHtt
i, WI7EVEA sub_4067A0 R IRELE], W R EFTR:
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1
= unknown_libname 9(47u);
= 303
= BxFFFF;
* + 1) = 8x27;
= + 8;
do
1
- (v15+) [byte_6cFBea] - (115 + 8)1;
ES - 1) = :
}
while { |H
sub_ 486748 ( + 8, +1);

byte_6CFB68 X I [1) % S N 25 A :

32 38 A7 02 70 DF E7 2B F7 7A 77 F5 76 29 1B A2 87 E4 C2 F9 53 CC 3F 6E ES8
9A A6 82 OC BD A4 D1 96 E8 7A 89 00 C5 F5

M4 sub_4067A0 H = B THAT, 5—2 CryptimportKey B E R [F] 0 F&7R AT
R, @I GetLastError()f3 A 43R [E115 24 : 080090008, Xf i MSG >4 NTE_BAD_ALGID,
MSDN HIfi#B N “The simple key BLOB to be imported is not encrypted with the expected
key exchange algorithm.” , E' S A key BLOB fE4E 54 . 04T BLOB FIZ5HI KIN, il
MR FTRER A ALG_ID FB. 41l key BLOB Z5 450 BEFK A 240 F -

08 02 00 00 02 68 00 00 10 00 00 00

* = BX288;

*(vi + 1) = Bx6802;
* + 2) = Bxle;
*(va + 3) = v5;

Tva + 4) = v3[1];
Fvd +5) = v3[2]s
Fva +8) = v3[3];

HH ALG_ID &y 0x6802, MSDN SCA% 2 7m0} M%) CALG_SEAL. 7R B — 24278 “ SEAL
encryption algorithm. This algorithm is not supported.”

I B IR GE R RIS I, 7E IDA il Bz L RIE 52 AT, RIUE S35 —4b 51 HT )i
7 R E PR

Lext 004060ET sub_4060ED cmp  dword ptr [esi+4], 62802h
Lext:00A067ES sub_406740 mov  dword ptr [ecx+4], 62802h

fF sub_4060E0 4bit4T 7 ALG_ID H& ¥~ I FR:
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http://errorco.de/win32/winerror-h/nte_bad_algid/0x80090008/
https://docs.microsoft.com/en-us/windows/win32/api/wincrypt/ns-wincrypt-publickeystruc

-

if ( *( + 4) == Bx63682 )
*(22 + 4) = Bx6881;
sub_4854B8(&unk 523422, -1795718968@);
return dword BD1698(a1, R R R R Is

1
1M 0X6801 X M. 152~ CALG_RC4.
SRS, 53] flag.

<. wizardcult

IIHIHH!!IHH%HII

10 - wizardcult
1

We have one fimal task for yow. We captured some traffic of a maliciows cyber-space computer hacker
interacting with our web server. Honmestly, I padded my resume a bunch to get this job and don't even know

what a prap file does, maybe you can figure out what's eoing on.

Tzip password: flare

* 18 _wizardcult.7z

10.1 writeup

M peap ELHATBLE > 64-bit B ELF ST, [RIIN A HTTP A2 B ot ] DAFSHR A S 0
%*&E%ﬁé&ﬁ%ﬁﬁ&%%%:Tﬁ#mﬁmwaﬂmﬁiﬁo

# induct N IDA THEAT S, KBRS DS AR T8 @ i IRC A5 R SEELY L%, flag
{5 BEVE SRR S B B . X — S rl LA peap o B3G5, 40~ EIFTR:
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P —— . [ - ay ppnns s s
:dung3onmdst3rl3luser@l27.8.0.1 PRIVMSG #dungeon :ball, shamrock, undead eyeball, ruby vial, undead eyeball, earth, bone, undead eyeball, spider, undead eyeball, food morsel
fish tail, ice, bone, bone, fish tail, fish tail, fish tail, adamantine, bone, undead eyeball, adamantine, undead eyeball, spider, undead eyeball, spider, bone, undead
eyeball, adamantine, undead eyeball, adamantine, undead eyeball, ice, bene, and bene

PRIVMSG #dungeon :I have now learned to brew the Potion of Acid Resistance

:dung3onm4st3r13luser@127.8.8.1 PRIVMSG #dungeon :Izahl, you enter the dungeon Graf's Infernal Disce. It is frightening, virtual, danish, flimsy, gruescme great, dark
oppressive, bad, average, virtual, last, more strange, inhospitable, slimy, average, and few dismal..

PRIVMSG #dungeon :I draw my sword and walk forward into Graf's Infernal Disco carefully, my eyes looking for traps and my ears listening for enemies
:dung3onmdst3ri3luser@l27.8.0.1 PRIVMSG #dungeen :Izahl, you encounter a Goblin in the distance. It stares at you imposingly. The beast smells quite foul. What do you do?
PRIVMSG #dungeon :I quaff my potion and attack!

PRIVMSG #dungecn cast Moonbeam cn the Goblin for 285d285 damage!

PRIVMSG #dungeon :I cast Reverse Gravity on the Goblin for 253d213 damage

PRIVMSG kdungenn :I cast Water Walk on the Goblin for 216d195 dalrage!

PRIVMSG #dungeon :I cast Mass Suggestion on the Goblin for 198d253 damage

PRIVMSG #dungeon cast Planar Ally on the Goblin for 199d287 damage!

PRIVMSG #dungeon :I cast Water Breathing on the Goblin for 148d218 damage

PRIVMSG #dungeon cast Conjure Barrage on the Goblin for 197d168 damage!

PRIVMSG #dungecn cast Water Walk on the Geblin for 284d198 damage!

PRIVMSG #dungeon :I cast Call Lightning on the Goblin for 193d214 damage

PRIVMSG kdungenn cast Br‘anding Smite on the Goblin!

PRIVMSG #dungeon :I do believe I have slain the Goblin

:dung3cnmast3ri3luser{l27.8.8.1 PRIVMSG #dungeon :Izahl, you have learned how to create the Potion of Water Breathing. To brew it you must combine magnifying glass, kernels of
grain, silver spoon, fish tail, undead eyeball, undead eyeball, coal, ash, silver rod, gold-inlaid vial, rose petals, silver rod, heneycomb, phosphorus, undead eyeball,
kernels of grain, tarts, bone, undead eyeball, coal, undead eyeball, tentacle of giant octopus or giant s

:dung3onmdst3ri3luser@l27.8.0.1 PRIVMSG #dungeon :quid, glass sliver, honeycomb, rose petals, pearl, snaketongue, undead eyeball, adamantine, bone, undead eyeball, tentacle of
giant octopus or giant squid, focus, polished marble stone, gum arabic, an item distasteful to the target, mistletoe sprig, undead eyeball, kernels of grain, reed, bone,
undead eyeball, ice, crystal bead, an item distasteful to the target, mistletoe sprig, gum arabic, an it

:dung3onmast3rl3luser@l27.8.0.1 PRIVMSG #dungeon :em distasteful to the target, mistletoe sprig, undead eyeball, kernels of grain, caterpillar cocoon, bone, undead eyeball,
adamantine, silk square, gum arabic, an item distasteful to the target, fur of bat, undead eyeball, kernels of grain, sulfur, bone, undead eyeball, adamantine, feather of owl,
rrustal head elass sliver Ffur af hat  ondead svehall  kernels af orain snheres ofF olass hane  ond

K i B A A R 1 PR R AL L FE I “I cast xxx on the xxx for nnndnnn damage!” %2
iEf). Bk, MERT flag T 2 M L )9 2 M mis A58 B 4 .
M main_main e&# 1 IDA J g 45 Hn] LS IRC JIR %5 #% 4 wizardcult.flare-on.com:6667,
A BT 5| FH I 26 =07 22 Irstanley/girc 30k 45 6 pecap B I SCAR NS, 1] BLE AL H
PRIVMSG fiy & B R BRI fFHT B8 204 main_main_func2.
NP A AW O N B AR b e, R E S AN IRC RS 2% DL SEILE)
SECRMN, AbikF miniired 7E MRS 255 o

BN AR R IAS B (I SCA AR E N CAL-T B4 % wizardeult_comms_ProcessDMMessage
R S5 2422 7 ity A A B IAL L, S I P S ) — AN B A A R PR T BRI i B
W) » B ZFNF5IF A wizardeult_vm_LoadProgram pRELSEHLINEL . A BRI £ 4 FRASHE
i X EAMEHBEDNER SIS T, B R

recipesBytes Big g F2EY bytecode

w1zardcu1t vm_LoadProgram( (_ 1
+ 56);

5 )H LoadProgram( [ ]bytecodes)

’untlme mapacce s1_faststr((

*(_QWORD *) ;

BRBN I AR A, AT LL dump HEXT M) opcode % .
A 2 4 vm, —41ZLL “Potion of Acid Resistance” Fric ) vm1, W1 & Fix:

4)8unk_gFE748, V133,

:dung3onmdst3ri3!user@27.8.8.1 PRIVMSG #dungeon :Izahl, you hawe learned how to create the Potion of Acid Resistance] To brew it you must combine magnifying glass, kernels of
grain, silver spoon, fish tail, undead eyeball, undead eyeball, coal, ash, silver rod, gold-inlaid vial, rose petals, silver rod, honeycomb, phosphorus, undead eyeball

kernels of grain, tarts, bone, undead eyeball, coal, undead eyeball, tentacle of giant octopus or giant s

:dung3onm4st3r13luser@27.8.8.1 PRIWSG #dungeon :quid, glass sliver, honeycomb, rose petals, pearl, snaketongue, undead eyeball, adamantine, bone, undead eyeball, tentacle of
giant octopus or giant squid, focus, polished marble stone, gum arabic, an item distasteful to the target, mistletoe sprig, undead eyeball, kernels of grain, reed, bone,
undead eyeball, ice, crystal bead, an item distasteful to the target, mistletoe sprig, gum arabic, an it

:dung3onmdst3rl3luser@l27.9.0.1 PRIVMSG #dungeon :em distasteful to the target, mistletoe sprig, undead eyeball, kernels of grain, caterpillar cocoon, bone, undead eyeball,
adamantine, silk square, gum arabic, an item distasteful to the target, fur of bat, undead eyeball, kernels of grain, sulfur, bene, undead eyeball, adamantine, feather of owl,
crystal bead, glass sliver, fur of bat, undead eyeball, kernels of grain, spheres of glass, bone, und

A—HMZLL “Potion of Water Breathing” NAric i vm2, 1R KfiR:

:dung3onmast3rl3luser@27.0.0.1 PRIVMSG #dungeon :Izahl, you have learned how to create the[Potion of Water Breathing] To brew it you must combine magnifying glass, kernels of
grain, silver spoon, fish tail, undead eyeball, undead eyeball, coal, ash, silver rod, gold-inlaid vial, rose petals, silver rod, honeycomb, phosphorus, undead eyeball,
kernels of grain, tarts, bone, undead eyeball, coal, undead eyeball, tentacle of giant octopus or giant s

:dung3onmast3rl3luser§l27.0.0.1 PRIVMSG #dungeon :quid, glass sliver, honeycomb, rose petals, pearl, snaketongue, undead eyeball, adamantine, bone, undead eyeball, tentacle of
giant octopus or giant squid, focus, polished marble stone, gum arabic, an item distasteful to the target, mistletoe sprig, undead eyeball, kernels of grain, reed, bone,
undead eyeball, ice, crystal bead, an item distasteful to the target, mistletoe sprig, gum arabic, an it

:dung3onmast3rl3luser§127..0.1 PRIVMSG #dungeon :em distasteful to the target, mistletoe sprig, undead eyeball, kernels of grain, caterpillar cocoon, bone, undead eyeball,
adamantine, silk square, gum arabic, an item distasteful to the target, fur of bat, undead eyeball, kernels of grain, sulfur, bone, undead eyeball, adamantine, feather of owl,
crustal head. slass sliver. fur of hat. undead evehall. kernels of srain. snheres of slass. hone. und
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HRHEJ5 SR HT, induct B ARYEIZ L 68 7R SEBL vm (R F%

sk

454 wizardeult_vm_LoadProgram s %0 Sk — S 1E 1551 vm [¥] opcode 45 T gob
W gifid, i E R

encoding_gob NewDecoder(( DWORD)v41, , » [_DWORD) , };// io.Reader
encoding_geb  Deceder_ Decode((_DWORD) , , » , , , » (__inte4)&unk 6FE4CB, (_ inte4) |H

TR ey Faa

A degob TH W DMGRI S FHILJE AL BSR40 R

)

"Magic":
"Input™:

"Output”:

"Mame" :

e
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Zity IDA BREFIR PSRN — LR, Witgt. tit. teg ALK opcode handler, U1 R EIFR,
KR B34 N SHENZHEN/IO ()4 R %% o

wizardcult_wrn__Program_Execute
wizardcult_wm__ Cpu_ GetRegister
wizardcult_wm__ Cpu_ SetRegister
wizardcult_vm__ Cpu_ Execute
wizardcult_wm__ Cpu_ Executelnstruction
wizardcult_vm__Cpu_ BlockRead
wizardcult_vm__ Cpu_ BlockWrite
wizardcult_vm__InputDevice_ Execute
wizardcult_vm__ OutputDevice_Execute
wizardcult_vm__ ROM_Execute
wizardcult_wm__ RAM__Execute

wizardcult_vmn__ Cpu_ ExecuteMov

wizardcult_wm__ Cpu | ExecuteTeq
wizardcult_vm__ Cpu | ExecuteTgt

wizardcult_vm__ Cpu_| ExecuteTlt

wizardcult_wm__ Cpu_ ExecuteTcp
wizardcult_wm__Cpu__Executefdd
wizardcult_vm__ Cpu_ ExecuteSub
wizardcult_vm__ Cpu_ ExecuteMul
wizardcult_vm__ Cpu_ ExecuteDiv
wizardcult_vm__ Cpu_ Executefind
wizardcult_vm__ Cpu_ ExecuteOr
wizardcult_wmn__ Cpu_ ExecuteXor
wizardcult_vm__ Cpu_ ExecuteShl
wizardcult_vm__Cpu_ ExecuteShr
wizardcult_wm_LoadProgram
wizardcult_wm__ Cpu_ SetChannel
wizardcult_vm__InputDeviceSetChannel
wizardcult_vm__ OutputDevice_ SetChannel
wizardcult_wm__ ROM__SetChannel
wizardcult_vm__ RAM_ SetChannel
type__eq_wizardcult_vm_InputDevice

type__eq_wizardcult_vm_CutputDevice

IRAEZWE R I B T, TR E tegy tgt. tit RALFIFE AU, W FEPIR:
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https://steamcommunity.com/sharedfiles/filedetails/?id=817650561
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# Detect a rising acc R # Advance state ”ac’c )
# edge in touch slx x@
teq acc @ teq x@ 1 "
+ teq po 100 (state + add 50 ([ Tstate
+ mov 1 x1 t 4 # Wrap after 100: } 1
- mov @ x1 { | tgt acc 100 )
ft Store touct ( + mov @ acc ( \
er r
mov p@ acc (B # Update light: | { ] )
slp 1 - l mov acc pl (S

WRAEF MR BEE, T RRIIX SRR RIN T8 2 2 31T test LLHR,  FUBLI 25 ALK s DA+/-JF Sk 1K)
4T, 1 4 p0o 4 100 i, teq pO 100 AE, Mj+mov 1 x1 5424347, 1fi-mov
0 x1 454 W= Hekid .
HRHE gob fi# ik 25 ¥ Opcode B, Fiil 73] vm HHILFH ] T 7 1 opcode:
¢ 1: mov
5: teq
6: tgt
10:
13:
16:
18:
B Xof I PR 2031
0: 1JaTH N ZRI%L
1: RIGHSE —MREFAE, ML
2: | RGHEE —ARILEE, 58 A GG
3: RR G arfEa%
WA FIHNATEN: Opcode 18 xor & i E IR —MEERL
Cond 7B AFRIR BT AR B (48 2 AU +-, RLZ S HATILE ).
& 0: AKMHUT
& 1. JiiR test LLEHFR AL LA true I, MIFAT
& 1. [k test ELAR 4Ry false I, JU#hAT
MRAE EIRERMAE, AT LK vl () opcode B RLAN T HIONIE gidh 4

sub
xor Oxffffff
and
xor
i B

L IR 2R R JEEEEE R 2K 2R IR

ro r4
r4 -1
-1 rl
ro r4
r4 r2
r2 r4
rd rl

mov
teq
+mov
+mov
mov
mov
mov

2 A
JG

1S

b
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mov ro r4
xor 162 ro
mov r4 ro

vm2 ] opcode F AT

mov ro r4
teq r4 -1
+mov -1 rl
+mov ro r4
mov r4 r2
mov r2 r4
mov r4 rl

mov ro r4
mov r4 rl
mov rl r4
mov r4 r2
mov r2 r4
mov r4 rl
mov rl r5
mov 128, r4
and r5

teq r4, 128
+mov r5, r4
+xor 66

-mov r5 r4
xor Oxffffffff
and 255

mov r4 ro

mov ro r4
tgt r4 99
+mov r4 r3
+mov r3 ro
-mov r4 rl
-mov r2 ro

mov ro r4
tgt r4 199
+mov r4 r3
+mov r3 ro
-sub 100

-mov r4 rl
-mov r2 ro

mov ro r4
sub 200

mov r4 rl
mov r2 ro

mov rl r4
and 1

teq r4 1
mov re r5
mov r2 r4
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+xor Oxffffffff
+and 255

xor rb5

mov r4 ro

e s ARSI, vml KN RS

map(lambda x: x ~ ©xa2, input)

BT, CREfRN B P9 A BEAT BT S B B
1M vm2 IS Dy AR A

datal = [90, 132, 6, 69, 174, 203, ... vm2 opcode 5 —4HiLEK]
data2 = [185, 155, 167, 36, 27, 60, ... vm2 opcode %55 ZHiLFHK ]
data3 = [213, 249, 1, 123, 142, 190, ... vm2 opcode i —=ZHi%3&]
data4 = [97, 49, 49, 95, 109, 89, 95, ... vm2 opcode T EEPULILFE]

def lookup by char(c):
if ¢ <= 99:
return datal[c]
elif ¢ <= 199:
return data2[c-100]
else:
return data3[c-200]

def lookup by idx(idx):
return datad[idx % 24]

enc_contents = []
contents = [0x89, 0x50, OX4E, 0x47, 0x0D, Ox0A, Ox1A, OxOA, Ox00, 0x00, 0x00]
# example

for idx, ch in enumerate(contents):
x = lookup by char(ch)
y = lookup_by_idx(idx)
if idx % 2 == 1:
y ~= oxff
z=xXx"y

m = lookup_by_char(z)

if (m & 9x80 == 0x80):
m "= 0x42

m ~= Oxff

enc_contents.append(m)

BT, K N B0 N B4 AR AT xor DL R B AT, AR B AR /N DA A BT TR 112
B offset, 73 AENERIRIIEN B 4 AR DT LB RIE, REEREH)E
DRSS SEaRE)E T

NPT FIHEST v RIS 2 J5, IE e — IRt BUT R ERE R RO
wizardcult_comms_CastSpells.

S0, ZBREPE R IR (AR vm FaiS 5 N 4% 3 75— AT AL
.

B
o
§

Y

>
>
|
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1 ANFT: MRHE wizardeult_tables_Spells 7] $iik4T “ 575 -> a4 7 [, N
wizardcult_tables_Spells[0] = Eldritch Blast, [ 0x00 24 ##: > “Eldritch Blast”

52 AMRIEE 3 AT BB “%dd%d” HE s TS UK, G “100d134”

RIS HAKRE CREZWRAFEANE 3 FH—HIEI , 2 5P LR T B oA

3 #71: | cast %s on the %s for %dd%d damage!

2 7. | cast %s on the %s for %d raw damage!

1 %4i: | cast %s on the %s!

55, induct 8 IR Gm DA 1) N 2 K& E] IRC AE S, 7E peap £ H 7 B 1l 2 X Mg 2
Bedli, T E R

PRIVMSG #dungeon :
PRIVMSG #dungeon
PRIVMSG #dungeon
PRIVMSG #dungeon
PRIVMSG #dungeon
PRIVMSG #dungeon
PRIVMSG #dungeon
PRIVMSG #dungeon
PRIVMSG #dungeon
PRIVMSG #dungeon
PRIVMSG #dungeon
PRIVMSG #dungeon @

quaff my potion and attack!

cast Moonbeam on the Goblin for 285d285 damage!

cast Reverse Gravity on the Goblin for 253d213 damage!
cast Water Walk on the Goblin for 216d195 damage!

cast Mass Suggestion on the Goblin for 198d253 damage! 3
cast Planar Ally on the Goblin for 199d267 damage!
cast Water Breathing on the Goblin for 148d21e damage!
cast Conjure Barrage on the Goblin for 197d168 damage!
cast Water Walk on the Goblin for 284d198 damage!

cast Call Lightning on the Goblin for 193d214 damage!
cast Branding Smite on the Goblin! 1
do believe [ have =lain the GobLin

!
4

N
ot

HHIHHHHHHHHH|H

pcap 1% Bi# {5 X5 induct A1 dung3onm4st3ra3 3tk A5t 2 Yok, Horh 3 f#441~#482
FIANEE 1 S, #484~#3768 (Ifi) AT AES Ok
3% dung3onmd4st3rl3d /7, T3k % dung3onm4st3rl3 1135 N A5 induct #4T
ACH., RIMLEERIR T BRI A2
1. 7E IRC % /i LN nickname B\ Fl#dungeon S, 071K Ik KI5 A %8S
izlg;
2. 7£ induct 1] 0x652D76 call rex b K W

100000
100!
Hx000068CE

0cO0B0EA073 - 0x0000000000000000

- Bx0000000000757c29 - "Potic
" ¢ v

2 Potion of Acid ResistancePotion of Water Brea
f8 - 0x00000OC 0x0000000A00000000

RIA 3 MLz
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1. Is/mages_tower

2. rcx #8179 wizardeult_potion_CommandPotion pF %

3. iR AIA R A DA E A E vml
i 5 BREF I AR AT VAR P K IAEFP N B tHIL “Is /mages_tower” #n & HIHHATEE R, RIZH
1 HAZ H #2452 dung3onm4st3rl3d Rk Is #r 4 &% induct 7t EAL - ¥/mages_tower H 3%
E
ZH 2:

Ox00BOEREOABT57cd2

0x000000c000047d58 - Bx000H000000B00200
000 "[2/2] exec okawYQeKZMzNFIHRkaB
g ("5"?)
+0x0058: O0x0000000000000400

)0aaB50 - 0x0000000800757c42 - “Poti
17bb90 - | /mage et /cool wiza

FIFEA 3 & %:

1. /mages_tower/cool_wizard_meme.png

2. rcx 4817 wizardcult_potion_ReadFilePotion %

3. SRR )T 2GE 2 vm2
FEME 50, 55 2 432 HiZ %N dung3onm4st3rl3 | & FREL
/mages_tower/cool_wizard_meme.png AN 21y 245 induct, MITSEBL A R B 1.
WRAE AT TS 20 vm2 1 gmidi@he, SeplB E Tl T, RS2 RS
pcap HIIA %, peap HHEEXEIKIZRAD S 1K png P2 ATl HEE R SR AN
PRBIA AT

#!/usr/bin/python3

datal = [90, 132, 6, 69, 174, 203, ... vm2 opcode F & —2Hi%%]
data2 = [185, 155, 167, 36, 27, 60, ... vm2 opcode 1z "]
data3 = [213, 249, 1, 123, 142, 190, ... vm2 opcode H& =4 fi1F%]

data4 = [97, 49, 49, 95, 109, 89, 95, ... vm2 opcode HEEVIHIGFE ]
spell_tables = ['Eldritch Blast', 'Mass Heal', 'Fireball', ... Ox94E5A@ Xt
Ox155 A7 ]

def lookup by char(c):
if ¢ <= 99:
return datal[c]
elif c <= 199:
return data2[c-100]
else:
return data3[c-200]
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def lookup_by_idx(idx):
return datad4[idx % 24]

def encode(contents, idx):
enc_contents = []
x = lookup_by_char(ch)

y = lookup_by_idx(idx)
if idx % 2 == 1:

y ~= oxff
z=Xx"y

m = lookup_by_char(z)

if (m & Ox80 == 0x80):
m ~= 0x42

m ~= oxff

enc_contents.append(m)
return enc_contents

data = None

guess = []

i=20

with open("png.data"”, "rb") as f:

while (target := f.read(1l)):

candidates = []
target = int.from_bytes(target, 'big')
for ch in range(256):

inc = [ch]
enc = encode(inc, i)[0]
if enc == target:

candidates.append(ch)

if len(candidates) != 1:

print('[!] idx: {} {} cannot find, candidates count {}'.format(i,

target, len(candidates)))

break
# print('[+] idx: {} {}'.format(i, candidates[©]))
guess.append(candidates[0])
i=1+1

if len(guess) != 157473:
print('error')

else:

with open('cool_wizard _meme.png', 'wb') as f:
f.write(bytes(guess))

wa ik Rt png B R AT

B
i
[t

>
»
N
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+—. 45

AJEPkik 3L 10 68 H, 55 Windows. Linux. JavaScript. Golang. Docker. VM %
ARSI A S, A FIPkEE I 5 iR
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Congratulations!

Congratulations on completing the Flare-Om 2821 challengel

We have your feedback on file but if you'd like to make wpdates you
can 2o here.

BE4F Flare-On Hei SRR HORHCRIE T i 38 21 1 S SR DLW T 3T T SR it T R
R H W T E T IRIAP T AR T NSWRINL . CTF S50 Mk B3 8052 B oK 15t
HARAEEAIMENSE TR BEAWNS S, ARRBLE &6 Z R m e, JH R
RESUFHTE AN LB S 5, ARE DAEE IR FREE T E E— Rtk
BT —!
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