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"Shifu'" Banking Trojan Technical
Analysis and Solution

Release Date: January 16, 2017

Overview

The banking trojan "Shifu™ was discovered by the IBM counter fraud platform in
April, 2015. Built based on the Shiz source code, this trojan employs techniques
adopted by multiple notorious trojans such as Zeus, Gozi, and Dridex. This kind of
trojan once mainly targeted 14 banks in Japan and has emerged in Britain since
September 22, 2015, attacking at least more than 10 banks. On January 6, 2017,
researchcenter.paloaltonetworks.com issued an article, indicating that the author of
this trojan refined it in 2016. Specifically, this trojan, at its early stage, obtained
system privileges of the attacked host by exploiting the vulnerability assigned CVE-
2015-0003, but now achieves this purpose by leveraging the Windows privilege
escalation vulnerability assigned CVE-2016-0167.

The sample analyzed in this document is a variant of the "Shifu" trojan. With
privileges escalated to the system level by using the embedded system vulnerability
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exploitation module, this trojan steals users' login credentials of the online banking
business to cause damage.
The following figure shows the timeline of attacks launched via this trojan.

NSFOCUS's security team analyzed the attack sample and

January 12, 2017 released a technical analysis and protection solution.

January 9, 2017 NSFOCUS's security team obtained the sample and starts analysis.

NSFOCUS's security team followed up with this attack event

January 7, 2017 and collected information about this sample.

Palo Alto Networks found that the author of this trojan improved it,

January 6, 2016 introducing new techniques for infection and detection evasion.

September 22, 2015 This trojan emerged in Britain.

April, 2015 * This trojan was found by the IBM counter fraud platform to mainly target banks in Japan.

CVE-2016-0167

Microsoft Windows is a series of operating systems developed by Microsoft.
win32k.sys is a kernel-mode device driver and is the kernel part of the Windows
subsystem. It contains the window manager which controls window displays, as well
as manages screen output.

The kernel-mode device driver contains a privilege escalation vulnerability because it
does not properly handle objects in memory. An attacker could exploit this
vulnerability to escalate his/her privileges and execute arbitrary code.

The following systems are affected:

Microsoft Windows Vista SP2

Windows Server 2008 SP2 and R2 SP1

Windows 7 SP1

Windows 8.1

Windows Server 2012 Gold and R2

Windows RT 8.1

Windows 10 Gold and 1511

Propagation and Infection

® File binding
® Email attachment

Sample Analysis
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(1) Environment

System Windows 7 (32-bit)

Tools ProcessMonitor, Xuetr, Wireshark, OllyDbg, IDA

(2) Detection Results of TAC

Basic Information

Severity Level o Medium-nie Sample Source

App Protocol Time 2017-01-1) 11:16:34
File Name 7eBeba7ib31ceabld9ied3d020dc34bf bin

Type Win32 EXE File Size 332.5K8 {34044 bytes)
CRC32 44508925

MD5S TeBebaTfbl1ceab0497ed 340204 c 2404

SHA1 472¢49700bSbi423b0540:516becf6 75087 4b

SHA256 d3f9c403718h4d2412baf10940d2b123803219343d06478b503440981b2cd9

The following table lists other same-origin samples:

MD5 File Size Risk Level
f25528baf3d68444fa7d7fda382e9835 338948 High
ebf3e72f8b698bbb0d026416d7a75a6a 338948 Medium
€98459c647a6e328c8065945884ef29a 338948 Medium

(3) File Structure
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(4) Main Functions

[1] Covert attack: Attacks are completed through multiple encryptions and process
injections.

[2] Network behavior: The sample collects information (including but not limited to
the local time zone, current time, operating system version, antivirus software version,
and host name) about local hosts, uploads it to the remote server, and keeps
communicating with the remote server to control the user and steal its information.

[3] Sandbox detection: The sample provides anti-debugging and anti-virtual machine
(VM) functions. That is, the sample checks whether it is likely to be in the sandbox by
comparing file names, process names, user names, and system signatures.

[4] Confrontation with antivirus tools: The sample can detect multiple analysis
tools, antivirus software, and sandboxes. When antivirus software is found, this
sample enters a sleep infinite loop, exhibiting no malicious behaviors. When a
sandbox is detected, this sample terminates the script interpreter, traffic capture tool,
binary analysis tool, and other processes, cutting off the interaction between the
sandbox and the outside or preventing the sandbox's automated analysis of this
sample.

[5] Persistent attack: This sample, via concealing and self-starting, implements
persistent attacks against target hosts, by taking the following actions: injecting
svchost.exe for concealing processes and creating JavaScript scripts in the Startup
folder on the Start menu for completing self-starting.

The following figure shows the sample execution process.
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Functions of this sample are as follows:
® Decrypting the injector to overwrite the original code.
Code for decrypting the PE file is as follows:
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B82CA564
BO2CAH567 | ..
B82C0569
Be2cas6c 837D 68
B82Ce56F 2B4D 68
BB2CA572 85CO
Be2cas7y|. 74 12
BO2CA576 AD

BB2CA577 ta

B82CA578 2D BBh462156
a@a2ces7D 98

BA2CA57E 98

BE2CH57F 33C2
ae2caess1 SR

Be2cas82 nB

B82C 0583 83E9 63
8e2Ce586 (" E2 DG
B82cA588 61

B82CA589

3B75 64
75 8D
8375 68

edx=CA219118
eax=CA21911C

Address

aezpagan
aezpaaio
aazpaaz2n
aezpaa3n
ae2pagun
aazpaas o
aezpagen
ae2paav o
aazpaasa
aezpaavn
aezpasnn
aazpaaea
aezpaaco
ae2paano
882D AaEA
ae2paar o
862D 6180
aazpei1a
aezpei2e

Hex dump

cmp esi,dword ptr ss:[ebp+Ox64]
short BB2CE576
add esi,dword ptr ss:[ebp+0x68]
add edi,dword ptr ss:[ebp+8x68]
sub ecx,dword ptr ss:[ebp+Ox68]
test ecx,ecx
short 0O2CE588
lods
eax

sub eax,
nop
nop
Xor eax,edx

edx
stos
sub ecx,
short 002C0564
popad

Code for the decryption algorithm is as follows:

002C0564 3B75 64
002C0567 75 0D
002C0569 0375 68
002C056C 037D 68
002C056F 2B4D 68
002C0572 85C9
002C0574 7412

002C0576 AD
002C0577 50

002C0578 2D BB462156
002C057D 90

002CO57E 90

002CO57F 33C2

cmp esi,dword ptr ss:[ebp+0x64]
jnz short 002C0576
add esi,dword ptr ss:[ebp+0x68]
add edi,dword ptr ss:[ebp+0x68]
sub ecx,dword ptr ss:[ebp+0x68]
test ecx,ecx
je short 002C0588
lods dword ptr ds:[esi]
push eax
sub eax,0x562146BB
nop
nop

xor eax,edx
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002C0581
002C0582
002C0583
002C0586

5A

AB

83E9 03
~E2DC

pop edx

stos dword ptr es:[edi]
sub ecx,0x3
loopd short 002C0564

The memory attribute at 0x400000 is changed to writable.

call

dword pte =3

[tb Sa 90 0N &2 a0 @
BN 0@ o anj a0 @
(e oo ou onion

sfehp e UxE )

£.00M00000
2.4irtuallretect

TeScha7f. opsnonue

F.ooNu00Ne

Apanoe
tuallratect

Fioon aniney
ue an anly
ne oe oo

wxvehne
gepnesne

OCEFRIFNEE)
N(FFFFFFFF)
O(FFFFFFFF)
0crF FFfF)
)F QUNCFFF)

- ERHOR FILE MOT FOUND ({ 00ODUSOZ)

2 (N0 N0 M A NS 1D LE L)

The content at 0x400000 is replaced (the address space of the original sample is
overwritten and essentially replaced by the injection module).

- Mogisters (f?ﬁ)

[T
oy cul s
rep mous

| E8RY dword pt

| oy

ZCA00S.  oFB
2CAObY.  QEFE
Pad'll g RLUZAY 20
TN “t

JESRLLRE URTIEE

apsannnn
opsHODNN
. Uirinalr

apsnnnnn
aasnonnn

posnBDONn
opsnonon

no 0o W

|an op no ool wo we so oo

0zZ0 4o 99 90

g0/ B0 0D BO UD| DO 0D 8O B0

The function address is changed in IAT:

B81FB23E
B81FB823F
B81F 8241 |,
B81F 8243
BO1F 8248 |,
881F824n
B81FB24E
881F 8253
B81F 8254
881F 8258
881F 8258
@@1Fez2s5c|”

AD

85C8

74 1B

A? 00006880
75 B4
804483 82
25 FFFFFF7F
58

FF7424 14
FF55 @8

AB

EB EB
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lods
test eax,eax
short 001FB25E
test eax,
short B81FB24E
lea eax,
and eax,
eax
dword ptr ss:[esp+Bxi4]
call dword ptr ss:[ebp+Bx8]
stos
short B81F823E

astiystontal 1Rt
A BPADDDDD Jefeball L OBNONURG
FBDIZET
b BECDANA
sE2D DOBD
Fefsball . NONBHDYY

Tefeha 75 . DABDOBD

kernel3? .GetProcAddress
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® Anti-VM, anti-debugging, and sandbox detection

NeaiI9RG |
nesn1o0H |
UL by

NeANIIE| ¢

Anti-VM

la}

|@ec
|
IE

| mou

short 7eReba’?f . QDMN1EFD

| xor w

onp

! nov

short 7eBebalf . QBM@19A8

|1ea o

(1B
o

CRIUS E ] | mov

[LER 1 Jm

hort 7eReba7f . Hean193E

short 7eHeba/ZF . 0BNR1920

shart 7eRehalf  ABN193E

S 0Bee MULL

i ntdll.
C UMIEOD

crypt-test”
crypr-test’

O LT aET
WF iF)
WITFFFFIF)
WFFFEFFIr)
O{FFFFFFEF)
TFFOFNBO(FFF)

Then this sample searches the process list for target processes, encrypts the names of
obtained processes with CRC32, and invokes the RtIiComputeCrc32 function.

Lo RaBOR

5 ANGRspNe

F8

QCamARDNR

JAFFRDSA (ntdll. REL1Ce

6L NI oF

6h O
00 80 ue ap|ic
QI2FCED 10 o0 ha ap| en

call

call
ekl pax
1ea esp,dword pry

et

nov
xor
1ea JAdworl ptr

rpuLed

S0 10 I5)7h 05 N2 7Y
ZE ON GCI6GE Q0 N0 0
FE %2 D012 26 &0 0DR| N F

A9 9B B0 07 QB B0 el an oa oo -'Il%l

X NRNRNoRF

itdll . <ModuleEntryPoint>

Na38 22bit 7
S naen HULL
ASTEre ERROR B

nenenZ o2 (MO, ME N

[T

ANl OM2FD TN RS
sosoeuL Y
pope

process )’

The sample checks whether such process names indicate specific processes such as
vmtoolsd.exe, and then compares these names with hard code that is obtained after

HDRAZN 36

5 ACG&TNOOR

1CAa0a

5 shsbubon

AdOress [ Hex dusp

orZeove/ en 99 o1 ol ok
oF2061A0| 80 08 @0 el on o
oF ','v'uvnn-),ru 0e 90 velow o

lea vax,dword pty I[espein3n

call

| G212 7emeba7é . 00ARAZAS
Cap Vox dword ptr ss:febp
|8 short 7esenazi.n

iea Jlword pte

call

rest

Short 7eBebaZf . @On025CK

I 0% SUDO YT B0 DB IC Be B0 00

|

0 00 BUILS B0 DO G0 D Ne 80 Be
U 00 PUIEH 19 U0 DR 40 DB 0 0

specific process names are encrypted with CRC32.

JeSebalZé . oouezo12
a2 .Chariowern O(FFFFFFFF)
WFFFFFFFF)
O(FFFFIFFF)
BEFFFTY
JEFDransuiry
35 B00N MU
po

0 0 Lastiérr LRROK NOD MOT FOUMD

EFL QOROO2WE (MO, MB F ,BE WS PF,G
T8 enpty 0.0
STY empty 0.0
SI2 empty 0.0
enpty

The sample searches for the following checksums in the system:
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Address (Hex dump
08489F68 |58 DF BC 27|32
08409F78 |85 F8 FF 3B|CE
08489F88 | 3E 43 25 F7|F¥
B04089F98 | ¥C 67 FD 31
88489FA8 (EB B1 B9 D2|SE
08489FB8 | 8A 61 BF EE|6H
08489FCB |59 E4 45 A9| 4B

The process name code are listed as follows:

a0489FD8 (7A 4A 36 BL| 6D
884089FES |F6 F4 3D FE|GB D3| 95 DA 2F 3321
084089FF8 | 3B 27 AR 2A|6C fF7|E8 35 4B 95

A2 13 BE 87

‘-E'F 20E50<ANZ 3N

: ?udtnkﬁi}h

S 1

0x278CDF58 — vmtoolsd.exe
0x99DD4432 —?
0x1F413C1F — vmwaretray.exe
0x6D3323D9 — vmusrvce.exe
0x3BFFF885 — vmsrvc.exe
0x64340DCE - ?
0x63C54474 — vboxtray.exe
0x2B05B17D —?

0xF725433E —?

0x77AE10F7 —?
0xCE7D304E — dumpcap.exe
0xAF2015F2 — ollydbg.exe
0x31FD677C — importrec.exe
0x6E9AD238 — petools.exe
0xE90ACC42 —idag.exe
0x4231F0AD — sysanalyzer.exe
0xD20981EO0 — sniff_hit.exe
0xCCEA165E — scktool.exe
0xFCA978AC — proc_analyzer.exe
0x46FA37FB — hookexplorer.exe
OXxEEBF618A — multi_pot.exe
0x06AAAE60 — idaq.exe
0x5BA9BIFE — procmon.exe
0x3CE2BEF3 — regmon.exe
0xA945E459 — procexp.exe
0x877A154B — peid.exe
0x33495995 — autoruns.exe
0x68684B33 — autorunsc.exe
0xB4364A7A —?
0x9305F80D — imul.exe
0xC4AAED42 — emul.exe
0x14078D5B — apispy.exe
0x7E3DF4F6 —?
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0xD3B48D5B — hookanaapp.exe
0x332FD095 — fortitracer.exe

0x2D6A6921 —?
0x2AAA273B — joeboxserver.exe
0x777BE06C — joeboxcontrol.exe
0x954B35E8 — ?
0x870E13A2 —?

BB4B3EER
B84B3EE3
BB4B3EES
B0403EES
B84B83EEY

B84B3EEC
BB483EEE
B8483EF1

B84 B3EFS
BH4B3EFS8

B84B83EFD
88403F 01
884083F 83
884083F 08

88483F 8D

Address

B812FE2Y

B84 83EER|"

BB483EF3|..

BB4B3EFB| ..

884083F 86 | .,

8A146E
80F2 8D
8811

1

4F

75 F4
3302
881463
3BDA

76 47
803402
8B3E 5C

7% 3n

g8D7CH2 M

8ABF
88F? 5C
4 25
8OF9 72

B04083F 6B | ..

esi=882D9EAC

Hex dump
BB12FE14| 63 3A S5C G5C

65 78

The c:\sample\pos.exe path is obtained.

mou
=or
mou
inc
dec
jnz
=or
mou
cmp
jbe
lea
cmp
jnz
lea
mou
cmp
i s

cmp

73 61 6D

dl,
dl,
,d1

eCx
edi
short 7eBeba7f.B0483EER
edx,edx

.dl
ebx,edx
short Ye8eba7f.0804083F3C
esi,

chort 7eBeba7f.B804B3F37
edi,

cl,

cl,

hort FeBeba7f.004083F2D
[ I

short Ye8eba7f.0804083F12

7B 6C 6% SC 5C| 78 oF 73

65 BO[ 068 8O 40 80|68 1D 40 66|00 68 48

PathFileExistsA is invoked to check the existence of the file:

884837B3
B04837B8
884837B2
884837BF
08483701,
884837C3
a84837Ch .,
804837CB
a84837CcD
884837CE
808483703
88483705
88483707 .,
00483709
a84837DB
[}

[} B
eax=00812FE14, (ASCII

E8 1AA7 0000
58

FF15 346140680

85CA

7L B8

897D FC

E9 70840008
6A 18

58

E8 B72400088
8BFL4

85F6

7 BF

o 8C
8BCAO

@NSFOCUS 2017

call 7e8eba7f.pO403ED2

eax
call

test eax,eax

short 7e8eba?f.004037CB

mov duword ptr ss:[ebp-8x4],edi
7e8eba7f . B04O3CHT

eax

call 7e8eba7f.pO405CBA

mov esi,esp

test esi,esi
cshort 7e8eba7f.004037ES

mov eax,esi

1}
"civsamplel\pos.exe™)

10

2E|(c:Z\\sampleihpos.
fojexe.. . .B.VIE...@.

get path

shlwapi.PathFileExistsA

B812FE14
jmp to ntdll. chkstk
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If this file does not exist, this sample obtains kernel32.dlI.

Ge4B3EEQ
H84B83EE3
AB4B3EEG
AB4B3EESR
08403EED

88482EEA |

H8483EEC
88483EEE
G8483EF1

BO4B3EF3 | .

B04B3EFS
B04B3EFS

G8403EFB | .

B84083EFD

8A140E
BOF2 8D
8811

u1

uF

75 Fh
3302
881403
3BDA
76 47
8D3402
883E 5C
75 3R
8D7C62 61

dl,
dl,

BCX
edi

.d1

chort 7e8eba7f.00483EED

edx,edx

ebx,edx

a1

short 7e8eba7f.00483F3C

esi,

chort 7e8eba7f._80483F37

edi,

A812FEB4 (6B 65 72 6E|65 6C 33 32|2E 64 6C ﬁE|03 37 48 88| Kkernel32.dllp@.
GE12FE14|6d 3A 50 F3|61 oD FH oL|65% S50 7B 6F /3 ZE 6% f8|cI\sample\pos.ex

The function name Process32NextW is obtained:

BB4B3EEC
B0483EEE
BO4B83EF1

88483EF3 | .,

G8483EFS
G8403EF8

98403EFE |,

B04B3EFD

75 Fu4
3302
881403
3BDA

76 47
8D3402
883E 5C
75 3A

8D7CH2 M

couoou | gald

test

BB short 7eseba?f.noABI7C3
Gikoan nev

short 7e8eba7f.00483EER

edx,edx

ebx,edx

.d1

chort 7Fe8eba?f.08483F3C

esi,

chort 7e8eba7f._08483F37

edi,

s nme od
5 omxy 32d
[Ths

FL O NOBDOZAS (M9,

10 empty

NIT_FOUND { DOOODONI )

£ N5 ,.PE L 0E ,LE)

1les sox Suscs i ss:lsho-Beil ! W11 ety
(xerae)d? s Prochdiress) 1 .

AC 4C OR| 27 AR BB 52 ) or

The sample checks whether the first four bytes of the function address is 0x8C2C033:
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| TeSeba?i . BBARLAA [Jmp to ntall._chksts - Wegisters [FPU)

J Ikerne1a
Frocessaze kernel cconnn
HINI7F A I8 sdort Zemevart deagunen Kernel32. raccanom
([T P 'Y PODORDN
LLLL S )
LLLL SR new AeBRbalY (BN
EALE 7eRena?f  e@EIEDY

TeBeDaZF . QONIER12

call kerneld? . IsDebuggerfress
test L neld? Process Mexty
IBE short 7eBeba’F, 2aearca
nev .

d11 . 2ulueryly nation NOT_FORND (BOBDBDN )
wor

—-d A s i dumrd Uiy yuiivby Ssl
|

B Anti-debugging
kernel32.1sDebuggerPresent is invoked:
08483818|" 74 A9 | short 7eS8eba7f.@84837C3 |

[LITEERL]  FF15 Dasoanon |call [kernel3Z .IsDebuggerPresent
0p4683820) 85CH |test eax,eax |kerneld?2 .Process32Hexty

The sample checks whether DebugPort and ExceptionPort are occupied to determine
whether the sample is in the remote debugging state.

94| if ( =(_DWORD =)GetProcAddress{vs, ) == BxBC2CA33// Process3ZHextl
95 || IsDebuggerPresent()

96 || 2wQueryInformationProcess{{HANDLE)BxFFFFFFFF, |ProcessDebugPort], & . hu, 8) >= 8
97 Bl )

98| {

99 goto LABEL_96;

1688

181| if ( 2wQueryInformationProcess(

182 HANDLE ) BxFFFFFFFF ,

183 ﬁ%{:essPriorityBoost|ProcessExceptionPort|,

1684 & »

1685 Lu,

186 ay > 8

107 [t )]

1688 {

189 goto LABEL_96; /{ error

118) }

Then the sample obtains \\.\NPF_NdisWanlp to determine the existence of Wireshark.

foBehalF . BuNIc? 0

HETH

IEDN | £ UMIFR0E ASELT “NAALAAWE ML sWan ] pok

F.ounsmce

[y
DON
DONEIEEY | p
DOMEIEEN 3 TeSenalf . OBAKIEER
39 i, TeREDAZE, QOMORCTH QONBIEEC
DONIIEEE
HONRIEF 4 IRDH t Telrhalf  ORNDICTR
NOARIEFD 7 N7 TeReda?f . B0AR3F3C
IR Y , "
] BRLL I n BEON S2uAE PYARE UNNCERE
UL SIa e Jedebalt Lo ay 5% BOPR MILL
HINEIEFD i
Err EHRON_PATH MIT FOUND {Q@000003)

(N LT, MS.PE OF LE)

e

[T RATH
HB12FDES
LA UAH

B Sandbox detection
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€ Check on the length of the file name (if the file name contains over 30
characters, it indicates that the sandbox runs.)

TEPaS DAY #ATO IR SO IALE .0 1n

W el uMan
woe 1,

test c1,cl
IR short TeSeha? . e0nERRA
| Sub ) R

cRp vk,
t IR venenalt  vemasicy

T ’
" enp o
B short 7eksbaZf . eeamsr
nov LAUBESATE . DR IYT SL

AL FeSebalZ) doNm2ONE
tes .

L
B stert Tetvbalt . easminte
ir

Fron va [ntdl] . REIComputelred
BDA6S

Fs
G5 08BB NHULL

LastErr ERAOR SUCTE
00kBuIN2 .

SaABAD P atdll.<ModuleEntryPo (N0 ME  HE A
H05BY3

Angna0z L4

0onY 3 . 3| 70 s el B 012FD8E
Dk 9 N 63 | & 35t Ll M IA'.DL':

nane ] GEL BN N0 Bo oB) o 00 bo 0Bl oy o8 bo v . BR1ZFDoN| W

€ Comparison with specific values:

04829ED X0F eax,eax

ABL4B20EF EEEEEH ac cmp ecx,dword ptr ss:[esp+BxC]
BO4B29F3 Bro4cH sete al

084829F6| BBFE mov edi,eax

004029F 8 8BCY moy eax,edi

ae4e29Fa| 5F edi

ae4829FB| 5SE esi

BO4029FC| C2 0400

BO4B29FF LG ebp

go402n88| 8BEC mov ebp,esp

0o482R02| B3IEC OC sub esp,

go402a085| C745 F4 801008\ mov dword ptr ss:[ebp-8zC],
00482A0BC| FF15 5C604000 |call

aaue2a12 8D4D FB lea ecx,dword ptr ss:[ebp-8x8]

Stack ss:[8812FDDB]=E84126B8
ecx=9D59F@1C

A comparison is made between the CRC32 checksum of the file name and the
following values in the sample (that is, new names assigned by common sandboxes to
the sample):

0xE84126B8 — sample.exe
0x0A84E285 —?
0x3C164BED - ?
0xC19DADCE -?
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0xA07ACEDD -?
0xD254F323 - ?
0xF3C4E556 —?
0xF8782263 —?
0xCA96016D —?

Then the sample searches for specific files and directories such as

c:\analysis\sandboxstarter.exe as shown in the following figure:
56 esi

80403ACH call ebx shluapi.PathFileExistsh
Baup3ACE test eax,eax

88483ACE |~ QBFEFFFF feleba7f.0040306F

aa4Be3nbL esi

8840823005 486148688 |movw esi, shluapi.PathlsDirectory
80483ADE call esi

aaua3nbD test eax,eax

08483ADF |~ BF85 BAFEFFFF 7e8eba7f . B040396F

08483AES FC dword ptr ss:[ebp-8x4]

80403NES call ebx shluapi.PathFileExistsh
BA4A3AEA test eax,eax

80483AEC |~ fDFEFFFF feleba7f.0040306F

08483AF2 FC dword ptr ss:[ebp-8x4]

804 83AFS call esi

BAuB3AF7 test eax,eax

008403AF9| " 7OFEFFFF 7e8eba7f . B040396F
H64 5 IE: dword ptr - D — 6 3

i 1) A
esi=0812FD98, (ASCII “c:\analysis\sandboxstarter.exe™)

The c:\analysis directory is retrieved:

FF75 dword ptr ss:[ebp-08xi]

G0403AES S Ak call ebx shluapi.PathFileExistsA
00482AEA| B5CO test eax,eax

80403AEC|" OF85 7DFEFFFF 7e8eba7f . 0040396F

88483AF2| FF75 FC dword ptr ss:[ebp-8xu]

B8483AF5| FFD6 call esi shluapi.PathlIsDirectoryn

AB4a3AF7 85Ca test eax,eax

A04083AF9|" BF85 7BFEFFFF feBeba7f.0040396F

88u03nFF| FF75 D8 dword ptr ss:[ebp-8x28]

004082802 FFD3 call ebx shluapi.PathFileExistsn
084038 @ 5C 6 g 838,83

Stack ss:[@812FF5C]=080812FD8O, (ASCII “c:\analysis")

The c:\insidetm directory is retrieved:

FF75 DS dword ptr ss:[ebp-Bx28]

GUGE)EY  FFD3 call ebx shlwapi.PathFileExistsnA
ao483B 8Ly 85Ca test eax,eax

084A3B06 (" BF85 G3FEFFFF FeBeba7f . 0040396F

884838 6C FF75 D8 dword ptr ss:[ebp-8x28]

804038 8F FFDG& call esi shlwapi.PathIsDirectoryf

aaya3B11 85CA test eax,eax

00403B13|" OF85 S6FEFFFF FeBeba?f.aBuA3IOF
duword ptr sc:lebp—8x

Stack ss:[@8612FF38]=0812FD78, KASCII “c:\insidetm")

The c:\windows\system32\drivers\vmmouse.sys directory is retrieved:
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FF75
FFD3

85co

6F85 MOFEFFFF
FF75 DC

FFD6

dword ptr ss:[ebp-8x24]
call ebx
test eax,eax
7e8eba7f.0040396F

dword ptr ss:[ebp-8x24]
call esi
00403828 85co test eax,eax
BB!HJEB2D BFBS 3[:FEFFFF 7e8eba?f.0040396F

! ssilebp—Bx181

8840838 1C
084083B1E
88483B28|"
084083B26
084083829

shlwapi.PathFileExistsh

shlwapi.PathIsDirectoryhn

Stack 551 [BB12FF38] 8812FD44, (ASCII ["c:\windowsysystem32idriversiummouse .sys™)

The c:\windows\system32\drivers\vmhgfs.sys directory is retrieved:

08403836
08403838
8848383 | 2FFEFFFF
00403840 E8
00403B43
08403B45
BBHBSBH? -

dword ptr ss:[ebp-8x18]
call ebx
test eax,eax
feSeba7f.@040396F

dword ptr ss:[ebp-8x18]
call esi
test eax,eax
feSeba?f.a04A396F

duord _ntr _ss:Tehn—Ax1A1

22FEFFFF

shlwapi.PathFileExistsh

shlwapi.PathIsDirectoryhn

Stack 551 [BB12FFH8] 8012FD18, |[{ASCII "c:\windowsisystem32idriversiumhgfs.sys")

The c:\windows\system32\drivers\vboxmouse.sys directory is retrieved:

08483850
08483852
a0ua3B54 |
B0403B5A
80403B5D
88483B5F
a6483861|"
08483867
Bﬂhﬂ3Bﬁﬂ

dword ptr ss:[ebp-8x18]
call ebx
test eax,eax
FeBeba7f . 0040396F

dword ptr ss:[ebp-8x18]
FFI call esi
85Ca test eax,eax
BF85 GSFEFFFF |l 7e8eba7f.08840296F
FF75 EB dword ptr ss:[ebp-8x20]
FFD3 call ebx
Pax P

BF85
FF75
FFD6

15FEFFFF

Stack 55: [ﬂﬂ12FF53] 8812FCER,

08403867
004 03B6A
08403860
884 83B6E |~
08403874
08403877
08403879
80483878 |
08403681
BBHBSBBH

FF75
FFD3

85ca

BF85 FBFDFFFF
FF75 EB

FFD6

85c0

OF85 EEFDFFFF
FF75 EC

FFDS

dword ptr ss:[ebp-8x28]
call ebx
test eax,eax
HE 7e8eba7f.0848396F

dword ptr ss:[ebp-8x28]
call esi
test eax,eax
HE 7e8eba7f.0848396F

dword ptr ss:[ebp-8x14]
call ebx

= Eaxy . edx

Stack 551 [aa12FFuu] 8812FCD8, [(ASCII “c:\iDEFENSE")

The c:\popupkiller.exe directory is retrieved:
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FF75 dword ptr ss:[ebp-8x14]

G0403B5 . S Ak call ebx shluapi.PathFileExistsA
A84a3B86 85C8 test eax,eax

@64A3B8E |~ BFB5 E1FDFFFF 7e8eba7f . AO4A396F

BO403B8E| FF75 EC dword ptr ss:[ebp-8x14]

00482891 FFD& call esi shluapi.PathlsDirectoryn

00403B93| 85CH test eax,eax

00402895 |" OF85 DMFDFFFF JeBeba?7f.00483%6F

G0403B9B FF?5 E4 dword ptr ss:[ebp-8x1C]

BBhB3BOE FFD3 call ebx shlwapi.PathFileExistshA

Stack 551 [BB12FFHC] BB12FCCH, (HSBII ;c SApopupkiller . exe™)

The c:\tools\execute.exe directory is retrieved:

FF75 EX4 dword ptr ss:[ebp-Bx1G]

A0403B9F NI E call ebx shlwapi.PathFileExistsha
904093BAA| 85CH test eax,eax

90403BA2 |~ BF85 CYFDFFFF 7eBeba7f . 0040396F

B8483BA8 FF75 EA4 dword ptr ss:[ebp-8x1C]

BBHBSBHB FFDﬁ call esi shlwapi.PathIsDirectoryn

Stack ss [BB12FFHH] BB12FBRB (nSéII ;c:\tools\execute.exe")

The c:\Perl directory is retrieved:

FF75 E dword ptr ss:[ebp-8x8]

GLUTEEY  FFD3 call ebx shlwapi.PathFileExistsn
084 83BEA 85CH test eax,eax

l]l]lll-]3BB[: ~ BF85 FIDFDFFFF - fefeba7f.0048396F

STELIYY dword ptr ss:lebp- Bz
Stack &5t [BB12FF58] @812FCa@, (ASCITI ""c:\Perl™)

The c:\Python27 directory is retrieved:
57 edi

GLUTRY  FFD3 call ebx shlwapi.PathFileExistsA
a84083BD2 85Co test eax,eax

884083BDL |~ BF85 OSFDFFFF feBeba?f . 0048396F

ae4a3BDA 57 edi

86402BDB| FFD& call esi shlwapi.PathIsDirectoryn

A8483BDD 85c8 test eax,eax
00483BDF |~ OF85 SAFDFFFF | 7e8eba7f.0040396F
2145 FC and dword ptr ss: [ehp Bx4],eax
D1EEFFFE call 7efeha
ed1—ﬂﬂ12FBQB, (ASCII "c:\Python27')

4 Comparison with computer names and user names. The computer name is
obtained:
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BOLB3CTA 57 edi
BO4B3CTE FF15 48604000 |call kernel32 .GetComputerNamen

80483081 85ca test eax,eax
oB4B3CB3 |, 75 27 short 7eBeba7f.00403CAC
Be4e3C85( FF15 2C664080 |call kernel32.GetLastError
0B4083C8B| 83F8 6F cmp eax,
. 75 1C short 7eSeba7f.00483CAC

8B75 Fh mov esi,dword ptr ss:[ebp-8xC]

E8 418480088 call 7e8eba7f.004040D9

8945 FC mov dword ptr ss:[ebp-8x4],eax
084083C9B 85CA test eax,rax

80483C9D|, 74 BD [ short 7eBeba7f_00483CAC
00463C9F| 8DUS Fh lea eax,dword ptr ss:[ebp-8xC]
ooua3CAZ| 50 eax

eax=00000001

Address TPl 00400000
801C3068|57 49 LE 2D|48 56 30 54|55 35 54 50|52 41 4E 66| WIN-HUSTUSUFRAN) [l 9912FF38) 08401060
001C3618 G0 60 D0 06| 60 G0 00 00| 00 0D 00 00| 66 00 00 60 8012FF3C| 0684000800

The user name is obtained:

if { *GetComputerHameA{vd, & Y && GetLastError{) == 111 }
1
= {(LPSTR)sub_4B4BD9{);
if )
GetComputerHamen ( , o ):
H
H
= 268;
= {const CHAR =)sub_48488A();
if | )
1
if ( *GetUserHamed{ (LPSTRYu1, & Y && GetLastError{) == 122 )
{
= {const CHAR #*)sub_4B48D9();
if )
GetUserHameA{{LPSTRIuZ, & Y;
H
¥

The obtained user name is compared with the following character strings (common
sandbox user names):

SANDBOX

FORTINET

VIRUS

MALWARE

MALNETVM
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0onExD2S

| €810 7egebaze . nennscen
| v '
|mou dword ptr ss:|ebp-ex20),

short 7eScba7#.0ex03DAZ

bxy
dx  TeSehaTF . DUADYCFE

| Eal) ZeSebhali  UBAnIL02
nov A
¥ AT Boen JeBebalf . OBRUSLEA
$8CA
suiehp-8IK],
ORR ISDAE
HonezDs 0
nahi
UL DS & h

It vax,
|I@ short 7e®ebazé.ueaua0ss

S5 enunhnng
3 B01CI129 AsSCI

O(FFFFFFFF)
U(FFEFFF
DCFFFFFF
OCFERETY
IFFDFORN(FFF)

If a matching character string is found, the sample enters the sleep infinite loop:

88481096
88481098
a8481D9E
a8481DAB
88481DAS
aaue1DA7? | "
a8481DA9

85ca
74 11

8B35 EC6B4000
8BFF

68 ES030000
FFD6

EB F7

B8 CUCHEFD2

test epax,eax

I short 7eBeba7f.BB4B1DAY
mouv esi,

mov edi,edi

call esi
I short 7e8eba7f.00401DAO
mov eax,

The sample searches for the following processes:

kernel32.5leep
fefeba7f.00400000

7eBeba7f.B0481D6 @

0xD2EFC6C4 — python.exe
0xE185BD8C — pythonw.exe
0xDE1BACD?2 — perl.exe
0xF2EAASSE — autoit3.exe
0xB8BED542 —?

Process names are encrypted with CRC32 as follows:
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804B1DA7 " EB F7 j short FeBeba7f.@8481DAA
aaue1DAY B8 C4COEFD2 eax,
BO442Y dword ptr ss:[esp+8x8],eax
C7uu2y dword ptr ss:[esp+8xC],
C7uh2h dword ptr ss:[esp+8x18],
C7hh2y dword ptr ss:[esp+Bx14],
C7uh2y dword ptr ss:[esp+8z18],
C7uu2y a8 dword ptr ss:[esp+8z1C],
33F6 - esi,esi
ae481DDC 8D642Y esp,dword ptr ss:[esp]
aaue1DEB| 5@ eax
884 B81DE1 ES B5@878888 call 7e8eba7f.004024EB
08481DESL 8500 test eax,eax
GO401DE8 (. 74 65 short 7efeba7f.08481DEF
E8 E58AQB8A call 7efSeba7f.a04828D4
BB44BY BC mou eax,duword ptr ss:[espresi=zi+@xC]
L6 inc esi

85CO test eax,eax

" 75 E8 short 7e8eba7f.B8481DEA
ES O3FDFFFF call 7eS8eba7f.00401B00
E8 FEF1FFFF call 7eBeba7f.00401000
BLCH test eax,eax
£} -inz . o )

8e4e1D68
seppoaaea
D2EFC6CH
E185BDEC
DE1BACD2
F2EARSSE
BSBEDS542
@812FF84| Boooooaa
B012FFB8| BO12FF94
B012FFBC| BOpOOAOOA

If the preceding processes are running, terminate them (ending the internal control of
the sandbox). If the sample runs in the Windows XP (32-bit) environment, it also
enters the sleep loop.

® Check of current privileges

If the sample runs with insufficient process privileges or in Window 7 or Windows
Server 2008, vulnerability exploit code will be executed; otherwise, the original
handling process will be followed.

® Actions with high privileges

The environment variable is obtained and expanded:

FEI5 radsanes cald ii-nt-lil}' Expundi me i ronment5trings {5 S Wit NCFFFFFFFF)
e vt T 3 SIS TR

55 Uhaeeuun 3 L rrpreesiing)

3% { 00900000)
Lty
Tefeba?F . DOADIES

LRghgtaell L
U5 DRMDEI A= 700N NASH (heroe 132 Expandlnvirssoent STELngsa)

i WIZFEZR || Sect
: S5|A0 KR 45 S2I5F & 46 SF|TDST T 1 2FEL Bu12FERc || Best
S2 AF K245 52 53 w52 S8 2% 00/ on oo An 22| PRE '3 FEZN| DODBOTEG |LbrstiizeMax 198 (2en.)

Here, Windows_NT_1 is obtained in the Windows 7 (x86) environment:
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[ds:[804066F4]-76CF8ASB (kernel3? .ExpandEnuironmentStringsA)

Address

B812FELC |57 69 6E
G812FESC | 6B bH BY BB BH BB BB OB| OB OO B0 HO|HY B0 B8 BB ... ... ........

B812FEGC| B8 B0 B0 00| 60 GO B0 60|60 B0 60 00|60 B8 88 88| .. .. ... aiaeanns
GO12FE7C| B0 00 G0 00 60 B0 00 00| 60 PO A0 G0( 00 B0 66 A6 _ . .. ... ... ... ...

Then the CRC32 value of OXFFFFFFFF, OXEEEEEEEE, 0OXAAAAAAAA, and
Ox77777777 is calculated:

= sub_4842A5({int)& . » B2FFFFFFFF);// calculate B2FFFFFFFF CRC32 wvalue
BYTE3( } = sub_4@42a5({{int)& , , BXEEEEEEEE);// calculate B:EEEEEEEE CRC32 value
BYTE3( Y} = sub_4B42A5({int)& , » B2ARAAAAARA) ;// same
BYTE3( } = sub 4@42A5{{int)& s , ORFFIFTIVII /S same

The calculated CRC32 values are as follows:
0x395693AE

0xB24495D2

0xF39F86E1

0xBAEOB5CS

The last two bits of each of the preceding hexadecimal values are stored in the stack,
as shown in the following figure:

B812FF5A (|| BOBOBOAE
B812FF5L (| BABOBOD2

A812FF58|| BAOABAE1
A812FF5C || BO0000CE

OxAE000000 followed by 0xD2000000 will be used as the Atom name:

Address |Hex dump ASCII

B812FE4C |61 65 30 30|30 30 38 38|64 32 30 38(39 30 30 30|ac000000d2000000
BB12FESC| B0 B0 OO 0O 66 OO B0 00| OO0 6P OO 00 G0 OO 68 68

BB012FEGC | B0 B0 06 0O G0 OO 9O 060 0O 0P OO 00 60 0O 80 OO0

BB12FE7C| B0 B0 B0 OO B0 OO0 OO GO| 00 6P OO0 00| GO 00 60 OO

GlobalAtom named ae000000d2000000 is added:

s BERARRAY HONDAD
W TAWWT
|Keraeid2 Slobalt ledatum

test ax,
B short 7edeba’s . 00s01182

EL AN HE R R Lea pax,Sused petr wn:[etp Bxctih] " ANIZTEAS
1 sunuoBe

50

5 GHeeMaun |eall Horue 52 GLabulnoseTam
$:95C9 test

€ 20615000 (820}

PraVOIN?
i

y 3 L]
L WE200N08 AL TeNebalt . UBRESCUR | Jp to mranr. eams EBF BRTIFHES
CH ney L FEST PRIJFAIE ASCE
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The folder is opened:

Clgkdd:als] 8B12FC3C|| FileName = “C:\lsersihelloiDesktopi7eBeba7fb31ceabB4?fes3dB2Bdc34bf.bin'
B812FB14( 80000008(| Access = GEMERIC_READ

B812FB18( 00000663 (| ShareMode = FILE_SHARE_READ|FILE_SHARE_WRITE

A812FB1C| @0BAA0BOA|| pSecurity = HULL

B812FB20( 00000063 (| Mode = OPEN_EXISTIHNG
Ge12FB24| 0006AB80|| Attributes = HORMAL
@e12FB28| 000688688|LhTemplateFile = HULL
B812FB2C| 004O0000(7e8eba7f.004LO0BOG0
B812FB30| 0A4O0000(7e8eba7f.004LOBOGO

A file named 3e7205a8.exe is created under C:\ProgramData.

SRR i) AA12FELL|| FileMame = “"C:\ProgramData\3e7285a8.exe”
B6812FB14| COB888AAA|| Access = GEMERIC_READ |GEHERIC_WRITE

B6812FB18| 00688808083 (| ShareMode = FILE_SHARE_READ|FILE_SHARE_WRITE
A612FB1C| 60000084 || pSecurity = NHULL

B812FB28| B06088882 || Hode = CREATE_ALWAYS

8012FB24| B0086ASA|| Attributes = HORHAL
8012FB28| 00086AAA | LhTemplateFile = HULL
BE12FB2C( 00400000 FeBeba?f. 00400000
BE12FB326( 0040B000| FeBeba?f. 00400000

Then the sample reads the content in its own .rsrc and .tls segments and initializes a
256-byte array as follows: v17[]={0, 1, 2, 3, ..., 255}. After that, this sample reads
the .rsrc segment from the beginning, performs the XOR operation with each bit in the
array, and stores the result in the array.

= sub_482C51();
= (_BYTE =)sub_L4B2BA3(".tls"); ff vead segment .tls bytes
= {const char =)sub_4@82BA3(" .rsrc™); /f read segment .rsrc bytes
= strlen{ui};
= B;
= l,];
do
{
[ua] = wh;
++ ;
H
while € 256 )3 ff set vI7[256] as [8,1,2,...,255]
= ﬂ;
do
{
[vE] "= [vi++]; /¢ xor 256 bytes in .rsrc use vi7[]
if »= ) /¢ and put result in vwi?[]
= ﬂ;
++ ;
}
while < 256 );

The content in the .tls segment is decrypted:
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00403F383 8A1F mov bl,

B84 03F85 897D EC mov dword ptr ss:[ebp-8x14],edi
004 03F88 8B7D FB mov edi,dword ptr ss:[ebp-6x18]
B0403F3B 881F mou .bl
00403F8D 8BYD EC mov edi,dword ptr ss:[ebp-8x14]
a8483F?8 885D FF mov byte ptr ss:[ebp-6x1],bl
884083F93 8A5D BB mov bl,byte ptr ss:[ebp+8xB]
00403F26 881F mou .bl
08403F98 BFB67D FF movzx edi,byte ptr ss:[ebp-8x1]
a4 83F9C BFBGDE movzx ebx,bl

BB483F9F| B3FB add edi,ebx

00403FA1 8A5D FE mov bl,byte ptr ss:[ebp-8x2]
804 83FA4| 81E7 FFBOBAAAA (and edi,

80403FAA 321ce7 ®or bl,

B0483FAD FECA inc cl

BB483FAF 8888 QOA108688 |mov .cl
00403FBS 8890 61010000 |mov .dl
B0403FBB 881E mou .bl
0B483FBD| 46 inc esi 7eBeba7f . 00429F23
B84 83FBE FF4D F8 dec dword ptr ss:i[ebp-8x8]

BO4B3FC1|™ 75 96 if short 7eseba7f.B04083F59
[[ITEEE] SF edi

| 904 83FCYH|  op :

Stack [B012FE20]-08000885

edi=008080015

Address |[Hex dump

a84140008 a8 BD B85 5A
aeu140818 38 B3 66
26414020 15|C6 FB 89
a84148308 LC|CB BA 54
26414040 87|63 47 G6E
a84148508 44 4F FE
28414060 Ca 87 DF

a8414087 08 85(C2 11 8D
a8414880 18|53 48 20 7 s
aa4140008 BF (4B 7E F8 ? @

80414000 B4[84 50 45 83| AT 7REich<BREPE
60414080 EB[683 02 21 0B|LAWEE UMES?
804140C0 1138 6B 16 44|

Roughly speaking, the decryption result is a PE file compressed by aPLib
compression library.

The content in this file will be encrypted:

while ¢ < 256 ); /7 set uB[] as [08,1,2,....,255]
=ﬂ;

[v6] "= al[ul++]; /f encrypt PE file

while { < 256 );

The encrypted content will be written into the registry:
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#aonnant || hkey HKEY CURREMT USER
GR12FB00 || Subkey
soRaRean || Hes ed et

SaaF 02 af Access KEY QUERY UALVDE K
mn','n:m| pHandle G 2FERS

Iwoahk ;7

“softuare\micr it \wind

UALUE {KEY
BUIZFE
BRIZ2ERDR

FF15 aC60n000 |call
8 test pax
B short ZeSeba?Zf.0oa8a72E
Fo duord ptr ssifebp-Bxi)
FF15 18605000 | call
C g Muoee nov d

W I VT
OBLUAGRE |~ 7009 1MET (aduapild? RegletUal

USRI
sosiae0
DN IRe20
[ 15030
osIhs0

BOsILEP0
is1aao
PONINEED
S T
cos14000
DONIRBED
POSILEE 0
s IntT 0
NONTHT m‘

OBMISTFS|  R36C24 B4 @1 | sub o
00405 oFg2 7sezooon ([} 7esebars.ponesars
00405 BANG moyv al,
oou0sSse2|  B3c 1 add esi,
N 058 05 . 4 0 Sub duord plr ss:fesp],
o0u05800 | oFe2 acezeo0n |l 7e8eba7f.BonaSa7s
04058 ¢ 07 moy
7 add

00MB581h I D2000000 moy
10405819 add o1«
00405818 ; [HB short 7eSeba7f.0840S82F
ONa 5810 4 B4 M sub dword ptr s enpeixh)
004 5 hwopzaony [l 7eseba7f.ponasars
aon i mov ]

inc

add
00405820 | C inc
0NN IS8 2F . m short JeSeha/Zf . DODMES7FS
0oNNSE31 2 add 41,
00485830 short 7e8eba7f.00uE58h7
00405835 | B an m sub duword ptr sS
Q0405834 p2 35820000 |} 7e8eba7f.oon05A75

[espexh

001AB87 M A 5A S\l_\i @3 LRI an
f01ABS80 | 00 00 nn} an LLIR Y an
{00 00 00| 6o oo 00 1)

0o on oo a0 an| oo [}

AU1ABSHA A0 bo \uﬂ an LRI L0

The flag bit in the file header is changed:
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KEV|KEY ENUMNERATE SUB KE [KEY NOTI

Mvapld? Regse

advapii? .Regkl

OwiZ2FBDR
Ao 2ZFEDn
oot

001z

ae12Fpce
OIZ2FBEN
ORI2FEEY
Ge12FBEC
O1Z2FRFD

oei1ZFCan
AQUIZFCaL

eba7f .. 00NTAINE

t9atuetnn GS 0uee NULL

LastErr ERROR

ushitey VRRNO2Aa6 (MO »

Booaeisn

om 10 "Fhebhdol
bnaaeson served axe

unooenu: Ualuelype HEE BINARY
008340800 | Duffer = TeBeba7é . 08414000
noaes Bufs 15F23 (B9891.)

6F 7306F 12
775C7466
GFGROEGYD
Jenwrary
[LEIEY & 0 s8ebalf . 0OXBI636

ELE L

NINF525¢

Registers (FPU)

R0008N02

PRR2VE a8
sRRBant

ppRRane
pe12FDDE
FEEFTFFS
BBLIKBTE 7e8Seby

LastEry

(UL ME L Vg

erply
{ST4 empty
ooR290F8
BEDISF RS
BIABE//0
LU REL L
DDt2FF 60
O2FED

GRI2FDEN
BRI2FDES
BI2FDES
BF1I2FDEC
om2rore
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AaLBa1704 668911

aaue17 a7y C704068 393F000| mov
Ba48178E SF

aa48178r SE

aaupe1718 B2 B108080084
aaue1715 LB

aaue1716 8BES

dx=2024
ds:[ H8TABE/B]=5a4D

Address |Hex dump
Ae1ABE7 A
Ag1ABEEA
ag1ABE?A
ag1ABEAA
A81ABRER
Ae1ABECA

The file is retrieved:

FFIS SM1ABDE |oald [Shlsipl PathFLI0ExiSts
test
S ¥5000000 |JIB 7edena’i.oead1880
[T -

NFLIeERISE%A)

G0N DR B0 MR 00 w0 aw

0| 0% B0
0l sn bo

A process is created:

Sipldgd:ie A812FCBC|| ModuleFileHame = “C:\Windowshsystem32isuchost.exe"
8812F9CA| BO4117F0|| CommandLine = "C:%\ProgramData\3e?2085a8.exe"
8812F9C4| @00000AA|| pProcessSecurity = HULL

A8812F9C8| @0000000|| pThreadSecurity = HULL

A8812F9CC| @0000000|| InheritHandles = FALSE

A8812F9DA| @O0000OC|| CreationFlags = CREATE_SUSPENDED|DETACHED_PROCESS
8812F9D4| 86088868 (| pEnvironment = HULL

8812F9D8| @0000000|| CurrentDir = HULL

B812F9DC| 8812FDCA|| pStartupInfo B812FDCA

B612F2?EA| BB12FEBC |LpProcessInfo B812FEBC

BE12F9EL| BB12FESA

OXFFFFFFFF is written into the memory:

The file is written into the memory where svchost.exe is stored:
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LU RLE27 0000 (Eall JeSebalZV  00nESC98 {im teo ntdll.mencpy z 9 S 0023 IZbit O(FFFFFFFF)

5 J20it TFEDLFNOD(FFF)

"enn NuLL

. 2DAA3N 18 . 0 LastErr ERROR SU
| oA aar s w1 . pe [l xE ],
| HBANZAFS [’ BAE % O0D0R2ZAE (MO K
neni z JeBebalf  BONDISZE S18 enpty 0.9
0ne
y 0.0
y 0.9
n.e
“nrinneon| «
9 u:vi [ X} 0e 0Bl oN un’ 1) ] | " UL R r
o0 00| 0o 08 nejAn o 1% craorMicnacns 2FDER| DRRDOADN! Ln
80 vo|ve ve ve ve on 00| 00 vo e | J DZELS 0
00 vo| 02 a9 ol on Pl od|Fe . 00125 EST
an oE| ve m co | J JETTLTIR o
20 1o a0 b1 8L 4 F [is program canmo| AR 0NN
62 65| 27 2 GE 20| M e {t be run in DS C| oosooeon
| ai anle ¢ HR1ABR7 0

32 .ExpandEnvi

0

edi
edi
edi
esi
edi
57 edi
FF75 FC dword ptr ss:[ebp-0x4]
FF15 Cu4684008 |call kernel32.CreateRemoteThread
3BC7 cmp eax,edi
74 OF ] short 7eSeba7f.0840355D
e eax
E8 EBFAFFFF call 7e8eba?7f.0848263C
C745 FO 610080/ mov dword ptr ss:i[ebp-8x10],
Y short 7eBeba7f.B848357C
56 esi
FF75 FG dword ptr ss:[ebp-8x4]
804083561 E8 A46FCFFFF call 7e8eba7f.0084831AC

BOY B35 61 np _eax. ed
ds:[B804868C4]=76D4F33E (Kernel32.CreateRemoteThread)

Address |Hex dump LLgkdIH e 86403540  RETURHN

B812FE51

The process shown in the following figure is the one created when the file path is
passed. The sample obtains the tmp file path to copy itself to the directory indicated
in the following figure:

RS BCADNSON [cal) g P4 L ooe2
| mov L.eb 4 - ne S onap 1
Jcieeoee |Eal) FeSebalf . 0Babni3E S onuen mi
| |

Ennn TR Lastirr ERRDOR &LREA
| )]
SONE5 100 | B ] h | oooenZus (MO NB . E BT

\‘UkR'l‘llr'i ol Leauw

o0 20 3 N[ 02 A0 AN 0/ 20 4A 1C B8[0S .. ... | RER| pudbselrwenutinivnk
20 02 ool o0 ue|ne on oo onl @1 oo ve oe| ] : > " OxXSEBIESHD
L 63 AR 6F 20 65 AR|AS 77 70 ARITZ 7T 6F M ‘l|'l-l Anhlwprr ven ’
(:ﬂlfﬂ ar W wm \'-'l;'cl".‘lulliv 3

Ja|h & [ a2 SC 73 7nlel 2.yt

The file path, C:\Users\hello\pudF5F0.tmp, is obtained:
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Aegisters (17U} < <
ORI T

SEOARET Tededald L O
I IR Teded
T

A file is created:

0 T hal . AN CEF

' 4 NAnDMAUN TGRS

t B(FFFFFFFF)
WCFPTIRENT)
T N(FFFFFFFF)
ZEVOFUBM Y
f. UG
1P Sreatefiled
T
soOMR2CF R '
noNezOra| 48 waenaean FFL UNBeazss (M3, N6, 5,01 06,0

EMRON FELE Hal ) oM

ety 0.8

£\ o, by bt
) 20 &3 UGN 89 e ou 00 J [ L & || HEL ) It
SO 0B W0 PR Y B0 D ¥ 5 . HARE_WE
EIN |08 8 ) 66 77
12FE20 |70 7 9 7 Y ? ) T : PO12FRAN| eonDRREZ || Hoge
120 uns| sauseenn|| ottelbute
sa12F 00| eanoeen|Lhiesp)

kernel B2 WriteFile N | ne ‘v:'[," 7
| test S Haan NuLL
(Il sbort 7eseba?f.ooueons

I dwore phe [ebp- BxN
hort 7e®eha7f.a0naz0ny
TN (M, M0,
- —
UMMM snoct ZeSebaZf. 00n0z0oMp.

z [ NONDODAK ]~ 7601100 (Kerneld2. WriteFil

S ONIab T2 I o2 VY
3 -

: 0o o0 o0
AL @0 A0 A0 BRI AY AR S 57169

This file is executed:

\ "

R | €010 shedl 82, SnellExecutetaw
P mo ,

2Shw Likxecutobal

USTIE A0 M d0 an| [T
Alm a8

)00 RUIT

Then the sample exits.
® Actions with low privileges. In the case of insufficient privileges, the sample
invokes the exploit function for privilege escalation.

88481B48| ES B28EBEBH call 7e8eba?f.B804029FF Get privilage state
88481B4D| 3D 082880808 cmp eax,

66461B52|, 73 56 short 7eSeba7f.00401BAA

a8481B54| 39BS ACFEFFFF |cmp dword ptr ss:[ebp-8x154],es5i

00401B5A|. 75 1A E short 7eBeba7f.00401B76
884 61B5C 83BD BOFEFFFF |cmp dword ptr ss:[ebp-8z158],
00401B63|. 75 11 short 7e8eba7f.00401B76
B0461B65 E8 B6B38880 call 7eBeba7f.088481E7 0

The sample first applies for a segment of memory to store the exploit program
temporarily.
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Morneidz . wirtualnlloc 49 O3 TIbIt WFFFFFFFF)

) I3 X WEFFFFFFE)

ey B3R IBAE JITDIOeR(IiY)
short JeNehald Boaniiae i haan we

RRDE_SUCCESS (onnnnnnn)

7eReba7F . DOLO0ESS PODDIZ U2 (MO, MB,NE N, NG5 ,P0,GE,8)

Jirtualilloc)

12 uni e
! / UL ‘ "% . 2 ) UL e M COMMITIM N RESER
0 N0 99 W /! 0 BU N on ‘y mz Jo LU IS ] Fact ¢ I _RIADWNITY
' ™ L | onion we ™ "‘|’ " " Sy DA NBRUD| JeRehalf DA bbOnn
fu w0 77|us 08 18 ooloo ve 9e eelEc FF 12 ow §i .wil FOEa| opsonnns

call TeBebalf . SOMRSCY4 jrg Lo ntdll mencpy * 0 ES it OCFFFFFFFF)
| ot 2

| mou
LLLT AL AN ) A |cmp

NCFEFEFEEY)
N(FFEFF )
O(CFFERFFFE)

nonot |IEE swort 7eseba7f.0amiECe 3 FS TFFOF DOB(FFF)
namec?| " | eop .
| . |IB short 7eReba7f . aRNOIECS
|ime i
B snort ZeSehaZf . NuamEcs
"

€5 DOSD ML
LastErr TRAOR SUCCESS (oovnseny)
NRSBUZRG. (N0 N0 ME A, NS VL LBEL6)

WIAE DA
oN ™0 FF e | al o12% oheante| 4 7 soNBAD10
A0 20 09 x5 AOE| A0ea7170|
a0 00 20 @ R A e s 12§ nosonuee| 7
o 0% 00 60l ) LU
u!u( 1F B BE| Dl 5 vILTTh PIZFHES| NULODOOR| 7eBeba? F . 20LRO00E
wonoanonl 69 73 20 20l 22 el a7 12161 6b ¥ ol lis progrs e 124 ontaseTe|

BB4B1EC3 cmp LBaX
88461ECS |, 75 short 7eS8eba7f.00401ECC
B8481ECY 3946 B4 cmp LEax
a@4B1ECA|., 74 B3 ﬂ! short 7eBeba?f.B8B04B1ECF
aa4e1ECE inc esi

884 B81ECD | i) short 7eBeba?f.@884B81EC3
88481ECF edi

ge4e1EDB eay ,dword ptr ss:[ebp-8x18C]

eax=99999999
ds:[B03EOOO0] =009 85ALD

Address |Hex dump

B046A618

084BA 0628

B048A63 08

B048A 648

B048A658

B84 80 66 8 is program
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804B1EC3
B84B1ECS| .,

BO4BE1ECY

@o4B1ECA| .,

@a4B1ECC

88uB1ECD | ”

B04B1ECF
go4B1EDD
Bo4B1EDG
aa481EDS
804B1ED?

3986
75 65

3946 64

74 03

16

EB F4

57

8D85 FUFEFFFF
6A 08

58

ES B23D000G

cmp LBax

short 7eBeba?f.080481ECC

cmp LEax

short 7e8eba?f.AB4B1ECF

inc esi

short 7e8eba7f.BO4B1ECS
edi

lea eax,dword ptyr ss:[ebp-8x18C]

edx
call YeBeba?f.00485C00

PO4O1EDE| 83CH oC add esp,
pax=00000000 '
ds:[ 0B3E6ABS]=09999999

Address |Hex dump
BE3EGABL |99 99 99 99100 00 90 0QIL5L 8B EC 51|53 56 57 EB fgfglﬁ

B83EG6A14|5C 67 00 00| 8B FO 81 EG| B0 FO FF FF (BB 4D 5A
BB3E6A2YL| BB 66 39 86|75 13 BB

You can see that 0x99999999, followed by the content of the function, identifies the
start of the function.

After execution, some functions required for vulnerability exploitation will be loaded
at first.

© Registers (FPU)
EAX QDAFITFG ASCIT "MapViewiFile
LCX enarF sene
FOX Anenoam
EBX LC Kerneld2 76CCa000
ESP
Eap
ES]
EDI SRaFsane

call duword LetProchodr
mv

cop

ptr ss:ifebp-ixt)

C 0 ES w2y 3201t O(FFFFFFFE)

After threat creation, the sample checks the system version:

003F18F1 FF15 58303F00
BB3F18F7 58

BB3F18F8& FF15 88413F @8

kernel3?2 .GetCurrentProcesy

kernel3? . IsWow64Process

003F18FE 53
BB3F18FF 56

The vulnerability exploit file is dropped:
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ES 22FFFFFF  |gall 803F1780
TFERLEA B8 4D5A0000 |mov eax,
0O3F1863| 66:8986 mov

BB3F18606 8B4t 3C mov eax,
0B3F1869| 5F edi
8B3F186A| 8BL430 28 mov eax,
AB3F186E B3Ch add eax,esi
0B3F1878| SE i
8B3F1871| €3

B83F1872

55 :
eax=815DEZ200

Hex dump
g15coen08
g15cee1e
g15ceeze
g15coee3e
g15coee4e
g15ceesa is program canno
g15Coe06 08 28|t be run in DOS

The event named WaitEventX is created:

[LHRUACY  rres cuamaros |eall Iherneld2 Createfuentn
» EFL 90800292 (MO, NB N .6 NS
510 empty
i empty
! eopty
] empty
Sih empty
oRapavee|| pSecurity HuLL
| o0 na 90 0ajea 00 en 0a| N N0 @0 NB|FF FF G0 08| .7 29FFo8| "“"““"""[ ManualReser ~ FALSE
|68 na a0 na[an 0o on ne|an ne en nejen ne BN ool Y. . ] 4NoRasan|| initisliySignaled = FALSE

ol on 0o en 09 on nelen ne on nelen ve 8o o8| . - Z9FF70| DoaF3134 (LEventHane = "WaitEventx™

The vulnerability exploit is executed:

Ba3F1982 i) esi

AA3F19&3 FFD?¥ call edi
A83F198% 68 36750000

Aa3F192&nA ] ebx
A83F19&E FF15% 5C383F08 |(call
aa3F1991 68 CEBOA0AA

A83F1994 FF15% 68383F08 |(call
aa3F199Cc ] ebx
A83F199D FF15% 3C383F08 |(call
A83F19a3 SF edi
515 1

edi=@15C1CA0

The following processes are retrieved:

BO3F14AY 8C303F B0 mov ecx,Bx3F308C “uiSengnt.exe”
928000080 call AOIF15408
9C3083F B0 mov ecx,Bx3F309C "PtSessionAgent.exe”
g3800000 call AOIF15408

BO3083F 80 mov ecx,Bx3F30BO "PumSuc .exe"

JEBBBOBO call AO3F15408

BC303F 00 mov ecx,Bx3F30BC "coreServiceShell .exe"
BO3F14C7 Fupopoee call AO3F15408
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If the preceding processes are found, a suspended wuauclt.exe is created; otherwise,
svchost.exe is created and "-k netsvcs” is passed to it. You can see that the value at
0x3F4180 is checked during process creation. If there is antivirus software, the value
is set to 1; otherwise, it is set to 0.

BA2F118A
AAZIF11M
BAZF1196
BA2F1199
BA2F119A
BA2F1198
AAZF119D
BA2F11n3

BAZF11A5
BA2F11nA

BA2F11AE
BA3F11BA
BA2F11B3
BAZF11BY
515

BAZF110Y |

BA3F11AC |,

8630 20413F00
8DL45 BE

75 83

8D45 DA

La

Lh

FFD?

8D95 SBFFFFFF
8BC2

BY 448000008
Ag 83

74 18

SBFF

cap2 aa

L2

49

Stack address=80129FF8g&,
eax=001AB578, (UHICODE “C:\Windowsisystem32isuchost.exe™)

cmp .
lea eax,dword ptr ss:[ebp-8=48]
short @B83F1199
lea eax,dword ptr ss:[ebp-8x30]
eax
esi
call edi
lea ed:,dword pty ss:[ebp-8:=A8]
mouv eax, edx
mov ecx,
test al,
short @B3F11C6
mouv edi,edi
mow
inc edx

1
(UNICODE ““wwauclt.exe™)

The C:\Windows\system32\svchost.exe process with the "-k netsvcs” parameter is
shown as follows:

B1Z29FE7 A
B1Z29FE7L
B129FE7S
B129FE7C
B1Z29FESA

B1Z29FESL
0129FESS
B129FESC
B1Z29FE20
B1Z29FE9L

The sample check w

@NSFOCUS 2017

BB1ABS7 A
B129FF38
geooenen
faeooaen
geoeene1
geo0e08L
geooenen
geooenen
0129FERS
B1Z29FEFA

ModuleFileHame = "C:‘Windowsisystem32\suchost.exe"
CommandLine = “-k netsvcs”

pProcessSecurity = HULL

pThreadSecurity = HULL

InheritHandles =
CreationFlags =
pEnvironment =
CurrentDir =
pstartuplnfo =
pProcessInfo =

TRUE
CREATE_SUSPEHMDED
HULL
HULL
0129FERS
B1Z29FEFA

hether this directory exists. If not, the sample creates the process.

| © Registers [(FPU) < < < < X
o . Hoandng

)
EABRFFT

T

BE NS PELGE LS
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The global mutex, Global\{ DAN6J0-ae000000d2000000e100}, is created:

SR BABF168D (~CALL to from BABF1687
8830FD?0| BO3DFFB8|| pSecurity = BB3DFFAA

B883DFD24| 00B80BO8A(| InitialOwner = FALSE
883D0FD98| 6811A268|LHMutexHame = “Globali\{DPANGJB-aeB000068d2000000e1008}""
g83DFDOC| G626FGCA4T

The registry entry of the sample is retrieved:

SRR EY BA18427F | ~CALL to from 80184279
B83DFESB| OO0A0ADA|| hKey = 8xDBA

B83DFESC| @811D578|| ValueHame = "aeBBB688"

B83DFE?8( O000A0A6A|| Reserved = HULL

B83DFE?Y4| OGO0A0A6A|| pValueType = HULL

B83DFE?8| G811A818|| Buffer = BO11AB1S8

BA3DFEYC| A@A3DFEAA|LpBufSize = OO3DFEAA

883DFEAB| BOBOBYAC

® Running of child processes:
The sample hooks a function:

TT1F7672 70 | nep
rovpraral- £y veceersn | sourasie

%2 32 .gothosthymane

SIEC 1RUZD000
pY SB712077

¥ soueneow

Two threads are created.
Thread 1: Registers a callback function to monitor changes to the registry entry and
updates the following browser version.

Address |ASCII dump
ae25Fuw18 ....E%ﬂ.%*l.?..iexplure.Exe|FireFux.exe|chrumE.Exe|upera.exe|hr

A025F450| owser _exe |dragon .exe |epic.exe|sbrender . exe|vivaldi.exe|maxthon.e

B025F490| xe |ybrouser .exe |[microsoftedgecp.exe.\ i dE.ERB.?. 0.. . =% 7el.

=y

Thread 2: Performs operations concerning network communications.
The sample sets the registry key HKCU\software\Microsoft\windows.

now il
now ehip,

B short Cjmp.2ari s Min Core
i)
L

- moxyynoc ECTIEDUSEI AT
Q2 N0 B U OB 9 D B ¢ S Gegonosans [T
02 00 B0 00 ORI 0 Ah 1 QOAIFETS
2l N2 3N SC 5| 77 \Pree WUNIFRTR
N2 NR 3NN ] i‘, LI g

JE
‘ UG 00 WU RN N
200 00 20 00|89 00 B 00

200 0P 90 B[ BE NN B AN
4O L[ 09 U bR 0| . ..... 35~ ‘ uedeuOLe
00 00 90 OB 90 BD DR ON voddQuun

The sample creates a JavaScript file and copies it to the startup folder to set automatic
startup items.
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Code for setting automatic startup items in the JavaScript script is as follows:
var mxakulvhjn = new ActiveXObject("W Script.Shell");
mxakulvhjn.Run("C:\\PROGRA~2\\442843¢9.exe");

It accesses windowsupdate.com to test network connectivity.

HMIAF 068

b ’ ¥

Il sport wersfero EBP DBOLFICS
anad L ES1 Dhpaosn
nowv J EDI NROCIIOA B

I8 shart nesprsan
aa

| T Fi

| v ' (244

\ ) r W FFEF )

R short seteF7ee FS weie ait WORAD(FFF)
. LU,

I RRaN 5 (baunneee)
(MR B0 ME

HEBE HUBR WUNE

& S5F FU AN 96 RT I3 Yy 32 27 (8L 0F W
TH W2 FI T80 1D 40 AN[OF 2N K2 CN|RR YL 81
)| 20 WA B¢ SALAL B¢ Ub €37k AD L8 SULUN 8 N

It uses the NMC technique to initiate a DNS request to the DNS server, querying the
address of the C&C server.

s 3
3% 9
fa0n

re EREEN SUCEESS [ eenneaan)

JELBE M5 P LE)

Y MI B NN AU bR uN| el a8 Al
r 68 19 aal62
q be un| e
o au|de ue
6 00 HA B9 AN 40 BB AN| 88 HA *
N0 B8 U0 AU DR G| 02 0B we De
30 U0 B9 0D 99 PO QO[S4 UD 94 DY
B0 40 80 0D 90 B0 wU| ®e no 90 D

It obtains operating system information, types it as the setting of the "get™” parameter,
and sends it to the C&C server.

Bx922R00C
Bx922R5C
| , Bx922A60

DRESFEND||
L hF I'u'«|

00F 4F BAS |

0o AEBAC || enooeont

uat SERHN ' BOONYREN I ASCLE "ot Id=-CI9005D1UFAF SE2DDBEARID 7 hver' =1 759 0up~a9N/basv 230801t L L2000 ukon=B0en spanifav Sdm=Bnitn"
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Certain parameters included in the registration package are described as follows:

Botid User ID generated randomly

Ver Version number of the sample (1.759)

Up Local timestamp when the upload
occurs

Os Operating system version

Ltime Time zone (+8) of the user

Av Antivirus software used by the user

The "get" parameter will be encrypted before being sent to the C&C server.

1/08 0% 23 B0[0% 29 10 anl0e 00 nn|m
| |
®1 00 %0 07|98 08 02 BO[Ae 0

(5) Network Behaviors

The sample queries the address of the C&C server from three DNS servers:
92.222.80.28, 78.138.97.93, and 77.66.108.93.

rrect data check
R | | . T
92.222.80.28 4. ..
78.138.97.93 .. ..

77.66.108.93.|. ..
RSDS.[Lf. GF,?
MB&% +.

Using a .bit (with the NMC technique) domain name, this C&C server is low-cost and
difficult to track and control.

Namecoin is a decentralized domain name system that provides similar functions as
traditional DNS providers. It uses a .bit domain name. Unlike traditional DNS
providers, Namecoin shares the DNS lookup table via a point-to-point network. In this
case, as long as the Namecoin server software runs in the network, domain names can
be queried, preventing network censorship.

(6) Launch Mode
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"f;x

\J
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By setting startup items and creating the Common.json script on the Start menu, this

sample completes automatic startup upon the host

Attack Location

restart, achieving persistent attacks.

The sample queries the region where each of three DNS servers (92.222.80.28,
78.138.97.93, and 77.66.108.93) used by the actual C&C server is located.

it PIES
] 52.222.80.28 2 ‘
EJ‘;-’ P RN0B X bn o
2 City : Parts, France -?'m"
Host Name:  28.4p-92.220-80.0u - . . " . [
1P Adde: 92.222.80.78 |whois) S k %E\is v oy
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B pEEe
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Recommended Solution

1. NSFOCUS Detection Services

(D) NSFOCUS engineers provide onsite detection services.
2 NSFOCUS provides online cloud detection services. You can visit the following link to
apply for the trial use of NSFOCUS Threat Analysis Center (TAC):

2. NSFOCUS Solutions for Removing Trojans

@ Short-term service: NSFOCUS engineers provide the onsite trojan backdoor removal
service (manual services + NIPS + TAC + Kingsoft VV8+ terminal security system) to
ensure that risk points are immediately eliminated in the network and the event impact is
minimized. After the handling, an event analysis report is provided.

2 Mid-term service: NSFOCUS provides 3- to 6-month risk monitoring and preventive
maintenance inspection (PMI) services (NIPS + TAC + manual services) to eradicate
risks and prevent events from recurring.

3 Long-term service: NSFOCUS provides industry-specific risk mitigation solutions
(threat intelligence + attack traceback + professional security service).

Conclusion

After using the embedded local system vulnerability exploitation module to escalate
its privileges, this sample, with system-level privileges, steals user login credentials of
the online banking business to cause harm.
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As this sample provides various anti-debugging and analysis and detection means,
common antivirus software regards it secure and passes it through. Also, it is able to
escape common sandbox detection. Therefore, this sample is dangerous to users.
Using .bit domain names for network communication, this sample is more covert and
anonymous, making it difficult to track.

Appendix

The encrypted data in the original file of the sample is decrypted with the key 0x8D as
follows:

AddMandatoryAce

ADVAPI

Advapi32.dll

advapi32.dil

ws2 32.dll

WPUCloseEventW

PUCloseSocketHandle

WPUCreateEvent

WPUCreateSocketHandle

WPUFDIsSet

WPUGetProviderPath

WPUModifylFSHandle

WPUPostMessage

WPUQueryBlockingCallback
WPUQuerySocketHandleContext

WPUQueueApc

WPUResetEvent

WPUSetEvent

WPUOpenCurrentThread

WPUCloseThread

WSPStartup

> %1\r\ndel %0
software\\microsoft\\windows\\currentversion\\run
ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz0123456789+/echo
rundll32.exe shell32.dll, ShellExec RunDLL %s
Microsoft\\Microsoft AntimalwareSoftware\\Coranti

Software\\risingSoftware\\TrendMicroSoftware\\Symantec
Software\\ComodoGroup

Software\\Network Associates\TVD

Software\\Data Fellows\\F-SecureSoftware\\Eset\\Nod
Software\\Softed\\ViGUARD

Software\\Zone Labs\\ZoneAlarm

Software\\Avg
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Software\\WWBA32

Software\\Doctor Web

Software\\G Data

Software\\Avira

Software\\AVAST

Software\\Avast
Software\\KasperskyLab\\protectedSoftware\\BitdefenderSoftware\\Panda
SoftwareSoftware\\Sophos.bat\\.\\%C:

[$88} rstuvwxyz{$$$$$$$>?@ABCDEFGHIUKLMNOPQRSTUVWS$$S$SSSXYZ[\ " ‘abcedefg
hijklmnopq

conhost

CreateProcessInternal W
ConvertStringSecurityDescriptorToSecurityDescriptorW

Content-Type: multipart/form-data; boundary= %s\r\n
Content-Type: application/x-www-form-urlencoded\r\n
Host: %s\r\n%d.%d.%d.%d

%d.%d.%d.%d.%x

%temp%\\debug_file.txt
[%ou][%s:%s:%u][0x%x;0x%x]%sDnsFlushResolverCache
A\ ¥

dnsapi.dll

DnsGetCacheDataTable.dll.exe
download.windowsupdate.com

vk.com

yandex.ru

HTTP/1.1

https://http://%s

IsWow64Process

kernel

kernel32.dll

LdrGetProcedureAddress

Microsoft

NtAllocateVirtualMemory

CLOSED

LAST ACKTIME WAIT

DELETE _TCB

LISTEN

SYN _SENTSYN RCVDESTAB

FIN_WAIT1

FIN_WAIT2

CLOSE_WAIT

CLOSING

TCP\t%s:%d\t%s:%d\t%s\n

netstat\nProto\tLocal address\tRemote address\tState\n
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ntdll.dll

NtResumeProcess

NtSuspendProcess
\W?\\globalroot\\systemroot\\system32\\drivers\\null.sys
NtWriteVirtualMemory
openRegisterApplicationRestart

RtlCreateUserThread

ResetSR

RtlComputeCrc32

rundll32

SeDebugPrivilege
SystemDrive\\StringFileInfo\\%04x%04x\\ProductName
software\\microsoft\\windows nt\\currentversion\\winlogon
shell

Sleep

srclient.dll

SeShutdownPrivilege

\"%s\"

%d\t%s\ntaskmgr\nPID\tProcess name\nnet user\n

the computer is joined to a domain\n..
\\VarFileInfo\\Translation
GET%windir%\\system32\\%windir%\\syswow64\\POST*.exe
Low

%SystemDrive%

WESYSTEM*%02x%s:Zone.

Identifier

GetProcessUserModeExceptionPolicy
etProcessUserModeExceptionPolicy

Y%ws\\%ws\n%x

WORKGROUP

HOME

Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\ExplorerDisableCurrentUser

Run%s.datsoftware\\microsoft\\windows
%0S% %NUMBER OF PROCESSORS%S
S:(ML;;NRNWNX;;;LW)D:(A;;GA;; WD)
S:(ML;;NRNWNX;;; LW)D:(A;;GA;;; WD)(A;;GA;;AC)
\W.WAVGIDSShim
FFD3\W.\\NPF_NdisWanlpc:\\sample\\pos.exe
ANALYSERS

SANDBOX

VIRUS

MALWARE

FORTINET

MALNETVM
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c:\\analysis\\sandboxstarter.exe

c:\\analysis

c:\\insidetm
c:\\windows\\system32\\drivers\\vmmouse.sys
c:\\windows\\system32\\drivers\\vimhgfs.sys
c:\\windows\\system32\\drivers\\vboxmouse.sys
c¢:WiDEFENSE

c:\\popupkiller.exe

c:\\tools\\execute.exe

c:\\Perl

c:\\Python27

api_log.dll

dir_watch.dll

pstorec.dll

dbghelp.dll

Process32NextW
Software\\Microsoft\\Windows\\Current Version\\Internet Settings\\Zones\\31406.bit
MiniDump WriteDump\r\nReferer: %s\r\n
\Google\\Chrome\\User Data\\Default\\Cachevar
%s = new ActiveXObject("W Script.Shell"); %s.Run("%s");
IntelPowerAgent32

%0S% %NUMBER_OF PROCESSORS%
%s\cmd.exe
ComSpecConsoleWindowClass.exe
kernel32.dll

ntdll.dll

ZwQuerySystemInformation
ZwAllocateVirtualMemory
PsLookupProcessByProcessld
PsReferencePrimaryTokenClassWindow

open "%s" -q%windir%\\system32\\sdbinst.exe
/c "start "" "%s" -d"
%windir%\\system32\\sndvol.exe

"%s" -u /c "%s\\SysWOW64\\SysSndVol.exe /c "start "" "%s" -d"
"Y%temp%\\You

Y%u.tmp

Wowo64DisableWow64FsRedirection
Wowo64RevertWow64FsRedirection

runas.exe
%systemroot%\\system32\\svchost.exe
Y%systemroot%\\system32\\wscript.exe
snxhk.dll

sbiedll.dll

/C Start nn II%S" nn

@NSFOCUS 2017 39 http://www.nsfocus.com


http://www.nsfocus.com.cn/index.html

’:—fp ‘NSFOCUS

cmd.exe
runas
--crypt-test:3
It work's!

--vm-test

The strings included in code injected in svchost.exe are decrypted with 0x8D as
follows:

AddMandatoryAce

ADVAPI

Advapi32.dlladvapi32.dllws2 32.d11

WPUCloseEvent

WPUCloseSocketHandleWPUCreateEvent
WPUCreateSocketHandle

WPUFDIsSet

WPUGetProviderPath

WPUModifylFSHandle

WPUPostMessage

WPUQueryBlockingCallback WPUQuerySocketHandleContext
WPUQueueApc

WPUResetEvent

WPUSetEvent

WPUOpenCurrentThreadWPUCloseThread

WSPStartup

ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz0123456789+/echo
> %1\r\ndel %0

rundll32.exe shell32.dll, ShellExec RunDLL %s

software\\microsoft\\windows\\currentversion\\run

Microsoft\\Microsoft AntimalwareSoftware\\Coranti
Software\\risingSoftware\\TrendMicroSoftware\\Symantec
Software\\ComodoGroup

Software\\Network Associates\TVD

Software\\Data Fellows\\F-SecureSoftware\\Eset\\Nod
Software\\Softed\ViGUARD

Software\\Zone Labs\\ZoneAlarm

Software\\Avg

Software\\WWBA32

Software\\Doctor WebSoftware\\G DataSoftware\\Avira

Software\\AVAST Software\\Avast

Software\\KasperskyLab\\protected

Software\\Bitdefender

Software\\Panda SoftwareSoftware\\Sophos.bat|$$$} rstuvwxyz {$$$$$$$>
@ABCDEFGHIJKLMNOPQRSTUVWS$$$$SSXYZ[\\]* “abcdefghijklmnop
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q
\WA\%C:

conhost

CreateProcessInternal W
ConvertStringSecurityDescriptorToSecurityDescriptorW Content-Type: application/x-www-
form-urlencoded\r\n

Content-Type: multipart/form-data; boundary= %s\r\n
Host: %s\r\n%d.%d.%d.%d

%d.%d.%d.%d.%x

%temp%\\debug_file.txt

[%ou][%6s:%s:%u][0x%x;0x%x] Y%sDnsFlushResolverCache
V¥ *

dnsapi.dll
DnsGetCacheDataTable.dll.exedownload.windowsupdate.com
vk.com

yandex.ru

HTTP/1.1https://http://%s

IsWow64Process

kernel

kernel32.dlILdrGetProcedure Address

Microsoft

NtAllocateVirtualMemory

CLOSED

LAST ACKTIME WAIT

DELETE TCB

LISTEN

SYN _SENTSYN RCVDESTAB

FIN_WAIT1

FIN_WAIT2

CLOSE_WAIT

CLOSING

TCP\t%s:%d\t%s:%d\t%s\n

netstat\nProto\tLocal address\tRemote address\tState\n
ntdll.dll

NtResumeProcess

NtSuspendProcess\\\\ \\globalroot\\systemroot\\system32\\drivers\\null.sys
NtWriteVirtualMemoryopenRegisterApplicationRestart
RtlCreateUserThread

ResetSR

RtlComputeCrc32

rundl132SeDebugPrivilegeSystemDrive
\\StringFileInfo\\%04x%04x\\ProductName
software\\microsoft\\windows nt\\currentversion\\winlogon
shell
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Sleep

srclient.dlISeShutdownPrivilege

\"%s\"

%d\t%s\ntaskmgr\nPID\tProcess name\nnet user\n

the computer is joined to a domain\n..
\\VarFileInfo\\Translation
%windir%\\system32\\%windir%\\syswow64\\POST*.exe
%SystemDrive%\\

*SYSTEM*%02x%s:Zone.Identifier
GetProcessUserModeExceptionPolicy
SetProcessUserModeExceptionPolicy

Y%ws\\%ws\n

WORKGROUP
HOMEsoftware\\microsoft\\windowsSoftware\\Microsoft\\Windows\\CurrentVersion\\Policies\\
ExplorerDisableCurrentUserRun

%s.dat

%0S%_ %NUMBER OF PROCESSORS%
S:(ML;;NRNWNX;;;LW)D:(A;;GA;;; WD)
S:(ML;;NRNWNX;;;LW)D:(A;;GA;;; WD)(A;;GA;;AC)
\WWAVGIDSShim
FFD3\W.\\NPF_NdisWanlpc:\\sample\\pos.exe

ANALYSERS

SANDBOX

VIRUS

MALWARE
FORTINETMALNETVMc:\\analysis\\sandboxstarter.exec:\\analysisc:\\insidetmc:\\windows\\s
ystem32\\drivers\\vmmouse.sys
c:\\windows\\system32\\drivers\\vimhgfs.sys
c\\windows\\system32\\drivers\\vboxmouse.sys
c¢:\iDEFENSEc:\\popupkiller.exe

c:\\tools\\execute.exe

c:\\Perlc:\\Python27api log.dll

dir_watch.dll

pstorec.dll

dbghelp.dll

Process32NextW

1406Software\\Microsoft\\Windows\\Current Version\\Internet Settings\\Zones\\3
bitMiniDump WriteDump

\r\nReferer: %s\r\n

\Google\\Chrome\\User Data\\Default\\Cache

var %s = new ActiveXObject("W Script.Shell"); %s.Run("%s");
Genuinelntel AuthenticAMDCentaurHauls7z
fnbgooqdaixfueangywblgabirdgvkewdyqgfqaioluesyrpryfkjerfsouemaxnavrkguxmecmhckwprun

urmhehclermtufwiyjbghwlunbun
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uumeowfjmerxppxrgaxukyx

PowerManager M5SVKIIL %d

[type=ftp]\n[botid=%s]\n[proc=%s]\n[data=%s]\n

[type=pop3 ]\n[botid=%s]\n[proc=%s]\n[data=%s]\n

%0S%_ %NUMBER OF PROCESSORS%
[type=post]\n[botid=%s]\n[url=%s]\n[ua=%s]\n[proc=%s]\n[ref=%s]\n[keys=%s]\n[data=%s]\
n

name=%s&o0k=%s&id=%d&res_code=%d&res_text=%s_%x
name=%s&ok=%s&id=%d&res_code=%d&res_text=%s
botid=%s&ver=%s.%u&up="%u&os=%u&ltime=%s%d&token=%d&cn=%s&av=%s&dmn=%
s&mitm=%u

java.exeljavaw.exe|plugin-container.exelacrobat.exe|acrod32.exe
tellerplus|bancline|fidelity|micrsolv|bankman|vanity|episys|jack
henry|cruisenet|gplusmain|silverlake|v48d0250s1Root|TrustedPeople|]SMS|Remote
Desktop|REQUEST

TREASURE|BUH/BANK|ACCOUNT|CASH|FINAN]MONEY MANAGE|OPER|DIRECT|RO
SPIL|CAPO|BOSS|TRADEactive bc

%s\r\nContent-Disposition: form-data;
name=\"pcname\"\r\n\r\n%s!%os\r\n
%s\r\nContent-Disposition: form-data; name=\"file\"; filename=\"report\"\r\nContent-Type:
text/plain\r\n\r\n%s\r\n--------------

——————————————— %s--\r\n

%domain%deactivebc

inject

kill os

loadactive sk

deactive_sk

wipe_cookiesmitm modmitm_script

mitm_geterr

get_keylog

get_solslactive_bc\[(\d+)\] (\S+) (\d+)

ldeactive_bc\[(\d+)\]

linject\[(\d+)\] (\S+)

1kill_os\[(\d+)\]

lget keylog\[(\d+)\]'load\[(\d+)\] (\S+)!update\[(\d+)\] (\S+)
lwipe_cookies\[(\d+)\]

lactive_sk\[(\d+)\] (\S+) (\d+)

ldeactive_sk\[(\d+)\]

Imitm_mod\[(\d-+)\] \S+) (\d+) (\S+)!mitm_script\[(\d+)\] (\S+)
Imitm_geterr\[(\d-+)\]

lget sols\[(\d+)\]

ATCASH

ATLOCAL
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CERTCERTX
COLVCRAIF

CRYPT

CTERM

SCREEN

INTER

ELBALOCAL
ELBAWEB

ELBAWEB

ELBAWEB

PUTTY

VNCVIEW

MCLOCAL

MCSIGN

OPENVPN

PIPEK

PIPEK

PIPEK

PIPEK

POSTSAP

chrome.dll
mxwebkit.dlldragon_s.dlliron.dllvivaldi.dll
nspr4.dll
nss3.dllbrowser.dll
Advapi32.dllrsaenh.dll
kernel32.dllIprivLibEx.dll
cryptui.dil

crypt32.dll

ntdll.dll
ssleay32.dllurlmon.dll
user32.dll

Wininet.dll

Ws2 32.dll

PSAPI.dII

NzBrco.dll

VirtualProtect
LoadLibraryExW
ZwQuerySystemInformationWSARecv
WSASend
ZwDeviceloControlFile
URLDownloadToCacheFileW
URLDownloadToFileW
TranslateMessageSSL _get fd
SSL_write
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PFXImportCertStore
CryptEncryptCPExportKey
CreateProcessInternal W
CreateDialogParamW
GetClipboardDatagetaddrinfo
gethostbyname
GetAddrInfoExW
GetMessageA
GetMessageW
DeleteFileA
GetModuleBaseNameW
bad port value
can't find plug-in path
can't get bot path
can't download file
can't encrypt file
can't save inject config to filecan't get temp file
file is not valid PEcan't delete original file
can't replace original file
can't close handle
can't protect file
original file not found
can't execute file
can't create directory
can't unzip file #1
can't unzip file #2
mitm_mod is inactivehttpd.exe is anactive
microsoft.com
dropbox.com
KEYGRAB
PasswordTELEMACOScelta e Login dispositivo
TLQ Web
db Corporate Banking WebSecureStoreCSP - enter PIN
google.com
Software\\SimonTatham\\PuTTYreg.txt
Software\\Microsoft\\Internet Explorer\\MainTabProcGrowth
Temp\\Low

crc32[%x]
ACCT
AUTHINFO PASS
AUTHINFO USER
Authorization
:BA:[bks]
%X1%X1%08X
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btc_path.txtbtc wallet.dat

bitcoin\\wallet.dat

%s%s\\%u_cert.pfx

cmdline.txt

1.3.6.1.5.5.7.3.3

CodeSign\n

Software\\Microsoft\\Windows NT\\CurrentVersion
[del]

Default

.exeELBAS\\ELBA _dataftp://anonymous:ftp://%s:%s@%s:%d\n
HBPData\\hbp.profileHH:mm:ssdd:MMM.:yyyy
I CryptUIProtect\\exe\\
infected.exx%s%s\\%u_info.txt

[ins]

InstallDate

%02u.jpg%s\\%02d.jpgKEYLOG

%s\\keylog.txt

[TOKEN ON]

\n\n[%s (%0s-%s) - %os (%os)]\n[pst]%os[/pst]
Itcd_path.txt

Itcd_wallet.dat

litecoind\\wallet.dat

Itc_path.txtltc wallet.dat
litecoin\\wallet.dat\\MacromediaMultiCash@Sign
C:\\Omikron\\MCSign
[ML][MR]Global\\{4C470E-%08x-%08x-%08x }
Global\\{DAN6J0-%s}

noneopera.exe

PASS

password.txt\.\\pipe\\%s
pop3://%s:%s@%s:%d\n%PROCESSOR _ARCHITECTUREYReferer
[ret]

%08x\\system32\\rstrui.exe
\\sers\\send%s%s%s%d%0s: %0s

sysinfo.txt

[tab]

data.txt<unnamed>

<untitled>

update

USER

User-agent

vkeys

%x\r\n

\r\n%x%x %ox.tmp
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W txt

%02x%2b

torrent

-config config.vne

--config

config.ovpn

data.txt[type=post]\n

CreateFileW

pos.exe

bank.exePOS

secure.

.mozgoogle.com

CertVerifyCertificateChainPolicyCertGetCertificateChain

SSL_AuthCertificateHook

USERNAMESoftware\ESET\\ESET Security\\CurrentVersion\\Info
CS8FFAD27AE1BBE28BE24DDF20AF36EF901C609968930ED82CEFBC64808BA34102C4F
ABA0560523FB4CCBF33684F77C8401DFB
3A7D2D598E872DD78033E7F900B78A0C710CDF0941662FF7745A435D4BC18D5661E05
82B21B2DB8FCA1COCA3401DOFCI9F051
85A558AB6A76A010F606CD77B35A480B6B7176F0903299B91F1BBD141B4D33615849C
35557357DAB819BC3D4A8722BB433DE
B66C7A326BE859BD94930331B37DEE6GEF4C475EA4B33DE4699FFDBCD34E196E19FE6
30E631D2C612705048620183BCF56709B
484A4380C4B00D8D94D131C31DB5S3AE6BCDCCC14131BAC99A68C59A604DOAES116E
9196F7FA3EASF86F67E9B175CC09D3E17

997728B7D

10001

get=1

COMPNAMEAppDataDir

updfiles\\upd.ver

updfiles\\lastupd.ver

SYSTEM\\CurrentControlSet\\services\\Avg\\SystemValues

Local AppData

Avg2015

Avg2014

Avg2013

Avg2012

Avg2011

update

Software\\Microsoft\\Windows\\CurrentVersion\\explorer\\Browser Helper
Objects\\{SCATE745-EF75-4E7B-BB86-

8065COCE29CA}

Software\\Microsoft\\Windows\\CurrentVersion\\explorer\\Browser Helper
Objects\\{BB62FFF4-41CB-4AFC-BB8C-
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2A4D4B42BBDC}

Software\\Microsoft\\Internet Explorer\\MainEnable Browser Extensions

httpd.exe

%s\\httpd.exe

connect

data\\index.php
logs\\error.log

error.log

<\n';\n$bot_id ="

$bot_net ='$Skey log_file ="
$process_file ="

127.0.0.1

Listen %s:%u\n
conf\\httpd.confSSL_ PORT%u>\n
[type=post]\n
[type=screen]\n
[type=knock]\n

74 834E0440B832FFFFFF
74 834E04405F5S5EB832FFFFFF
DEBUG

memory.dmp

config.xml

php5ts.dll
zend_stream_fixup

zend compile file
index.php

config.php

content.php

iexplore.exelfirefox.exe|chrome.exe|opera.exe|browser.exe|dragon.exe|epic.exe|sbrender.exe|viv

aldi.exe|maxthon.exe|ybr
owser.exe|microsoftedgecp.exe
InternetQueryDataAvailable
InternetReadFileInternetReadFileExA
InternetReadFileExW
InternetSetStatusCallbackA
InternetSetStatusCallbackW
HttpSendRequestAHttpSendRequestExA
HttpSendRequestExW
HttpSendRequestW\r\nO\r\n\r\n

.rdata

\\n\r\nHTTP/1.

Transfer-Encoding

chunked

Content-Length
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close
Proxy-ConnectionHostAccept-Encoding
X-Xss-protectionx-content-security-policy
x-frame-options

x-content-type-options
If-Modified-Since

If-None-Match

content-security-policy
x-webkit-cspConnection

http://

https://NSS layer

Content-TypeBasic

PR _ClosePR_Connect
PR_GetNameForldentity

PR _Read

PR_SetError

PR_WriteReferer:

Settings\Zones\3
data_after\ndata_before\n
data_enddata_inject\n

set_url %BOTID%
%BOTNET%InternetCloseHandle

HTMLec:\\inject.txt

xxx_process_0x%08x

Common.js

Accept-Encoding:\r\n1406SOFTWARE\Microsoft\Windows\Current Version\Internet

Dalvik/1.6.0 (Linux; U; Android 4.1.2; GT-N7000 Build/JZO54K)

@NSFOCUS 2017

49

http://www.nsfocus.com


http://www.nsfocus.com.cn/index.html

= 'NSFOCUS

About NSFOCUS

NSFOCUS IB is a wholly owned subsidiary of NSFOCUS, an enterprise application and network
security provider, with operations in the Americas, Europe, the Middle East, Southeast Asia and
Japan. NSFOCUS IB has a proven track record of combatting the increasingly complex cyber threat
landscape through the construction and implementation of multi-layered defense systems. The
company's Intelligent Hybrid Security strategy utilizes both cloud and on-premises security
platforms, built on a foundation of real-time global threat intelligence, to provide unified, multi-

layer protection from advanced cyber threats.
For more information about NSFOCUS, please visit:
http://www.nsfocusglobal.com.

NSFOCUS, NSFOCUS IB, and NSFOCUS, INC. are trademarks or registered trademarks of
NSFOCUS, Inc. All other names and trademarks are property of their respective firms.

QR code of NSFOCUS at Sina Weibo QR code of NSFOCUS at WeChat
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