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ZitbAt{E) 2019 &£ 12 B 10 H, Gitlab EAAH TEERAEMIES, 2B 7=
GitlLab EE (fRVlR) RUSGIRIRE. Gitlab B— AT ECEESERFENFRIE, £ Git
EARIBEETER, HEUEM FEEREERR web RS,
CVE-2019-19628: HF maven SRSEMFPIREHIFHERINSEIRE, WEETHE—
EFMH TSI PRIEFHFNIZAE CRS AT
CVE-2019-19629 : A HIME S AFA BB HR, Elasticsearch & KK
Group Search API oJgESHFAGISHTEE.
CVE-2019-19604: FFTE(ER git submodule update INgEERY, WEERNAZIFHRDHN
1TENAE . gitmodules HFRITFERGHS.

[3&E]

http://blog.nsfocus.net/cve-2019-19604-cve-2019-19628-cve-2019-19629/
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1. 3k 12 BxhT1EE 38 MR-
(#EiA]
HERTRZERT 12 BREFEHHT, 1EE7T 38 MNERIEIRBEEITERI TSR
L. AR R EEFIEERRET, EEEAXE (Critical) (URREEE 7 1,
PBFEET Hyper-V. Windows font library LUK Visual Studio F, fRitbz4h, A8
ZANEE (Important) JBiF.
[&%&4kE]

http://blog.nsfocus.net/microsoft201912/

2. Adobe 12 BZ£E#H
(#hiA]
SitbEdiE) 12 B 11 H, Adobe B3R T 12 BRE&EH, 1287 Adobe ZF~mAIZ
NiwiRE, B85 Adobe Photoshop CC, Adobe Acrobat and Reader, Brackets LA Adobe
ColdFusion &,
(&4

http://blog.nsfocus.net/%e3%80%90%e5%a8%81%e8%83%81%e9%80%9a%e5

%91%8a%e3%80%91adobe-

12%€6%9c%88%e5%ae%89%e5%85%a8%e6%9b%b4%e6%96%b0/



http://blog.nsfocus.net/microsoft201912/
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3. Gallium EYpRRREESIREE T
(#EiA]
XS EIREE SRR BN AR GALLIUM &S, iZEshE 2018 &
2l 2019 SFpHEER, GALLIUM BEEREENHRIFRENYRIRLE WildFly/)Boss
R e FRIRSS AR R L.
[&%&4kE]

https://www.microsoft.com/security/blog/2019/12/12/gallium-targeting-global-

telecom/

4. WaterBear $H33RIAIR AR L EIFNBUAFING
(#EA]
WaterBear R— ISR RIMAHRTE, SMLZEIREL BlackTech BX, EE5t
R (TEHEREE. BAMES) MRALSIBRT. ERAf—ITE S+,
WaterBear {3 APl Hooking i ARIEHEMEEIT AN L L mFSiiEE.
[&E4EE]

https://blog.trendmicro.com/trendlabs-security-intelligence/waterbear-is-back-

uses-api-hooking-to-evade-security-product-detection/

5. BIEREY Zeppelin HRISEEMEGMAYRHRFIET 1Tk
(]
VEEAAIL Zeppelin #ZERA T IRUMAISEERIRER. BT IREATIINIR G &S, Zeppelin


https://www.microsoft.com/security/blog/2019/12/12/gallium-targeting-global-telecom/
https://www.microsoft.com/security/blog/2019/12/12/gallium-targeting-global-telecom/
https://blog.trendmicro.com/trendlabs-security-intelligence/waterbear-is-back-uses-api-hooking-to-evade-security-product-detection/
https://blog.trendmicro.com/trendlabs-security-intelligence/waterbear-is-back-uses-api-hooking-to-evade-security-product-detection/
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ZET Delphi ROEIZRIARIIRS RIUFAR , BRADHFRSI Vega B Vegalocker, F 2019
FHEXREI,
[&&4EE]

https://threatvector.cylance.com/en us/home/zeppelin-russian-ransomware-

targets-high-profile-users-in-the-us-and-europe.html

. Trickbot REFZEfK Anchor FYIZEERNS Lazarus HREX

(#EiA]
Anchor TEESRAEI TS RBR, @i DNS #TE(E, & Trickbot RBH— N
K, EERS/NERSERL, 84F anchorlnstaller, anchorDelnstaller, AnchorBot, Bin2hex.
psExecutor ¥ memoryScraper, ITHI&RI Lazarus BLERA Anchor &iEEsRI—FRIIE
EIRE ST SR, FHEFFEL,

[&%hkE]

https://labs.sentinelone.com/the-deadly-planeswalker-how-the-trickbot-group-

united-high-tech-crimeware-apt/



https://threatvector.cylance.com/en_us/home/zeppelin-russian-ransomware-targets-high-profile-users-in-the-us-and-europe.html
https://threatvector.cylance.com/en_us/home/zeppelin-russian-ransomware-targets-high-profile-users-in-the-us-and-europe.html
https://labs.sentinelone.com/the-deadly-planeswalker-how-the-trickbot-group-united-high-tech-crimeware-apt/
https://labs.sentinelone.com/the-deadly-planeswalker-how-the-trickbot-group-united-high-tech-crimeware-apt/
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