WA 1 A TBR 49 M RER>
RERMIE T

mm Vlicrosoft Patch Tuesday

kFRtiE) 2020 1 B 15 H
A
AU

T kA T 1 B g T, 2R T 49 A TR ARG B B R AT AR ) % Az 1), 7 Y & NET Framework
Apps. ASP.NET. Common Log File System Driver. Microsoft Dynamics. Microsoft Graphics Component. Microsoft Office.
Microsoft Scripting Engine. Microsoft Windows. Microsoft Windows Search Component. Windows Hyper-V. Windows Media.
Windows RDP. Windows Subsystem for Linux A 2 Windows Update Stack.

KA A FEE SRR, EEREEACH (Critica) WRIAILA 8 A, 4 4lfF#E T NET Framework. ASP.NET.
Microsoft Scripting Engine U\ & Windows RDP H'. [tk 4b, &7 41 NEZE (Important) Jif.
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Critical JRiFEMER

PATR R SE BT TR A 5 9 8 4 Critical 21

Windows RDP

® CVE-2020-0609. CVE-2020-0610

XA Windows ZFE S 5 (RD B2 328 FEACRSSRAT IRl T A5 AR 22 B 47 S0 A 8 Ui 3 A

RAM A ST, WATREAE Hbs Rt ERATHEREAS . N5, BB TR Ry . 85, EouilBRidsE, sSalg  aaeeH
FOBLFR BT o

BRI IR, Bk % T 2@ S RDP ] H AR R 40 RD WO RIERRHE K .

AU F A B A RD W S A0 BRI RE SR 1 7 FORME TR 1% ) L

RIS 2 VR SR T8, WS B RCE T L aii

https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0609

https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0610
® CVE-2020-0611

X7E Windows A% 5 1 2 7 i 7 (1 — A AR AR AT TR o

JTA SRR T ) B i 3 v] DA E R B B RSS2 A P TH RN BT R RS . AR, BB TRt 28Ry . B8, B
M B Ee s BB R AT sE 4 P BRIk

BN, Bl 2RSS &, AR R BBk S A . AR U5 R R RN ARG A, AT U R .
SR oA G PO R S4BT AT e IB I 4 T, DNS spasih i A (MITMD HoRGFEH T ER. Beh#E e
AIRERA SRR SSAs, AL BIESR R, AR SRR g

RIS 2 VR SR T8, WS B RRCE T Zaiith
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https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0611

> )\

Microsoft Scripting Engine

® CVE-2020-0640

XA Internet Explorer AbHENAT At R A AAFAE B — A WAFIRININTR o 120 0ot 38l BAAE =48 A (9B R SCR 3T AR
ISYAMED

JINA FH IR IR A ek 2 R LAARAS 5 24 0 P AR R A RSP BB o 2 SR =4 i A A A B P BRI Bl 2 T DA | 32 5 i
MRS, Na, AR Ry . B8, EobrddE; sl g el BERIHK ™ .

WliE  Re e — DRI R Mt , SRR P B M. A E TeaRa P AR R E AR . PrRLOEE 2l s i
B R 2R

Internet Explorer 9. 10. 11 #5250,

KW 2 VR SR T8, WS B RRCE T L aiith
https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0640

ASP.NET F1.NET Framework

® CVE-2020-0603 . CVE-2020-0605. CVE-2020-0606. CVE-2020-0646
PA_E i & NET M1 ASP.NET A% O o B R AR AT o G0 2R FH P 7R3 F 32 52 F.NET B¢ ASP.NET Core it A 1 7% &
FRORRRISCAE, TR DL R 3K eyl . G SRR sl Boeks 5 f n] AAE 280 B0 1 R SOR AT A . X R AT AL T R AF AL B A
CERIE NP VE
RIS 2 VR SR T8, WS B RRCE T Zaiith
https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0603
https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0605
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https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0606

https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0646

Important YA LA

Bk T Critical JgiF4b, LR HEEE T 41 /> important 450, H 3 8 FHEIEMIRFELTT .
CVE-2020-0601

X /& Windows CryptoAPI H () — /MK IR . BT crypt32.dll A IEAfHLIGUE T 1A 1 Hh 28 25 00 0E 15 B3 vl AR A B 1Rk
W AR AIE P IR 240 S, AT 12 SCA B SRS 1B B S ABAR MR . Mo 38t T BEAE A el iR BE AT rh R N ek I s L A
B
RIS 2 VR SR T8, WS B RRCE T L aiih
https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0601

CVE-2020-0616

X & —> Microsoft Windows 1E4i /IR 55 . >4 Windows JoiZ IEMACBLAERERENT, fAAE 1R . M FH skt ] ) ek 2 PT /g
S HRGT 1R
Wili B 08 s 52 H B TR IR, 51217 2R R B N AR, %R TRR s et 2 m] DA 2 R G0 SCA
KW 2 VR SR T8, WS B WRCE T L aiih
https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0616
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CVE-2020-0654

Android ] Microsoft OneDrive N IR FF AF-AE — 2 R ThReSid Yl o 1X ] REAL Bt vl LA i B FH AR A 1) B B B R £
RIS 2 VR SR T8, WS B RWRCE T L aii
https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0654

(EA=LE

A YCEH IR IR Z G DU T 2R

NET Framework ZEFACALHAT

NET Framework CVE-2020-0605 . Critical
b=
NET Framework CVE-2020-0606 NET Framew;%l;ﬁmﬁﬁ@iﬁh 1T Critical

.NET F k Remote Cod
NNET Framework CVE-20200646 - Framework Remote Code Critical
Execution Injection Vulnerability
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Microsoft OneDrive for Android

15 2k 5 s ]

A CVE-2020-0654 , PRI, I
o 4 LR mportant
ASP.NET CVE-2020-0602 ASP.NET Core i 4 Ik 55 A Important
T FE > /—““
ASP.NET CVE-20200603 | OFNET Core ﬁﬁﬁﬁgﬁwﬁ Critical
. Windows Common Log File
C Log Fil tem Dri E-2020-061 NP
ommon Log File System Driver CVE-2020-0615 System Driver {2 &It i Important
. . Windows Common Log File
Log Fil D - - g s
Common Log File System Driver CVE-2020-0639 System Driver {2 L5 i Important
. Windows Common Log File
C Log Fil tem Dri E-2020-0634 s
ommon Log File System Driver CVE-2020-063 System Driver 4HHIEFH I Important
Microsoft Dynamics 365 (On-
Microsoft Dynamics CVE-2020-0656 Premise) Cross Site Scripting Important
Vulnerability
. hi
Microsoft Graphics Component CVE-2020-0607 Microsoft Graphics Components Important
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Microsoft Graphics Component

Microsoft Graphics Component CVE-2020-0622 & BRI Important
Microsoft Graphics Component CVE-2020-0642 Win32k $AUH T e Important
Microsoft Graphics Component CVE-2020-0643 Windows GDI+ 15 2.ttt &% I i Important
Microsoft Office CVE-2020-0647  Hicrosoft Ofﬁc;ﬁonhne AR Important
Microsoft Office CVE-2020-0650 Microsoft Excelﬂ%zi RARHATI Important
Microsoft Office CVE-2020-0651  “Herosoft Excelﬁﬁﬁmgﬁhﬁﬁ Important
Microsoft Office CVE-2020-0652 Microsoft Office P17 M 1A Important
Microsoft Office CVE-2020-0653  “herosoft Excelﬁﬁﬁmgﬁhﬁﬁ Important
Microsoft Scripting Engine CVE-2020-0640 Internet Explorer A7 IRl Critical
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THw

Microsoft Windows CVE-2020-0601 Windows CryptoAPT k3 i Important

Microsoft Windows CVE-2020-0608 Win32k 15 27t 7% s A Important
- - 4 E

Microsoft Windows CVE-2020-0616  Hicrosoft Wln‘;‘l%ws TR Important

Mi ft C hic Servi

Microsoft Windows CVE-2020-0620 feroso tﬁ%éO}g;%ﬂﬂlC ervices Important

Microsoft Windows CVE-2020-0621 Windows %4 I e 58 id I i Important

Microsoft Windows CVE-2020-0624 Win32k FEt$E IR Important

Microsoft Windows CVE-2020-0635 Windows A T Important

Microsoft Windows CVE-2020-0644 Windows &R Important
i hl : =

Microsoft Windows Search Component CVE-2020-0613 B e Important
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Windows Search Indexer £l

THw

Microsoft Windows Search Component CVE-2020-0614 FHR Important
Microsoft Windows Search Component CVE-2020-0623 Windows Sea;%lﬂr%dexer EC Important
Microsoft Windows Search Component CVE-2020-0625 Windows Sea;%lﬂ%dexer eI Important
Microsoft Windows Search Component CVE-2020-0626 Windows Sea;%lﬂ%dexer LR Important
Microsoft Windows Search Component CVE-2020-0627 Windows Sea;%lﬂ%dexer reBLiE Important
Microsoft Windows Search Component CVE-2020-0628 Windows Sea;%lﬂ%dexer LR Important
Microsoft Windows Search Component CVE-2020-0629 Windows Sea;%lﬂ%dexer reBLiE Important
Microsoft Windows Search Component CVE-2020-0630 B Important
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Windows Search Indexer £l

AT IR

Microsoft Windows Search Component CVE-2020-0631 FHR Important
i hI FALGE
Microsoft Windows Search Component CVE-2020-0632  \vindows Sea;? = ﬂ%dexer EC Important
. H
Microsoft Windows Search Component CVE-2020-0633 Windows Sea;glﬁl‘]l%dexer eI Important
Windows Hyper-V CVE-2020-0617 Hyper-V 15 44 /Ix 55 Il Important
1 1 E “ kR
Windows Media CVE-2020-0641  “Hcrosoft Wm‘;%ws PRI Important
Windows Remote Desktop
Windows RDP CVE-2020-0609 Gateway (RD Gateway) ZFEfAY Critical
AT IR
Windows Remote Desktop
Windows RDP CVE-2020-0610 Gateway (RD Gateway) ZFEfUAY Critical
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Remote Desktop Client ZEFE/{AY

BT

Windows RDP CVE-2020-0611 P Critical
indows TR ritica
Windows Remote Desktop
Windows RDP CVE-2020-0612 Gateway (RD Gateway) 410k %5 Important
¥ ERIE
) Remote Desktop Web Access 15
Windows RDP CVE-2020-0637 e ?ﬁﬂ% s Important
i for Li :
Windows Subsystem for Linux CVE-2020-0636 Windows S;ij;z s}t]‘e;%l{@o r Linwx 47 Important
Windows Update Stack CVE-2020-0633  Update Notification Manager Important
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CVE-2020-0601 - Windows CryptoAPI Spoofing Vulnerability

Maximum
Vulnerabili
CVEID Vulnerability Description Severity erability
) Impact
Rating
CVE Title: Windows CryptoAPI Spoofing Vulnerability
CVE- Description:
2020~ A spoofing vulnerability exists in the way Windows CryptoAPI (Crypt32.dll) validates Elliptic _
0601 Curve Cryptography (ECC) certificates. Important  Spoofing
MITRE
NVD An attacker could exploit the vulnerability by using a spoofed code-signing certificate to sign a
malicious executable, making it appear the file was from a trusted, legitimate source. The user
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CVEID Vulnerability Description

Vulnerability
Impact

would have no way of knowing the file was malicious, because the digital signature would
appear to be from a trusted provider.

A successful exploit could also allow the attacker to conduct man-in-the-middle attacks and
decrypt confidential information on user connections to the affected software.

The security update addresses the vulnerability by ensuring that Windows CryptoAPI
completely validates ECC certificates.

FAQ;
Is there more information from Microsoft regarding CVE-2020-0601?

Yes, please see the blog post release on 1/14/2020.

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

1.1 01/14/2020 08:00:00
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Maximum
i
CVEID Vulnerability Description Severity Vulnerabilicy
) Impact
Rating
Added an FAQ. This is an information change only.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0601
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
WlIl(flOWS 10 4534293 Base: 8.1
Version 1803 , Temporal: 7.3
) Security Important Spoofing 4530717 Unknown

for 32-bit Undate Vector:
Systems P CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
WlIl(flOWS 10 4534293 Base: 8.1
Version 1803 Security mportant Snoofine 4530717 Temporal: 7.3 Unk
for x64-based Ue C:il:tley fportant Spootiis Vector: fenown
Systems P CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C

i 45342 Base: 8.1
[Windows o ,93 Important Spoofing 4530717 ase: § Unknown
Server, Security Temporal: 7.3
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0601

version 1803 |Update Vector:
(Server Core CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Installation)
Windows 10
Version 1803 4534293 Ea;el' 8;1 Loa
for ARM64- Security Important Spoofing 4530717 Vthlcj): s Unknown
E;::ms Update CV$SS:3.0/AV:N/AC:1/PR:N/UT:R/S:U/C:H/I:H/A:N/E:P/RL:0/RC:C
WlIl(flOWS 10 4534973 Base: 8.1
Version 1809 , Temporal: 7.3

) Security Important Spoofing 4530715 Unknown
for 32-bit Undat Vector:
Systems paate CV$SS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
WlIl(flOWS 10 4534773 Base: 8.1
Version 1809 I .y Important Spoofing 4530715 | -cmporal: 73 Unknown
for x64-based Ue C:llatey P P 5 Vector: W
Systems P CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Windows 10

Base: 8.1
Version 1809 4534273 TZ:; iml. .
for ARM64- Security [mportant Spoofing 4530715 Vectlz)r- o Unknown
E;::ms Update CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Windows 4534273 Base: 8.1
I fing 4 1 k

Server 2019  [Security mportant Spoofing 4530715 Temporal: 7.3 Unknown
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0601

Update Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Windows 4534773 Base: 8.1
Server 2019 , ! Temporal: 7.3
Security Important Spoofing 4530715 Unknown
(Server Core Undat Vector:
installation) | CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Wlm.iows 10 1534276 Base: 8.1
Version 1709 , ! Temporal: 7.3
) Security Important Spoofing 4530714 Unknown
for 32-bit Undate Vector:
Systems P CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Wlm.iows 10 1534276 Base: 8.1
Version 1709 ¢ i+ Important Spoofing 4530714 || crporal: 7.3 Unknown
for x64-based Ue Cclllatey P P 5 Vector: W
Systems P CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Windows 10
Base: 8.1
Version 1709 4534276 . iral_ .
for ARM64- Security [mportant Spoofing 4530714 Vectlz)r- o Unknown
E;:jms Update CV$SS:3.0/AV:N/AC:1/PR:N/UT:R/S:U/C:H/I:H/A:N/E:P/RL:0/RC:C
i 1 Base: 8.1
Wlm.iows 0 1528760 ase: 8
Version 1903 Security [Important Spoofing 4530684 Temporal: 7.3 Yes
for 32-bit Ue Cclllatey P P 5 Vector:
Systems P CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0601

WlIl(flOWS 10 1528760 Base: 8.1
Version 1903 Socurity Tmportant Snoofine 4530684 Temporal: 7.3 v
for x64-based Ue C:il:tley portant spooling Vector: es
Systems P CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
‘Windows 10
Base: 8.1
Version 1903 4528760 T:Iel iml. -
for ARM64- Security [mportant Spoofing 4530684 Vectlz)r- Y Yes
E;::ms Update CV$SS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
'Windows
Server, 4528760 Base: 8.1
. , Temporal: 7.3
version 1903 [Security Important Spoofing 4530684 Vector: Yes
(Server Core  [pdate CV$SS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
installation)
Base: 8.1
Windows 10 4534306 T:Iel iml. -
for 32-bit Security Important Spoofing 4530681 Vectlz)r- T Unknown
Systems Update CV$SS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Base: 8.1
Windows 10 4534306 T:Iel iml. -
for x64-based Security [mportant Spoofing 4530681 Vectlz)r- Y Unknown
Systems Update CV$SS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0601

Veron 1607 53427 remporl 73
i 2 7.
) Security Important Spoofing 4530689 P Unknown
for 32-bit Undate Vector:
Systems P CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Veron 1607 53427 remporl 73
i , 2 7.
for x64-based IS;CE;ZY Important Spoofing 4530689 Vector: Unknown
Systems P CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Windows oSl EZ::)?);;I 7.3
indow , 2 7.
Server 2016 IS;CEIEW Important Spoofing 4530689 Vector: Unknown
e CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Gerver 2015 53427 remporl 73
Security [Important Spoofing 4530689 porat /- Unknown
(Server Core Undat Vector:
installation) | © - CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
WlIl(flOWS 10 1528760 Base: 8.1
Version 1509 Security [Important Spoofing 4530684 Temporal: 7.3 Yes
for 32-bit Ue C:llatey P P 5 Vector:
Systems P CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
[Windows 10 :528:1?0 Important Spoofing 4530684 Base: 8.1 Yes
Version 1909 I;;llatey P P 5 Temporal: 7.3
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CVE-2020-0601

for x64-based Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
Windows
Server, 4528760 Base: 8.1

. . ! Temporal: 7.3
version 1909 [Security Important Spoofing 4530684 Vector: Yes
(Server CoreUpdate CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C
installation)
Windows 10

Base: 8.1

Version 1909 4528760 . iral. -
for ARM64- Security [Important Spoofing 4530684 Vectlc))r- o Yes
E;:jms Update CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:N/E:P/RL:O/RC:C

CVE-2020-0602 - ASP.NET Core Denial of Service Vulnerability

Maximum
i
CVEID [Vulnerability Description Severity Vulnerability
. Impact
Rating
CVE- . . . - .
CVE Title: ASP.NET Core Denial of Service Vulnerability Denial of
2020- Description: Important Service
0602 pHom:
@& WFHE 2020 http://www.nsfocus.com




against an ASP.NET Core web application. The vulnerability can be exploited remotely,
without authentication.

A remote unauthenticated attacker could exploit this vulnerability by issuing specially crafted
requests to the ASP.NET Core application.

The update addresses the vulnerability by correcting how the ASP.NET Core web application
handles web requests.

FAQ;

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Vulnerabili
CVEID [Vulnerability Description Severity erability
) Impact
Rating
MITRE A denial of service vulnerability exists when ASP.NET Core improperly handles web requests.
NVD An attacker who successfully exploited this vulnerability could cause a denial of service
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0602

tProduct |KB Article |Severity |Impact |Supersedence |CVSS Score Set tRestart Required
Base: N/A

ASP.NET Core 2.1 [Release Notes Security Update  Important Denial of Service Temporal: N/A Maybe
Vector: N/A
Base: N/A

ASP.NET Core 3.0 [Release Notes Security Update  Important Denial of Service Temporal: N/A Maybe
Vector: N/A
Base: N/A

ASP.NET Core 3.1 [Rekease Notes Security Update  Important Denial of Service Temporal: N/A Maybe
Vector: N/A
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CVE-2020-0603 - ASP.NET Core Remote Code Execution Vulnerability

Maximum

Exploitation of the vulnerability requires that a user open a specially crafted file with an
affected version of ASP.NET Core. In an email attack scenario, an attacker could exploit the
vulnerability by sending the specially crafted file to the user and convincing the user to open
the file.

The security update addresses the vulnerability by correcting how ASP.NET Core handles
objects in memory.

CVEID Vulnerability Description Severity Vulnerabilicy
. Impact
Rating

CVE Title: ASP.NET Core Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists in ASP.NET Core software when the software

fails to handle objects in memory.

An attacker who successfully exploited the vulnerability could run arbitrary code in the

context of the current user. If the current user is logged on with administrative user rights, an
CVE- attacker could take control of the affected system. An attacker could then install programs;
2020-  view, change, or delete data; or create new accounts with full user rights. Users whose Remote Code
0603 accounts are configured to have fewer user rights on the system could be less impacted than  Critical Execution
MITRE  users who operate with administrative user rights.
NVD
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CVEID Vulnerability Description

Vulnerability
Impact

FAQ;

None

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0603
tProduct KB Article |Severity |Impact |Supersedence |CVSS Score Set |Restart Required
@& WFHE 2020 http://www.nsfocus.com
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CVE-2020-0603

> )\

Base: N/A
ASP.NET Core 2.1 [Release Notes Security Update (Critical Remote Code Execution Temporal: N/A Maybe
Vector: N/A
Base: N/A

ASP.NET Core 3.0 [Release Notes Security Update (Critical Remote Code Execution Temporal: N/A Maybe
Vector: N/A
Base: N/A

ASP.NET Core 3.1 [Release Notes Security Update (Critical Remote Code Execution Temporal: N/A Maybe
Vector: N/A

CVE-2020-0605 - .NET Framework Remote Code Execution Vulnerability

Maximum
Vulnerabili
CVEID Vulnerability Description Severity erabiity
. Impact
Rating
CVE Title: .NET Framework Remote Code Execution Vulnerability
CVE- Description:
2020- A remote code execution vulnerability exists in .NET software when the software fails to . Remote Code
0605 check the source markup of a file. Critical Execution
MITRE
NVD An attacker who successfully exploited the vulnerability could run arbitrary code in the
context of the current user. If the current user is logged on with administrative user rights, an

@& WFHE 2020 http://www.nsfocus.com



CVEID

Vulnerability Description

Vulnerability
Impact

attacker could take control of the affected system. An attacker could then install programs;
view, change, or delete data; or create new accounts with full user rights. Users whose
accounts are configured to have fewer user rights on the system could be less impacted than
users who operate with administrative user rights.

Exploitation of the vulnerability requires that a user open a specially crafted file with an
affected version of .NET Framework. In an email attack scenario, an attacker could exploit the
vulnerability by sending the specially crafted file to the user and convincing the user to open
the file.

The security update addresses the vulnerability by correcting how .NET Framework checks
the source markup of a file.

FAQ:;

None

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0605
SS Restart
Arti ity [ t
Product KB Article  Severity Impac Supersedence ore Set  Required
Base: N/A
Release Notes Temporal:
Remote Cod
NET Core 3.0 Security  (Critical | o %€ N/A Maybe
Execution
Update Vector:
N/A
Base: N/A
Release Notes Temporal:
Remote Cod
NET Core 3.1 Security  (Critical | o %€ N/A Maybe
Execution
Update Vector:
N/A
Base: N/A
4535104 T I:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 1\/?35&?1 Crivicq] ReEmote Code 4524743, Nizlpc’m Mavbe
on Windows RT 8.1 S “* Execution 4533097 Y
Rollup Vector:
N/A
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CVE-2020-0605

4535104 Base: N/A
) Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7 .2 ... , Remote Code 4524743;
Windows 8.1 for x64-based syst Rollup Critical o ecution 4533007 L0 Maybe
on Windows 8.1 for x64-based systems 1534978 xecutio Vector:
Security Only N/A
4535105 Base: N/A
i . . i 1:
Ml.crosoft NET Framework 3 0 Service Pack 2 on . Monthly  |Remote Code 4524744; Tempora
Windows Server 2008 for Itanium-Based Systems Service |[Rollup Critical Execution 4533098 N/A Maybe
Pack 2 4534979 N Vector:
Security Only N/A
4535105 Base: N/A
T 1:
Microsoft .NET Framework 3.0 Service Pack 2 on II\{/Iol?thly Critical Remote Code 4524744; Nizlpora Mavbe
1
Windows Server 2008 for 32-bit Systems Service Pack 2 . Execution 4533098 Y
4534979 Vector:
Security Only N/A
4535105 Base: N/A
Microsoft .NET Framework 3.0 Service Pack 2 on Monthly Temporal:
Remote Code 4524744;
Windows Server 2008 for x64-based Systems Service Pack [Rollup Critical | o0 E_E ode N/A Maybe
Execution 4533098
2 4534979 Vector:
Security Only N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 ;15329,::8 Critical Remote Code 4524744; TZ:E 1(1/&1_ Mavbe
Version 1909 for 32-bit Systems eeutty % Execution 4533098 porak Y
Update N/A
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Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 33351?38 Critical Remote Code 4524744; ;izlporalz Mavbe
Server, version 1909 (Server Core installation) Y Execution 4533098 Y
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 33351?38 Critical Remote Code 4524744; ;izlporalz Mavbe
Version 1909 for x64-based Systems 4 Execution 4533098 Y
Update Vector:
N/A
Base: N/A
45342 T I:
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows o ,93 ..., Remote Code ernpora
. ) Security Critical ) 4530717 N/A Unknown
Server, version 1803 (Server Core Installation) Execution
Update Vector:
N/A
Base: N/A
4534 T I:
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 o 3,06 ... . Remote Code ernpora
. Security Critical ) 4530681 N/A Unknown
for 32-bit Systems Execution
Update Vector:
N/A
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4535102 Base: N/A
) Monthly Temporal:
Microsoft NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 . Remote Code 4524741;
Windows 7 for 32-bit Systems Service Pack 1 Rollup Critical o ecution 4533095 NA Maybe
on Windows 7 for it Systems Service Pac 1534976 xecutio Vector:
Security Only N/A
4535104 Base: N/A
) Monthly Temporal:
Microsoft NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 . Remote Code 4524743;
Windows 8.1 for 32-bit syst Rollup Critical o ecution 4533097 N/A Maybe
on Windows 8.1 for it systems 1534978 xecutio Vector:
Security Only N/A
4535102 Base: N/A
) Monthly Temporal:
Microsoft NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 Roll Critical Remote Code 4524741; N/A Mavbe
1
on Windows 7 for x64-based Systems Service Pack 1 . Execution 4533095 Y
4534976 Vector:
Security Only N/A
4535104 Base: N/A
) Monthly Temporal:
Microsoft NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 . Remote Code 4524743;
Wind S 2012 R? Rollup Critical . tion 4533097 N/A Maybe
on Windows Server 1534978 xecutio Vector:
Security Only N/A
4 1 Base: N/A
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 1\235&?13 Crivicq] RemMoLe Code 452474, T::i i/al Mavbe
i :
on Windows Server 2012 (Server Core installation) R cﬁl Y Execution 4533096 N/ AP Y
ollup
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4534977 Vector:
Security Only N/A
4535103 Base: N/A
) Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7 .2 .. . Remote Code 4524742,
n Windows Server 2012 Rollup Critical p ecution 4533096 VA Maybe
on TWindows serve 4534977 recuto Vector:
Security Only N/A
Base: N/A
4532 T Ik
Microsoft .NET Framework 4.8 on Windows Server, o 9,36 ... . Remote Code 4524742; ernpora
) ) Security Critical ) N/A Maybe
version 1803 (Server Core Installation) Execution 4533096
Update Vector:
N/A
Base: N/A
4534271 T Ik
Microsoft .NET Framework 4.6.2/4.7/4.7.1/4.7.2 on o i .. . Remote Code empora
. . ) Security Critical ) 4530689 N/A Unknown
Windows 10 Version 1607 for 32-bit Systems Execution
Update Vector:
N/A
Base: N/A
4532 T Ik
Microsoft .NET Framework 4.8 on Windows 10 Version > 9,36 .. . Remote Code empora
. Security Critical ) 4530689 N/A Maybe
1803 for 32-bit Systems Execution
Update Vector:
N/A
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4535102 Base: N/A
i NETF k 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7. :
Mlcro.soft NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7 2 Monthly  Remote Code 4524741; Temporal
on Windows Server 2008 R2 for x64-based Systems Service Rollup Critical Execution 4533095 N/A Maybe
X 1
Pack 1 (Server Core installation) 4534976 " Vector:
Security Only N/A
Base: N/A
Microsoft .NET Framework 4.8 on Windows 10 Version :53295:5 Critical Remote Code 4524741; ;ir:poral: Mavh
1709 for 32-bit Systems ecurty "% Execution 4533095 aybe
Update Vector:
N/A
4535104 Base: N/A
. Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 Roll Critical Remote Code 4524743; N/A Mavh
1
on Windows Server 2012 R2 (Server Core installation) P Execution 4533097 aybe
4534978 Vector:
Security Only N/A
4535102 Base: N/A
i NETF k 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7 .2 :
Mlcro.soft NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/ : Monthly  Remote Code 4524741; Temporal
on Windows Server 2008 R2 for x64-based Systems Service Rollup Critical . don 4533095 N/A Maybe
Pack 1 4534976 rectto Vector:
Security Only N/A
Microsoft .NET Framework 4.8 on Windows 10 Version :5329,36 Critical Remote Code 4524741; Ease: N/?_ Mavb
1803 for x64-based Systems sCIty PH Execution 4533095 empordt Maybe
Update N/A
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Vector:
N/A
Base: N/A
T I:
Microsoft .NET Framework 4.8 on Windows 10 Version 35329,35 Critical Remote Code 4524741; Nizlpora Mavbe
ri i
1709 for x64-based Systems e Execution 4533095 Y
Update Vector:
N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.8 on Windows Server 2012 . Remote Code 4524743;
R2 (S Core installation) Rollup Critical Execution 4533097 N/A Maybe
erver Core installation 1534978 xecutio Vector:
Security Only N/A
Base: N/A
4532 T I:
Microsoft NET Framework 4.8 on Windows Server 2016 >3 9,33 . Remote Code 4524743; empora
] ) Security Critical ) N/A Maybe
(Server Core installation) Execution 4533097
Update Vector:
N/A
4535103 Base: N/A
Monthly Temporal:
R te Code 14524742;
Microsoft .NET Framework 4.8 on Windows Server 2012 Rollup Critical |0 E_E oce N/A Maybe
Execution 4533096
4534977 Vector:
Security Only N/A
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Base: N/A
T I:
Microsoft .NET Framework 4.8 on Windows 10 Version ;15329,33 Critical Remote Code 4524742; Nizlpora Mavbe
Il 1
1607 for x64-based Systems sy Execution 4533096 Y
Update Vector:
N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.8 on Windows Server 2012 . Remote Code 4524743;
R0 Rollup Critical Execution 4533097 N/A Maybe
4534978 xecuto Vector:
Security Only N/A
Base: N/A
T I:
Microsoft .NET Framework 3.5 AND 4.8 on Windows 55 1,01 . Remote Code 4524743; empora
Security Critical ) N/A Maybe
Server 2019 Execution 4533097
Update Vector:
N/A
4535105 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.6 on Windows Server 2008 . Remote Code 4524744;
for 32-bit Systems Service Pack 2 Rollup Critical o ecution 4533098 NA Maybe
- X 1
or it Systems Service Pac 4534979 u Vector:
Security Only N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 :535 1,(21 Critical Remote Code 4524744; TZ:E lcjr/al- Mavbe
Version 1809 for 32-bit Systems eeutty % Execution 4533098 porak Y
Update N/A
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CVE-2020-0605

Vector:
N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.8 on Windows 7 for x64- . Remote Code 4524741;
based Svstems Service Pack 1 Rollup Critical Executi 4533095 N/A Maybe
ased Systems Service Pac 1534976 xecution Vector:
Security Only N/A
Base: N/A
1 T I:
Microsoft NET Framework 3.5 AND 4.7.2 on Windows 55 1,0 . Remote Code 4524741; empora
Security Critical ) N/A Maybe
Server 2019 Execution 4533095
Update Vector:
N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.8 on Windows Server 2008 . Remote Code 4524741;
R2 for x64-based Systems Service Pack 1 Rollup Critical o ecution 4533095 NA Maybe
or X ased Systems Service Pac 1534976 xecutio Vector:
Security Only N/A
Base: N/A
4532 T I:
Microsoft .NET Framework 4.8 on Windows 10 Version 853 933 Critical Remote Code 4524741; Nizlpora Mavbe
Il 1
1607 for 32-bit Systems sy Execution 4533095 Y
Update Vector:
N/A
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CVE-2020-0605
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 055 1,01 ..., Remote Code 4524741; Temporal:
) ; Security Critical ) N/A Maybe
Server 2019 (Server Core installation) Execution 4533095
Update Vector:
N/A
Base: N/A
4535101 T I:
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows o9 ,O ..., Remote Code 4524741; empord
) ; Security Critical ) N/A Maybe
Server 2019 (Server Core installation) Execution 4533095
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 3335238 Critical Remote Code 4524741; ;izlporalz Mavbe
Server, version 1903 (Server Core installation) Y Execution 4533095 Y
Update Vector:
N/A
4535102 Base: N/A
Microsoft .NET Framework 4.? on Windows Server 2008 Monthly  |Remote Code 4524741; Temporal:
R2 for x64-based Systems Service Pack 1 (Server Core Rollup Critical ) N/A Maybe
] . Execution 4533095
installation) 4534976 Vector:
Security Only N/A
4535104 Base: N/A
Microsoft .NET Framework 4.8 on Windows 8.1 for 32-bit 0310 .. Remote Code 4524743; ase: N/
svstemms Monthly Critical Execution 4533097 Temporal: Maybe
4 Rollup N/A
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4534978 Vector:
Security Only N/A
Base: N/A
4532933 Temporal:
Remote Code 14524743;
Microsoft .NET Framework 4.8 on Windows Server 2016  [Security Critical |0 E_E oce N/A Maybe
Execution 4533097
Update Vector:
N/A
Base: N/A
4535104 Temporal:
Remote Code 4524743;
Microsoft .NET Framework 4.8 on Windows RT 8.1 Monthly Critical |0 E_E oce N/A Maybe
Execution 4533097
Rollup Vector:
N/A
Base: N/A
4535101 T Ik
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 o9 ,O ..., Remote Code 4524743; empord
) Security Critical ) N/A Maybe
Version 1809 for x64-based Systems Execution 4533097
Update Vector:
N/A
4535103 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.8 on Windows Server 2012 .. . Remote Code 4524742,
(Server Core installation) Roltup Crideal o cution 4533096 [V Maybe
X 1
crver -ore mstatatio 4534977 N Vector:
Security Only N/A
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Base: N/A
T l:
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 45329,38 .. . Remote Code 4524742, empora
) i Security Critical ) N/A Maybe
Version 1903 for 32-bit Systems Execution 4533096
Update Vector:
N/A
Base: N/A
l:
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 95 1,01 .. . Remote Code 4524742, Tempora
) i Security Critical ) N/A Maybe
Version 1809 for 32-bit Systems Execution 4533096
Update Vector:
N/A
Base: N/A
T l:
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 95 1,01 .. . Remote Code 4524742, empora
) Security Critical ) N/A Maybe
Version 1809 for x64-based Systems Execution 4533096
Update Vector:
N/A
Base: N/A
T l:
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 45329,38 .. . Remote Code 4524742, empora
) Security Critical ) N/A Maybe
Version 1903 for x64-based Systems Execution 4533096
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 4.6 on Windows Server 2008 3353}?15 Critical Remote Code 4524744; TZ:E 1(1/&1_ Mavbe
for x64-based Systems Service Pack 2 oy % Execution 4533098 porak Y
Rollup N/A
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4534979 Vector:
Security Only N/A
4535102 Base: N/A
) ) .. Monthly Temporal:
Microsoft NET Framework 4.8 on Windows 7 for 32-bit . Remote Code 4524741;
Svst Service Pack 1 Rollup Critical . " 4533095 N/A Maybe
ystems Service Pac 1534976 xecution Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.8 on Windows 8.1 for x64- . Remote Code 4524743;
based svst Rollup Critical . tion 4533097 N/A Maybe
ased systems 4534978 xecuto Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows 8.1 for x64- . Remote Code 4524743;
based svst Rollup Critical . tion 4533097 N/A Maybe
ased systems 4534978 xecuto Vector:
Security Only N/A
4535102 Base: N/A
i . 5. i T I:
Microsoft .NET Framework 3 5 1 on Windows Server 2008 Monthly  |Remote Code 4524741; empora
R2 for x64-based Systems Service Pack 1 (Server Core Rollup Critical ) N/A Maybe
] . Execution 4533095
installation) 4534976 Vector:
Security Only N/A
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Base: N/A
4535104 Temporal:
R te Code 4524743;
Microsoft .NET Framework 4.5.2 on Windows RT 8.1 Monthly Critical |0 E_E oce N/A Maybe
Execution 4533097
Rollup Vector:
N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows 8.1 for x64- . Remote Code 4524743;
based svst Rollup Critical Execution 4533097 N/A Maybe
ased systems 4534978 xecuto Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows Server 2012 . Remote Code 4524743;
R2 (S Core installation) Rollup Critical . don 4533097 N/A Maybe
erver Core installation 1534978 xecutio Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows 8.1 for 32- . Remote Code 4524743;
bit svst Rollup Critical . tion 4533097 N/A Maybe
i systems 4534978 xecutio Vector:
Security Only N/A
4535103 Base: N/A
R te Code 14524742;
Microsoft .NET Framework 3.5 on Windows Server 2012 Monthly Critical |0 E,E ode Temporal: Maybe
Roll Execution 4533096 N/A
ollup
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4534977 Vector:
Security Only N/A
4535103 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows Server 2012 . Remote Code 4524742;
s Core installation) Rollup Critical Executi 4533096 N/A Maybe
erver Core installation 1534977 xecution Vector:
Security Only N/A
4535105 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2008 . Remote Code 4524744;
for 32-bit Systems Service Pack 2 Rollup Critical | ecution 4533098 N/A Maybe
- i
or it Systems Service Pac 4534979 xecu Vector:
Security Only N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.5.2 on Windows 7 for x64- . Remote Code 4524741;
based Svstems Service Pack 1 Rollup Critical Execution 4533095 N/A Maybe
ased Systems Service Pac 1534976 xecutio Vector:
Security Only N/A
4535104 Base: N/A
) ) .. [Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows 8.1 for 32-bit . Remote Code 4524743;
. Rollup Critical Execution 4533097 N/A Maybe
i
systems 4534978 xect Vector:
Security Only N/A
@& WFHE 2020 http://www.nsfocus.com
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4535102 Base: N/A
) ) .. [Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows 7 for 32-bit . Remote Code 4524741;
Svstems Service Pack 1 Rollup Critical Execution 4533095 N/A Maybe
ystems Service Pac 1534976 xecutio Vector:
Security Only N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5.1 on Windows 7 for x64- . Remote Code 4524741;
based Svstems Service Pack 1 Rollup Critical Execution 4533095 N/A Maybe
ased Systems Service Pac 1534976 xecutio Vector:
Security Only N/A
4535102 Base: N/A
i . 5. i T I:
Microsoft .NET Framework 4 5 2 on Windows Server 2008 Monthly  |Remote Code 4524741; empora
R2 for x64-based Systems Service Pack 1 (Server Core Rollup Critical ) N/A Maybe
] . Execution 4533095
installation) 4534976 Vector:
Security Only N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.5.2 on Windows Server 2008 . Remote Code 4524741;
R2 for x64-based Systems Service Pack 1 Rollup Critical o ecution 4533095 NA Maybe
or X ased Systems Service Pac 1534976 xecutio Vector:
Security Only N/A
4 102 Base: N/A
Microsoft .NET Framework 3.5.1 on Windows 7 for 32-bit 23510 . Remote Code 4524741; ase: N/
Systems Service Pack 1 Monthly Critical Execution 4533095 Temporal: - Maybe
i
ystemms o¢ Rollup N/A
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4534976 Vector:
Security Only N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5.1 on Windows Server 2008 . Remote Code 4524741;
R2 for x64-based Systems Service Pack 1 Rollup Critical o ecuti 4533095 NA Maybe
or X ased Systems Service Pac 1534976 xecution Vector:
Security Only N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 3.5.1 on Windows Server 2008 . Remote Code 4524741;
R2 for Itanium-Based Systems Service Pack 1 Roltup Crideal o cution 4533095 [V Maybe
or Itanium-Based Systems Service Pac 1534976 xecutio Vector:
Security Only N/A
4535103 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2012 . Remote Code 4524742;
s Core installation) Rollup Critical . tion 4533096 N/A Maybe
erver Core installation 1534977 xecutio Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2012 . Remote Code 4524743;
R2 (Server Core installation) Roltup Crideal o ocution 4533007 VA Maybe
1
erver Core installation 1534978 xecu Vector:
Security Only N/A
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4535103 Base: N/A
Monthly Temporal:
R te Code 14524742;
Microsoft .NET Framework 4.5.2 on Windows Server 2012 Rollup Critical |0 E_E oce N/A Maybe
Execution 4533096
4534977 Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows Server 2012 . Remote Code 4524743;
R0 Rollup Critical Execution 4533097 N/A Maybe
4534978 xecuto Vector:
Security Only N/A
4535105 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.5.2 on Windows Server 2008 . Remote Code 4524744;
for x64-based Systems Service Pack 2 Rollup Critical | ecution 4533098 N/A Maybe
- 1
or X ased Systems Service Pac 4534979 xecu Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2012 . Remote Code 4524743;
R0 Rollup Critical . tion 4533097 N/A Maybe
4534978 xecuto Vector:
Security Only N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 45342,93 . Remote Code ase: N/
. . Security Critical . 4530717 Temporal: Unknown
Version 1803 for 32-bit Systems Execution
Update N/A
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Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 45342,93 . Remote Code Temporal:
. Security Critical ) 4530717 N/A Unknown
Version 1803 for x64-based Systems Execution
Update Vector:
N/A
Base: N/A
4534 T Ik
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 = 3,06 . Remote Code empora
Security Critical ) 4530681 N/A Unknown
for x64-based Systems Execution
Update Vector:
N/A
Base: N/A
4534271 T Ik
Microsoft .NET Framework 3.5 AND 4.6.2/4.7/47.1/472 _. . Remote Code empora
. ) ) Security Critical ) 4530689 N/A Unknown
on Windows 10 Version 1607 for 32-bit Systems Execution
Update Vector:
N/A
Base: N/A
453427 T Ik
Microsoft .NET Framework 3.5 AND 4.7.1/4.7.2 on = ) o . Remote Code empora
. . ) Security Critical ) 4530714 N/A Unknown
Windows 10 Version 1709 for 32-bit Systems Execution
Update Vector:
N/A
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Base: N/A
Microsoft .NET Framework 3.5 AND 4.6.2/4.7/47.1/472 /! .. Remote Code Temporal:
) Security Critical ) 4530689 N/A Unknown
on Windows Server 2016 Execution
Update Vector:
N/A
Base: N/A
4534 :
Microsoft .NET Framework 3.5 AND 4.6.2/4.7/47.1/472 /! .. Remote Code Temporal
) ) ) Security Critical ) 4530689 N/A Unknown
on Windows Server 2016 (Server Core installation) Execution
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.6.2/4.7/47.1/472 /! .. Remote Code Temporal:
) . Security Critical ) 4530689 N/A Unknown
on Windows 10 Version 1607 for x64-based Systems Execution
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.7.1/4.7.2 on :5342,36 Critical Remote Code 4530714 ;izlporalz Unk
Windows 10 Version 1709 for x64-based Systems SOty 14" Execution fnown
Update Vector:
N/A
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CVE-2020-0606 - .NET Framework Remote Code Execution Vulnerability

Maximum
CVEID Vulnerability Description Severity
Rating

Vulnerability
Impact

CVE Title: .NET Framework Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists in .NET software when the software fails to
check the source markup of a file.

An attacker who successfully exploited the vulnerability could run arbitrary code in the
context of the current user. If the current user is logged on with administrative user rights, an
CVE- attacker could take control of the affected system. An attacker could then install programs;
2020-  view, change, or delete data; or create new accounts with full user rights. Users whose

0606 accounts are configured to have fewer user rights on the system could be less impacted than  Critical

MITRE  users who operate with administrative user rights.
NVD

Remote Code
Execution

Exploitation of the vulnerability requires that a user open a specially crafted file with an
affected version of .NET Framework. In an email attack scenario, an attacker could exploit the
vulnerability by sending the specially crafted file to the user and convincing the user to open
the file.

The security update addresses the vulnerability by correcting how .NET Framework checks

the source markup of a file.
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CVEID

Vulnerability Description

Vulnerability
Impact

FAQ;

None

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0606

#roduct

‘KB Article }Severity

Impact

upersedence S8 Restare
pe ore Set Required
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Base: N/A
Release Notes Temporal:
Remote Cod
NET Core 3.0 Security  (Critical | o %€ N/A Maybe
Execution
Update Vector:
N/A
Base: N/A
Release Notes Temporal:
Remote Cod
NET Core 3.1 Security  (Critical | o %€ N/A Maybe
Execution
Update Vector:
N/A
4535102 Base: N/A
) Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7 .2 ..., Remote Code 4524741;
Windows 7 for 32-bit Systems Service Pack 1 Rollup Critical p ecution 4533095 A Maybe
on Windows 7 for it Systems Service Pac 1534976 xecutio Vector:
Security Only N/A
4535102 Base: N/A
) Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7 .2 Roll Critical Remote Code 4524741; N/A Maybe
: : ollup i .
on Windows 7 for x64-based Systems Service Pack 1 1534976 Execution 4533095 Vector:
Security Only N/A
4535104 Base: N/A
Microsoft NET Framework 4.6/4.6.1/4.6.2/4.7/47.1/472 " .. Remote Code 4524743; ase: N/
: ; Monthly Critical . Temporal: Maybe
on Windows 8.1 for 32-bit systems Execution 4533097
Rollup N/A
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4534978 Vector:
Security Only N/A
4535104 Base: N/A
) Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7 .2 ..., Remote Code 4524743;
n Windows 8.1 for x64-based system Rollup Critical | ecution 4533097 VA Maybe
on Windows 8.1 for x64-based systems 1534978 xecutio Vector:
Security Only N/A
Base: N/A
4535104 T l:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 1\/? 32&?1 Criniey Remote Code #524743; PO
on Windows RT 8.1 o Execution 4533097 Y
Rollup Vector:
N/A
4535102 Base: N/A
Mlcro.soft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2. Monthly  [Remote Code 4524741; Temporal:
on Windows Server 2008 R2 for x64-based Systems Service Rollup Critical Execution 4533095 N/A Maybe
Pack 1 4534976 i Vector:
Security Only N/A
4535102 Base: N/A
Mlcro.soft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2. Monthly  |Remote Code 4524741; Temporal:
on Windows Server 2008 R2 for x64-based Systems Service Rollup Critical Execution 4533095 N/A Maybe
Pack 1 (Server Core installation) 4534976 Vector:
Security Only N/A
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4535103 Base: N/A
) Monthly Temporal:
Microsoft NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 . Remote Code 4524742;
Wind S 2012 Rollup Critical . tion 4533096 N/A Maybe
on Windows Server 1534977 xecutio Vector:
Security Only N/A
4535103 Base: N/A
) Monthly Temporal:
Microsoft NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 . Remote Code 4524742;
Windows Server 2012 (Server Core installation) Rollup Critical 1o ecution 4533096 N/A Maybe
on Windows Server erver Core installation 1534977 xecutio Vector:
Security Only N/A
4535104 Base: N/A
) Monthly Temporal:
Microsoft NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 . Remote Code 4524743;
Windows Server 2012 R2 Rollup Cridical p ecution 4533097 VA Maybe
on Windows Server 1534978 xecutio Vector:
Security Only N/A
4535104 Base: N/A
) Monthly Temporal:
Microsoft NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 Roll Critical Remote Code 4524743; N/A Mavbe
1
on Windows Server 2012 R2 (Server Core installation) oup Execution 4533097 Y
4534978 Vector:
Security Only N/A
Base: N/A
Microsoft .NET Framework 4.8 on Windows 10 Version 45329,36 . Remote Code 4524743; ase: N/
1803 for 32-bit Systems Security Critical Execution 4533097 Temporal: Maybe
4 Update N/A
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Vector:
N/A
Base: N/A
T I:
Microsoft .NET Framework 4.8 on Windows 10 Version ;15329,36 Critical Remote Code 4524743; Nizlpora Mavbe
Il 1
1803 for x64-based Systems e Execution 4533097 Y
Update Vector:
N/A
Base: N/A
T I:
Microsoft .NET Framework 4.8 on Windows Server, 45329,36 . Remote Code 4524743; empora
) ) Security Critical ) N/A Maybe
version 1803 (Server Core Installation) Execution 4533097
Update Vector:
N/A
Base: N/A
T I:
Microsoft .NET Framework 4.8 on Windows 10 Version 35329,35 Critical Remote Code 4524743; Nizlpora Mavbe
Il 1
1709 for 32-bit Systems sy Execution 4533097 Y
Update Vector:
N/A
Base: N/A
T I:
Microsoft .NET Framework 4.8 on Windows 10 Version 35329,35 Critical Remote Code 4524743; Nizlpora Mavbe
Il 1
1709 for x64-based Systems sy Execution 4533097 Y
Update Vector:
N/A
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Base: N/A
I:
Microsoft .NET Framework 4.8 on Windows 10 Version ;15329,33 Critical Remote Code 4524743; ;izlpora Mavbe
Il
1607 for 32-bit Systems sy Execution 4533097 Y
Update Vector:
N/A
Base: N/A
T I:
Microsoft .NET Framework 4.8 on Windows 10 Version ;15329,33 Critical Remote Code 4524743; Nizlpora Mavbe
Il
1607 for x64-based Systems sy Execution 4533097 Y
Update Vector:
N/A
Base: N/A
4532933 Temporal:
R te Code 4524743;
Microsoft .NET Framework 4.8 on Windows Server 2016  Security Critical |0 E_E oce N/A Maybe
Execution 4533097
Update Vector:
N/A
Base: N/A
2 T I:
Microsoft NET Framework 4.8 on Windows Server 2016 53 9,33 . Remote Code 4524743; empora
] ) Security Critical ) N/A Maybe
(Server Core installation) Execution 4533097
Update Vector:
N/A
102 Base: N/A
Microsoft NET Framework 4.8 on Windows 7 for 32-bit 453510 . Remote Code 4524741; ase: N/
Systems Service Pack 1 Monthly Critical Execution 4533095 Temporal: Maybe
4 Rollup N/A
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4534976 Vector:
Security Only N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.8 on Windows 7 for x64- . Remote Code 4524741;
based Svst Service Pack 1 Rollup Critical . " 4533095 N/A Maybe
ased Systems Service Pac 1534976 xecution Vector:
Security Only N/A
4535104 Base: N/A
) ) .. [Monthly Temporal:
Microsoft NET Framework 4.8 on Windows 8.1 for 32-bit . Remote Code 4524743;
. Rollup Critical Execution 4533097 N/A Maybe
systems 4534978 xecuto Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.8 on Windows 8.1 for x64- . Remote Code 4524743;
based svst Rollup Critical . tion 4533097 N/A Maybe
ased systems 4534978 xecuto Vector:
Security Only N/A
Base: N/A
4535104 Temporal:
R te Code 4524743;
Microsoft .NET Framework 4.8 on Windows RT 8.1 Monthly Critical |0 E_E oce N/A Maybe
Execution 4533097
Rollup Vector:
N/A
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4535102 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.8 on Windows Server 2008 . Remote Code 4524741;
R for x64-based Systems Service Pack 1 Rollup Crideal o cution 4533095 VA Maybe
or X ased Systems Service Pac 1534976 xecutio Vector:
Security Only N/A
4535102 Base: N/A
i . . i T I:
Microsoft .NET Framework 4 8 on Windows Server 2008 Monthly N Remote Code 4524741; empora
R2 for x64-based Systems Service Pack 1 (Server Core Rollup Critical ) N/A Maybe
] . Execution 4533095
installation) 4534976 Vector:
Security Only N/A
4535103 Base: N/A
Monthly Temporal:
R te Code 14524742;
Microsoft .NET Framework 4.8 on Windows Server 2012 [Rollup Critical |0 E_E oce N/A Maybe
Execution 4533096
4534977 Vector:
Security Only N/A
4535103 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.8 on Windows Server 2012 . Remote Code 4524742;
s Core installation) Rollup Critical . tion 4533096 N/A Maybe
erver Core installation 1534977 xecuti Vector:
Security Only N/A
4 104 Base: N/A
Microsoft .NET Framework 4.8 on Windows Server 2012 23510 . Remote Code 4524743; ase: N/
Monthly Critical . Temporal: Maybe
R2 Execution 4533097
Rollup N/A
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4534978 Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.8 on Windows Server 2012 . Remote Code 4524743;
R2 (S Core installation) Rollup Critical Execution 4533097 N/A Maybe
erver Core installation 1534978 xecutio Vector:
Security Only N/A
Base: N/A
T I:
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 4959 1,01 . Remote Code 4524743; empora
) i Security Critical ) N/A Maybe
Version 1809 for 32-bit Systems Execution 4533097
Update Vector:
N/A
Base: N/A
T I:
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 055 1,01 ..., Remote Code 4524743; empord
) Security Critical ) N/A Maybe
Version 1809 for x64-based Systems Execution 4533097
Update Vector:
N/A
Base: N/A
T I:
Microsoft .NET Framework 3.5 AND 4.8 on Windows 4959 1,01 . Remote Code 4524743; empora
Security Critical ) N/A Maybe
Server 2019 Execution 4533097
Update Vector:
N/A
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Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 4959 1,01 . Remote Code 4524743; Temporal:
) ; Security Critical ) N/A Maybe
Server 2019 (Server Core installation) Execution 4533097
Update Vector:
N/A
Base: N/A
I:
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 45329,38 . Remote Code 4524743; Tempora
) i Security Critical ) N/A Maybe
Version 1903 for 32-bit Systems Execution 4533097
Update Vector:
N/A
Base: N/A
I:
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 45329,38 . Remote Code 4524743; Tempora
) Security Critical ) N/A Maybe
Version 1903 for x64-based Systems Execution 4533097
Update Vector:
N/A
Base: N/A
I:
Microsoft .NET Framework 3.5 AND 4.8 on Windows ;15329,::8 Critical Remote Code 4524743; ;izlpora Mavbe
ri i
Server, version 1903 (Server Core installation) ecurtty Execution 4533097 Y
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 :535 1,?1 Critical Remote Code 4524743; TZ:E 1(1/&1_ Mavbe
Version 1809 for 32-bit Systems eeutty % Execution 4533097 porak Y
Update N/A
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Vector:
N/A
Base: N/A
I:
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 55 1,01 . Remote Code 4524743; Tempora
) Security Critical ) N/A Maybe
Version 1809 for x64-based Systems Execution 4533097
Update Vector:
N/A
Base: N/A
T I:
Microsoft NET Framework 3.5 AND 4.7.2 on Windows 55 1,01 . Remote Code 4524743; empora
Security Critical ) N/A Maybe
Server 2019 Execution 4533097
Update Vector:
N/A
Base: N/A
T I:
Microsoft NET Framework 3.5 AND 4.7.2 on Windows 55 1,01 . Remote Code 4524743; empora
) ; Security Critical ) N/A Maybe
Server 2019 (Server Core installation) Execution 4533097
Update Vector:
N/A
4535105 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.6 on Windows Server 2008 . Remote Code 4524743;
for 32-bit Systems Service Pack 2 Rollup Critical o ecution 4533097 N/A Maybe
- X i
or it Systems Service Pac 4534979 u Vector:
Security Only N/A
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4535105 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.6 on Windows Server 2008 .. . Remote Code 4524743;
for x64-based Systems Service Pack 2 Rollup Critical p ecution 4533097 VA Maybe
or x64-based Systems Service Pac 4534979 xecutio Vector:
Security Only N/A
4535105 Base: N/A
T l:
Microsoft .NET Framework 3.0 Service Pack 2 on II\{/Iol?thly Critical Remote Code 4524743; Nizlpora Mavbe
1
Windows Server 2008 for 32-bit Systems Service Pack 2 0P Execution 4533097 Y
4534979 Vector:
Security Only N/A
4535105 Base: N/A
i . . i l:
Ml.crosoft NET Framework 3 0 Service Pack 2 on . Monthly  |Remote Code 4524743; Tempora
Windows Server 2008 for Itanium-Based Systems Service |[Rollup Critical Execution 4533097 N/A Maybe
Pack 2 4534979 N Vector:
Security Only N/A
4535105 Base: N/A
i . . i l:
Ml.crosoft NET Framework 3.0 Service Pack 2 on. Monthly  |Remote Code 4524743; Tempora
Windows Server 2008 for x64-based Systems Service Pack [Rollup Critical ) N/A Maybe
Execution 4533097
2 4534979 Vector:
Security Only N/A
Base: N/A
Microsoft .NET Framework 3.5 on Windows 10 Version 45342,71 .. . Remote Code ase: N/
1607 for 32-bit Svstems Security Critical Execution 4530689 Temporal: Unknown
4 Update N/A
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Vector:
N/A
4535104 Base: N/A
) ) .. [Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows 8.1 for 32-bit . Remote Code 4524743;
. Rollup Critical Executi 4533097 N/A Maybe
systetns 4534978 xecution Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows 8.1 for x64- . Remote Code 4524743;
based svst Rollup Critical . tion 4533097 N/A Maybe
ased systems 4534978 xecuto Vector:
Security Only N/A
4535103 Base: N/A
Monthly Temporal:
R te Code 14524742;
Microsoft .NET Framework 3.5 on Windows Server 2012 Rollup Critical |0 E_E oce N/A Maybe
Execution 4533096
4534977 Vector:
Security Only N/A
4535103 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows Server 2012 . Remote Code 4524742;
s Core installation) Rollup Critical Execution 4533096 N/A Maybe
1
erver Core installation 1534977 xecu Vector:
Security Only N/A
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4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows Server 2012 . Remote Code 4524743;
R0 Rollup Critical Execution 4533097 N/A Maybe
4534978 xecutio Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows Server 2012 . Remote Code 4524743;
R2 (S Core installation) Rollup Critical . tion 4533097 N/A Maybe
erver Core installation 1534978 xecutio Vector:
Security Only N/A
4535102 Base: N/A
. . .. [Monthly Temporal:
Microsoft .NET Framework 3.5.1 on Windows 7 for 32-bit . Remote Code 4524741;
Svstemns Service Pack 1 Rollup Critical Execution 4533095 N/A Maybe
ystems Service Pac 1534976 xecutio Vector:
Security Only N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5.1 on Windows 7 for x64- . Remote Code 4524741;
based Svstems Service Pack 1 Rollup Critical Execution 4533095 N/A Maybe
ased Systems Service Pac 1534976 xecutio Vector:
Security Only N/A
4 102 Base: N/A
Microsoft NET Framework 3.5.1 on Windows Server 2008 1\/? 35&?1 Critical Remote Code 4524741; TZ:E lcjr/al- Mavbe
R2 for Itanium-Based Systems Service Pack 1 oy %" Execution 4533095 porat Y
Rollup N/A
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4534976 Vector:
Security Only N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 3.5.1 on Windows Server 2008 . Remote Code 4524741;
R2 for x64-based Systems Service Pack 1 Rollup Critical o ecuti 4533095 NA Maybe
or X ased Systems Service Pac 1534976 xecution Vector:
Security Only N/A
4535102 Base: N/A
i . 5. i T I:
Microsoft .NET Framework 3 5 1 on Windows Server 2008 Monthly  |Remote Code 4524741; empora
R2 for x64-based Systems Service Pack 1 (Server Core Rollup Critical ) N/A Maybe
] . Execution 4533095
installation) 4534976 Vector:
Security Only N/A
4535102 Base: N/A
. . .. [Monthly Temporal:
Microsoft NET Framework 4.5.2 on Windows 7 for 32-bit . Remote Code 4524741;
Svst Service Pack 1 Rollup Critical . tion 4533095 N/A Maybe
ystems Service Pac 1534976 xecutio Vector:
Security Only N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows 7 for x64- . Remote Code 4524741;
based Svst Service Pack 1 Rollup Critical . tion 4533095 N/A Maybe
ased Systems Service Pac 1534976 xecutio Vector:
Security Only N/A

@& WFHE 2020

http://www.nsfocus.com




CVE-2020-0606

4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows 8.1 for 32- . Remote Code 4524743;
bit svst Rollup Critical . tion 4533097 N/A Maybe
1t systetns 4534978 xecutio Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows 8.1 for x64- . Remote Code 4524743;
based svst Rollup Critical Execution 4533097 N/A Maybe
ased systems 4534978 xecuto Vector:
Security Only N/A
Base: N/A
4535104 Temporal:
R te Code 4524743;
Microsoft .NET Framework 4.5.2 on Windows RT 8.1 Monthly Critical |0 E_E oce N/A Maybe
Execution 4533097
Rollup Vector:
N/A
4535105 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.5.2 on Windows Server 2008 . Remote Code 4524743;
for 32-bit Systems Service Pack 2 Rollup Crideal o ocution 4533007 VA Maybe
or it Systems Service Pac 4534979 xecutio Vector:
Security Only N/A
4 1 Base: N/A
Microsoft NET Framework 4.5.2 on Windows Server 2008 1\/? 35&(1)15 Critical Remote Code 4524743; TZ:E 1;1/&1 Mavbe
i :
for x64-based Systems Service Pack 2 oy Execution 4533097 P Y
Rollup N/A
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4534979 Vector:
Security Only N/A
4535102 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2008 . Remote Code 4524741;
R2 for x64-based Systems Service Pack 1 Rollup Critical o ecuti 4533095 NA Maybe
or X ased Systems Service Pac 1534976 xecution Vector:
Security Only N/A
4535102 Base: N/A
i . 5. i T I:
Microsoft .NET Framework 4 5 2 on Windows Server 2008 Monthly  |Remote Code 4524741; empora
R2 for x64-based Systems Service Pack 1 (Server Core Rollup Critical Execution 4533095 N/A Maybe
installation) 4534976 Vector:
Security Only N/A
4535103 Base: N/A
Monthly Temporal:
R te Code 14524742;
Microsoft .NET Framework 4.5.2 on Windows Server 2012 Rollup Critical |0 E_E oce N/A Maybe
Execution 4533096
4534977 Vector:
Security Only N/A
4535103 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2012 . Remote Code 4524742;
(Server Core installation) Rollup Critical | ecution 4533096 N/A Maybe
X 1
erver Lore instatiatio 4534977 “ Vector:
Security Only N/A
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4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2012 . Remote Code 4524743;
RO Rollup Critical . tion 4533097 N/A Maybe
4534978 xecutio Vector:
Security Only N/A
4535104 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2012 . Remote Code 4524743;
R2 (S Core installation) Rollup Critical . don 4533097 N/A Maybe
erver Core installation 1534978 xecutio Vector:
Security Only N/A
Base: N/A
T I:
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 45329,38 . Remote Code 4524743; empora
) i Security Critical ) N/A Maybe
Version 1909 for 32-bit Systems Execution 4533097
Update Vector:
N/A
Base: N/A
T I:
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 45329,38 . Remote Code 4524743; empora
) Security Critical ) N/A Maybe
Version 1909 for x64-based Systems Execution 4533097
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 45329,38 . Remote Code 4524743; ase: N/
. . ; Security Critical . Temporal: Maybe
Server, version 1909 (Server Core installation) Execution 4533097
Update N/A
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Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 45343,06 .. Remote Code Temporal:
Security Critical ) 4530681 N/A Unknown
for x64-based Systems Execution
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 45342,93 .. Remote Code Temporal:
. ) Security Critical ) 4530717 N/A Unknown
Server, version 1803 (Server Core Installation) Execution
Update Vector:
N/A
Base: N/A
4534271 :
Microsoft NET Framework 3.5 AND 4.6.2/4.7/47.1/472 | __ Remote Code Temporal
) . . Security Critical ) 4530689 N/A Unknown
on Windows 10 Version 1607 for 32-bit Systems Execution
Update Vector:
N/A
Base: N/A
4534271 :
Microsoft NET Framework 3.5 AND 4.6.2/4.7/47.1/472 | . Remote Code Temporal
) . Security Critical ) 4530689 N/A Unknown
on Windows 10 Version 1607 for x64-based Systems Execution
Update Vector:
N/A
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Base: N/A
453427 T I:
Microsoft .NET Framework 3.5 AND 4.7.1/4.7.2 on Sifurit6 Critical Remote Code 4530714 Nizlpora Unknown
Windows 10 Version 1709 for x64-based Systems Y Execution
Update Vector:
N/A
Base: N/A
4534271 T I:
Microsoft NET Framework 3.5 AND 4.6.2/4.7/47.1/472 | . Remote Code empora
) Security Critical ) 4530689 N/A Unknown
on Windows Server 2016 Execution
Update Vector:
N/A
Base: N/A
453427 T I:
Microsoft .NET Framework 3.5 AND 4.7.1/4.7.2 on > i © .. Remote Code empora
. . . Security Critical ) 4530714 N/A Unknown
Windows 10 Version 1709 for 32-bit Systems Execution
Update Vector:
N/A
Base: N/A
4534271 T I:
Microsoft .NET Framework 3.5 AND 4.6.2/4.7/47.1/472 .. Remote Code ernpora
) ) ) Security Critical ) 4530689 N/A Unknown
on Windows Server 2016 (Server Core installation) Execution
Update Vector:
N/A
4534 Base: N/A
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 o 3,06 .. Remote Code ase: N/
. Security Critical . 4530681 Temporal: Unknown
for 32-bit Systems Execution
Update N/A
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Vector:
N/A
Base: N/A
45342 T l:
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 o ,93 .. . Remote Code empora
. . Security Critical ) 4530717 N/A Unknown
Version 1803 for 32-bit Systems Execution
Update Vector:
N/A
Base: N/A
45342 T l:
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 o ,93 .. . Remote Code empora
. Security Critical ) 4530717 N/A Unknown
Version 1803 for x64-based Systems Execution
Update Vector:
N/A

CVE-2020-0607 - Microsoft Graphics Components Information Disclosure

Vulnerability

Maxim Vulnerabili
CVEID |Vulnerability Description . o . SRy
Severity Rating Impact
CVE- CVE Title: Microsoft Graphics Components Information Disclosure Vulnerability Information
. . Important .
2020- Description: Disclosure
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To exploit the vulnerability, a user would have to open a specially crafted file.

The security update addresses the vulnerability by correcting how Microsoft Graphics
Components handle objects in memory.

FAQ;
‘What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory.

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Maximum Vulnerability
ID ility Descripti
CVE Vulnerability Description Severity Rating Impact
0607 An information disclosure vulnerability exists in the way that Microsoft Graphics
MITRE  |Components handle objects in memory. An attacker who successfully exploited the
NVD vulnerability could obtain information that could be useful for further exploitation.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0607
KB ) Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows
Base: 5.
10 Version 14534293 Information TZ:; irsall' 5
1803 for  Security Important| . 4530717 porat Unknown
32-bit Undat Disclosure Vector:
T CV$SS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
ys
Windows
Base: 5.5
10 Version 14534293 Information TZ:; oral: 5
i :
1803 for =~ [Security Important|_. 4530717 P Unknown
64-based  Undat Disclosure Vector:
’S‘ te::se peee CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
ys
Windows
Base: 5.5
Server, 954295 Information TZ:; oral: 5
version Security Important | _. 4530717 porat Unknown
1803 Undat Disclosure Vector:
Server paate CV$SS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
erv
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Core
Installation)
'Windows
1 i Base: 5.
0 Version 4534793 . ase: 5.5
1803 for Security Tmportant Information 4530717 Temporal: 5 Unk
ARM64- Ue c;llr; Y foportan Disclosure Vector: renown
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows
10 Version 4534273 e formation Ea: ° 'r5 Ls
1809 for  [Security Important SOTMALION 4530715 empora: Unknown
30 bit Uodate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
'Windows
10 Version 4534273 Information EZ:IE: i;rsal 5
i :

1809 for  [Security Important|_. 4530715 P Unknown
64-based  Undat Disclosure Vector:
Ao paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
WlIldOV.VS 4534773 . Base: 5.5
10 Version , Information Temporal: 5

Security Important _. 4530715 Unknown
1809 for Undat Disclosure Vector:
ARM64- | OO CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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based
Systems
. 4534073 . Base: 5.5
Windows , Information Temporal: 5
Security Important _. 4530715 Unknown
Server 2019 Uodat Disclosure Vector:
e CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
Base: 5.
Server 2019 14534273 Information TZ:; irsall' 5
(Server Security Important | _. 4530715 porat Unknown
Core Undat Disclosure Vector:
SN R CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows
10 Version 4534276 e formation Ea: ° 'r5 Ls
1709 for ~ Security Important . & o O" 4530714 empora: Unknown
32-bit Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
10 Version 4534276 e formation Ea: ° 'r5 Ls
1709 for  Security Important . & o O" 4530714 empora: Unknown
64-based  Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
i 453427 Informati Base: 5.
WlIldOV.VS 53 : 6 Important n.ormatlon 4530714 ase: 5.5 Unknown
10 Version [Security Disclosure Temporal: 5
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1709 for  |Update Vector:
ARM64- CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
based
Systems
'Windows
10 Version 4528760 Information EZ:IE: i;rsall' 5
1903 for ~ Security Important| . 4530684 porat Yes
32 bit Undat Disclosure Vector:
systelms paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
Base: 5.

10 Version 4528760 Information TZ:; irsall' 5
1903 for  [Security Important | _. 4530684 porak Yes
64-based  Undat Disclosure Vector:
Systems e CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4528760 . Base: 5.5
1903 for Security Tmportant Information 4530684 Temporal: 5 v
ARM64- Ue c;llr; Y foportan Disclosure Vector: es
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 45287,60 Information Base: 5.5
Server, Security Important _. 4530684 Yes

: Disclosure Temporal: 5
version Update
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1903 Vector:
(Server CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Core
installation)
Base: 5.
Windows 14534306 Information T:::i irsall' 5
10 for 32-  Security Important . 4530681 poraz Unknown
bit Svstems Undat Disclosure Vector:
Y paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
i Base: 5.
'Windows 1534306 . ase: 5.5
10 for x64- , Information Temporal: 5
Security Important _. 4530681 Unknown
based Undat Disclosure Vector:
Systems paate CV$SS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534271 Information EZ:IE: i;rsal 5
i :
1607 for ~ Security Important|_. 4530689 P Unknown
32 bit Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534271 Information EZ:IE: i;rsal 5
i :
1607 for ~ Security Important|_. 4530689 P Unknown
64-based  Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
@& WFHE 2020 http://www.nsfocus.com
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. 4534271 . Base: 5.5
Windows , Information Temporal: 5
Security Important _. 4530689 Unknown
Server 2016 Uodat Disclosure Vector:
peee CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
Server 2016 4534271 Information EZ:IE: i;rsal 5
i :
(Server Security Important _. 4530689 P Unknown
Core Undat Disclosure Vector:
. N CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/L:N/A:N/E:P/RL:O/RC:C
installation)
Windows 7 4534510
. Monthly Base: 5.5
for 32-it Roll Information Temporal: 5
ollup i :
I 4 4 Y
gz::;i!:zs 4534314 mportant Disclosure >3073 Vector: e
Pack 1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
Windows 7 4534310
for x64- Monthly Base: 5.5
based Rollup Information Temporal: 5
[ rtant 4530734 Y
Systems 4534314 | PO Dl osure Vector: e
Service Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Pack 1 Only
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4534297
Monthl Base: 5.
Windows Roolil:p ' Information TZ:IEipirsal' 5
.1 for 32- I 4 2 ' k
iit so:tz’ms 4534309 mportant Disclosure >3070 Vector: Unknown
4 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
4534297
Windows |Monthly Base: 5.5
8.1 for x64- Rollup Information Temporal: 5
I 4 2 k
based 4534309 mportant Disclosure 53070 Vector: Unknown
systems Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
Windows
Server 2008 4534310
R2 for Monthly Base: 5.5
[tanium-  Rollup Information Temporal: 5
I 4 4 Y
Based 4534314 mportant Disclosure >3073 Vector: e
Systems Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Service Only
Pack 1
Windows 14534310 Information Base: 5.5
Server 2008 Monthly Important Nisclosur 4530734 T m. r L5 Yes
R2 for x64- [Rollup 1sciostre empora:
@& WFHE 2020 http://www.nsfocus.com
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based 4534314 Vector:

Systems Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C

Service Only

Pack 1

Windows

Server 2008

R2 for x64- 4534310

based Monthly Base: 5.5

Systems Rollu Information Temporal: 5

Serice 45343P14 Important Disclosure 4530734 Vectzr: Yes

Pack 1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C

(Server Only

Core

installation)
4534283
Monthly Base: 5.5

Windows |Rollu Information Temporal: 5

Server 2012 453421788 Important Disclosure 4530691 Vectzr: Unknown
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only

Windows 4534283 Information Base: 5.5

Server 2012 Monthly Important |_. 4530691 Unknown

Disclosure Temporal: 5
(Server Rollup
@& WFHE 2020 http://www.nsfocus.com
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Core 4534288 Vector:
installation) Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Only
4534297
Monthl Base: 5.
[Windows Rocﬁl:p ' Information TZ:IEipirsal' 5
4 2 ' k
iezrver 2012 4534309 Important Disclosure 53070 Vector: Unknown
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
. 4534297
Windows |,/ thly Base: 5.5
Server 2012 Rollup Information Temporal: 5
I 4 2 ’ k
Ezr(eServer 4534309 mportant Disclosure 53070 Vector: Unknown
) . . [Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
installation)
Only
Windows
Base: 5.
10 Version 4528760 Information TZ:; irsall' 5
1909 for  [Security Important | _. 4530684 porak Yes
32 bit Undat Disclosure Vector:
-bi
T CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/L:N/A:N/E:P/RL:O/RC:C
Y
Windows 4528760
Inf i Base: 5.
10 Version [Security Important ]:;I_S(;EI;&T:H 4530684 TZ:E irsal 5 Yes
i :
1909 for ~ Update " P
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x64-based Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
'Windows
10 Version 4528760 . Base: 5.5
1909 for Security Tmportant Information 4530684 Temporal: 5 v
ARM64- Ue C:ilrtl Y foportan Disclosure Vector: es
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows
Server,

Base: 5.
version 4528760 Information TZ:; irsal' 5
1909 Security Important . 4530684 porak Yes
(Server Undat Disclosure Vector:
o paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
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CVE-2020-0608 - Win32k Information Disclosure Vulnerability

CVEID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

CVE-
2020-
0608
MITRE
NVD

CVE Title: Win32k Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the win32k component improperly
provides kernel information. An attacker who successfully exploited the vulnerability could
obtain information to further compromise the usera€™s system.

To exploit this vulnerability, an attacker would have to log on to an affected system and run
a specially crafted application.

The security update addresses the vulnerability by correcting how win32k handles objects
in memory.

FAQ;
‘What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory and kernel memory - unintentional read access to
memory contents in kernel space from a user mode process.

Mitigations:

Important

Information
Disclosure

@& WFHE 2020 http://www.nsfocus.com




CVEID

Vulnerability Description

Maximum Vulnerability
Severity Rating Impact

None
Workarounds:
None
Revision:
1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0608

Product

KB
Article

Severity

Impact

Supersedence

CVSS Score Set

Restart
Required

Windows
10 Version
1803 for
32-bit
Systems

4534293
Security
Update

Important

Information
Disclosure

4530717

Base: 5.5
Temporal: 5
Vector:

CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Unknown
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'Windows Base: 5.5
10 Version 4534293 Information Tem. o;*al' 5
1803 for  Security Important| . 4530717 porat Unknown
64-based  Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
Server,

Base: 5.
version 4534295 Information TZ:; irsall' 5
1803 Security Important | _. 4530717 porat Unknown
(Server Undate Disclosure Vector:
Core P CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
'Windows
1 i Base: 5.

0 Version 4534793 . ase: 5.5
1803 for Security Tmportant Information 4530717 Temporal: 5 Unknown
ARM64- Ue Czllrtl ¥ [mporta Disclosure Vector: ow
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows
10 Version 4534273 Information EZ:IE: i;rsal 5
i :

1809 for  [Security Important|_. 4530715 P Unknown
32-bit Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
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'Windows Base: 5.5
10 Version 4534273 Information [ m. r L5
1809 for  Security Important SOTMALION 4530715 empora: Unknown
64-based  Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534973 . Base: 5.5
1809 for Security Tmportant Information 4530715 Temporal: 5 Unk
ARM64- Ue C;:tley mportan Disclosure Vector: mnown
based P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
. 4534073 . Base: 5.5
Windows , Information Temporal: 5
Security Important _. 4530715 Unknown
Server 2019 Uodate Disclosure Vector:
P CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
Base: 5.
server 2019 4534273 Information TZ:; irsall' 5
(Server Security Important | _. 4530715 porat Unknown
Core Undate Disclosure Vector:
. ) P CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows 14534276 Information Base: 5.5
10 Version [Security Important Disclosure 4530714 Tem. o;*al- 5 Unknown
1709 for  |[Update porat
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32-bit Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534276 e formation Ea: > 'r5 Ls
1709 for ~ Security Important . & o O" 4530714 empora: Unknown
64-based  [Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534276 . Base: 5.5
1709 for Security Tmportant Information 4530714 Temporal: 5 Unk
ARM64- Ue Célrtl y [rmportan Disclosure Vector: mnown
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows

Base: 5.
10 Version 4528760 Information TZ:; irsall' 5
1903 for ~ Security Important| . 4530684 porat Yes
32 bit Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows

Base: 5.
10 Version 4528760 Information TZ:; irsall' 5
1903 for ~ Security Important| . 4530684 porat Yes
64-based  Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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'Windows
1 i Base: 5.
0 Version 4528760 . ase: 5.5
1903 for Security Tmportant Information 4530684 Temporal: 5 v
ARM64- Ue C;:tley porta Disclosure Vector: es
based P CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows
Server,
Base: 5.
version 4528760 Information TZ:; irsall' 5
1903 Security Important . 4530684 porat Yes
(Server Undat Disclosure Vector:
o paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
Base: 5.
Windows 14534306 Information TZ:; irsall' 5
10 for 32-  Security Important . 4530681 poraz Unknown
. Disclosure Vector:
bit Systems |Update
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
i Base: 5.
'Windows 1534306 . ase: 5.5
10 for x64- , Information Temporal: 5
Security Important _. 4530681 Unknown
based Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wmdov.vs 4534271 Important In.formatlon 4530689 Base: 5.5 Unknown
10 Version [Security Disclosure Temporal: 5
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1607 for  |Update Vector:
32-bit CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows
10 Version 4534271 e formation Ea: ° 'r5 Ls
1607 for  [Security Important HOTMAtON 4530689 emporat Unknown
64-based  Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
. 4534271 . Base: 5.5

Windows , Information Temporal: 5

Security Important _. 4530689 Unknown
Server 2016 Uodat Disclosure Vector:

paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
Server 2016 4534271 Information EZ:IE: i;rsal 5
i :
(Server Security Important _. 4530689 P Unknown
Core Undat Disclosure Vector:
. e CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
‘Windows 7 4534310
. Monthly Base: 5.5
for 32-it Roll Information Temporal: 5
ollup i :
1 4 4 Y
gz:fzs 4534314 mportant Disclosure >3073 Vector: es
1

Pack 1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C

Only
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Windows 7 4534310
for x64- Monthly Base: 5.5
based Rollup Information Temporal: 5
Important 4530734 Y
Systems 4534314 | PO Dl osure Vector: e
Service Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Pack 1 Only
4534297
Monthl Base: 5.
Windows Roolil:p ' Information TZ:IEipirsal' 5
.1 for 32- I 4 2 ’ k
iit so:tz’ms 4534309 mportant Disclosure 53070 Vector: Unknown
4 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
4534297
Windows |Monthly Base: 5.5
8.1 for x64- Rollup Information Temporal: 5
Important 4530702 Unk
based 4534300 | PO D losure Vector: fnown
systems Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
Wind 05827 Information Ea:: 5;751' 5
tndows Monthly Important | _. OTMAtioN 4530702 empora: Unknown
RT 8.1 Rollu Disclosure Vector:
P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
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Windows 4534303
Server 2008 Monthly Base: 5.5
for 32-bit  Rollup Information Temporal: 5
Important 4530695 Y
Systems 4534312 | PO D losure Vector: e
Service Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Pack 2 Only
Windows
?zgezrjgos 4534303
Monthly Base: 5.5
Systems Rollup Information Temporal: 5
i I 4 ’ Y
ISDZ];/:C; 4534312 mportant Disclosure 530695 Vector: e
(Server Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Onl
Core i
installation)
Windows
Server 2008 4534303
for Monthly Base: 5.5
[tanium-  Rollup Information Temporal: 5
I 4 Y
Based 4534312 mportant Disclosure 530695 Vector: e
Systems Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
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Windows |, 31303
Server 2008

Monthly Base: 5.5
]fjor X§4_ Rollup I Information 4530695 Temporal: 5 v
S;Z:ems 4534312 mportant Disclosure Vector: s
Service Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
pack2 Y
Windows
Server 2008
for x64- 4534303
based Monthly Base: 5.5
Systems Rollu Information Temporal: 5
Serice 453431712 Important Disclosure 4530695 Vectzr: Yes
Pack 2 Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
(Server Only
Core
installation)
Windows 4534310
Server 2008 Monthly Base: 5.5
R2 for Rollu Information Temporal: 5
Itanium- 45343P14 Important Disclosure 4530734 Vectzr: Yes
Based Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems Only
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Service
Pack 1
Windows |,34310
Server 2008

Monthly Base: 5.5
R2 for x64- Roll Information Temporal: 5

ollup i :
4 Y
];a:gms 4534314 Important Disclosure 453073 Vector: s
Ser'ce Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
i
Pack 1 Only
Windows
Server 2008
R2 for x64- 4534310
based Monthly Base: 5.5
Systems Rollup Information Temporal: 5
I 4 4 Y

Service 4534314 mportant Disclosure >3073 Vector: e
Pack 1 Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
(Server Only
Core
installation)

4534283 Base: 5.5
Windows |Monthly Information Temporal: 5

I 4 1 Unk

Server 2012 Rollup mportant Disclosure 53069 Vector: finown

4534288 CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0608

Security
Only
4
Windows 094285
Monthly Base: 5.5
Server 2012 Rollup Information Temporal: 5
(C?cf::er 4534288 Important Disclosure 4530691 Vector: Unknown
) . . [Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
installation)
Only
4534297
Monthl Base: 5.
Windows Roolil:p ' Information TZ:IEipirsal' 5
' k
;ezrver 2012 4534309 Important Disclosure 4530702 Vector: Unknown
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
4534297
Windows 09429
Monthly Base: 5.5
Server 2012 Rollup Information Temporal: 5
4 2 ' k
Ezr(eServer 4534309 Important Disclosure >3070 Vector: Unknown
) . . [Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
installation)
Only
Windows 4528760 Information Base: 5.5
10 Version [Security Important Disclosure 4530684 Tem. o;’al- 5 Yes
1909 for ~ Update porat
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0608

32-bit Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
'Windows

Base: 5.
10 Version 4528760 Information TZ:; irsall' 5
1909 for ~ Security Important| . 4530684 porat Yes
64-based  Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
1 i Base: 5.

0 Version 4528760 . ase: 5.5

1909 for Security Tmportant Information 4530684 Temporal: 5 v
ARM64- Ue Czllrtl y [fmporta Disclosure Vector: es
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows
Server,
version 4528760 Information '?:IE: i;rsall' 5
1909 Security Important . 4530684 porat Yes
(Server Uodate Disclosure Vector:
Core P CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
@& WFHE 2020 http://www.nsfocus.com
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CVE-2020-0609 - Windows Remote Desktop Gateway (RD Gateway)

Remote Code Execution Vulnerability

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2020-
0609
MITRE
NVD

CVE Title: Windows Remote Desktop Gateway (RD Gateway) Remote Code Execution
Vulnerability

Description:

A remote code execution vulnerability exists in Windows Remote Desktop Gateway (RD
Gateway) when an unauthenticated attacker connects to the target system using RDP and
sends specially crafted requests. This vulnerability is pre-authentication and requires no user
interaction. An attacker who successfully exploited this vulnerability could execute arbitrary
code on the target system. An attacker could then install programs; view, change, or delete
data; or create new accounts with full user rights.

To exploit this vulnerability, an attacker would need to send a specially crafted request to the
target systems RD Gateway via RDP.

The update addresses the vulnerability by correcting how RD Gateway handles connection
requests.

Critical

Remote Code
Execution

@ZEERFRHE 2020 http://www.nsfocus.com




CVEID Vulnerability Description

Vulnerability
Impact

FAQ;

None

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0609

#roduct ﬁ e }Severity Impact }Supersedence }CVSS Score Set

Restart
Required

@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0609

Windows 4534273 Remote EZ: Zﬁd- os
Server Security Critical Code 4530715 porat 8 Unknown
2019 Update Execution Vector:
P CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Base: 9.
Windows 4534271 Remote . Zril. os
Server Security Critical Code 4530689 porat 8 Unknown
2016 Update Execution Vector:
P CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4534283
Windows lI\{/Iol?thly Remote E:;e;: Zﬁd- 8.8
Server PP Critical Code 4530691 porak: ©. Unknown
2012 4534288 Execution Vector:
Security CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows lI\{/Iol?thly Remote E:;e;: Zﬁd- 8.8
Server PP Critical Code 4530702 porak: ©. Unknown
o012r2 | Execution Vector:
Security CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
@& WFHE 2020 http://www.nsfocus.com
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CVE-2020-0610 - Windows Remote Desktop Gateway (RD Gateway)

Remote Code Execution Vulnerability

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2020-
0610
MITRE
NVD

CVE Title: Windows Remote Desktop Gateway (RD Gateway) Remote Code Execution
Vulnerability

Description:

A remote code execution vulnerability exists in Windows Remote Desktop Gateway (RD
Gateway) when an unauthenticated attacker connects to the target system using RDP and
sends specially crafted requests. This vulnerability is pre-authentication and requires no user
interaction. An attacker who successfully exploited this vulnerability could execute arbitrary
code on the target system. An attacker could then install programs; view, change, or delete
data; or create new accounts with full user rights.

To exploit this vulnerability, an attacker would need to send a specially crafted request to the
target systems RD Gateway via RDP.

The update addresses the vulnerability by correcting how RD Gateway handles connection
requests.

Critical

Remote Code
Execution

@ZEERFRHE 2020 http://www.nsfocus.com




CVEID Vulnerability Description

Vulnerability
Impact

FAQ;

None

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0610

#roduct ﬁ e }Severity Impact }Supersedence }CVSS Score Set

Restart
Required

@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0610

Windows 4534273 Remote EZ: Zﬁd- os
Server Security Critical Code 4530715 porat 8 Unknown
2019 Update Execution Vector:
P CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Base: 9.
Windows 4534271 Remote . Zril. os
Server Security Critical Code 4530689 porat 8 Unknown
2016 Update Execution Vector:
P CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4534283
Windows lI\{/Iol?thly Remote E:;e;: Zﬁd- 8.8
Server PP Critical Code 4530691 porak: ©. Unknown
2012 4534288 Execution Vector:
Security CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows lI\{/Iol?thly Remote E:;e;: Zﬁd- 8.8
Server PP Critical Code 4530702 porak: ©. Unknown
o012r2 | Execution Vector:
Security CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
@& WFHE 2020 http://www.nsfocus.com
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CVE-2020-0611 - Remote Desktop Client Remote Code Execution

Vulnerability

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2020-
0611
MITRE
NVD

CVE Title: Remote Desktop Client Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists in the Windows Remote Desktop Client when a
user connects to a malicious server. An attacker who successfully exploited this vulnerability
could execute arbitrary code on the computer of the connecting client. An attacker could then
install programs; view, change, or delete data; or create new accounts with full user rights.

To exploit this vulnerability, an attacker would need to have control of a server and then
convince a user to connect to it. An attacker would have no way of forcing a user to connect
to the malicious server, they would need to trick the user into connecting via social
engineering, DNS poisoning or using a Man in the Middle (MITM) technique. An attacker
could also compromise a legitimate server, host malicious code on it, and wait for the user to
connect.

The update addresses the vulnerability by correcting how the Windows Remote Desktop
Client handles connection requests.

Critical

Remote Code
Execution

@ZEERFRHE 2020 http://www.nsfocus.com




CVEID Vulnerability Description

Vulnerability
Impact

FAQ;

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0611

KB )
#roduct \A.m de }Seventy

Impact }Supersedence }CVSS Score Set

Restart
Required

@& WFHE 2020
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CVE-2020-0611

Verion 1503 53793 Remore Temoont: 67
i : 6.
9% Security (Critical Code 4530717 P Unknown
for 32-bit . Vector:
Update Execution
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Fermion 1503 534293 Remore oo 67
i : 6.
Security Critical Code 4530717 P Unknown
for x64-based Uodate Execution Vector:
Systems P CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
'Windows
Base: 7.
Server, 4534293 Remote T:Iel orsal- 6.7
version 1803 Security Critical Code 4530717 | 7P Unknown
. ) :
(Server Core _ [Update xecution CV$SS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
‘Windows 10
Base: 7.
Version 1803 4534293 Remote T::Iel orsa Leo
for ARM64- [Security (Critical Code 4530717 Vectlc))r- T Unknown
. ) :
E;:jms Update xecution CV$SS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Fersion 1509 534273 Remore oo 67
i : 6.
% Security (Critical Code 4530715 P Unknown
for 32-bit . Vector:
Update Execution
Systems CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0611

Verson 1809 5273 Remot rempond: 67
i : 6.
Security (Critical Code 4530715 P Unknown
for x64-based Undate Execution Vector:
Systems P CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Remote T:Iel era Leo
for ARM64- [Security (Critical Code 4530715 Vectlz)r- o Unknown
E;::ms Update Execution CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows (V73 Remore rempont: 67
Security (Critical |Code 4530715 porat o Unknown
Server 2019 Uodat Execution Vector:
peee N CV'SS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i Base: 7.
Semvera0t9 73 Remare Tompor: 67
Security (Critical |Code 4530715 porat o Unknown
(Server Core Uodate Execution Vector:
installation) P CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Verson 1709 54276 Remot rempond: 67
i : 6.
) Security (Critical Code 4530714 P Unknown
for 32-bit ) Vector:
Update Execution
Systems CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0611

o oo R | B
Security Critical Code 4530714 porat . Unknown
for x64-based Uodate Execution Vector:
Systems P CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
‘Windows 10
Base: 7.
Version 1709 4534276 Remote T::Iel orsa Leo
for ARM64- [Security (Critical Code 4530714 Vectlc))r- T Unknown
o :
E;:jms Update xecution CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
e O S
7% Security (Critical Code 4530684 porat o Yes
for 32-bit Uodate Execution Vector:
Systems P CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Fomon o0 526760 Remote e 67
1 . 0.
Security Critical Code 4530684 P Yes
for x64-based . Vector:
Update FExecution
Systems CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
‘Windows 10
Base: 7.
Version 1903 4528760 Remote T::Iel orsa Leo
for ARM64- Security Critical Code 4530684 Vectzr_ "o Yes
b :
E;:jms Update xecution CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0611

Windows Base: 7.5
Server, 4528760 Remote o
. : . Temporal: 6.7
version 1903 Security Critical Code 4530684 Vector: Yes
(Server Core|Update Execution CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Remote . era Leo
for32-bit  Security Critical Code 4530681 | ° PP Unknown
Systems  [Update Execution CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C: H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 4534306 Remote EZ: era L7
for x64-based [Security (Critical Code 4530681 Vectlz)r- o Unknown
. : :
Systems  [Update xecution CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C: H/LH/A:H/E:P/RL:O/RC:C
Verson tagy 534271 | Remot rempora: 67
i : 6.
) Security (Critical Code 4530689 P Unknown
for 32-bit ) Vector:
Update Execution
Systems CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Verson tagy 534271 | Remot rempora: 67
i : 6.
Security (Critical Code 4530689 P Unknown
for x64-based Undate Execution Vector:
Systems P CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0611

Windows 04771 Remore rempond: 67
i : 6.
v Security (Critical Code 4530689 P Unknown
Server 2016 Uodat Execution Vector:
peee N CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Gerver 2016 51771 Remore rempont: 67
Security (Critical |Code 4530689 porat o Unknown
(Server Core Undat Execution Vector:
installation) | T " CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 534510
. Monthly Base: 7.5
for 32-bit Rollu Remote Temporal: 6.7
Systems P Critical Code 4530734 porat o Yes
Service Pack osasld Execution Vector:
| Security CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows 7 534510
Monthly Base: 7.5
for x64-based Rollu Remote Temboral: 6.7
Systems P Critical Code 4530734 porat o Yes
Service Pack osasld Execution Vector:
| Security CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows 8.1 4534297 Remote Base: 7.5
for 32-bit Monthly Critical Code 4530702 o Unknown
) Temporal: 6.7
systems Rollup Execution
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0611

4534309 Vector:
Security CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 8.1 II\{/IO?E?Y Remote EZ:IEi:pZiI' 6.7
iozt);f:ll;based 4534300 Critical g:;i:ution 4530702 Vector: Unknown
4 Security CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Base: 7.5
4534297 Remote
i RT T l: 6.
de"ws Monthly Critical Code 4530702 | TP 67 Unknown
' Roll E i i
o xeeution CV$S:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
Windows
Server 2008 4534310
R2 for Monthly Base: 7.5
Itanium- Rollup Remote Temporal: 6.7
Based 4534314 | iHiC g;’::ution 30734 Yector: Yes
Systems Security CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1

@& WFHE 2020
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CVE-2020-0611

Windows 004310
Server 2008
Monthly Base: 7.5
R2 for x64- Roll Remote Temporal: 6.7
ollup .. : 6.
Eazzims 4534314 Critical g:;i:ution 4530734 Vector: Yes
yBIe Security CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack
Only
1
Windows
2
Server 2008 4534310
R2 for x64-
Monthly Base: 7.5
pased Rollu Remote Temporal: 6.7
Systems P Critical Code 4530734 porat o Yes
Service Pack osasld Execution Vector:
| (Server Security CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Onl
Core Y
installation)
4534283
Monthly Remote Base: 7.5
Windows Rollup .. Temporal: 6.7
Server 2012 4534288 CTiticl gzj:ution 3091y eceor: Unknown
Security CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
@ZEERFRHE 2020 http://www.nsfocus.com




CVE-2020-0611

4534283
Windows Monthly Remote Base: 7.5
Server 2012 |[Rollup .. Temporal: 6.7
1 4 1 k
(Server Core 4534288 Critica g:;i:ution >3069 Vector: Unknown
installation) Security CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows II\{/Iol?thly Remote EZ;C;: Zfal- 6.7
Server 2012 | . ©  (Critical Code 4530702 poTat . Unknown
RD 4534309 Execution Vector:
Security CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4
Windows 094297
Monthly Base: 7.5
Server 2012 Rollu Remote Temporal: 6.7
R2 (Server P lcritical Code 4530702 porat b. Unknown
Core 4534309 Execution Vector:
) ) Security CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
i 1 Base: 7.
i : 6.
7% Security (Critical Code 4530684 P Yes
for 32-bit Undate Execution Vector:
Systems P CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0611

Wlm.iows 10 1528760 Remote Base: 7.5
Version 1909 : .. Temporal: 6.7
Security (Critical Code 4530684 Yes
for x64-based ) Vector:
Update Execution
Systems CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Remote TZ:; era Leo
for ARM64- Security Critical Code 4530684 Vectzr_ - Yes
E i i
E;::ms Update xeeution CV$SS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Remote ase: 7.5
. : . Temporal: 6.7
version 1909 Security Critical Code 4530684 Vector: Yes
E i i
(Server Core  [Update xecution CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
@& WFHE 2020 http://www.nsfocus.com
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CVE-2020-0612 - Windows Remote Desktop Gateway (RD Gateway)

Denial of Service Vulnerability

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2020-
0612
MITRE
NVD

CVE Title: Windows Remote Desktop Gateway (RD Gateway) Denial of Service Vulnerability
Description:

A denial of service vulnerability exists in Windows Remote Desktop Gateway (RD Gateway)
when an attacker connects to the target system using RDP and sends specially crafted requests.
An attacker who successfully exploited this vulnerability could cause the RD Gateway service
on the target system to stop responding.

To exploit this vulnerability, an attacker would need to run a specially crafted application
against a server which provides RD Gateway services.

The update addresses the vulnerability by correcting how RD Gateway handles connection
requests.

FAQ:;
None

Mitigations:

Important

Denial of
Service

@& WFHE 2020 http://www.nsfocus.com




Maximum
i
CVEID Vulnerability Description Severity Vulnerability
) Impact
Rating
None
Workarounds:
None
Revision:
1.0 01/14/2020 08:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0612
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 4534273 Denial Base: 7.5
, Temporal: 6.7
Server Security  Important of 4530715 Vector: Unknown
2019 Update Service CV$SS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@& R 2020
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CVE-2020-0612
indows 4534271 Denial Base: 7.5
i Temporal: 6.7
Server Security  Important of 4530689 ector: Unknown
2016 Update Service :

CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

CVE-2020-0613 - Windows Search Indexer Elevation of Privilege
Vulnerability

Maximum Vulnerability

CVEID |Vulnerability Description Severity Rating Impact

CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
CVE- handles objects in memory. An attacker who successfully exploited the vulnerability could
2020-0613 execute code with elevated permissions. Elevation of
MITRE Important |y, ¢ ilege

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

INVD application.

The security update addresses the vulnerability by ensuring the Windows Search Indexer

properly handles objects in memory.

@& WFHE 2020 http://www.nsfocus.com



CVEID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

FAQ;

None

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0613

#roduct ﬁ e }Severity Impact }Supersedence }CVSS Score Set

Restart
Required
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Windows 10 |55 1793 Elevation Base: 7.8
Version 1803 , Temporal: 7
) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Zril. ,
for x64- Security [Important of 4530717 Vectlz)r- ' Unknown
E;:jms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4534293 Elevation . Zril. ,
version 1803 [Security Important of 4530717 Vectlz)r- ' Unknown
Privil :
(Server Core [Update Tviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation o Zri_ ,
for ARM64- |Security Important of 4530717 Vectlz)r- ' Unknown
Privil :
E;:jms Update TIviese CV$S:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 1773 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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‘Windows 10 Base: 7.8
Version 1809 4534273 Elevation Tem. o;*al- -
for x64- Security [Important of 4530715 Vectlz)r- ' Unknown
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
‘Windows 10
Base: 7.
Version 1809 4534273 Flevation T:Iel Zril. ,
for ARM64- Security [Important of 4530715 Vectlz)r- ' Unknown
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534273 Flevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |5 1073 Flevation Base: 7.8
Server 2019 . Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undat Privilese Vector:
installation) | © - vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 /o6 Flevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 Base: 7.8
Version 1709 4534276 Elevation Tem. o;*al- -
for x64- Security Important of 4530714 Vectlz)r- ' Unknown
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Version 1709 4534276 Elevation E:Iel Zil- ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 |- 6760 Elevation ase: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for x64- Security [Important of 4530684 Vectlz)r- ' Yes
Privil :
E;::ms Update rviese CV$S:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Base: 7.
Windows 10 4528760 Elevation . Zril. ,
Version 1903 Security Important of 4530684 porat Yes
for ARM64- Update Privilege Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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based
Systems
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 Security Important of 4530684 Yes
(Server Core |Update Privilege Vector:
) ) P & CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit  [Security [Important of 4530681 Vectlz)r- ' Unknown
Systems - Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
;Z:I;}ZVS 0 14534306 Elevation . Zril. ,
Security [Important of 4530681 porat Unknown
pased Update Privilege Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 1771 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Base: 7.
Windows 10 4534271 Elevation . Zil_ ,
Version 1607 Security Important of 4530689 Vectlz)r- ' Unknown
fi 4- Privil i
or x6 Update rivitege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0613

based
Systems
_ 4534271 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privil Vector:
e viese CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C: H/I: H/A:H/E:P/RL:O/RC:C
Windows - |on 71 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4534297
Windows 8.1 1;{4051?:;113’ Elevation 52:5;2211_ -
for 32-bi I f 4 2 ' k
Sozt[zmlalt 4534300 mportant ;ri . 53070 Vector: Unknown
1
4 Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 8.1 Monthly ) Base: 7.8
for x64- Rollup Elevation Temporal: 7
I f 4 2 ' k
based 4534300 O 0702 ector: Unknown
systems Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
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i dowe R 534297 Elevation Ea;el: 7;81. ,
A 11 ows Monthly Important of 4530702 Vthch): a Unknown
' Roll Privil i
o rviese CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
4534297
Windows II\{/Iol?thly Elevation E::: Zil- -
Server 2012 | " Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4
Windows o529
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
Cor(eServer 4534309 mportant ;ri . 53070 Vector: Unknown
i
) ) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
Windows 10 |, 8760 Elevation Base: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4528760 Elevation Base: 7.8
Version 1909 Security Important of 4530684 o Yes
. Temporal: 7
for x64- Update Privilege
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based Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
‘Windows 10
Base: 7.
Version 1909 4528760 Elevation . Oril. ,
for ARM64- |Security Important of 4530684 Vectlc))r- ' Yes
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
'Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. . Temporal: 7
version 1909 Security [Important of 4530684 Vector: Yes
(Server Core Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)

CVE-2020-0614 - Windows Search Indexer Elevation of Privilege

Vulnerability
Maximum Vulnerability
ID ility Descripti
CVE Vulnerability Description Severity Rating [Impact
CVE- CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability mportant Elevation of
2020-0614 Description: P Privilege

@& R 2020
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execute code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted
application.

The security update addresses the vulnerability by ensuring the Windows Search Indexer
properly handles objects in memory.

FAQ;

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Maximum Vulnerability
ilitv Descripti
CVEID Vulnerability Description Severity Rating [Impact
MITRE  |An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
NVD handles objects in memory. An attacker who successfully exploited the vulnerability could
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0614
KB Restart
Product Article Severity Impact Supersedence CVSS Score Set R:squire d
Windows 10 |, 103 Elevation Base: 7.8
Version 1803 , Temporal: 7
) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Zril. ,
for x64- Security Important of 4530717 Vectlz)r- ' Unknown
Privil i
E;:Sms Update rvrese CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4534293 Elevation . Zril. ,
version 1803 [Security Important of 4530717 Vectlz)r- ' Unknown
Privil i
(Server Core [Update rvrese CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
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Windows 10 Base: 7.8
Version 1803 4534293 Elevation Tem. o;*al- -
for ARM64- Security [Important of 4530717 Vectlz)r- ' Unknown
E;::ms Update Privilege CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 5. 73 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Zril. ,
for x64- Security [Important of 4530715 Vectlz)r- ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation o Zri_ ,
for ARM64- Security [Important of 4530715 Vectlz)r- ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Undate Privilece Vector:
P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows |0 1973 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undat Privilese Vector:
installation) | © vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 1 )76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation o Zri_ ,
for x64- Security [Important of 4530714 Vectlz)r- ' Unknown
Privil :
E;::ms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation . Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
Privil :
E;::ms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 |, 6760 Elevation ase: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 Base: 7.8
Version 1903 4528760 Elevation Tem. o;*al- -
for x64- Security [Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation . Zril. ,
for ARM64- Security [Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.

Server, 4528760 Elevation ase: 7.8

. : Temporal: 7
version 1903 Security Important of 4530684 Vector: Yes
(Server Core [Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Windows 10 4534306 Elevation EZ: Zil- ,
for 32-bit  [Security [Important of 4530681 Vectlz)r- ' Unknown

Privil :
Systems - [Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
;Z:I;}ZVS 0 14534306 Elevation . Zril. ,
Security Important of 4530681 poraz Unknown

pased Update Privilege Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1,571 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1607 4534271 Elevation T:;el Zil_ ,
for x64- Security [Important of 4530689 Vectlz)r- ’ Unknown
E;::ms Update Privilege CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4071 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Uodate Privilece Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4534297
Windows 8.1 Zﬁﬁ:}iﬂy Elevation E::;;)Z;il- -
for 32-bi I f 4 2 ' k
Sozt?;mslt 4534300 mportant ;ri . 53070 Vector: Unknown
1
4 Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
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4534297
Windows 8.1 Monthly ) Base: 7.8
for x64- Rollup Elevation Temporal: 7

I f 4 2 ' k

based 4534300 O 0702 ector: Unknown
systems Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
i dowe R 534297 Elevation Ea;el: 7;81. ,
A 11 ows Monthly Important of 4530702 VthIc)): a Unknown

' Roll Privil i
o Tviese CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C

4534297
Windows lf\{dool?:hly Elevation EZ;C;: c7).r§1- -
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:

Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only

4
Windows o529

Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
Cor(eServer 4534309 mportant ;ri . 53070 Vector: Unknown

i

) ) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)

Only
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Windows 10 |, 760 Elevation Base: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for x64- Security [Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- Security [Important of 4530684 Vectlz)r- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 Security Important of 4530684 Vector: Yes
Privil :
(Server Core [[pdate rviese CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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CVE-2020-0615 - Windows Common Log File System Driver Information

S )\

Disclosure Vulnerability

Maximum
CVEID Vulnerability Description Severity
Rating

Vulnerability
Impact

CVE Title: Windows Common Log File System Driver Information Disclosure Vulnerability
Description:

An information disclosure vulnerability exists in the Windows Common Log File System
(CLFS) driver when it fails to properly handle objects in memory. An attacker who
successfully exploited this vulnerability could potentially read data that was not intended to be
CVE- disclosed. Note that this vulnerability would not allow an attacker to execute code or to

2020-  elevate their user rights directly, but it could be used to obtain information that could be used

0615 to try to further compromise the affected system. Important In.formation
NITRE Disclosure

To exploit the vulnerability, an attacker would first have to log on to the system, and then run
NVD

a specially crafted application to take control over the affected system.

The security update addresses the vulnerability by correcting how CLFS handles objects in
memory.

FAQ:

@ZEERFRHE 2020 http://www.nsfocus.com



CVEID

Vulnerability Description

Vulnerability
Impact

‘What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is the contents of Kernel memory. An attacker could read the contents of Kernel
memory from a user mode process.

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2020-0615

KB Restart
Product Article Severity Impact Supersedence CVSS Score Set R:squire d
'Windows
Base: 5.
10 Version 4534293 Information TZ:E irsall' 5
1803 for ~ Security Important| . 4530717 porat Unknown
32-bit Undat Disclosure Vector:
X Stelms paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Y
'Windows
Base: 5.
10 Version 4534293 Information TZ:; irsall' 5
1803 for  Security Important| _. 4530717 porat Unknown
64-based  Undat Disclosure Vector:
’S‘ steI?lS:s,e paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Y
'Windows
Server,
Base: 5.
version 4534295 Information TZ:; irsall' 5
1803 Security Important | _. 4530717 porat Unknown
s . Undat Disclosure Vector:
Cz;;’e paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
i Base: 5.
WlIldOV.VS 4534293 . ase: 5.5
10 Version , Information Temporal: 5
Security Important _. 4530717 Unknown
1803 for Uodate Disclosure Vector:
ARM64- P CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
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CVE-2020-0615

based
Systems
'Windows
10 Version 4534273 Information EZ:IE: i;rsal 5
i :
1809 for  [Security Important|_. 4530715 P Unknown
30 bit Uodate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534273 Information EZ:IE: i;rsal 5
i :
1809 for  [Security Important|_. 4530715 P Unknown
64-based  Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534973 . Base: 5.5
1809 for Security Tmportant Information 4530715 Temporal: 5 Unk
ARM64- Ue Czllrtl y [rmportan Disclosure Vector: mnown
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
. 4534073 . Base: 5.5

'Windows ) Information Temporal: 5

Security Important _. 4530715 Unknown
Server 2019 Uodate Disclosure Vector:

P CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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CVE-2020-0615

Windows Base: 5.5
perver 2019 14534273 Information Tem. o;*al' 5
(Server Security Important | _. 4530715 porat Unknown
Core Undat Disclosure Vector:
. N e CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C: H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows
10 Version 4534276 Information EZ:IE: i;rsal 5

i :
1709 for  [Security Important | . 4530714 P Unknown
32-bit Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
10 Version 4534276 e formation Ea: ° 'r5 Ls
1709 for ~ Security Important . & o O" 4530714 empora: Unknown
64-based  Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
10 Version 4534276 . Base: 5.5
1709 for Security Tmportant Information 4530714 Temporal: 5 Unknown
ARMG64- Ue C;:tley porta Disclosure Vector: oW
based P CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
WlIldOV.VS 4528?60 Important In.formatlon 4530684 Base: 5.5 Ves
10 Version [Security Disclosure Temporal: 5
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1903 for  |Update Vector:
32-bit CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows

Base: 5.
10 Version 4528760 Information TZ:; irsall' 5
1903 for  [Security Important | _. 4530684 porak Yes
64-based  Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
1 i Base: 5.

0 Version 4528760 . ase: 5.5

1903 for Security Tmportant Information 4530684 Temporal: 5 v
ARM64- Ue c;llr; Y foportan Disclosure Vector: es
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows
Server,

Base: 5.
version 4528760 Information TZ:; irsall' 5
1903 Security Important 4530684 porak Yes
(Server Undat Disclosure Vector:
o paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
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CVE-2020-0615

Base: 5.
Windows 14534306 Information TZ:; irsall' 5
10 for 32-  Security Important . 4530681 poraz Unknown
bit Svstems Undat Disclosure Vector:
Y paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
i Base: 5.
'Windows 1534306 . ase: 5.5
10 for x64- , Information Temporal: 5
Security Important _. 4530681 Unknown
based Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
'Windows
10 Version 4534271 Information EZ:IE: i;rsal' 5
1607 for ~ Security Important| . 4530689 porat Unknown
32 bit Undat Disclosure Vector:
Systems paate CV$SS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534271 Information EZ:IE: i;rsal 5
i :
1607 for ~ [Security Important | _. 4530689 P Unknown
64based  Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
. 4534271 . Base: 5.5
Windows , Information Temporal: 5
Security Important _. 4530689 Unknown
Server 2016 Uodat Disclosure Vector:
paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
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CVE-2020-0615

Windows Base: 5.5
perver 2016 14534271 Information TZ:IE: o;’al 5
i :
(Server Security Important _. 4530689 P Unknown
Core Undat Disclosure Vector:
. N e CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C: H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows 7 034510
. Monthly Base: 5.5
for 32-it Roll Information Temporal: 5
ollup i :
gz::;i!:zs 4534314 Important Disclosure 4530734 Vector: Yes
Pack 1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
Windows 7 4534310
for x64- Monthly Base: 5.5
based Rollup Information Temporal: 5
Important 4530734 Y
Systems 4534314 | PO Dl osure Vector: e
Service Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Pack 1 Only
4534297
Monthl Base: 5.
[Windows Roolil:p ' Information TZ:IEipirsal' 5
.1 for 32- I 4 2 ’ k
iit so:tzms 4534309 mportant Disclosure 53070 Vector: Unknown
4 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
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4534297
Windows |Monthly Base: 5.5
8.1 for x64- Rollup Information Temporal: 5
I 4 2 k
based 4534309 mportant Disclosure 53070 Vector: Unknown
systems Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
Wind 1534297 Information Ea:: 5;751' 5
tndows Monthly Important | _. OTMAtioN 4530702 empora: Unknown
RT 8.1 Roll Disclosure Vector:
R CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4534303
Server 2008 Monthly Base: 5.5
for 32-bit  Rollup Information Temporal: 5
[ rtant 4530695 Y
Systems 4534312 | PO D losure Vector: e
Service Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Pack 2 Only
Windows 4534303
Server 2008
. Monthly Base: 5.5
for 32-it Roll Information Temporal: 5
ollup i :
I 4 Y
gz:fzs 4534312 mportant Disclosure 530695 Vector: e
i
Pack 2 Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Onl
(Server il
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CVE-2020-0615

Core
installation)
Windows
Server 2008 4534303
for Monthly Base: 5.5
[tanium-  Rollup Information Temporal: 5
I 4 Y

Based 4534312 mportant Disclosure 530695 Vector: e
Systems Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows 4534303
Server 2008
for x64- Monthly Base: 5.5

Rollup Information Temporal: 5
];a:gms 4534312 Important Disclosure 4530695 Vector: Yes
Serice Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
pack2 Y
Windows 4534303
Server 2008 Monthly Base: 5.5
for x64- Rollup Information Temporal: 5

I 4 Y

based 4534312 mportant Disclosure 530695 Vector: e
Systems Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
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Pack 2
(Server
Core
installation)
Windows
Server 2008 4534310
R2 for Monthly Base: 5.5
[tanium-  [Rollup Information Temporal: 5
I 4 4 Y

Based 4534314 mportant Disclosure >3073 Vector: e
Systems Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Service Only
Pack 1
Windows 4534310
Server 2008
R? for x64- Monthly Base: 5.5

Rollup Information Temporal: 5
];a:gms 4534314 Important Disclosure 4530734 Vector: Yes
Serice Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Pack 1 Only
Windows 4534310 Base: 5.5
Server 2008 Monthly Information Temporal: 5

I 4 4 Y

R2 for x64- Rollup mportant Disclosure >3073 Vector: e
based 4534314 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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CVE-2020-0615

Systems Security
Service Only
Pack 1
(Server
Core
installation)
4534283
Monthly Base: 5.5
Windows |Rollu Information Temporal: 5
Server 2012 453421788 Important Disclosure 4530691 Vectzr: Unknown
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
) 4534283
Windows |\ thly Base: 5.5
SSe rver 2012 Rollup I Information 4530691 Temporal: 5 Unk
(C(e::;/er 4534288 mportant Disclosure Vector: fnown
) . . [Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
installation)
Only
4534297
Windows Monthly Information '?Zisfifal: 5
Server 2012 Rollup [Important _. 4530702 Unknown
RO 4534300 Disclosure Vector:
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
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Only
. 4534297
Windows Monthly Base: 5.5
Server 2012 Rollup Information Temporal: 5
R2 1 4 2 ’ k
C r(Server 4534309 mportant Disclosure 53070 Vector: Unknown
COT€  Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
Only
'Windows
10 Version 4528760 Information EZ:IE: i;rsall' 5
1909 for ~ Security Important| . 4530684 porat Yes
32-bit Undat Disclosure Vector:
Systems e CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
Base: 5.
10 Version 4528760 Information TZ:; irsall' 5
1909 for  Security Important| . 4530684 porat Yes
64-based  Undat Disclosure Vector:
Systems e CV$SS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
1 i Base: 5.
0 Version 4528760 . ase: 5.5
1909 for Security Tmportant Information 4530684 Temporal: 5 v
ARM64- Ue C;:tley porta Disclosure Vector: es
based P CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
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> JEN
CVE-2020-0615
'Windows
Server,
Base: 5.

version 4528760 Information TZ:E irsal' 5
1909 Security Important 4530684 porat Yes

Disclosure Vector:

(Server Update

Core CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

installation)

CVE-2020-0616 - Microsoft Windows Denial of Service Vulnerability

1 . Maximum Vulnerability
CVEID  Vulnerability Description Severity Rating [Impact

CVE Title: Microsoft Windows Denial of Service Vulnerability

Description:
CVE- A denial of service vulnerability exists when Windows improperly handles hard links. An
2020-0616 attacke;. who successfully exploited the vulnerability could cause a target system to stop S Denial of
MITRE ~ [C-PORCing: mportan Service
NVD To exploit this vulnerability, an attacker would have to log on to an affected system and

run a specially crafted application. The vulnerability would allow an attacker to overwrite
system files.
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CVEID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

FAQ;

None

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

The update addresses the vulnerability by correcting ACLs to system files.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0616

#roduct ﬁ e }Severity Impact }Supersedence }CVSS Score Set

Restart
Required
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CVE-2020-0616

Wlnflows 10 4534973 Denial Base: 5.5
Version 1809 i Temporal: 5
) Security Important of 4530715 Unknown
for 32-bit Uodate Service Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Wlnflows 10 4534973 Denial Base: 5.5
Version 1809 i Temporal: 5
Security Important of 4530715 Unknown
for x64-based Uodate Service Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Wlnflows 10 4534973 Denial Base: 5.5
Version 1809 i Importantof 4530715 | emporakd Unknown
for ARM64- U datey P Service Vector:
based Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
_ 4534273 Denial Base: 5.5
Windows i Temporal: 5
Security Important of 4530715 Unknown
Server 2019 Uodat Service Vector:
e CV'SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4534973 Denial Base: 5.5
Server 2019 i Temporal: 5
Security Important of 4530715 Unknown
(Server Core Undate Service Vector:
installation) P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 45287,60 Denial Base: 5.5
) Security Important of 4530684 Yes
Version 1903 ) Temporal: 5
Update Service
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CVE-2020-0616

for 32-bit Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Wlnflows 10 4528760 Denial Base: 5.5
Version 1903 . Temporal: 5
Security Important of 4530684 Yes
for x64-based Uodat Service Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Wlnflows 10 4528760 Denial Base: 5.5
Version 1903 Security Important of 4530684 Temporal: 5 Yes
for ARM64- Ue C(;latey P Service Vector:
based Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows
Base: 5.
Server, 4528760 Denial ase: 5.5
. . Temporal: 5
version 1903 [Security Important of 4530684 Vector: Yes
(Server Core  [[pdate Service CV$SS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
installation)
Wlnflows 10 4528760 Denial Base: 5.5
Version 1909 . Temporal: 5
) Security Important of 4530684 Yes
for 32-bit Uodate Service Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Wlnflows 10 4528760 Denial Base: 5.5
Version 1909 . Temporal: 5
Security Important of 4530684 Yes
for x64-based Uodate Service Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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> [5-N )
CVE-2020-0616
Wlnflows 10 4528760 Denial Base: 5.5
Version 1909 S v Important of 4530684 Temporal: 5 v
for ARM64- Ue C:;:tley porta (S)ervice Vector: e
based Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows
Base: 5.
Server, 4528760 Denial ase: 5.5
. . Temporal: 5
version 1909 [Security Important of 4530684 Vector: Yes
(Server Core ~ [Update Service CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
installation)

CVE-2020-0617 - Hyper-V Denial of Service Vulnerability

Maximum
Vulnerabili
CVEID Vulnerability Description Severity erability
. Impact

Rating
CVE- CVE Title: Hyper-V Denial of Service Vulnerability
2020- Description: Denial of
0617 A denial of service vulnerability exists when Microsoft Hyper-V Virtual PCI on a host server  Important Service
MITRE  fails to properly validate input from a privileged user on a guest operating system. To exploit
NVD the vulnerability, an attacker who already has a privileged account on a guest operating
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CVEID

Vulnerability Description

Vulnerability
Impact

system, running as a virtual machine, could run a specially crafted application that causes a
host machine to crash.

To exploit the vulnerability, an attacker who already has a privileged account on a guest
operating system, running as a virtual machine, could run a specially crafted application.

The security update addresses the vulnerability by properly validating input.

FAQ;

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0617

KB R
Product Article Severity Impact Supersedence CVSS Score Set R:sqt:u-rte d
WlIl(flOWS 10 4534293 Denial Base: 5.3
Version 1803 , Temporal: 4.8

Security [Important of 4530717 Unknown
for x64-based Undate Service Vector:
Systems P CVSS:3.0/AV:L/AC:H/PR:H/ULN/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows

Base: 5.

Server, 4534293 Denial . z :;1. is
version 1803 [Security Important of 4530717 Vectlz)r- o Unknown
(Server Core ~ [Update Pervice CVSS:3.0/AV:L/AC:H/PR:H/UT:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
WlIl(flOWS 10 4534973 Denial Base: 5.3
Version 1809 , Temporal: 4.8

Security [Important of 4530715 Unknown
for x64-based Update Service Vector:
Systems P CVSS:3.0/AV:L/AC:H/PR:H/ULN/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 45342,73 Denial Base: 5.3

Security [Important of 4530715 Unknown
Server 2019 . Temporal: 4.8

Update Service
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CVE-2020-0617

Vector:
CVSS:3.0/AV:L/AC:H/PR:H/ULN/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4534973 Denial Base: 5.3
Server 2019 , Temporal: 4.8
Security Important of 4530715 Unknown
(Server Core Undat Servi Vector:
installation) |~ - ervice CVSS:3.0/AV:L/AC:H/PR:H/ULN/S:C/C:N/L:N/A:H/E:P/RL:O/RC:C
Wlnflows 10 4534976 Denial Base: 5.3
Version 1709 i Temporal: 4.8
Security Important of 4530714 Unknown
for x64-based Uodate Service Vector:
Systems P CVSS:3.0/AV:L/AC:H/PR:H/ULN/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Base: 5.
Windows 10 4534306 Denial TZ:E i 1:11- is
for x64-based [Security Important of 4530681 Vectlc))r- o Unknown
Systems Update Service CV$S:3.0/AV:L/AC:H/PR:H/UL:N/S:C/C:N/L:N/A:H/E:P/RL:O/RC:C
Wlnflows 10 4534971 Denial Base: 5.3
Version 1607 i Temporal: 4.8
Security Important of 4530689 Unknown
for x64-based Uodate Service Vector:
Systems P CVSS:3.0/AV:L/AC:H/PR:H/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
_ 4534271 Denial Base: 5.3
Windows i Temporal: 4.8
Security [Important of 4530689 Unknown
Server 2016 Uodate Service Vector:
P CVSS:3.0/AV:L/AC:H/PR:H/ULN/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
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= 222\
CVE-2020-0617
se$::$1 o [1534271 Denial Ease: 5'31 is
emporal: 4.
Security Important of 4530689 por Unknown
(Server Core ) ector:
Update Service

installation)

CVSS:3.0/AV:L/AC:H/PR:H/UIL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C

CVE-2020-0620 - Microsoft Cryptographic Services Elevation of Privilege

Vulnerability

.y . . Maxim i].i
CVEID Vulnerability Description . o . Vulnerability
Severity Rating Impact
CVE Title: Microsoft Cryptographic Services Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists when Microsoft Cryptographic Services
CVE- improperly handles files. An attacker could exploit the vulnerability to overwrite or modify
2020-0620 : : - : Elevation of
a protected file leading to a privilege escalation. Important
MITRE Privilege
NVD To exploit the vulnerability, an attacker would first require execution on the victim system.
The security update addresses the vulnerability by addressing how Microsoft Cryptographic
Services handles files.
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CVEID |Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

FAQ;

None

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0620

#roduct ﬁ e }Severity Impact }Supersedence }CVSS Score Set

Restart
Required
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CVE-2020-0620

Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4534293 Elevation o Zri_ ,
version 1803 Security Important of 4530717 Vectlz)r- ' Unknown
(Server Core [Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Zril. ,
for ARM64- Security Important of 4530717 Vectlz)r- ' Unknown
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 773 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1,55 73 Elevation Base: 7.8
Version 1809 , Temporal: 7
Security Important of 4530715 Unknown
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation T:Iel Zril. ,
for ARM64- Security Important of 4530715 Vectlz)r- ' Unknown
E;::ms Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
pese vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 34573 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Uodate Privilece Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1, 5 1076 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation . Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 6760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 50760 Elevation ase: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
Privil :
E;::ms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
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'Windows Base: 7.8
Server, 4528760 Elevation Y
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
(Server Core [Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Flevation T:Iel Zril. ,
for 32-bit Security Important of 4530681 Vectlz)r- ' Unknown
Systems Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4534306 Elevation EZ: Zil- ,
for x64-based Security Important of 4530681 Vectlz)r- ' Unknown
Systems Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /71 Flevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /71 Flevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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_ 4534271 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
peee vies CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 4071 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undat Privilese Vector:
installation) | L vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 534510
. Monthly . Base: 7.8
for 32-bit Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows 7 534510
Monthly . Base: 7.8
for x64-based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows 8.1 4534297 Elevation Base: 7.8
for 32-bit ~ Monthly Important of 4530702 o Unknown
. Temporal: 7
systems Rollup Privilege
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4534309 Vector:
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 8.1 II\{/IO?E?Y Elevation 52:5;3(7)211_ 7
iozt);f:ll;based 4534300 Important clil e 4530702 Vector: Unknown
4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
i dows T 1534297 Elevation Ea;el: 7;81. ,
A 11 ows Monthly Important of 4530702 Vthch): a Unknown
Rollup Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for 32-bit Rollup Temporal: 7
Important of 4530695 Y
Systems 4534312 | TTPOTAN cllri 1 Vector: e
Service Pack Security viege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
Windows 4534303 Elevation Base: 7.8
2008 Monthl T I
Server _008 ontily Important of 4530695 emporal: 7 Yes
for 32-bit Rollup Privilece Vector:
Systems 4534312 & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Service Pack [Security
2 (Server Only
Core
installation)
Windows 4534303
Server 2008
. Monthly . Base: 7.8
for Itanium- Roll Elevation Temporal: 7
ollup :
B I f 4 Y
Sa::;ims 4534312 mportant ;ri . 530695 Vector: es
i
Serice ok SECUTIEY vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
2
Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7
Important of 4530695 Y
Systems 4534312 | TTPOTAN ;ﬁ Jege Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
2 Only
Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7
Important of 4530695 Y
Systems 4534312 | TTPOTAN ;ﬁ Jege Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
2 (Server Only
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Service Pack

Only

Core
installation)
Windows
Server 2008 14534310
R2 for Monthly . Base: 7.8
Itanium- Rollup Elevation Temporal: 7
I f 4 4 ’ Y
Based 4534314 [ PO P0734 W ector: s
Systems Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1
Windows 534310
Server 2008
Monthly . Base: 7.8
R2 for x64- Roll Elevation Temporal: 7
ollup :

Eazzims 4534314 Important clil e 4530734 Vector: Yes

yBIe Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack

Only

1
Windows 4534310
Server 2008 Monthly Flevation Base: 7.8
R2 for x64- Rollup Temporal: 7

I f 4 4 Y

based 4534314 [POTEARE o 30734 ector: o
Systems Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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1 (Server
Core
installation)

4534283

Monthly Flevation Base: 7.8

A%
Windows Rollup Temporal: 7
k

Server 2012 4534285 | TpOrtant ;i oo 3091 ecror: Unknown

Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Only

4534283
Windows Monthly Elevation Base: 7.8
Server 2012  Rollup Temporal: 7

Important of 4530691 Unk

(Server Core 4534288 fportn (I)’ri Jege Vector: nnown
installation) Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Only

4534297

Monthl Base: 7.
Windows Rocﬁl: Y Elevation TZ:; Zril- .
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:

Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Only
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CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 05827
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
Cor(eServer 4534309 mportant ;ri . 53070 Vector: Unknown
1
) ) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
Windows 10 52760 Elevation Base: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 52760 Elevation Base: 7.8
Version 1909 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Update Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Version 1909 4528760 Elevation E:;el Zil- ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Base: 7.
Windows 4528760 Elevation ase: 7.8
, Temporal: 7
Server, Security Important of 4530684 Vector: Yes
version 1909 |Update Privilege X
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(Server Core
installation)

CVE-2020-0621 - Windows Security Feature Bypass Vulnerability

CVEID |Vulnerability Description Maxlmum . Vulnerabilicy
Severity Rating Impact
CVE Title: Windows Security Feature Bypass Vulnerability
Description:
A security feature bypass vulnerability exists in Windows 10 when third party filters are
called during a password update. Successful exploitation of the vulnerability could allow a
CVE user to make use of a blocked password for their account.
2020- To exploit the vulnerability, an attacker would need have access and the current password
0621 for the target user. Important Security Feature
Bypass
&4\1/_1]")RE The update addresses how password filters are called during a password update.
FAQ:
None
Mitigations:
None
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Maximum Vulnerability
ID ility Descripti
CVE Vulnerability Description Severity Rating Tmpact
Workarounds:
None
Revision:
1.0 01/14/2020 08:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0621
KB Rest.
Product Article Severity Impact Supersedence CVSS Score Set R:sq:lr.rte d
WlIl(flOWS 10 4534293 Security Base: 4.4
Version 1803 , Temporal: 4
) Security Important Feature 4530717 Unknown
for 32-bit Undate Byoass Vector:
Systems P P CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
Windows 10 45342,93 Security Base: 4.4
) Security Important Feature 4530717 Unknown
Version 1803 Temporal: 4
Update Bypass
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for x64-based

Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:N/I:-H/A:N/E:P/RL:O/RC:C
'Windows
Base: 4.4
Server, 4534293 Security T::Iel .
version 1803 [Security Important Feature 4530717 Vectlc))r- ' Unknown
N :
(Server Core  [Update ypass CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S: U/C:N/L:H/A:N/E:P/RL:O/RC:C
Installation)
'Windows 10
Base: 4.4
Version 1803 4534293 Security T::Iel .
for ARM64- [Security Important Feature 4530717 Vectlc))r- ' Unknown
b :
E;:jms Update ypass CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S: U/C:N/L:H/A:N/E:P/RL:O/RC:C
i 1 Base: 4.4
Windows 10 |, o )7 Security ase
Version 1809 , Temporal: 4
) Security Important Feature 4530715 Unknown
for 32-bit Uodate Bypass Vector:
Systems P P CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
i 1 Base: 4.4
Windows 10 |, o )7 Security ase
Version 1809 , Temporal: 4
Security Important Feature 4530715 Unknown
for x64-based Uodate Bypass Vector:
Systems P P CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
Windows 10 4534273 Security Base: 4.4
Version 1809 [Security Important Feature 4530715 Tem. o;'al- 4 Unknown
for ARM64- Update Bypass pora
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0621

based Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:H/UIL:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
Base: 4.4
_ 4534273 Security ase
Windows i Temporal: 4
Security Important Feature 4530715 Unknown
Server 2019 Uodat B Vector:
e yPpass CV$SS:3.0/AV:1/AC:L/PR:H/UT:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
i Base: 4.4
Windows 1,05 1573 Security ase
Server 2019 i Temporal: 4
Security Important Feature 4530715 Unknown
(Server Core Undat Byoass Vector:
installation) | | P CV$SS:3.0/AV:L/AC:L/PR:H/UL:N/S:U/C:N/I: H/A:N/E:P/RL:O/RC:C
i 1 Base: 4.4
Windows 10 ), 1>76 Security ase
Version 1709 , Temporal: 4
) Security Important Feature 4530714 Unknown
for 32-bit Uodate Bypass Vector:
Systems P P CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
i 1 Base: 4.4
Windows 10 ), 1>76 Security ase
Version 1709 , Temporal: 4
Security Important Feature 4530714 Unknown
for x64-based Uodate Bypass Vector:
Systems P P CVSS:3.0/AV:L/AC:L/PR:H/UIL:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
Base: 4.4
Windows 10 4534276 Security o
Version 1709 Security Important Feature 4530714 porat Unknown
for ARM64- Update Bypass Vector:
P P CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
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ased
Systems

CVE-2020-0622 - Microsoft Graphics Component Information Disclosure

> )\

Vulnerability

CVEID [Vulnerability Description Severity Vulnerability
) Impact
Rating
CVE Title: Microsoft Graphics Component Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists when the Microsoft Windows Graphics
CVE- Component improperly handles objects in memory. An attacker who successfully exploited
(2)25(2)_ the vulnerability could obtain information to further compromise the usera€™s system. . Information
mportant
vITRE  To exploit this vulnerability, an attacker would have to log on to an affected system and run P Disclosure
NVD a specially crafted application.
The update addresses the vulnerability by correcting the way in which the Windows
Graphics Component handles objects in memory.
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CVEID [Vulnerability Description

Vulnerability
Impact

FAQ;
‘What type of information could be disclosed by this vulnerability?

vulnerability is uninitialized memory.

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

The type of information that could be disclosed if an attacker successfully exploited this

Affected Software

The following tables list the affected software details for the vulnerability.
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KB Restart
Product Article Severity Impact Supersedence CVSS Score Set R:squire d
i Base: 5.
WlIldOV.VS 4534293 . ase: 5.5
10 Version Securicy Tmportant Information 4530717 Temporal: 5 Unknown
1803 for 32- Ue CEI: Y HRPOTHAN I losure Vector:
bit Systems | | CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
Base: 5.
10 Version 4534293 Information TZ:; irsall' 5
1803 for  Security Important| _. 4530717 porat Unknown
64-based  Undat Disclosure Vector:
oo | CV$SS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Y
Windows
Server,
Base: 5.
version 1954293 Information TZ:; irsall' 5
1803 Security Important | 4530717 porat Unknown
s Undat Disclosure Vector:
C(f;’er peee CV$S:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
i Base: 5.
WlIldOV.VS 4534293 . ase: 5.5
10 Version , Information Temporal: 5
Security Important |, 4530717 Unknown
1803 for Undat Disclosure Vector:
ARM64- | OHE CV$SS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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based
Systems
i Base: 5.
WlIldOV.VS 1534276 . ase: 5.5
10 Version Security Important Information 4530714 Temporal: 5 Unknown
1709 for 32- Ue Cén: y pmportan Disclosure Vector: W
bit Systems | CVSS:3.0/AV:L/AC:L/PR:L/UT:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
Base: 5.
10 Version 4534276 L formation T:;el z rsa Ls
1709 for  Security [mportant . o O 4530714 porat Unknown
64-based  Undat Disclosure Vector:
’S‘ ste;;e paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Y
'Windows
10 Version 4534976 . Base: 5.5
1709 for Security Important Information 4530714 Temporal: 5 Unknown
ARM64- Ue Célrtl ¥ fmporta Disclosure Vector: W
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Base: 5.5
Windows (4534306 Information TZ:; oral: 5
10 for 32-  [Security Important . 4530681 poraz Unknown
bit Svstems Undat Disclosure Vector:
il paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
‘Windows 4534306 Information Base: 5.5
1 4 1 Unk
10 for x64- [Security mportant Disclosure 53068 Temporal: 5 finown
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0622

based Update Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
WlIldOV.VS 4534971 . Base: 5.5
10 Version Security Important Information 4530689 Temporal: 5 Unk
1607 for 32- Ue Cén: y pmportan Disclosure Vector: penown
bit Systems | CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534271 Information EZ:IE: i;rsal 5
i :
1607 for Security Important _. 4530689 P Unknown
64-based  Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
. 4534271 . Base: 5.5

Windows , Information Temporal: 5

Security Important |, 4530689 Unknown
Server 2016 Uodat Disclosure Vector:

paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
Server 2016 14534271 Information EZ:IE: i;rsal 5
i :

(Server Security Important _. 4530689 P Unknown
Core Undat Disclosure Vector:
. TP CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
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CVE-2020-0623 - Windows Search Indexer Elevation of Privilege

> )\

Vulnerability

Maximum Vulnerability

CVEID |Vulnerability Description Severity Rating Impact

CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
handles objects in memory. An attacker who successfully exploited the vulnerability could
execute code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

CVE- application.
2020-0623 Elevation of
VITRE  The security update addresses the vulnerability by ensuring the Windows Search Indexer Important

Privilege
NVD properly handles objects in memory.

FAQ:;

None
Mitigations:
None
‘Workarounds:
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Maximum Vulnerability

CVEID ility Descripti

Vulnerability Description Severity Rating [Impact

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0623

KB Rest
Product Article Severity Impact Supersedence CVSS Score Set R:sq:lr.rte d
Windows 10 |55 1793 Elevation Base: 7.8
Version 1803 , Temporal: 7
) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4534293 Elevation EZ: (7)'::11. ,
Version 1803 Security Important of 4530717 Vectlz)r- ' Unknown
f 4- Privil '
or x6 Update rivitege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0623

based
Systems
Windows
Server, 4534293 Elevation E:;el (7)'::11. ,
version 1803 [Security Important of 4530717 Vectlz)r- ' Unknown
(Server Core Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Zril. ,
for ARM64- Security [Important of 4530717 Vectlz)r- ' Unknown
Privil :
E;:Sms Update rviese CV$S:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 173 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Zril. ,
for x64- Security [Important of 4530715 Vectlz)r- ' Unknown
Privil :
E;::ms Update rivitege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0623

Windows 10 Base: 7.8
Version 1809 4534273 Elevation Tem. o;*al- -
for ARM64- Security [Important of 4530715 Vectlz)r- ' Unknown
E;::ms Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |,34073 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undat Privilese Vector:
installation) | © - vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 0 176 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation . Zril. ,
for x64- Security [Important of 4530714 Vectlz)r- ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0623

Windows 10 Base: 7.8
Version 1709 4534276 Elevation AR
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 00760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation . Zril. ,
for x64- Security [Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for ARM64- Security [Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Base: 7.
Windows 4528760 Elevation ase: 7.8
, Temporal: 7
Server, Security Important of 4530684 Yes
version 1903 |Update Privilege Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0623

(Server Core
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit  [Security [Important of 4530681 Vectlz)r- ' Unknown
Systems - [Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C: H/I: H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
;Z:I;}ZVS 0 14534306 Elevation . Zril. ,
Security [Important of 4530681 porat Unknown
pased Update Privilege Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1607 4534271 Elevation . Zil_ ,
for x64- Security [Important of 4530689 Vectlz)r- ' Unknown
Privil :
E;::ms Update TIviese CV$S:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
e e CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0623

Windows on 71 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undat Privilese Vector:
installation) | © vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4534297
Windows 8.1 1;{/[001?:;11}7 Elevation EZ:;Z}Z- -
for 32-bi I f 4 2 ’ k
Sozt[zmlalt 4534300 mportant ;ri . 53070 Vector: Unknown
1
4 Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 8.1 Monthly ) Base: 7.8
for x64- Rollup Elevation Temporal: 7
I f 4 2 ’ k
based 4534300 O 0702 ector: Unknown
systems Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
i dowe R 534297 Elevation Ea;el: 7;81. ,
A 11 ows Monthly Important of 4530702 Vthch): a Unknown
' Roll Privil i
o rviese CV$S:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 4534297 Elevation Base: 7.8
Server 2012 Monthly Important of 4530702 o Unknown
. Temporal: 7
R2 Rollup Privilege
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4534309 Vector:
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows 058297
Monthly ) Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
Cor(eServer 4534309 mportant ;ri . 53070 Vector: Unknown
1
) ) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
Windows 10 |- 6760 Elevation Base: 7.8
Version 1909 , Temporal: 7
. Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for x64- Security [Important of 4530684 Vectlz)r- ' Yes
Privil :
E;:Sms Update TIviese CV$S:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- Security [Important of 4530684 Vectlz)r- ' Yes
Privil :
E;::ms Update TIviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
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> [S-N
CVE-2020-0623
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. . Temporal: 7
version 1909 Security [Important of 4530684 Vector: Yes
S C Upd Privil '
(Server Core [Update rviese CV$SS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
CVE-2020-0624 - Win32k Elevation of Privilege Vulnerability
Maximum
i
CVEID Vulnerability Description Severity Vulnerabilicy
. Impact
Rating
CVE Title: Win32k Elevation of Privilege Vulnerability
Description:
CVE- An elevation of privilege vulnerability exists in Windows when the Win32k component fails
2020- to properly handle objects in memory. An attacker who successfully exploited this
0624 vulnerability could run arbitrary code in kernel mode. An attacker could then install mportant Elevation of
\[ITRp Programs; view, change, or delete data; or create new accounts with full user rights. P Privilege

NVD To exploit this vulnerability, an attacker would first have to log on to the system. An attacker
could then run a specially crafted application that could exploit the vulnerability and take
control of an affected system.
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CVEID Vulnerability Description

Vulnerability
Impact

The update addresses this vulnerability by correcting how Win32k handles objects in memory.

FAQ;

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0624

Severity Impact

KB
#roduct L:n e

Supersedence }CVSS Score Set

Restart
Required
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CVE-2020-0624

Windows 10 1, 50760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 52760 Elevation Base: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for ARM64- [Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 |Security Important of 4530684 Vector: Yes
Privil :
(Server Core - [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
installation)
i 1 Base: 7.
Windows 10 1,760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0624

Windows 10 |, 6760 Elevation Base: 7.8
Version 1909 _ Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- [Security Important of 4530684 Vectzr- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 [Security Important of 4530684 Vector: Yes
Privil :
(Server Core Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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CVE-2020-0625 - Windows Search Indexer Elevation of Privilege

> )\

Vulnerability

Maximum Vulnerability

CVEID |Vulnerability Description Severity Rating Impact

CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
handles objects in memory. An attacker who successfully exploited the vulnerability could
execute code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

CVE- application.
2020-0625 Elevation of
VITRE  The security update addresses the vulnerability by ensuring the Windows Search Indexer Important

Privilege
NVD properly handles objects in memory.

FAQ:;

None
Mitigations:
None
‘Workarounds:
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Maximum Vulnerability
CVEID ility Descripti

Vulnerability Description Severity Rating [Impact

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0625
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7

) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown

for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0625

Windows Base: 7.8
Server, 4534293 Elevation o
. . Temporal: 7
version 1803 [Security Important of 4530717 Vector: Unknown
Privil :
(Server Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Oril. ,
for ARM64- Security Important of 4530717 Vectlc))r' ' Unknown
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 . Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Oril. ,
for ARM64- Security Tmportant of 4530715 PO Unknown
E;:jms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
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CVE-2020-0625

_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 34573 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation T:Iel Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0625

Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
Privil :
(Sexver Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit  Security Important of 4530681 Vectlz)r- ' Unknown
Privil :
Systems - [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0625

Base: 7.
Windows 10 4534306 Elevation . Oril. ,
for x64-based Security Important of 4530681 Vectlc))r- ' Unknown
Privil :
Systems - Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows i Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows o5 971 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 4534310 Elevation Base: 7.8
for 32-bit ~ Monthly Important of 4530734 o Yes
. Temporal: 7
Systems Rollup Privilege
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CVE-2020-0625

Service Pack 4534314 Vector:

1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only

Windows 7 034510
Monthly . Base: 7.8

for x64-based Rollu Elevation Temporal: 7

Systems P Important of 4530734 porat Yes

Service Pack osasle Privilege Vector:

| Security 8 CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozf;i]:lt 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozt);f:ll;based 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
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CVE-2020-0625

Base: 7.8
Windows RT 05827 Elevation Temporal: 7
8.1 Monthly Important of. . 4530702 Vector: Unknown
Rollup Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C

Windows 4534303

?erver ]3008 Monthly Flevation Base: 7.81

or 32-bit Rollup Temporal: 7

Systems 4534312 Important Of_ ) 4530695 Vector: Yes
Service Pack Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

2 Only

Windows

Server 2008 4534303

for 32-bit Monthly . Base: 7.8

Systems Rollup Elevation Temporal: 7

Service Pack 4534312 Important Of_ ) 4530695 Vector: Yes
2 Server  Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only

installation)

Windows 4534303 Base: 7.8

Server 2008 Monthly Elevation Temporal: 7

for Itanium- [Rollup Important of 4530695 Vector: Yes
Based oAl Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Systems Security
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CVE-2020-0625

Service Pack
2

Only

Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7

I f 4 Y
Systems 4534312 mportant ;ﬁ Jege 530695 Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
Windows
Server 2008 4534303
for x64-based Monthly ) Base: 7.8
Systems Rollup Elevation Temporal: 7

I f 4 ’ Y
Service Pack 4534312 mportant ;ﬁ Jege 530695 Vector: s
2 (Server Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only
installation)
Windows 4534310
Server 2008 Monthly ) Base: 7.8
R2 for Rollup Elevation Temporal: 7

I f 4 4 ’ Y
ltanjum- 4534314 PO P0734 W ector: s

i

Based Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Systems Only
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CVE-2020-0625

Service Pack
1

'Windows

Server 2008 534510
Monthly . Base: 7.8
R2 for x64- Roll Elevation Temporal: 7
ollup :
Eazzims 4534314 Important clil e 4530734 Vector: Yes
Y ) Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Service Pack
Only
1
Windows
2
Server 2008 4534310
R2 for x64-
Monthly . Base: 7.8
based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| (Server Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Onl
Core Y
installation)
4
094285 ) Base: 7.8
Wind Monthly Elevation Temboral: 7
tndows Rollup  Important of 4530691 empora: Unknown
Server 2012 4534788 Privilece Vector:
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0625

Only
4534283
Windows Monthly Elevation Base: 7.8
Server 2012 Rollup Temporal: 7
Important of 4530691 Unk
(Server Core 4534288 mportan cllri Jege Vector: nnown
installation) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows lf\{dool?:hly Elevation EZ;C;: Zil- -
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:
Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 052
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
: r(Server 4534309 mportant ;ri ) 53070 Vector: Unknown
COT€  Security viege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
i 1 Base: 7.
Windows 10 1,5, 8760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Update Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0625

Windows 10 |, 4760 Elevation Base: 7.8
Version 1909 _ Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectzr- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 [Security [Important of 4530684 Vector: Yes
Privil :
(Server Core [[pdate rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
@& WFHE 2020 http://www.nsfocus.com
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CVE-2020-0626 - Windows Search Indexer Elevation of Privilege

> )\

Vulnerability

Maximum Vulnerability

CVEID |Vulnerability Description Severity Rating Impact

CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
handles objects in memory. An attacker who successfully exploited the vulnerability could
execute code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

CVE- application.
2020-0626 Elevation of
VITRE  The security update addresses the vulnerability by ensuring the Windows Search Indexer Important

Privilege
NVD properly handles objects in memory.

FAQ:;

None
Mitigations:
None
‘Workarounds:
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Maximum Vulnerability
CVEID ility Descripti

Vulnerability Description Severity Rating [Impact

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0626
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7

) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown

for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0626

Windows Base: 7.8
Server, 4534293 Elevation o
. . Temporal: 7
version 1803 [Security Important of 4530717 Vector: Unknown
Privil :
(Server Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Oril. ,
for ARM64- Security Important of 4530717 Vectlc))r' ' Unknown
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 . Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Oril. ,
for ARM64- Security Tmportant of 4530715 PO Unknown
E;:jms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0626

_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 34573 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation T:Iel Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
Privil :
(Sexver Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit  Security Important of 4530681 Vectlz)r- ' Unknown
Privil :
Systems - [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0626

Base: 7.
Windows 10 4534306 Elevation . Oril. ,
for x64-based Security Important of 4530681 Vectlc))r- ' Unknown
Privil :
Systems - Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows i Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows o5 971 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 4534310 Elevation Base: 7.8
for 32-bit ~ Monthly Important of 4530734 o Yes
. Temporal: 7
Systems Rollup Privilege
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Service Pack 4534314 Vector:

1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only

Windows 7 034510
Monthly . Base: 7.8

for x64-based Rollu Elevation Temporal: 7

Systems P Important of 4530734 porat Yes

Service Pack osasle Privilege Vector:

| Security 8 CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozf;i]:lt 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozt);f:ll;based 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
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CVE-2020-0626

Base: 7.8
Windows RT 05827 Elevation Temporal: 7
8.1 Monthly Important of. . 4530702 Vector: Unknown
Rollup Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C

Windows 4534303

?erver ]3008 Monthly Flevation Base: 7.81

or 32-bit Rollup Temporal: 7

Systems 4534312 Important Of_ ) 4530695 Vector: Yes
Service Pack Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

2 Only

Windows

Server 2008 4534303

for 32-bit Monthly . Base: 7.8

Systems Rollup Elevation Temporal: 7

Service Pack 4534312 Important Of_ ) 4530695 Vector: Yes
2 Server  Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only

installation)

Windows 4534303 Base: 7.8

Server 2008 Monthly Elevation Temporal: 7

for Itanium- [Rollup Important of 4530695 Vector: Yes
Based oAl Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Systems Security
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CVE-2020-0626

Service Pack
2

Only

Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7

I f 4 Y
Systems 4534312 mportant ;ﬁ Jege 530695 Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
Windows
Server 2008 4534303
for x64-based Monthly ) Base: 7.8
Systems Rollup Elevation Temporal: 7

I f 4 ’ Y
Service Pack 4534312 mportant ;ﬁ Jege 530695 Vector: s
2 (Server Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only
installation)
Windows 4534310
Server 2008 Monthly ) Base: 7.8
R2 for Rollup Elevation Temporal: 7

I f 4 4 ’ Y
ltanjum- 4534314 PO P0734 W ector: s

i

Based Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Systems Only
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CVE-2020-0626

Service Pack
1

'Windows

Server 2008 534510
Monthly . Base: 7.8
R2 for x64- Roll Elevation Temporal: 7
ollup :
Eazzims 4534314 Important clil e 4530734 Vector: Yes
Y ) Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Service Pack
Only
1
Windows
2
Server 2008 4534310
R2 for x64-
Monthly . Base: 7.8
based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| (Server Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Onl
Core Y
installation)
4
094285 ) Base: 7.8
Wind Monthly Elevation Temboral: 7
tndows Rollup  Important of 4530691 empora: Unknown
Server 2012 4534788 Privilece Vector:
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0626

Only
4534283
Windows Monthly Elevation Base: 7.8
Server 2012 Rollup Temporal: 7
Important of 4530691 Unk
(Server Core 4534288 mportan cllri Jege Vector: nnown
installation) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows lf\{dool?:hly Elevation EZ;C;: Zil- -
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:
Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 052
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
: r(Server 4534309 mportant ;ri ) 53070 Vector: Unknown
COT€  Security viege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
i 1 Base: 7.
Windows 10 1,5, 8760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Update Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0626

Windows 10 |, 4760 Elevation Base: 7.8
Version 1909 _ Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectzr- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 [Security [Important of 4530684 Vector: Yes
Privil :
(Server Core [[pdate rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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CVE-2020-0627 - Windows Search Indexer Elevation of Privilege

> )\

Vulnerability

Maximum Vulnerability

CVEID |Vulnerability Description Severity Rating Impact

CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
handles objects in memory. An attacker who successfully exploited the vulnerability could
execute code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

CVE- application.
2020-0627 Elevation of
VITRE  The security update addresses the vulnerability by ensuring the Windows Search Indexer Important

Privilege
NVD properly handles objects in memory.

FAQ:;

None
Mitigations:
None
‘Workarounds:
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Maximum Vulnerability
ID ility Descripti
CVE Vulnerability Description Severity Rating [Impact

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0627
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7

) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown

for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows Base: 7.8
Server, 4534293 Elevation o
. . Temporal: 7
version 1803 [Security Important of 4530717 Vector: Unknown
Privil :
(Server Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Oril. ,
for ARM64- Security Important of 4530717 Vectlc))r' ' Unknown
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 . Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Oril. ,
for ARM64- Security Tmportant of 4530715 PO Unknown
E;:jms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
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_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 34573 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation T:Iel Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
Privil :
(Sexver Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit  Security Important of 4530681 Vectlz)r- ' Unknown
Privil :
Systems - [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
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Base: 7.
Windows 10 4534306 Elevation . Oril. ,
for x64-based Security Important of 4530681 Vectlc))r- ' Unknown
Privil :
Systems - Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows i Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows o5 971 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 4534310 Elevation Base: 7.8
for 32-bit ~ Monthly Important of 4530734 o Yes
. Temporal: 7
Systems Rollup Privilege
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Service Pack 4534314 Vector:

1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only

Windows 7 034510
Monthly . Base: 7.8

for x64-based Rollu Elevation Temporal: 7

Systems P Important of 4530734 porat Yes

Service Pack osasle Privilege Vector:

| Security 8 CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozf;i]:lt 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozt);f:ll;based 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
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Base: 7.8
Windows RT 05827 Elevation Temporal: 7
8.1 Monthly Important of. . 4530702 Vector: Unknown
Rollup Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C

Windows 4534303

?erver ]3008 Monthly Flevation Base: 7.81

or 32-bit Rollup Temporal: 7

Systems 4534312 Important Of_ ) 4530695 Vector: Yes
Service Pack Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

2 Only

Windows

Server 2008 4534303

for 32-bit Monthly . Base: 7.8

Systems Rollup Elevation Temporal: 7

Service Pack 4534312 Important Of_ ) 4530695 Vector: Yes
2 Server  Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only

installation)

Windows 4534303 Base: 7.8

Server 2008 Monthly Elevation Temporal: 7

for Itanium- [Rollup Important of 4530695 Vector: Yes
Based oAl Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Systems Security
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Service Pack
2

Only

Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7

I f 4 Y
Systems 4534312 mportant ;ﬁ Jege 530695 Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
Windows
Server 2008 4534303
for x64-based Monthly ) Base: 7.8
Systems Rollup Elevation Temporal: 7

I f 4 ’ Y
Service Pack 4534312 mportant ;ﬁ Jege 530695 Vector: s
2 (Server Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only
installation)
Windows 4534310
Server 2008 Monthly ) Base: 7.8
R2 for Rollup Elevation Temporal: 7

I f 4 4 ’ Y
ltanjum- 4534314 PO P0734 W ector: s

i

Based Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Systems Only
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Service Pack
1

'Windows

Server 2008 534510
Monthly . Base: 7.8
R2 for x64- Roll Elevation Temporal: 7
ollup :
Eazzims 4534314 Important clil e 4530734 Vector: Yes
Y ) Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Service Pack
Only
1
Windows
2
Server 2008 4534310
R2 for x64-
Monthly . Base: 7.8
based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| (Server Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Onl
Core Y
installation)
4
094285 ) Base: 7.8
Wind Monthly Elevation Temboral: 7
tndows Rollup  Important of 4530691 empora: Unknown
Server 2012 4534788 Privilece Vector:
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Only
4534283
Windows Monthly Elevation Base: 7.8
Server 2012 Rollup Temporal: 7
Important of 4530691 Unk
(Server Core 4534288 mportan cllri Jege Vector: nnown
installation) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows lf\{dool?:hly Elevation EZ;C;: Zil- -
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:
Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 052
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
: r(Server 4534309 mportant ;ri ) 53070 Vector: Unknown
COT€  Security viege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
i 1 Base: 7.
Windows 10 1,5, 8760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Update Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 |, 4760 Elevation Base: 7.8
Version 1909 _ Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectzr- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 [Security [Important of 4530684 Vector: Yes
Privil :
(Server Core [[pdate rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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CVE-2020-0628 - Windows Search Indexer Elevation of Privilege

> )\

Vulnerability

Maximum Vulnerability

CVEID |Vulnerability Description Severity Rating Impact

CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
handles objects in memory. An attacker who successfully exploited the vulnerability could
execute code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

CVE- application.
2020-0628 Elevation of
VITRE  The security update addresses the vulnerability by ensuring the Windows Search Indexer Important

Privilege
NVD properly handles objects in memory.

FAQ:;

None
Mitigations:
None
‘Workarounds:
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Maximum Vulnerability
CVEID ility Descripti

Vulnerability Description Severity Rating [Impact

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0628
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7

) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown

for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows Base: 7.8
Server, 4534293 Elevation o
. . Temporal: 7
version 1803 [Security Important of 4530717 Vector: Unknown
Privil :
(Server Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Oril. ,
for ARM64- Security Important of 4530717 Vectlc))r' ' Unknown
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 . Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Oril. ,
for ARM64- Security Tmportant of 4530715 PO Unknown
E;:jms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
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_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 34573 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation T:Iel Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
Privil :
(Sexver Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit  Security Important of 4530681 Vectlz)r- ' Unknown
Privil :
Systems - [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
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Base: 7.
Windows 10 4534306 Elevation . Oril. ,
for x64-based Security Important of 4530681 Vectlc))r- ' Unknown
Privil :
Systems - Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows i Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows o5 971 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 4534310 Elevation Base: 7.8
for 32-bit ~ Monthly Important of 4530734 o Yes
. Temporal: 7
Systems Rollup Privilege
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Service Pack 4534314 Vector:

1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only

Windows 7 034510
Monthly . Base: 7.8

for x64-based Rollu Elevation Temporal: 7

Systems P Important of 4530734 porat Yes

Service Pack osasle Privilege Vector:

| Security 8 CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozf;i]:lt 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozt);f:ll;based 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
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Base: 7.8
Windows RT 05827 Elevation Temporal: 7
8.1 Monthly Important of. . 4530702 Vector: Unknown
Rollup Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C

Windows 4534303

?erver ]3008 Monthly Flevation Base: 7.81

or 32-bit Rollup Temporal: 7

Systems 4534312 Important Of_ ) 4530695 Vector: Yes
Service Pack Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

2 Only

Windows

Server 2008 4534303

for 32-bit Monthly . Base: 7.8

Systems Rollup Elevation Temporal: 7

Service Pack 4534312 Important Of_ ) 4530695 Vector: Yes
2 Server  Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only

installation)

Windows 4534303 Base: 7.8

Server 2008 Monthly Elevation Temporal: 7

for Itanium- [Rollup Important of 4530695 Vector: Yes
Based oAl Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Systems Security
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CVE-2020-0628

Service Pack
2

Only

Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7

I f 4 Y
Systems 4534312 mportant ;ﬁ Jege 530695 Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
Windows
Server 2008 4534303
for x64-based Monthly ) Base: 7.8
Systems Rollup Elevation Temporal: 7

I f 4 ’ Y
Service Pack 4534312 mportant ;ﬁ Jege 530695 Vector: s
2 (Server Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only
installation)
Windows 4534310
Server 2008 Monthly ) Base: 7.8
R2 for Rollup Elevation Temporal: 7

I f 4 4 ’ Y
ltanjum- 4534314 PO P0734 W ector: s

i

Based Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Systems Only
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0628

Service Pack
1

'Windows

Server 2008 534510
Monthly . Base: 7.8
R2 for x64- Roll Elevation Temporal: 7
ollup :
Eazzims 4534314 Important clil e 4530734 Vector: Yes
Y ) Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Service Pack
Only
1
Windows
2
Server 2008 4534310
R2 for x64-
Monthly . Base: 7.8
based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| (Server Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Onl
Core Y
installation)
4
094285 ) Base: 7.8
Wind Monthly Elevation Temboral: 7
tndows Rollup  Important of 4530691 empora: Unknown
Server 2012 4534788 Privilece Vector:
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0628

Only
4534283
Windows Monthly Elevation Base: 7.8
Server 2012 Rollup Temporal: 7
Important of 4530691 Unk
(Server Core 4534288 mportan cllri Jege Vector: nnown
installation) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows lf\{dool?:hly Elevation EZ;C;: Zil- -
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:
Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 052
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
: r(Server 4534309 mportant ;ri ) 53070 Vector: Unknown
COT€  Security viege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
i 1 Base: 7.
Windows 10 1,5, 8760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Update Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0628

Windows 10 |, 4760 Elevation Base: 7.8
Version 1909 _ Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectzr- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 [Security [Important of 4530684 Vector: Yes
Privil :
(Server Core [[pdate rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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CVE-2020-0629 - Windows Search Indexer Elevation of Privilege

> )\

Vulnerability

Maximum Vulnerability

CVEID |Vulnerability Description Severity Rating Impact

CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
handles objects in memory. An attacker who successfully exploited the vulnerability could
execute code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

CVE- application.
2020-0629 Elevation of
VITRE  The security update addresses the vulnerability by ensuring the Windows Search Indexer Important

Privilege
NVD properly handles objects in memory.

FAQ:;

None
Mitigations:
None
‘Workarounds:
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Maximum Vulnerability
CVEID ility Descripti

Vulnerability Description Severity Rating [Impact

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0629
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7

) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown

for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0629

Windows Base: 7.8
Server, 4534293 Elevation o
. . Temporal: 7
version 1803 [Security Important of 4530717 Vector: Unknown
Privil :
(Server Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Oril. ,
for ARM64- Security Important of 4530717 Vectlc))r' ' Unknown
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 . Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Oril. ,
for ARM64- Security Tmportant of 4530715 PO Unknown
E;:jms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
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CVE-2020-0629

_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 34573 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation T:Iel Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
Privil :
(Sexver Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit  Security Important of 4530681 Vectlz)r- ' Unknown
Privil :
Systems - [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0629

Base: 7.
Windows 10 4534306 Elevation . Oril. ,
for x64-based Security Important of 4530681 Vectlc))r- ' Unknown
Privil :
Systems - Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows i Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows o5 971 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 4534310 Elevation Base: 7.8
for 32-bit ~ Monthly Important of 4530734 o Yes
. Temporal: 7
Systems Rollup Privilege
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CVE-2020-0629

Service Pack 4534314 Vector:

1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only

Windows 7 034510
Monthly . Base: 7.8

for x64-based Rollu Elevation Temporal: 7

Systems P Important of 4530734 porat Yes

Service Pack osasle Privilege Vector:

| Security 8 CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozf;i]:lt 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozt);f:ll;based 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
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CVE-2020-0629

Base: 7.8
Windows RT 05827 Elevation Temporal: 7
8.1 Monthly Important of. . 4530702 Vector: Unknown
Rollup Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C

Windows 4534303

?erver ]3008 Monthly Flevation Base: 7.81

or 32-bit Rollup Temporal: 7

Systems 4534312 Important Of_ ) 4530695 Vector: Yes
Service Pack Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

2 Only

Windows

Server 2008 4534303

for 32-bit Monthly . Base: 7.8

Systems Rollup Elevation Temporal: 7

Service Pack 4534312 Important Of_ ) 4530695 Vector: Yes
2 Server  Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only

installation)

Windows 4534303 Base: 7.8

Server 2008 Monthly Elevation Temporal: 7

for Itanium- [Rollup Important of 4530695 Vector: Yes
Based oAl Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Systems Security
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CVE-2020-0629

Service Pack
2

Only

Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7

I f 4 Y
Systems 4534312 mportant ;ﬁ Jege 530695 Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
Windows
Server 2008 4534303
for x64-based Monthly ) Base: 7.8
Systems Rollup Elevation Temporal: 7

I f 4 ’ Y
Service Pack 4534312 mportant ;ﬁ Jege 530695 Vector: s
2 (Server Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only
installation)
Windows 4534310
Server 2008 Monthly ) Base: 7.8
R2 for Rollup Elevation Temporal: 7

I f 4 4 ’ Y
ltanjum- 4534314 PO P0734 W ector: s

i

Based Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Systems Only
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CVE-2020-0629

Service Pack
1

'Windows

Server 2008 534510
Monthly . Base: 7.8
R2 for x64- Roll Elevation Temporal: 7
ollup :
Eazzims 4534314 Important clil e 4530734 Vector: Yes
Y ) Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Service Pack
Only
1
Windows
2
Server 2008 4534310
R2 for x64-
Monthly . Base: 7.8
based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| (Server Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Onl
Core Y
installation)
4
094285 ) Base: 7.8
Wind Monthly Elevation Temboral: 7
tndows Rollup  Important of 4530691 empora: Unknown
Server 2012 4534788 Privilece Vector:
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0629

Only
4534283
Windows Monthly Elevation Base: 7.8
Server 2012 Rollup Temporal: 7
Important of 4530691 Unk
(Server Core 4534288 mportan cllri Jege Vector: nnown
installation) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows lf\{dool?:hly Elevation EZ;C;: Zil- -
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:
Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 052
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
: r(Server 4534309 mportant ;ri ) 53070 Vector: Unknown
COT€  Security viege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
i 1 Base: 7.
Windows 10 1,5, 8760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Update Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0629

Windows 10 |, 4760 Elevation Base: 7.8
Version 1909 _ Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectzr- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 [Security [Important of 4530684 Vector: Yes
Privil :
(Server Core [[pdate rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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CVE-2020-0630 - Windows Search Indexer Elevation of Privilege

> )\

Vulnerability

Maximum Vulnerability

CVEID |Vulnerability Description Severity Rating Impact

CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
handles objects in memory. An attacker who successfully exploited the vulnerability could
execute code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

CVE- application.
2020-0630 Elevation of
VITRE  The security update addresses the vulnerability by ensuring the Windows Search Indexer Important

Privilege
NVD properly handles objects in memory.

FAQ:;

None
Mitigations:
None
‘Workarounds:
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Maximum Vulnerability
ID ility Descripti
CVE Vulnerability Description Severity Rating [Impact

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0630
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7

) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown

for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0630

Windows Base: 7.8
Server, 4534293 Elevation o
. . Temporal: 7
version 1803 [Security Important of 4530717 Vector: Unknown
Privil :
(Server Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Oril. ,
for ARM64- Security Important of 4530717 Vectlc))r' ' Unknown
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 . Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Oril. ,
for ARM64- Security Tmportant of 4530715 PO Unknown
E;:jms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
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CVE-2020-0630

_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privil Vector:
e viese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows o3 1973 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 76 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation . Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
E;:Sms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 50760 Elevation ase: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 |, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
‘Windows 10
Base: 7.
Version 1903 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C: H/I:H/A:H/E:P/RL:O/RC:C
‘Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
(Server Core [Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C: H/I:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit Security Important of 4530681 Vectlz)r- ’ Unknown
Deiil :
Systems  [pdate rvitege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C: H/I:H/A:H/E:P/RL:O/RC:C
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for x64-based Security Important of 4530681 Vectlz)r- ' Unknown
Deiil :
Systems  [pdate rvitege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C: H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 |, 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows : Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privil Vector:
e viese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows |os 71 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undat Privilese Vector:
installation) | L vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 034510
. Monthly . Base: 7.8
for 32-bit Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasle Privilege Vector:
| Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
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Windows 7 034510
Monthly . Base: 7.8
for x64-based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasle Privilege Vector:
] Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 8.1 1;{4051?:;113’ Elevation EZ:;)Z;Z_ -
for 32-bi I f 4 2 ’ k
Sozt?;mslt 4534300 mportant ; g 53070 Vector: Unknown
4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 8.1 1;{4051?:;113’ Elevation EZ:;)Z;Z_ -
fi 4- I f 4 2 ’ k
Sozt);fn Sbased 4534300 mportant ;ri . 53070 Vector: Unknown
i
4 Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
i dows RT 1534297 Elevation Ea;el: 7;81. ,
A 11 ows Monthly Important of 4530702 VthIc)): a Unknown
' Roll Privil i
o rivitege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Service Pack
2

Only

Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for 32-bit Rollup Temporal: 7
Important of 4530695 Y
Systems 4534312 | TTPOTAN CI;rivile o Vector: e
Service Pack [Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
Windows
Server 2008 4534303
for 32-bit Monthly . Base: 7.8
Systems Rollup Elevation Temporal: 7
I f 4 ’ Y
Service Pack 4534312 mportant ;ﬁ Jege 530695 Vector: s
2 (Server Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only
installation)
Windows 4534303
Server 2008
. Monthly . Base: 7.8
for Itanium- Roll Elevation Temporal: 7
ollup :
B I f 4 Y
Sa::;ims 4534312 mportant ;ri . 530695 Vector: es
i
Y Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Service Pack
1

Only

Windows 4534303

?erver 2](3)08 ; Monthly Flevation Base: 7.81

or x64-based Rollup Temporal: 7

Systems 4534312 Important Of_ ) 4530695 Vector: Yes
Service Pack Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

2 Only

Windows

Server 2008 4534303

for x64-based Monthly ) Base: 7.8

Systems Rollup Elevation Temporal: 7

Service Pack 4534312 Important Of_ ) 4530695 Vector: Yes
2 Server  Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only

installation)

Windows

Server 2008 14534310

R2 for Monthly . Base: 7.8

I[tanium- Rollup Elevation Temporal: 7

Based 4534314 Important of N 4530734 Vector: Yes
Systems  Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows |,034310
Server 2008
Monthly . Base: 7.8
R2 for x64- Roll Elevation Temporal: 7
ollup :
Eazzims 4534314 Important clil e 4530734 Vector: Yes
yBIe Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack
Only
1
Windows
2
Server 2008 4534310
R2 for x64-
Monthly . Base: 7.8
based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| (Server Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Onl
Core Y
installation)
4534283
Monthly Flevation Base: 7.8
Windows Rollup Temporal: 7
Server 2012 4534283 | TPOTHARt ;iivﬂe . B30 ector: Unknown
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
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4534283
Windows Monthly Elevation Base: 7.8
Server 2012 Rollup Temporal: 7
Important of 4530691 Unk
(Server Core 4534288 mportan CI;rivile . Vector: nnown
installation) Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows II\{/Iol?thly Elevation EZ;C;: Zil- -
Server 2012 | Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4
Windows o929
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
Cor(eServer 4534309 mportant ;ri . 53070 Vector: Unknown
i
) ) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
i 1 Base: 7.
Windows 10 1,5, 8760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com
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Windows 10 |, 4760 Elevation Base: 7.8
Version 1909 _ Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectzr- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 [Security [Important of 4530684 Vector: Yes
Privil :
(Server Core [[pdate rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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CVE-2020-0631 - Windows Search Indexer Elevation of Privilege

> )\

Vulnerability

Maximum Vulnerability

CVEID |Vulnerability Description Severity Rating Impact

CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
handles objects in memory. An attacker who successfully exploited the vulnerability could
execute code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

CVE- application.
2020-0631 Elevation of
VITRE  The security update addresses the vulnerability by ensuring the Windows Search Indexer Important

Privilege
NVD properly handles objects in memory.

FAQ:;

None
Mitigations:
None
‘Workarounds:
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Maximum Vulnerability
ID ility Descripti
CVE Vulnerability Description Severity Rating [Impact

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0631
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7

) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown

for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows Base: 7.8
Server, 4534293 Elevation o
. . Temporal: 7
version 1803 [Security Important of 4530717 Vector: Unknown
Privil :
(Server Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Oril. ,
for ARM64- Security Important of 4530717 Vectlc))r' ' Unknown
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 . Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Oril. ,
for ARM64- Security Tmportant of 4530715 PO Unknown
E;:jms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com
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_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 34573 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation T:Iel Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com
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Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
Privil :
(Sexver Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit  Security Important of 4530681 Vectlz)r- ' Unknown
Privil :
Systems - [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0631

Base: 7.
Windows 10 4534306 Elevation . Oril. ,
for x64-based Security Important of 4530681 Vectlc))r- ' Unknown
Privil :
Systems - Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows i Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows o5 971 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 4534310 Elevation Base: 7.8
for 32-bit ~ Monthly Important of 4530734 o Yes
. Temporal: 7
Systems Rollup Privilege
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Service Pack 4534314 Vector:

1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only

Windows 7 034510
Monthly . Base: 7.8

for x64-based Rollu Elevation Temporal: 7

Systems P Important of 4530734 porat Yes

Service Pack osasle Privilege Vector:

| Security 8 CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozf;i]:lt 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozt);f:ll;based 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
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Base: 7.8
Windows RT 05827 Elevation Temporal: 7
8.1 Monthly Important of. . 4530702 Vector: Unknown
Rollup Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C

Windows 4534303

?erver ]3008 Monthly Flevation Base: 7.81

or 32-bit Rollup Temporal: 7

Systems 4534312 Important Of_ ) 4530695 Vector: Yes
Service Pack Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

2 Only

Windows

Server 2008 4534303

for 32-bit Monthly . Base: 7.8

Systems Rollup Elevation Temporal: 7

Service Pack 4534312 Important Of_ ) 4530695 Vector: Yes
2 Server  Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only

installation)

Windows 4534303 Base: 7.8

Server 2008 Monthly Elevation Temporal: 7

for Itanium- [Rollup Important of 4530695 Vector: Yes
Based oAl Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Systems Security
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Service Pack
2

Only

Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7

I f 4 Y
Systems 4534312 mportant ;ﬁ Jege 530695 Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
Windows
Server 2008 4534303
for x64-based Monthly ) Base: 7.8
Systems Rollup Elevation Temporal: 7

I f 4 ’ Y
Service Pack 4534312 mportant ;ﬁ Jege 530695 Vector: s
2 (Server Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only
installation)
Windows 4534310
Server 2008 Monthly ) Base: 7.8
R2 for Rollup Elevation Temporal: 7

I f 4 4 ’ Y
ltanjum- 4534314 PO P0734 W ector: s

i

Based Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Systems Only
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Service Pack
1

'Windows

Server 2008 534510
Monthly . Base: 7.8
R2 for x64- Roll Elevation Temporal: 7
ollup :
Eazzims 4534314 Important clil e 4530734 Vector: Yes
Y ) Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Service Pack
Only
1
Windows
2
Server 2008 4534310
R2 for x64-
Monthly . Base: 7.8
based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| (Server Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Onl
Core Y
installation)
4
094285 ) Base: 7.8
Wind Monthly Elevation Temboral: 7
tndows Rollup  Important of 4530691 empora: Unknown
Server 2012 4534788 Privilece Vector:
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Only
4534283
Windows Monthly Elevation Base: 7.8
Server 2012 Rollup Temporal: 7
Important of 4530691 Unk
(Server Core 4534288 mportan cllri Jege Vector: nnown
installation) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows lf\{dool?:hly Elevation EZ;C;: Zil- -
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:
Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 052
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
: r(Server 4534309 mportant ;ri ) 53070 Vector: Unknown
COT€  Security viege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
i 1 Base: 7.
Windows 10 1,5, 8760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Update Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 |, 4760 Elevation Base: 7.8
Version 1909 _ Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectzr- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 [Security [Important of 4530684 Vector: Yes
Privil :
(Server Core [[pdate rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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CVE-2020-0632 - Windows Search Indexer Elevation of Privilege

> )\

Vulnerability

Maximum Vulnerability

CVEID |Vulnerability Description Severity Rating Impact

CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
handles objects in memory. An attacker who successfully exploited the vulnerability could
execute code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

CVE- application.
2020-0632 Elevation of
VITRE  The security update addresses the vulnerability by ensuring the Windows Search Indexer Important

Privilege
NVD properly handles objects in memory.

FAQ:;

None
Mitigations:
None
‘Workarounds:
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Maximum Vulnerability
ID ility Descripti
CVE Vulnerability Description Severity Rating [Impact

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0632
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7

) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown

for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows Base: 7.8
Server, 4534293 Elevation o
. . Temporal: 7
version 1803 [Security Important of 4530717 Vector: Unknown
Privil :
(Server Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Oril. ,
for ARM64- Security Important of 4530717 Vectlc))r' ' Unknown
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 . Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Oril. ,
for ARM64- Security Tmportant of 4530715 PO Unknown
E;:jms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
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_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 34573 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation T:Iel Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 0760 Elevation Base: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
Privil :
(Sexver Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit  Security Important of 4530681 Vectlz)r- ' Unknown
Privil :
Systems - [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
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Base: 7.
Windows 10 4534306 Elevation . Oril. ,
for x64-based Security Important of 4530681 Vectlc))r- ' Unknown
Privil :
Systems - Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |5 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows i Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows o5 971 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 4534310 Elevation Base: 7.8
for 32-bit ~ Monthly Important of 4530734 o Yes
. Temporal: 7
Systems Rollup Privilege
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Service Pack 4534314 Vector:

1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only

Windows 7 034510
Monthly . Base: 7.8

for x64-based Rollu Elevation Temporal: 7

Systems P Important of 4530734 porat Yes

Service Pack osasle Privilege Vector:

| Security 8 CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozf;i]:lt 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
4534297

Windows 8.1 II\{/IO?E?Y Elevation EZ:IEi:pZiI' 7

iozt);f:ll;based 4534300 Important clil e 4530702 Vector: Unknown

4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
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Base: 7.8
Windows RT 05827 Elevation Temporal: 7
8.1 Monthly Important of. . 4530702 Vector: Unknown
Rollup Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C

Windows 4534303

?erver ]3008 Monthly Flevation Base: 7.81

or 32-bit Rollup Temporal: 7

Systems 4534312 Important Of_ ) 4530695 Vector: Yes
Service Pack Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

2 Only

Windows

Server 2008 4534303

for 32-bit Monthly . Base: 7.8

Systems Rollup Elevation Temporal: 7

Service Pack 4534312 Important Of_ ) 4530695 Vector: Yes
2 Server  Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only

installation)

Windows 4534303 Base: 7.8

Server 2008 Monthly Elevation Temporal: 7

for Itanium- [Rollup Important of 4530695 Vector: Yes
Based oAl Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Systems Security
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Service Pack
2

Only

Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7

I f 4 Y
Systems 4534312 mportant ;ﬁ Jege 530695 Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
Windows
Server 2008 4534303
for x64-based Monthly ) Base: 7.8
Systems Rollup Elevation Temporal: 7

I f 4 ’ Y
Service Pack 4534312 mportant ;ﬁ Jege 530695 Vector: s
2 (Server Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only
installation)
Windows 4534310
Server 2008 Monthly ) Base: 7.8
R2 for Rollup Elevation Temporal: 7

I f 4 4 ’ Y
ltanjum- 4534314 PO P0734 W ector: s

i

Based Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Systems Only
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CVE-2020-0632

Service Pack
1

'Windows

Server 2008 534510
Monthly . Base: 7.8
R2 for x64- Roll Elevation Temporal: 7
ollup :
Eazzims 4534314 Important clil e 4530734 Vector: Yes
Y ) Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Service Pack
Only
1
Windows
2
Server 2008 4534310
R2 for x64-
Monthly . Base: 7.8
based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| (Server Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Onl
Core Y
installation)
4
094285 ) Base: 7.8
Wind Monthly Elevation Temboral: 7
tndows Rollup  Important of 4530691 empora: Unknown
Server 2012 4534788 Privilece Vector:
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2020-0632

Only
4534283
Windows Monthly Elevation Base: 7.8
Server 2012 Rollup Temporal: 7
Important of 4530691 Unk
(Server Core 4534288 mportan cllri Jege Vector: nnown
installation) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows lf\{dool?:hly Elevation EZ;C;: Zil- -
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:
Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 052
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
: r(Server 4534309 mportant ;ri ) 53070 Vector: Unknown
COT€  Security viege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
i 1 Base: 7.
Windows 10 1,5, 8760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Update Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 |, 4760 Elevation Base: 7.8
Version 1909 _ Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectzr- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 [Security [Important of 4530684 Vector: Yes
Privil :
(Server Core [[pdate rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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CVE-2020-0633 - Windows Search Indexer Elevation of Privilege

> )\

Vulnerability

Maximum Vulnerability

CVEID |Vulnerability Description Severity Rating Impact

CVE Title: Windows Search Indexer Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Search Indexer
handles objects in memory. An attacker who successfully exploited the vulnerability could
execute code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

CVE- application.
2020-0633 Elevation of
VITRE  The security update addresses the vulnerability by ensuring the Windows Search Indexer Important

Privilege
NVD properly handles objects in memory.

FAQ:;

None
Mitigations:
None
‘Workarounds:
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Maximum Vulnerability
ID ility Descripti
CVE Vulnerability Description Severity Rating [Impact

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0633
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
Windows 10 , .5 193 Elevation Base: 7.8
Version 1803 , Temporal: 7

) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 , .3 193 Elevation Base: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown

for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows Base: 7.8
Server, 4534293 Elevation o
. . Temporal: 7
version 1803 Security Important of 4530717 Vector: Unknown
Privil :
(Server Core [pdate rviese CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation _ Oril. ,
for ARM64- |Security Important of 4530717 Vectlc))r' ' Unknown
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 13 073 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 3 073 Elevation Base: 7.8
Version 1809 . Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodate Privilece Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation _ Oril. ,
for ARM64- Security Tmportant of 4530715 | PO Unknown
Privil :
E;:jms Update rvitege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CV'SS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 31073 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1,4 1076 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1,4 1076 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation T:Iel Zril. ,
for ARM64- (Security Important of 4530714 Vectzr_ ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1,5 2760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 1,5 0760 Elevation ase: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for ARM64- |Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 Security Important of 4530684 Vector: Yes
Privil :
(Server Core Update TIviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
installation)
Windows 10 |55 571 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Wlnflows 10 4534971 Flevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |3 071 Elevation Base: 7.8
Server 2016 . Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undat Privilese Vector:
installation) | © vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 1,5 6760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Uodate Privilece Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 1,5 0760 Elevation ase: 7.8
Version 1909 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4528760 Elevation Base: 7.8
Version 1909 Security Important of 4530684 Tem. o;'al- ; Yes
for ARM64- Update Privilege pora
@& WFHE 2020 http://www.nsfocus.com
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CVE-2020-0633
based Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Server, 4528760 Elevation Base: 7.8

. . Temporal: 7
version 1909 Security Important of 4530684 Yes
(Server Core |Update Privilege Vector:
. . P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
installation)

CVE-2020-0634 - Windows Common Log File System Driver Elevation of
Privilege Vulnerability

3 o Maximum Vulnerability
CVEID Vulnerability Description Severity Rating Impact

CVE- CVE Title: Windows Common Log File System Driver Elevation of Privilege Vulnerability
2020- Description:

0634 An elevation of privilege vulnerability exists when the Windows Common Log File System  [mportant EICiV.atiOIl of
VITRE  ((CLES) driver improperly handles objects in memory. An attacker who successfully Privilege
NVD exploited this vulnerability could run processes in an elevated context.
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CVEID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker would first have to log on to the system, and then
run a specially crafted application to take control over the affected system.

The security update addresses the vulnerability by correcting how CLFS handles objects in
memory.

FAQ;

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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KB Restart
P i I
roduct Article Severity Impact Supersedence CVSS Score Set Required
i 1 Base: 7.
Windows 10 |, 1h03 Flevation ase: 7.8
Version 1803 . Temporal: 7
) Security Important of 4530717 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 |, 1h03 Flevation ase: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
'Windows
Base: 7.
Server, 4534293 Flevation T::Iel Oril. ,
version 1803 Security Important of 4530717 Vectlc))r- ' Unknown
Privil :
(Server Core Update rviese CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Wlnflows 10 . Base: 7.8
'Version 1803 4534293 Elevation Temporal: 7
for ARM64- Security Important of 4530717 Vectlc))r' ' Unknown
Privil :
E;:jms Update rvrese CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
453427 EL i
'Windows 10 o3 ) ? evation Base: 7.8
) Security Important of 4530715 Unknown
Version 1809 .. Temporal: 7
Update Privilege
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for 32-bit Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1,5 1073 Elevation Base: 7.8
Version 1809 , Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodat Privilece Vector:
Systems paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation T::Iel Oril. ,
for ARM64- Security Important of 4530715 Vectzr_ ' Unknown
E;:jms Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 04073 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undat Privilese Vector:
installation) | L o vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 1776 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com
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Windows 10 1, 5 1076 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation . Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 6760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 50760 Elevation ase: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
Privil :
E;::ms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com
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'Windows Base: 7.8
Server, 4528760 Elevation Y
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
(Server Core [Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Flevation T:Iel Zril. ,
for 32-bit Security Important of 4530681 Vectlz)r- ' Unknown
Systems Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4534306 Elevation EZ: Zil- ,
for x64-based Security Important of 4530681 Vectlz)r- ' Unknown
Systems Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /71 Flevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /71 Flevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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_ 4534271 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
peee vies CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 4071 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undat Privilese Vector:
installation) | L vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 534510
. Monthly . Base: 7.8
for 32-bit Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows 7 534510
Monthly . Base: 7.8
for x64-based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows 8.1 4534297 Elevation Base: 7.8
for 32-bit ~ Monthly Important of 4530702 o Unknown
. Temporal: 7
systems Rollup Privilege
@& WFHE 2020 http://www.nsfocus.com
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4534309 Vector:
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 8.1 II\{/IO?E?Y Elevation 52:5;3(7)211_ 7
iozt);f:ll;based 4534300 Important clil e 4530702 Vector: Unknown
4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
i dows T 1534297 Elevation Ea;el: 7;81. ,
A 11 ows Monthly Important of 4530702 Vthch): a Unknown
Rollup Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for 32-bit Rollup Temporal: 7
Important of 4530695 Y
Systems 4534312 | TTPOTAN cllri 1 Vector: e
Service Pack Security viege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
Windows 4534303 Elevation Base: 7.8
2008 Monthl T I
Server _008 ontily Important of 4530695 emporal: 7 Yes
for 32-bit Rollup Privilece Vector:
Systems 4534312 & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Service Pack [Security
2 (Server Only
Core
installation)
Windows 4534303
Server 2008
. Monthly . Base: 7.8
for Itanium- Roll Elevation Temporal: 7
ollup :
B I f 4 Y
Sa::;ims 4534312 mportant ;ri . 530695 Vector: es
i
Serice ok SECUTIEY vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
2
Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7
Important of 4530695 Y
Systems 4534312 | TTPOTAN ;ﬁ Jege Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
2 Only
Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7
Important of 4530695 Y
Systems 4534312 | TTPOTAN ;ﬁ Jege Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
2 (Server Only
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Service Pack

Only

Core
installation)
Windows
Server 2008 14534310
R2 for Monthly . Base: 7.8
Itanium- Rollup Elevation Temporal: 7
I f 4 4 ’ Y
Based 4534314 [ PO P0734 W ector: s
Systems Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1
Windows 534310
Server 2008
Monthly . Base: 7.8
R2 for x64- Roll Elevation Temporal: 7
ollup :

Eazzims 4534314 Important clil e 4530734 Vector: Yes

yBIe Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack

Only

1
Windows 4534310
Server 2008 Monthly Flevation Base: 7.8
R2 for x64- Rollup Temporal: 7

I f 4 4 Y

based 4534314 [POTEARE o 30734 ector: o
Systems Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

@& WFHE 2020
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1 (Server
Core
installation)

4534283

Monthly Flevation Base: 7.8

A%
Windows Rollup Temporal: 7
k

Server 2012 4534285 | TpOrtant ;i oo 3091 ecror: Unknown

Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Only

4534283
Windows Monthly Elevation Base: 7.8
Server 2012  Rollup Temporal: 7

Important of 4530691 Unk

(Server Core 4534288 fportn (I)’ri Jege Vector: nnown
installation) Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Only

4534297

Monthl Base: 7.
Windows Rocﬁl: Y Elevation TZ:; Zril- .
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:

Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Only
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CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 05827
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
Cor(eServer 4534309 mportant ;ri . 53070 Vector: Unknown
1
) ) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
Windows 10 52760 Elevation Base: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 52760 Elevation Base: 7.8
Version 1909 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Update Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Version 1909 4528760 Elevation E:;el Zil- ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Base: 7.
Windows 4528760 Elevation ase: 7.8
, Temporal: 7
Server, Security Important of 4530684 Vector: Yes
version 1909 |Update Privilege X
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(Server Core

> )\

installation)

CVE-2020-0635 - Windows Elevation of Privilege Vulnerability

Maximum
Vulnerabili
CVEID Vulnerability Description Severity v
) Impact
Rating
CVE Title: Windows Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists in Microsoft Windows when Windows fails to
properly handle certain symbolic links. An attacker who successfully exploited this
CVE- vulnerability could potentially set certain items to run at a higher level and thereby elevate
2020- permissions. Elevation of
0635 Important ..
VITRE  To exploit this vulnerability, an attacker would first have to log on to the system. An attacker Privilege
NVD could then run a specially crafted application that could exploit the vulnerability and take
control of an affected system.
The update addresses this vulnerability by correcting how the Windows handles symbolic
links.
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CVEID Vulnerability Description

Vulnerability
Impact

FAQ;

None

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0635

#roduct ﬁ e }Severity Impact }Supersedence }CVSS Score Set

Restart
Required
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Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 1703 Elevation Base: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4534293 Elevation o Zri_ ,
version 1803 Security Important of 4530717 Vectlz)r- ' Unknown
(Server Core [Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Zril. ,
for ARM64- Security Important of 4530717 Vectlz)r- ' Unknown
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |55 773 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1,55 73 Elevation Base: 7.8
Version 1809 , Temporal: 7
Security Important of 4530715 Unknown
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation T:Iel Zril. ,
for ARM64- Security Important of 4530715 Vectlz)r- ' Unknown
E;::ms Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
pese vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 34573 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Uodate Privilece Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1, 5 1076 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation . Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 6760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 50760 Elevation ase: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation . Zril. ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
Privil :
E;::ms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
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'Windows Base: 7.8
Server, 4528760 Elevation Y
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
(Server Core [Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Flevation T:Iel Zril. ,
for 32-bit Security Important of 4530681 Vectlz)r- ' Unknown
Systems Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4534306 Elevation EZ: Zil- ,
for x64-based Security Important of 4530681 Vectlz)r- ' Unknown
Systems Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /71 Flevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /71 Flevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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_ 4534271 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
peee vies CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 4071 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undat Privilese Vector:
installation) | L vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 534510
. Monthly . Base: 7.8
for 32-bit Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows 7 534510
Monthly . Base: 7.8
for x64-based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasld Privilege Vector:
| Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows 8.1 4534297 Elevation Base: 7.8
for 32-bit ~ Monthly Important of 4530702 o Unknown
. Temporal: 7
systems Rollup Privilege
@& WFHE 2020 http://www.nsfocus.com
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4534309 Vector:
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 8.1 II\{/IO?E?Y Elevation 52:5;3(7)211_ 7
iozt);f:ll;based 4534300 Important clil e 4530702 Vector: Unknown
4 Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
i dows T 1534297 Elevation Ea;el: 7;81. ,
A 11 ows Monthly Important of 4530702 Vthch): a Unknown
Rollup Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for 32-bit Rollup Temporal: 7
Important of 4530695 Y
Systems 4534312 | TTPOTAN cllri 1 Vector: e
Service Pack Security viege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
Windows 4534303 Elevation Base: 7.8
2008 Monthl T I
Server _008 ontily Important of 4530695 emporal: 7 Yes
for 32-bit Rollup Privilece Vector:
Systems 4534312 & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Service Pack [Security
2 (Server Only
Core
installation)
Windows 4534303
Server 2008
. Monthly . Base: 7.8
for Itanium- Roll Elevation Temporal: 7
ollup :
B I f 4 Y
Sa::;ims 4534312 mportant ;ri . 530695 Vector: es
i
Serice ok SECUTIEY vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
2
Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7
Important of 4530695 Y
Systems 4534312 | TTPOTAN ;ﬁ Jege Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
2 Only
Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7
Important of 4530695 Y
Systems 4534312 | TTPOTAN ;ﬁ Jege Vector: e
Service Pack [Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
2 (Server Only
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Service Pack

Only

Core
installation)
Windows
Server 2008 14534310
R2 for Monthly . Base: 7.8
Itanium- Rollup Elevation Temporal: 7
I f 4 4 ’ Y
Based 4534314 [ PO P0734 W ector: s
Systems Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1
Windows 534310
Server 2008
Monthly . Base: 7.8
R2 for x64- Roll Elevation Temporal: 7
ollup :

Eazzims 4534314 Important clil e 4530734 Vector: Yes

yBIe Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack

Only

1
Windows 4534310
Server 2008 Monthly Flevation Base: 7.8
R2 for x64- Rollup Temporal: 7

I f 4 4 Y

based 4534314 [POTEARE o 30734 ector: o
Systems Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

@& WFHE 2020

http://www.nsfocus.com




CVE-2020-0635

1 (Server
Core
installation)

4534283

Monthly Flevation Base: 7.8

A%
Windows Rollup Temporal: 7
k

Server 2012 4534285 | TpOrtant ;i oo 3091 ecror: Unknown

Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Only

4534283
Windows Monthly Elevation Base: 7.8
Server 2012  Rollup Temporal: 7

Important of 4530691 Unk

(Server Core 4534288 fportn (I)’ri Jege Vector: nnown
installation) Security vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Only

4534297

Monthl Base: 7.
Windows Rocﬁl: Y Elevation TZ:; Zril- .
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:

Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Only
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CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 05827
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
Cor(eServer 4534309 mportant ;ri . 53070 Vector: Unknown
1
) ) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
Windows 10 52760 Elevation Base: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 52760 Elevation Base: 7.8
Version 1909 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Update Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Version 1909 4528760 Elevation E:;el Zil- ,
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Base: 7.
Windows 4528760 Elevation ase: 7.8
, Temporal: 7
Server, Security Important of 4530684 Vector: Yes
version 1909 |Update Privilege X

@& R 2020

http://www.nsfocus.com




=

> )\

CVE-2020-0635

(Server Core
installation)

CVE-2020-0636 - Windows Subsystem for Linux Elevation of Privilege

Vulnerability

Maximum Vulnerability
ID ility Descripti

CVE Vulnerability Description Severity Rating [Impact

CVE Title: Windows Subsystem for Linux Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in the way that the Windows Subsystem for

Linux handles files. An attacker who successfully exploited the vulnerability could execute
CVE- code with elevated privileges.
2020-0636 T4 exploit the vulnerability, an attacker would first need code execution on a victim Important EICiV.atiOIl of
MITRE " gystem. An attacker could then run a specially crafted application. Privilege
NVD

The security update addresses the vulnerability by correcting how the Windows

Subsystem for Linux handles files.

FAQ:
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e .. Maximum Vulnerability
CVEID Vulnerability Description Severity Rating [Impact

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0636

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 1,5 6760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes

for 32-bit Undat Privilese Vector:
Systems paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1, 50760 Elevation Base: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation . Zril. ,
for ARM64- [Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 [Security Important of 4530684 Vector: Yes
(Server Core - [Update Privilege CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
installation)
i 1 Base: 7.
Windows 10 1,760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 1,760 Elevation ase: 7.8
Version 1909 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com
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‘Windows 10 Base: 7.8
Version 1909 4528760 Elevation Tem. o;'al' .
for ARM64- Security Important of 4530684 Vectlc))r- ' Yes
Privil :
E;:jms Update rviese CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
'Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. . Temporal: 7
version 1909 [Security Important of 4530684 Vector: Yes
(Server Core  [Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)

CVE-2020-0637 - Remote Desktop Web Access Information Disclosure

Vulnerability
Maxim Vulnerabili

CVEID Vulnerability Description . o . SRy
Severity Rating Impact

CVE-

2020-0637 CVE Title: Remote Desktop Web Access Information Disclosure Vulnerability Information

. . Important .

MITRE  Description: Disclosure

NVD
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CVEID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

An information disclosure vulnerability exists when Remote Desktop Web Access
improperly handles credential information. An attacker who successfully exploited this
vulnerability could obtain legitimate users' credentials.

To exploit this vulnerability, an attacker would need access to a vulnerable server with the
Remote Desktop Web Access role.

The security update addresses the vulnerability by correcting how Remote Desktop Web
Access handles credential information.

FAQ;
‘What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is sensitive information.

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0637
KB Restart
Product Article Severity Impact Supersedence CVSS Score Set R:squire d
. 4534073 . Base: 5.7
Windows , Information Temporal: 5.1
Security Important |_. 4530715 Unknown
Server 2019 Uodate Disclosure Vector:
P CVSS:3.0/AV:N/AC:L/PR:L/UL:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
Base: 5.
Perver 20194534273 Information T:::i ierl' 5.1
(Server Security Important| . 4530715 porat > Unknown
Core Undat Disclosure Vector:
. N CVSS:3.0/AV:N/AC:L/PR:L/ULR/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
. 4534271 . Base: 5.7
Windows , Information Temporal: 5.1
Security Important |_. 4530689 Unknown
Server 2016 Uodate Disclosure Vector:
P CVSS:3.0/AV:N/AC:L/PR:L/UL:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 14534271 Information Base: 5.7
Server 2016 Security Important | 4530689 e Unknown
Disclosure Temporal: 5.1
(Server Update
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Core Vector:
installation) CVSS:3.0/AV:N/AC:L/PR:L/ULR/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4534310
Server 2008
R? for x64- Monthly Base: 5.7

Rollup Information Temporal: 5.1
Eazzims 4534314 Important Disclosure 4530734 Vector: Yes
Serice Security CVSS:3.0/AV:N/AC:L/PR:L/UL:R/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Pack 1 Only
Windows
Server 2008
R2 for x64- 4534310
based Monthly Base: 5.7
Systems  Rollup Information Temporal: 5.1

I 4 4 Y

Service 4534314 mportant Disclosure >3073 Vector: e
Pack 1 Security CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
(Server Only
Core
installation)

4534283 Base: 5.7
Windows [Monthly Information Temporal: 5.1

I 4 1 k

Server 2012 Rollup mportant Disclosure 53069 Vector: Unknown

4534288 CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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Security
Only
) 4534283
Windows |/ ehly Base: 5.7
Server 2012 Rollup Information Temporal: 5.1
(Cie:;:er 4534288 Important Disclosure 4530691 Vector: Unknown
) . . [Security CVSS:3.0/AV:N/AC:L/PR:L/UL:R/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
installation)
Only
4534297
Monthl Base: 5.
Windows Roolil:p ' Information TZ:IEipirZI' 5.1
2012 I 4 2 e k
;ezrver 0 4534309 mportant Disclosure 53070 Vector: Unknown
Security CVSS:3.0/AV:N/AC:L/PR:L/UL:R/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
) 4534297
Windows |/ ehly Base: 5.7
Server 2012 Rollup Information Temporal: 5.1
R2 I 4 2 e k
Cor(eServer 4534309 mportant Disclosure 53070 Vector: Unknown
) . . [Security CVSS:3.0/AV:N/AC:L/PR:L/UL:R/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
installation)
Only
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CVE-2020-0638 - Update Notification Manager Elevation of Privilege

Vulnerability

CVEID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

CVE-2020-
0638
MITRE
NVD

CVE Title: Update Notification Manager Elevation of Privilege Vulnerability
Description:

An elevation of privilege vulnerability exists in the way the Update Notification
Manager handles files.

To exploit this vulnerability, an attacker would first have to gain execution on the
victim system. An attacker could then run a specially crafted application to elevate
privileges.

The security update addresses the vulnerability by correcting how the Update
Notification Manager handles files.

FAQ:;

None
Mitigations:
None
‘Workarounds:

Important

Elevation of
Privilege
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Maximum Vulnerability
ID ility Descripti
CVE Vulnerability Description Severity Rating _[Impact

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0638
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
Windows 10 1,5 576 Elevation Base: 7.8
Version 1709 , Temporal: 7

) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 , .3 193 Elevation Base: 7.8
Version 1803 , Temporal: 7
) Security Important of 4530717 Unknown

for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 Base: 7.8
Version 1809 4534273 Elevation Tem. o;'al- ;
for ARM64- Security Tmportant of 4530715 | PO Unknown
Privil :
E;:jms Update rviese CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 )5 1703 Elevation ase: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation _ Oril. ,
for ARM64- |Security Important of 4530684 Vectlc))r- ' Yes
based Upd Privil i
S;Z:ems peate rviese CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation _ Oril_ ,
for ARM64- |Security Important of 4530714 Vectlc))r' ' Unknown
Privil :
E;:jms Update rviese CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1,5 1776 Elevation Base: 7.8
Version 1709 , Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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‘Windows 10 Base: 7.8
Version 1803 4534293 Elevation Tem. o;*al- -
for ARM64- |Security Important of 4530717 Vectlz)r- ' Unknown
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |/ \7s Flevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
WlIl(flOWS 10 4528760 Flevation Base: 7.8
'Version 1903 . Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |/ g Flevation Base: 7.8
Version 1809 , Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 |, ) o260 Flevation ase: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CV'SS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 31073 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4534293 Elevation o Zri_ ,
version 1803 Security Important of 4530717 Vectlz)r- ' Unknown
Privil :
(Server Core [Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 Security Important of 4530684 Vector: Yes
Privil :
(Server Core Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
i 1 Base: 7.
Windows 10 1,5 0760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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i 1 Base: 7.
Windows 10 1,5 0760 Elevation ase: 7.8
Version 1909 _ Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 Security Important of 4530684 Vector: Yes
Privil :
(Server Core [[Jpdate rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Windows 10
Base: 7.
Version 1909 4528760 Elevation _ Zril. ,
for ARM64- |Security Important of 4530684 Vectzr- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com
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CVE-2020-0639 - Windows Common Log File System Driver Information

S )\

Disclosure Vulnerability

Maximum
CVEID Vulnerability Description Severity
Rating

Vulnerability
Impact

CVE Title: Windows Common Log File System Driver Information Disclosure Vulnerability
Description:

An information disclosure vulnerability exists in the Windows Common Log File System
(CLFS) driver when it fails to properly handle objects in memory. An attacker who
successfully exploited this vulnerability could potentially read data that was not intended to be
CVE- disclosed. Note that this vulnerability would not allow an attacker to execute code or to

2020-  elevate their user rights directly, but it could be used to obtain information that could be used

0639 to try to further compromise the affected system. Important In.formation
MITRE Disclosure

To exploit the vulnerability, an attacker would first have to log on to the system, and then run
NVD

a specially crafted application to take control over the affected system.

The security update addresses the vulnerability by correcting how CLFS handles objects in
memory.

FAQ:

@ZEERFRHE 2020 http://www.nsfocus.com



CVEID

Vulnerability Description

Vulnerability
Impact

‘What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is the contents of Kernel memory. An attacker could read the contents of Kernel
memory from a user mode process.

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0639

KB Restart
Product Article Severity Impact Supersedence CVSS Score Set R:squire d
'Windows
Base: 5.
10 Version 4534293 Information TZ:E irsall' 5
1803 for ~ Security Important| . 4530717 porat Unknown
32-bit Undat Disclosure Vector:
X Stelms paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Y
'Windows
Base: 5.
10 Version 4534293 Information TZ:; irsall' 5
1803 for  Security Important| _. 4530717 porat Unknown
64-based  Undat Disclosure Vector:
’S‘ steI?lS:s,e paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Y
'Windows
Server,
Base: 5.
version 4534295 Information TZ:; irsall' 5
1803 Security Important | _. 4530717 porat Unknown
s . Undat Disclosure Vector:
Cz;;’e paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
i Base: 5.
WlIldOV.VS 4534293 . ase: 5.5
10 Version , Information Temporal: 5
Security Important _. 4530717 Unknown
1803 for Uodate Disclosure Vector:
ARM64- P CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0639

based
Systems
'Windows
10 Version 4534273 Information EZ:IE: i;rsal 5
i :
1809 for  [Security Important|_. 4530715 P Unknown
30 bit Uodate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534273 Information EZ:IE: i;rsal 5
i :
1809 for  [Security Important|_. 4530715 P Unknown
64-based  Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534973 . Base: 5.5
1809 for Security Tmportant Information 4530715 Temporal: 5 Unk
ARM64- Ue Czllrtl y [rmportan Disclosure Vector: mnown
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
. 4534073 . Base: 5.5

'Windows ) Information Temporal: 5

Security Important _. 4530715 Unknown
Server 2019 Uodate Disclosure Vector:

P CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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Windows Base: 5.5
perver 2019 14534273 Information Tem. o;*al' 5
(Server Security Important | _. 4530715 porat Unknown
Core Undat Disclosure Vector:
. N e CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C: H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows
10 Version 4534276 Information EZ:IE: i;rsal 5

i :
1709 for  [Security Important | . 4530714 P Unknown
32-bit Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
10 Version 4534276 e formation Ea: ° 'r5 Ls
1709 for ~ Security Important . & o O" 4530714 empora: Unknown
64-based  Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
10 Version 4534276 . Base: 5.5
1709 for Security Tmportant Information 4530714 Temporal: 5 Unknown
ARMG64- Ue C;:tley porta Disclosure Vector: oW
based P CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
WlIldOV.VS 4528?60 Important In.formatlon 4530684 Base: 5.5 Ves
10 Version [Security Disclosure Temporal: 5
@& WFHE 2020 http://www.nsfocus.com
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1903 for  |Update Vector:
32-bit CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows

Base: 5.
10 Version 4528760 Information TZ:; irsall' 5
1903 for  [Security Important | _. 4530684 porak Yes
64-based  Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
1 i Base: 5.

0 Version 4528760 . ase: 5.5

1903 for Security Tmportant Information 4530684 Temporal: 5 v
ARM64- Ue c;llr; Y foportan Disclosure Vector: es
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows
Server,

Base: 5.
version 4528760 Information TZ:; irsall' 5
1903 Security Important 4530684 porak Yes
(Server Undat Disclosure Vector:
o paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0639

Base: 5.
Windows 14534306 Information TZ:; irsall' 5
10 for 32-  Security Important . 4530681 poraz Unknown
bit Svstems Undat Disclosure Vector:
Y paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
i Base: 5.
'Windows 1534306 . ase: 5.5
10 for x64- , Information Temporal: 5
Security Important _. 4530681 Unknown
based Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
'Windows
10 Version 4534271 Information EZ:IE: i;rsal' 5
1607 for ~ Security Important| . 4530689 porat Unknown
32 bit Undat Disclosure Vector:
Systems paate CV$SS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534271 Information EZ:IE: i;rsal 5
i :
1607 for ~ [Security Important | _. 4530689 P Unknown
64based  Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
. 4534271 . Base: 5.5
Windows , Information Temporal: 5
Security Important _. 4530689 Unknown
Server 2016 Uodat Disclosure Vector:
paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com
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Windows Base: 5.5
perver 2016 14534271 Information TZ:IE: o;’al 5
i :
(Server Security Important _. 4530689 P Unknown
Core Undat Disclosure Vector:
. N e CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C: H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows 7 034510
. Monthly Base: 5.5
for 32-it Roll Information Temporal: 5
ollup i :
gz::;i!:zs 4534314 Important Disclosure 4530734 Vector: Yes
Pack 1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
Windows 7 4534310
for x64- Monthly Base: 5.5
based Rollup Information Temporal: 5
Important 4530734 Y
Systems 4534314 | PO Dl osure Vector: e
Service Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Pack 1 Only
4534297
Monthl Base: 5.
[Windows Roolil:p ' Information TZ:IEipirsal' 5
.1 for 32- I 4 2 ’ k
iit so:tzms 4534309 mportant Disclosure 53070 Vector: Unknown
4 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only

@& WFHE 2020
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4534297
Windows |Monthly Base: 5.5
8.1 for x64- Rollup Information Temporal: 5
I 4 2 k
based 4534309 mportant Disclosure 53070 Vector: Unknown
systems Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
Wind 1534297 Information Ea:: 5;751' 5
tndows Monthly Important | _. OTMAtioN 4530702 empora: Unknown
RT 8.1 Roll Disclosure Vector:
R CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4534303
Server 2008 Monthly Base: 5.5
for 32-bit  Rollup Information Temporal: 5
[ rtant 4530695 Y
Systems 4534312 | PO D losure Vector: e
Service Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Pack 2 Only
Windows 4534303
Server 2008
. Monthly Base: 5.5
for 32-it Roll Information Temporal: 5
ollup i :
I 4 Y
gz:fzs 4534312 mportant Disclosure 530695 Vector: e
i
Pack 2 Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Onl
(Server il
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Core
installation)
Windows
Server 2008 4534303
for Monthly Base: 5.5
[tanium-  Rollup Information Temporal: 5
I 4 Y

Based 4534312 mportant Disclosure 530695 Vector: e
Systems Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows 4534303
Server 2008
for x64- Monthly Base: 5.5

Rollup Information Temporal: 5
];a:gms 4534312 Important Disclosure 4530695 Vector: Yes
Serice Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
pack2 Y
Windows 4534303
Server 2008 Monthly Base: 5.5
for x64- Rollup Information Temporal: 5

I 4 Y

based 4534312 mportant Disclosure 530695 Vector: e
Systems Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only

@& WFHE 2020
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Pack 2
(Server
Core
installation)
Windows
Server 2008 4534310
R2 for Monthly Base: 5.5
[tanium-  [Rollup Information Temporal: 5
I 4 4 Y

Based 4534314 mportant Disclosure >3073 Vector: e
Systems Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Service Only
Pack 1
Windows 4534310
Server 2008
R? for x64- Monthly Base: 5.5

Rollup Information Temporal: 5
];a:gms 4534314 Important Disclosure 4530734 Vector: Yes
Serice Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Pack 1 Only
Windows 4534310 Base: 5.5
Server 2008 Monthly Information Temporal: 5

I 4 4 Y

R2 for x64- Rollup mportant Disclosure >3073 Vector: e
based 4534314 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

@& WFHE 2020
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Systems Security
Service Only
Pack 1
(Server
Core
installation)
4534283
Monthly Base: 5.5
Windows |Rollu Information Temporal: 5
Server 2012 453421788 Important Disclosure 4530691 Vectzr: Unknown
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
) 4534283
Windows |\ thly Base: 5.5
SSe rver 2012 Rollup I Information 4530691 Temporal: 5 Unk
(C(e::;/er 4534288 mportant Disclosure Vector: fnown
) . . [Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
installation)
Only
4534297
Windows Monthly Information '?Zisfifal: 5
Server 2012 Rollup [Important _. 4530702 Unknown
RO 4534300 Disclosure Vector:
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0639

Only
. 4534297
Windows Monthly Base: 5.5
Server 2012 Rollup Information Temporal: 5
R2 1 4 2 ’ k
C r(Server 4534309 mportant Disclosure 53070 Vector: Unknown
COT€  Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
Only
'Windows
10 Version 4528760 Information EZ:IE: i;rsall' 5
1909 for ~ Security Important| . 4530684 porat Yes
32-bit Undat Disclosure Vector:
Systems e CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
Base: 5.
10 Version 4528760 Information TZ:; irsall' 5
1909 for  Security Important| . 4530684 porat Yes
64-based  Undat Disclosure Vector:
Systems e CV$SS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
1 i Base: 5.
0 Version 4528760 . ase: 5.5
1909 for Security Tmportant Information 4530684 Temporal: 5 v
ARM64- Ue C;:tley porta Disclosure Vector: es
based P CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
@& WFHE 2020 http://www.nsfocus.com
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CVE-2020-0639
'Windows
Server,
Base: 5.

version 4528760 Information TZ:E irsal' 5
1909 Security Important 4530684 porat Yes

Disclosure Vector:

(Server Update

Core CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

installation)

CVE-2020-0640 - Internet Explorer Memory Corruption Vulnerability

Maximum
Vulnerabili
CVEID Vulnerability Description Severity erabiity
) Impact
Rating
CVE Title: Internet Explorer Memory Corruption Vulnerability
CVE- Description:
2020- A remote code execution vulnerability exists when Internet Explorer improperly accesses
. . - . .. Remote Code
0640 objects in memory. The vulnerability could corrupt memory in such a way that an attacker =~ Critical )
. . Execution
MITRE  could execute arbitrary code in the context of the current user. An attacker who successfully
NVD exploited the vulnerability could gain the same user rights as the current user. If the current
user is logged on with administrative user rights, the attacker could take control of an affected
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CVEID Vulnerability Description et Vulnerability
. Impact
Rating

system. An attacker could then install programs; view, change, or delete data; or create new
accounts with full user rights.

An attacker could host a specially crafted website designed to exploit the vulnerability
through Internet Explorer and then convince a user to view the website. The attacker could
also take advantage of compromised websites, or websites that accept or host user-provided
content or advertisements, by adding specially crafted content that could exploit the
vulnerability. However, in all cases an attacker would have no way to force a user to view the
attacker-controlled content. Instead, an attacker would have to convince a user to take action,
typically by an enticement in an email or instant message, or by getting the user to open an
attachment sent through email.

The security update addresses the vulnerability by modifying how Internet Explorer handles
objects in memory.

FAQ:;

None
Mitigations:
None
‘Workarounds:
None
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CVEID

Vulnerability Description

Vulnerability
Impact

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0640

Product

KB Article

Severity

Impact

Supersedence

CVSS Score Set

Restart
Required

Internet
Explorer
10 on
Windows

Server
2012

4534283
Monthly
Rollup
4534251 1E
Cumulative

Moderate

Remote
Code
Execution

4530677

Base: 6.4
Temporal: 5.8
Vector:

CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

@& WFHE 2020
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CVE-2020-0640

Internet

Explorer

9 on

Windows 525 ,IE Base: 6.4

Server Cumulative Remote Temporal: 5.8

4534303  Moderate Code 4530695 Yes

2008 for Monthly Execution Vector:

32-bit Rollup CVSS:3.0/AV:N/AC:H/PR:H/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Systems

Service

Pack 2

Internet

Explorer

9 on

Windows 525 ,IE Base: 6.4

Server Cumulative Remote Temporal: 5.8

4534303  Moderate Code 4530695 Yes

2008 for Monthly Execution Vector:

x64-based Rollup CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Systems

Service

Pack 2

Internet 4534293 Remote Base: 7.5

Explorer [Security  Critical Code 4530717 Unknown
) Temporal: 6.7

11 on Update Execution

@ZHEEH: 2020 http://www.nsfocus.com




CVE-2020-0640

Windows Vector:

10 CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Version

1803 for

32-bit

Systems

Internet

Explorer

11on Base: 7.5

Windows 4534293 Remote Temporal: 6.7

10 Security  Critical |Code 4530717 Vector: Unknown
Ygggl}’:r Update Execution CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based

Systems

Internet

Explorer

11 on Base: 7.5

Windows 1054295 Remote Temporal: 6.7

10 Security  Critical |Code . 4530717 Vector: Unknown
Version | P Execution CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1803 for

ARM64-

@& WFHE 2020 http://www.nsfocus.com
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based

Systems

Internet

Explorer

!1on Base: 7.5

Windows 4534273 Remote Temporal: 6.7

10 Security  Critical |Code 4530715 Vector: Unknown

Y;g;lff’:r Update Execution CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

32-bit

Systems

Internet

Explorer

11on Base: 7.5

Windows 4534273 Remote Temporal: 6.7

10 Security  Critical |Code 4530715 Vector: Unknown

Y;g;lff’:r Update Execution CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

x64-based

Systems

Internet 4534273 Remote Base: 7.5

Explorer Security  (Critical Code 4530715 Unknown
) Temporal: 6.7

11 on Update Execution
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Windows Vector:
10 CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Version
1809 for
ARM64-
based
Systems
Internet
Explorer Base: 6.4
1?:)n 058275 Remote Temporal: 5.8
) Security  Moderate Code 4530715 Unknown
Windows ) Vector:
Update Execution
Server CVSS:3.0/AV:N/AC:H/PR:H/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2019
Internet
Explorer
11on Base: 7.5
Windows 4534276 Remote
. .. Temporal: 6.7
10 Security  Critical |Code 4530714 Vector: Unknown
Y;g;lff’:r Update Execution CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
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Internet
Explorer
11 on Base: 7.5
Windows 4534276 Remote ase:

_ .. Temporal: 6.7
10 Security  Critical |Code 4530714 Vector: Unknown
Y;SSI}TI Update Execution CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer
11 on
Windows 1534276 Remote Base: 7.5
10 : . Temporal: 6.7

) Security  Critical |Code 4530714 Unknown
Version ) Vector:
Update Execution
1709 for CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
ARM64-
based
Systems
I Base: 7.
o 4528760 Remote e era L6
*P Security  Critical Code 4530684 porat o Yes

11 on Update Execution Vector:
Windows | CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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10
Version
1903 for
32-bit
Systems

Internet
Explorer
11 on
Windows
10
Version
1903 for
x64-based
Systems

4528760

Security
Update

Critical

Remote
Code
Execution

4530684

Base: 7.5
Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 on
Windows
10
Version
1903 for
ARMG64-

4528760

Security
Update

Critical

Remote
Code
Execution

4530684

Base: 7.5
Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Yes
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based
Systems
Internet
Explorer
Base: 7.
11on 4534306 Remote TZ:; era Leo
Windows [Security  (Critical Code 4530681 porat . Unknown
10 for 32- [Update Execution Vector:
bit P CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Systems
Internet
Explorer
Base: 7.

11on 4534306 Remote TZ:E era L7
Windows [Security  (Critical |Code 4530681 Vectzr- T Unknown
10 fi E i )

Ofor  [Update xecution CV$SS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer
1lon 4534271 Remote Base: 7.5

. . . Temporal: 6.7
Windows [Security Critical [Code 4530689 Vector: Unknown
10 Upd E ti :
Version pdate xecution CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1607 for
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32-bit
Systems
Internet
Explorer
11 on Base: 7.5
Windows 4534271 Remote e e
10 Sccurity  Critical Code 4530689 | TP Unknown
Ygg;lff’:r Update Execution CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
fflllzrer 4534271 Remote EZ: g::l. -

. Security  Moderate Code 4530689 porat > Unknown
Windows ) Vector:

Update Execution

Server CVSS:3.0/AV:N/AC:H/PR:H/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2016
IRfeInet | 34051 IE
Explorer _ Base: 7.5
11 on Cumulative Remote Temporal: 6.7

) 4534310  Critical Code 4530734 porat . Yes
Windows Monthl Execution Vector:
7 for 32- Roollup Y " CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
bit
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Systems
Service
Pack 1
Internet
Explorer
11

.on 4534251 .IE Base: 7.5
‘Windows (Cumulative Remote Temboral: 6.7
7 for x64- 4534310  |Critical |Code 4530734 Vectzr- T Yes
pased  Monthly Execution CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems Rollup
Service
Pack 1
Internet
Explorer 4534251‘IE Base: 7.5
11 on Cumulative Remote Temporal: 6.7
Windows 4534297  (Critical |Code 4530702 Vectzr- T Unknown
8-1for  Monthly Execution CVSS:3.0/AV:N/AC:H/PR:N/ULR/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit Rollup
systems
Internet 4534251 [E Base: 7.5
Explorer Cumulative Remote Temporal: 6.7

itical 4 2 T k
11 on 4534297 Critica go;lce - 53070 Vector: Unknown
X 1

Windows Monthly " CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
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8.1for  Rollup
x64-based
systems
Internet
Base: 7.
Explorer 4534297 Remote . 7r51. .
11 on Monthly  Critical Code 4530702 VthIc)): an o Unknown
i Roll E i :
ﬁ;”;dfws oRup xecution CV$SS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Internet
Explorer
11 on
‘Windows 4534251 IE
. Base: 6.4
Server Cumulative Remote Temporal: 5.8
2008 R2 4534310  Moderate Code 4530734 Vectzr- T Yes
f 4- Monthl E i :
or x6 ontily xecution CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
based Rollup
Systems
Service
Pack 1
Internet Remote Base: 6.4
Explorer 4534251 ‘IE Moderate Code 4530677 Temporal: 5.8 Ves
11 on Cumulative Execution Vector:
X
‘Windows . CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Server
2012
fnternet | .0 051 1E
Explorer _ Base: 6.4
11 on Cumulative Remote Temporal: 5.8
, 4534297  Moderate Code 4530702 porat: 5. Unknown
'Windows Monthl Execution Vector:
Server onty . CVSS:3.0/AV:N/AC:H/PR:H/UL:R/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
Rollup
2012 R2
Internet
Explorer
11 on Base: 7.5
Windows 4528760 Remote ase: /.
_ .. Temporal: 6.7
10 Security  Critical |Code 4530684 Vector: Yes
Y;g;lff’:r Update xecution CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internet
fflzlzrer 4528760 Remote i‘: era L7
_ Security  Critical Code 4530684 porat o Yes
'Windows Undat Execution Vector:
10 paate . CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Version
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1909 for
x64-based
Systems

Internet
Explorer
11 on
Windows
10
Version
1909 for
ARMG64-
based
Systems

Base: 7.5
Temporal: 6.7
Vector:

4528760 Remote
Security  Critical |Code 4530684
Update Execution

CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C

Yes

CVE-2020-0641 - Microsoft Windows Elevation of Privilege Vulnerability

Maximum Vulnerability
ID ility Descripti
CVE Vulnerability Description Severity Rating mpact
CVE- CVE Title: Microsoft Windows Elevation of Privilege Vulnerability Elevation of
. Important ..
2020-0641 Description: Privilege
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To exploit the vulnerability, an attacker would first have to log on to the system. An
attacker could then run a specially crafted application that could exploit the vulnerability
and take control of an affected system.

The update addresses the vulnerability by correcting how the Windows Media Service
handles file creation.

FAQ;

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Maximum Vulnerability
ility Descripti
CVEID |Vulnerability Description Rl [
MITRE  An elevation of privilege vulnerability exists in Windows Media Service that allows file
NVD creation in arbitrary locations.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0641
KB Restart
Product Article Severity Impact Supersedence CVSS Score Set R:squire d
Windows 10 |, 103 Elevation Base: 7.8
Version 1803 , Temporal: 7
) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Zril. ,
for x64- Security Important of 4530717 Vectlz)r- ' Unknown
Privil i
E;:Sms Update rvrese CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4534293 Elevation . Zril. ,
version 1803 [Security Important of 4530717 Vectlz)r- ' Unknown
Privil i
(Server Core [Update rvrese CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
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Windows 10 Base: 7.8
Version 1803 4534293 Elevation Tem. o;*al- -
for ARM64- Security [Important of 4530717 Vectlz)r- ' Unknown
E;::ms Update Privilege CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 5. 73 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Zril. ,
for x64- Security [Important of 4530715 Vectlz)r- ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation o Zri_ ,
for ARM64- Security [Important of 4530715 Vectlz)r- ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Undate Privilece Vector:
P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows |0 1973 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undat Privilese Vector:
installation) | © vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 1 )76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation o Zri_ ,
for x64- Security [Important of 4530714 Vectlz)r- ' Unknown
Privil :
E;::ms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation . Zril. ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
Privil :
E;::ms Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 |, 6760 Elevation ase: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 Base: 7.8
Version 1903 4528760 Elevation Tem. o;*al- -
for x64- Security [Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation . Zril. ,
for ARM64- Security [Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.

Server, 4528760 Elevation ase: 7.8

. : Temporal: 7
version 1903 Security Important of 4530684 Vector: Yes
(Server Core [Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Windows 10 4534306 Elevation EZ: Zil- ,
for 32-bit  [Security [Important of 4530681 Vectlz)r- ' Unknown

Privil :
Systems - [Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
;Z:I;}ZVS 0 14534306 Elevation . Zril. ,
Security Important of 4530681 poraz Unknown

pased Update Privilege Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 1,571 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1607 4534271 Elevation T:;el Zil_ ,
for x64- Security [Important of 4530689 Vectlz)r- ’ Unknown
E;::ms Update Privilege CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4071 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Uodate Privilece Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4534297
Windows 8.1 Zﬁﬁ:}iﬂy Elevation E::;;)Z;il- -
for 32-bi I f 4 2 ' k
Sozt?;mslt 4534300 mportant ;ri . 53070 Vector: Unknown
1
4 Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
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4534297
Windows 8.1 Monthly ) Base: 7.8
for x64 Rollup Elevation Temporal: 7
x64- :

I f 4 2 Unk
based 4534300 O 0702 ector: mnown
systems Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
Base: 7.
i dowe R 534297 Elevation . Zril. ,
A 11 ows Monthly Important of 4530702 Vectzr- ' Unknown
Rollup Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
4534283
Monthly Flevation Base: 7.8
Windows  Rollup Temporal: 7

I f 4 1 k

Server 2012 4534288 | PO P0691 ector: Unknown
Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534283

Windows  Monthly Elevation Base: 7.8

Server 2012 |[Rollup Temporal: 7

I t of 4530691 Unk
(Server Core 4534288 mportan CI;rivile . Vector: fnown
installation) |Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
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4534297
Windows II\{/Iol?thly Elevation EZ;C;: Zil- -
Server 2012 | 0 Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows 4534297
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
Cor(eServer 4534309 mportant ;ri . 53070 Vector: Unknown
i
) ) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
i 1 Base: 7.
Windows 10 |, 8760 Elevation ase: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for x64- Security [Important of 4530684 Vectlz)r- ' Yes
Privil :
E;::ms Update TIviese CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
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‘Windows 10
Base: 7.
Version 1909 4528760 Elevation . oril_ ,
for ARM64- |Security Important of 4530684 Vectzr- ' Yes
Driil :
E;:jms Update rvege CVSS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
‘Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. . Temporal: 7
version 1909 Security [Important of 4530684 Vector: Yes
(Server Core Update Privilege CVSS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)

CVE-2020-0642 - Win32k Elevation of Privilege Vulnerability

Maximum
Vulnerabili
CVEID Vulnerability Description Severity erabiity
. Impact

Rating

CVE- . . . .. -

9020- CVE Title: Win32k Elevation of Privilege Vulnerability

0642 Description: mportant Elevation of

MITRE An elevation of privilege vulnerability exists in Windows when the Win32k component fails P Privilege

NVD to properly handle objects in memory. An attacker who successfully exploited this
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CVEID

Vulnerability Description

Vulnerability
Impact

vulnerability could run arbitrary code in kernel mode. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights.

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker
could then run a specially crafted application that could exploit the vulnerability and take
control of an affected system.

The update addresses this vulnerability by correcting how Win32k handles objects in memory.

FAQ;

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0642
KB Restart
P i I
roduct Article Severity Impact Supersedence CVSS Score Set Required
i 1 Base: 7.
Windows 10 |, 103 Elevation ase: 7.8
Version 1803 , Temporal: 7
) Security Important of 4530717 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 |, 103 Elevation ase: 7.8
Version 1803 , Temporal: 7
Security Important of 4530717 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4534293 Elevation . Oril. ,
version 1803 Security Important of 4530717 Vectlc))r- ' Unknown
Privil :
(Server Core [Update rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4534293 Elevation Base: 7.8
Version 1803 [Security Important of 4530717 Tem. o;'al- ; Unknown
for ARM64- [Update Privilege poraz
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based Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Wlnflows 10 4534973 Flevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Uodat Privilece Vector:
Systems paate vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 55 773 Elevation Base: 7.8
Version 1809 , Temporal: 7
Security Important of 4530715 Unknown
for x64-based Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Oril. ,
for ARM64- Security Tmportant of 4530715 PO Unknown
Privil :
E;:jms Update rivitege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
paate vies CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 534073 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undate Privilese Vector:
installation) P 8 CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 |, 4 1>76 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 5 1076 Elevation Base: 7.8
Version 1709 i Temporal: 7
Security Important of 4530714 Unknown
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation T:;el Zri_ ,
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
E;::ms Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 |, 06 Elevation ase: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 |, 06 Elevation ase: 7.8
Version 1903 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 Base: 7.8
Version 1903 4528760 Elevation Tem. o;*al- -
for ARM64- Security Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1903 [Security [Important of 4530684 Vector: Yes
(Server Core [[pdate Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit  Security Important of 4530681 Vectlz)r- ' Unknown
Systems - [Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for x64-based Security Important of 4530681 Vectlz)r- ’ Unknown
Privil :
Systems - [Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1,571 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 |, 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
Security Important of 4530689 Unknown
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privil Vector:
e viese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows |on 71 Elevation Base: 7.8
Server 2016 . Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undat Privilese Vector:
installation) | L vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 7 034310
. Monthly . Base: 7.8
for 32-bit Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack oSSl Privilege Vector:
| Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows 7 4534310 Base: 7.8
for x64-based Monthly Elevation Tem. o;*al- -
Systems Rollup  Important of 4530734 porat Yes
Service Pack 4534314 Privilege Vector:
] Security 8 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Only

4534297
Windows 8.1 1;{4051?:;113’ Elevation EZ:;)Z;Z_ -
iozf;i]:lt 4534300 Important clil . 4530702 Vector: Unknown
4 Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only

4534297
Windows 8.1 1;{4051?:;113’ Elevation EZ:;)Z;Z_ -
fi 4- I f 4 2 ’ k
ortxfIl based 4534300 mportant ;ri ) 53070 Vector: Unknown
Systems Security viege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only
i dows RT 1534297 Elevation Ea;el: 7;81. ,
A 11 ows Monthly Important of 4530702 VthIc)): a Unknown
' Roll Privil i

o rviese CVSS:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for 32-bit Rollup Temporal: 7
Important of 4530695 Y

Systems 4534312 | TTPOTAN CI;rivile o Vector: e
Service Pack [Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only
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Service Pack
2

Security

Only

CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows
Server 2008 4534303
for 32-bit Monthly ) Base: 7.8
Systems Rollup Elevation Temporal: 7
y! :
Y
Service Pack 4534312 Important :’1 Jege 4530695 Vector: s
2 (Server Security Vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only
installation)
Windows 4534303
Server 2008
) Monthly ) Base: 7.8
for Itanium- Roll Elevation Temporal: 7
ollup :
4 Y
SBas:dIIl 4534312 Important clil . 530695 Vector: es
1
YSIEINS  lgecurity vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack
Only
2
Windows 4534303
Server 2008 Monthly Flevation Base: 7.8
for x64-based Rollup Temporal: 7
Important of 4530695 Y
Systems 4534317 | TTPOTEAREO .. Vector: s
Privilege
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Service Pack
1

Only

Windows
Server 2008 4534303
for x64-based Monthly ) Base: 7.8
Systems Rollup Elevation Temporal: 7
Service Pack 4534312 Important Of_ ) 4530695 Vector: Yes
2 Server  Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core Only
installation)
Windows
Server 2008 14534310
R2 for Monthly . Base: 7.8
Itanium- Rollup Elevation Temporal: 7
Based 4534314 Important of N 4530734 Vector: Yes
Systems  Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1
Windows 4534310
Server 2008
Monthly . Base: 7.8
R2 for x64- Rollup E;evatlon s Temporal: 7
based Important o 4530734 Yes
cysems 0314 P brivilege Vector:
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows
2
Server 2008 4534310
R2 for x64-
Monthly . Base: 7.8
based Rollu Elevation Temboral: 7
Systems P Important of 4530734 porat Yes
Service Pack osasle Privilege Vector:
i
| (Server Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Onl
Core i
installation)
4534283
Monthly Flevation Base: 7.8
v
Windows Rollup Temporal: 7
k
Server 2012 4534288 | POTtant ;i oo 30691 yector: Unknown
Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534283
Windows Monthly Elevation Base: 7.8
Server 2012  Rollup Temporal: 7
Important of 4530691 Unk
(Server Core 4534288 fportn ;ﬁ Jege Vector: fnown
installation) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
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4534297
Windows II\{/Iol?thly Elevation E::: Zil- -
Server 2012 | . ¥ Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:
Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4
Windows o929
Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
Cor(eServer 4534309 mportant ;ri . 53070 Vector: Unknown
i
) ) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Only
Windows 10 1, 8760 Elevation Base: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
Windows 10 1,5, 8760 Elevation ase: 7.8
Version 1909 , Temporal: 7
Security Important of 4530684 Yes
for x64-based Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4528760 Elevation Base: 7.8
Version 1909 Security Important of 4530684 Tem. o;*al- 7 Yes
for ARM64- [Update Privilege poraz
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based Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Server, 4528760 Elevation Base: 7.8

. . Temporal: 7
version 1909 [Security [Important of 4530684 Yes
(Server Core |Update Privilege Vector:
. . & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:P/RL:O/RC:C
installation)

CVE-2020-0643 - Windows GDI+ Information Disclosure Vulnerability

CVEID Vulnerability Description Severity Vulnerability
. Impact
Rating

CVE Title: Windows GDI+ Information Disclosure Vulnerability
CVE- Description:
2020- An information disclosure vulnerability exists in the way that the Windows Graphics Device
0643 Interface Plus (GDI+) handles objects in memory, allowing an attacker to retrieve information |1ynortant In.formation
VITRE from a targeted system. By itself, the information disclosure does not allow arbitrary code Disclosure
NVD execution; however, it could allow arbitrary code to be run if the attacker uses it in

combination with another vulnerability.
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CVEID

Vulnerability Description

Vulnerability
Impact

To exploit this vulnerability, an attacker would have to log on to an affected system and run a
specially crafted application.

The security update addresses the vulnerability by correcting how GDI+ handles memory
addresses.

FAQ;
‘What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory.

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0643
KB ) Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows
Base: 5.
10 Version 14534293 Information TZ:; irsall' 5
1803 for  Security Important| . 4530717 porat Unknown
32-bit Undat Disclosure Vector:
T CV$SS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
ys
Windows
Base: 5.5
10 Version 14534293 Information TZ:; oral: 5
i :
1803 for =~ [Security Important|_. 4530717 P Unknown
64-based  Undat Disclosure Vector:
’S‘ te::se peee CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
ys
Windows
Base: 5.5
Server, 954295 Information TZ:; oral: 5
version Security Important | _. 4530717 porat Unknown
1803 Undat Disclosure Vector:
Server paate CV$SS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
erv
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Core
Installation)
'Windows
1 i Base: 5.
0 Version 4534793 . ase: 5.5
1803 for Security Tmportant Information 4530717 Temporal: 5 Unk
ARM64- Ue c;llr; Y foportan Disclosure Vector: renown
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows
10 Version 4534273 e formation Ea: ° 'r5 Ls
1809 for  [Security Important SOTMALION 4530715 empora: Unknown
30 bit Uodate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
'Windows
10 Version 4534273 Information EZ:IE: i;rsal 5
i :

1809 for  [Security Important|_. 4530715 P Unknown
64-based  Undat Disclosure Vector:
Ao paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
WlIldOV.VS 4534773 . Base: 5.5
10 Version , Information Temporal: 5

Security Important _. 4530715 Unknown
1809 for Undat Disclosure Vector:
ARM64- | OO CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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based
Systems
. 4534073 . Base: 5.5
Windows , Information Temporal: 5
Security Important _. 4530715 Unknown
Server 2019 Uodat Disclosure Vector:
e CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
Base: 5.
Server 2019 14534273 Information TZ:; irsall' 5
(Server Security Important | _. 4530715 porat Unknown
Core Undat Disclosure Vector:
SN R CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows
10 Version 4534276 e formation Ea: ° 'r5 Ls
1709 for ~ Security Important . & o O" 4530714 empora: Unknown
32-bit Undat Disclosure Vector:
Systems paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
10 Version 4534276 e formation Ea: ° 'r5 Ls
1709 for  Security Important . & o O" 4530714 empora: Unknown
64-based  Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
i 453427 Informati Base: 5.
WlIldOV.VS 53 : 6 Important n.ormatlon 4530714 ase: 5.5 Unknown
10 Version [Security Disclosure Temporal: 5
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0643

1709 for  |Update Vector:
ARM64- CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
based
Systems
'Windows
10 Version 4528760 Information EZ:IE: i;rsall' 5
1903 for ~ Security Important| . 4530684 porat Yes
32 bit Undat Disclosure Vector:
S Stelms paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Y
'Windows
Base: 5.
10 Version 4528760 Information TZ:; irsall' 5
1903 for  [Security Important | _. 4530684 porak Yes
64-based  Undat Disclosure Vector:
’S‘ ste;i,e paate CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Y
'Windows
i Base: 5.
10 Version 4528760 . ase: 5.5
1903 for Security Tmportant Information 4530684 Temporal: 5 v
ARM64- Ue c;llr; Y foportan Disclosure Vector: es
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 45287,60 Information Base: 5.5
Server, Security Important _. 4530684 Yes
: Disclosure Temporal: 5
version Update
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1903 Vector:
(Server CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Core
installation)
Base: 5.
Windows 14534306 Information T:::i irsall' 5
10 for 32-  Security Important . 4530681 poraz Unknown
bit Svstems Undat Disclosure Vector:
Y paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
i Base: 5.
'Windows 1534306 . ase: 5.5
10 for x64- , Information Temporal: 5
Security Important _. 4530681 Unknown
based Undat Disclosure Vector:
Systems paate CV$SS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534271 Information EZ:IE: i;rsal 5
i :
1607 for ~ Security Important|_. 4530689 P Unknown
32 bit Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
'Windows
10 Version 4534271 Information EZ:IE: i;rsal 5
i :
1607 for ~ Security Important|_. 4530689 P Unknown
64-based  Undate Disclosure Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
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CVE-2020-0643

. 4534271 . Base: 5.5
Windows , Information Temporal: 5
Security Important _. 4530689 Unknown
Server 2016 Uodat Disclosure Vector:
peee CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
Server 2016 4534271 Information EZ:IE: i;rsal 5
i :
(Server Security Important _. 4530689 P Unknown
Core Undat Disclosure Vector:
. N CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/L:N/A:N/E:P/RL:O/RC:C
installation)
Windows 7 4534510
. Monthly Base: 5.5
for 32-it Roll Information Temporal: 5
ollup i :
I 4 4 Y
gz::;i!:zs 4534314 mportant Disclosure >3073 Vector: e
Pack 1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
Windows 7 4534310
for x64- Monthly Base: 5.5
based Rollup Information Temporal: 5
[ rtant 4530734 Y
Systems 4534314 | PO Dl osure Vector: e
Service Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Pack 1 Only
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4534297
Monthl Base: 5.
[Windows Roolil:p ' Information TZ:IEipirsal' 5
.1 for 32- I 4 2 ’ k
iit so:tz’ms 4534309 mportant Disclosure 53070 Vector: Unknown
4 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
4534297
Windows |Monthly Base: 5.5
8.1 for x64- Rollup Information Temporal: 5
I 4 2 k
based 4534309 mportant Disclosure 53070 Vector: Unknown
systems Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
Wind 054297 Information Ea:: 5;751' 5
tndows Monthly Important | _. OTMAtioN 4530702 empora: Unknown
RT 8.1 Roll Disclosure Vector:
o CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4534303
Server 2008 Monthly Base: 5.5
for 32-bit  Rollup Information Temporal: 5
Important 4530695 Y
Systems 4534312 | PO D losure Vector: e
Service Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 2 Only
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Windows
?zgezrjgos 4534303
Monthly Base: 5.5
Systems Rollup Information Temporal: 5
. . Y
ISDZ];/:C; 4534312 Important Disclosure 4530695 Vector: s
(Server Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Onl
Core i
installation)
Windows
Server 2008 4534303
for Monthly Base: 5.5
[tanium-  [Rollup Information Temporal: 5
I 4 Y
Based 4534312 mportant Disclosure 530695 Vector: s
Systems Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Service Only
Pack 2
4534
Windows o
Monthly Base: 5.5
Server 2008 Rollup Information Temporal: 5
- I 4 ’ Y
]fjor X§4 4534312 mportant Disclosure 530695 Vector: s
Sa‘:ems Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Y Only
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Service

Pack 2

Windows

Server 2008

for x64- 4534303

based Monthly Base: 5.5

Systems Rollu Information Temporal: 5

Serice 453431312 Important Disclosure 4530695 Vectzr: Yes
Pack 2 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
(Server Only

Core

installation)

Windows

Server 2008 4534310

R2 for Monthly Base: 5.5

Itanium-  [Rollu Information Temporal: 5

Based 45343Pl4 Important Disclosure 4530734 Vectzr: Yes
Systems Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Service Only

Pack 1

Windows 14534310 Information Base: 5.5

Server 2008 Monthly Important Disclosure 4530734 Temporal: 5 Yes
R2 for x64- [Rollup
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based 4534314 Vector:

Systems Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C

Service Only

Pack 1

Windows

Server 2008

R2 for x64- 4534310

based Monthly Base: 5.5

Systems Rollu Information Temporal: 5

Serice 45343P14 Important Disclosure 4530734 Vectzr: Yes

Pack 1 Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C

(Server Only

Core

installation)
4534283
Monthly Base: 5.5

Windows |Rollu Information Temporal: 5

Server 2012 453421788 Important Disclosure 4530691 Vectzr: Unknown
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only

Windows 4534283 Information Base: 5.5

Server 2012 Monthly Important |_. 4530691 Unknown

Disclosure Temporal: 5
(Server Rollup
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Core 4534288 Vector:
installation) Security CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Only
4534297
Monthl Base: 5.
[Windows Rocﬁl:p ' Information TZ:IEipirsal' 5
4 2 ' k
iezrver 2012 4534309 Important Disclosure 53070 Vector: Unknown
Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
Only
. 4534297
Windows |,/ thly Base: 5.5
Server 2012 Rollup Information Temporal: 5
I 4 2 ’ k
Ezr(eServer 4534309 mportant Disclosure 53070 Vector: Unknown
) . . [Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
installation)
Only
Windows
Base: 5.
10 Version 4528760 Information TZ:; irsall' 5
1909 for  [Security Important | _. 4530684 porak Yes
32 bit Undat Disclosure Vector:
-bi
T CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/L:N/A:N/E:P/RL:O/RC:C
Y
Windows 4528760
Inf i Base: 5.
10 Version [Security Important ]:;I_S(;EI;&T:H 4530684 TZ:E irsal 5 Yes
i :
1909 for ~ Update " P
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x64-based Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL: O/RC:C
'Windows
10 Version 4528760 . Base: 5.5
1909 for Security Tmportant Information 4530684 Temporal: 5 v
ARM64- Ue C:ilrtl Y foportan Disclosure Vector: es
based paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
'Windows
Server,

Base: 5.
version 4528760 Information TZ:; irsal' 5
1909 Security Important . 4530684 porak Yes
(Server Undat Disclosure Vector:
o paate CVSS:3.0/AV:L/AC:L/PR:L/ULN/S: U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
@& WFHE 2020 http://www.nsfocus.com




=

CVE-2020-0644 - Windows Elevation of Privilege Vulnerability

> )\

Maximum
CVEID Vulnerability Description Severity
Rating

Vulnerability
Impact

CVE Title: Windows Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists when Microsoft Windows implements
predictable memory section names. An attacker who successfully exploited this vulnerability
could run arbitrary code as system. An attacker could then install programs; view, change, or
delete data; or create new accounts with full user rights.

CVE- To exploit the vulnerability, an attacker would first have to log on to the system. An attacker
2020- could then run a specially crafted application designed to elevate privileges.
Elevation of

0644 The update addresses the vulnerability by correcting how Windows assigns memory to specific Important Privilege
MITRE brocesses.
NVD

FAQ:

None

Mitigations:

None

‘Workarounds:

None
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i
CVEID Vulnerability Description Severity Vulnerability
) Impact
Rating
Revision:
1.0 01/14/2020 08:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0644
Product Sn de Severity Impact Supersedence CVSS Score Set II::sqt:u-rte d
Windows 10 |55 1793 Elevation Base: 7.8
Version 1803 , Temporal: 7
) Security Important of 4530717 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4534293 Elevation EZ: Zil- ,
Version 1803 Security Important of 4530717 Vectlz)r- ' Unknown
f 4- Privil '
or x6 Update rivitege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& WFHE 2020 http://www.nsfocus.com




CVE-2020-0644

based
Systems
Windows
Server, 4534293 Elevation E:;el (7)'::11. ,
version 1803 [Security Important of 4530717 Vectlz)r- ' Unknown
(Server Core Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10
Base: 7.
Version 1803 4534293 Elevation . Zril. ,
for ARM64- Security [Important of 4530717 Vectlz)r- ' Unknown
Privil :
E;:Sms Update rviese CV$S:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 173 Elevation Base: 7.8
Version 1809 , Temporal: 7
) Security Important of 4530715 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1809 4534273 Elevation . Zril. ,
for x64- Security [Important of 4530715 Vectlz)r- ' Unknown
Privil :
E;::ms Update rivitege CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 Base: 7.8
Version 1809 4534273 Elevation Tem. o;*al- -
for ARM64- Security [Important of 4530715 Vectlz)r- ' Unknown
E;::ms Update Privilege CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
_ 4534273 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530715 Unknown
Server 2019 Uodat Privilece Vector:
peee vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |,34073 Elevation Base: 7.8
Server 2019 , Temporal: 7
Security Important of 4530715 Unknown
(Server Core Undat Privilese Vector:
installation) | © - vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 0 176 Elevation Base: 7.8
Version 1709 , Temporal: 7
) Security Important of 4530714 Unknown
for 32-bit Uodate Privilece Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1709 4534276 Elevation . Zril. ,
for x64- Security [Important of 4530714 Vectlz)r- ' Unknown
Privil :
E;::ms Update rviese CV$SS:3.0/AV:1/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 Base: 7.8
Version 1709 4534276 Elevation AR
for ARM64- Security Important of 4530714 Vectzr_ ' Unknown
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 00760 Elevation Base: 7.8
Version 1903 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation . Zril. ,
for x64- Security [Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1903 4528760 Elevation o Zri_ ,
for ARM64- Security [Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Base: 7.
Windows 4528760 Elevation ase: 7.8
, Temporal: 7
Server, Security Important of 4530684 Yes
version 1903 |Update Privilege Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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(Server Core
installation)
Base: 7.
Windows 10 4534306 Elevation . Zril. ,
for 32-bit  [Security [Important of 4530681 Vectlz)r- ' Unknown
Systems - [Update Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C: H/I: H/A:H/E:P/RL:O/RC:C
i 1 Base: 7.
;Z:I;}ZVS 0 14534306 Elevation . Zril. ,
Security [Important of 4530681 porat Unknown
pased Update Privilege Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 171 Elevation Base: 7.8
Version 1607 , Temporal: 7
) Security Important of 4530689 Unknown
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1607 4534271 Elevation . Zil_ ,
for x64- Security [Important of 4530689 Vectlz)r- ' Unknown
Privil :
E;::ms Update TIviese CV$S:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
_ 4534271 Elevation Base: 7.8
Windows , Temporal: 7
Security Important of 4530689 Unknown
Server 2016 Uodat Privilece Vector:
e e CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 534071 Elevation Base: 7.8
Server 2016 , Temporal: 7
Security Important of 4530689 Unknown
(Server Core Undat Privilese Vector:
installation) | © vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4534297
Windows 8.1 1;{4051?:;113’ Elevation 52:5;2211_ -
for 32-bi I f 4 2 ' k
Sozt[zmlalt 4534300 mportant ;ri . 53070 Vector: Unknown
1
4 Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4534297
Windows 8.1 Monthly ) Base: 7.8
for x64- Rollup Elevation Temporal: 7
I f 4 2 ' k
based 4534300 O 0702 ector: Unknown
systems Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
i dowe R 534297 Elevation Ea;el: 7;81. ,
A 11 ows Monthly Important of 4530702 Vthch): a Unknown
' Roll Privil i
o rviese CV$S:3.0/AV:L/ACL/PR:L/ULN/S:U/C:H/L:H/A:H/E:P/RL:O/RC:C
4534283 Elevation
i Base: 7.
[Windows Monthly Important of 4530691 ase: 7.8 Unknown
Server 2012 .. Temporal: 7
Rollup Privilege
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4534288 Vector:

Security CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only

4534283
Windows  Monthly Elevation Base: 7.8
Server 2012 |[Rollup Temporal: 7

Important of 4530691 Unk

(Server Core 4534288 mportan CI;rivile . Vector: nnown
installation) |Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only

4534297
Windows lI\{/IOol?:hly Elevation ,?Zie;: c7).r§1' 7
Server 2012 P Important of 4530702 porat Unknown
RD 4534309 Privilece Vector:

Security & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Only

4534297
Windows 052

Monthly . Base: 7.8
Server 2012 Rollup Elevation Temporal: 7
R2 I f 4 2 ’ k
Cor(eServer 4534309 mportant ;ri . 53070 Vector: Unknown

i

) ) Security vies CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)

Only
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Windows 10 |, 760 Elevation Base: 7.8
Version 1909 , Temporal: 7
) Security Important of 4530684 Yes
for 32-bit Undate Privilese Vector:
Systems P & CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for x64- Security [Important of 4530684 Vectlz)r- ' Yes
E;::ms Update Privilege CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10
Base: 7.
Version 1909 4528760 Elevation . Zril. ,
for ARM64- Security [Important of 4530684 Vectlz)r- ' Yes
Privil :
E;::ms Update rviese CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Base: 7.
Server, 4528760 Elevation ase: 7.8
. : Temporal: 7
version 1909 Security Important of 4530684 Vector: Yes
Privil :
(Server Core [[pdate rviese CV$SS:3.0/AV:L/AC:L/PR:1/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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CVE-2020-0646 - .NET Framework Remote Code Execution Injection

Vulnerability

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2020-
0646
MITRE
NVD

CVE Title: .NET Framework Remote Code Execution Injection Vulnerability

Description:

A remote code execution vulnerability exists when the Microsoft .NET Framework fails to
validate input properly. An attacker who successfully exploited this vulnerability could take
control of an affected system. An attacker could then install programs; view, change, or delete
data; or create new accounts with full user rights. Users whose accounts are configured to
have fewer user rights on the system could be less impacted than users who operate with
administrative user rights.

To exploit the vulnerability, an attacker would need to pass specific input to an application
utilizing susceptible .Net methods.

The security update addresses the vulnerability by correcting how the Microsoft .NET
Framework validates input.

FAQ:

Critical

Remote Code
Execution
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Maximum
i
CVEID Vulnerability Description Severity Vulnerability
) Impact
Rating

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0646

. . CVSS Restart
Product KB Article Severity Impact Supersedence Score Set  Required
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 ﬁ% :}?12 Crivicq] Remote Code 4524741; EZ: Z{ﬁ Mavbe
on Windows 7 for 32-bit Systems Service Pack 1 — % Execution 4533095 poraz Y
Rollup N/A
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4534976 Vector:
Security N/A
Only
45351
0102 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/47.2  Rollup Crivicy] REmote Code 4524741; Ni AP" a Mavbe
on Windows 7 for x64-based Systems Service Pack 1 4534976 Execution 4533095 Vector: Y
Security '
A
Only N/
45351
o104 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/47.2  Rollup Crivicq) Remote Code 4524743, Ni AP° a Mavbe
on Windows 8.1 for 32-bit systems 4534978 Execution 4533097 Vector: Y
Security '
A
Only N/
4535104
o510 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/47.2  Rollup Crivicq) Remote Code 4524743, Ni AP° a Mavbe
on Windows 8.1 for x64-based systems 4534978 Execution 4533097 Vector: Y
Security '
A
Only N/
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 4535104 Critical Remote Code 4524743; Base: N/A Mavbe
on Windows RT 8.1 Monthly Execution 4533097 Temporal: Y
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Rollup N/A
Vector:
N/A
4535102
1\232&(1)1 Base: N/A
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/47.2 . Temporal:

n Windows Server 2008 R2 for x64-based Systems Service | " Critical oot Code 4524741, g Mayb
on Windows Serve or x64-based Systems Service | . ical I ition 4533095 aybe
Pack 1 Security Vector:

A
Only N
4535102
1\/?032&(1)1 Base: N/A
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 Y Temporal:
: . [Rollup .. . Remote Code 4524741;
on Windows Server 2008 R2 for x64-based Systems Service Critical . N/A Maybe
. . 4534976 Execution 4533095
Pack 1 (Server Core installation) . Vector:
Security N/A
Only
45351
039103 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/47.2  Rollup Crivicq) Remote Code 452474; Ni AP° a Mavbe
on Windows Server 2012 4534977 Execution 4533096 Vector: Y
Security '
A
Only N
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2 4535103 Critical Remote Code 4524742; Base: N/A Mavbe
on Windows Server 2012 (Server Core installation) Monthly Execution 4533096 Temporal: Y
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Rollup N/A
4534977 Vector:
Security N/A
Only
45351
o104 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2  Rollup Critical Remote Code 4524743; N/ Ap ’ Mavbe
on Windows Server 2012 R2 4534978 Execution 4533097 Vector: Y
Security '
A
Only N/
4535104
09510 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2  Rollup Critical Remote Code 4524743; N/ Ap ’ Mavbe
on Windows Server 2012 R2 (Server Core installation) 4534978 Execution 4533097 Vector: Y
Security '
A
Only N/
Base: N/A
4534271 T Ik
Microsoft .NET Framework 4.6.2/4.7/4.7.1/4.7.2 on o , ..., Remote Code ernpora
. . ) Security Critical ) 4530689 N/A Unknown
Windows 10 Version 1607 for 32-bit Systems Execution
Update Vector:
N/A
Microsoft .NE.T Framework 4.8 on Windows 10 Version 45329?6 Critical Remote.z Code 4530689 Base: N/A Maybe
1803 for 32-bit Systems Security Execution Temporal:
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Update N/A
Vector:
N/A
Base: N/A
Microsoft .NET Framework 4.8 on Windows 10 Version 45329.36 L Remote Code Temporal:
Security Critical ) 4530689 N/A Maybe
1803 for x64-based Systems Execution
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 4.8 on Windows Server, 45329,36 . Remote Code Temporal:
) ) Security Critical ) 4530689 N/A Maybe
version 1803 (Server Core Installation) Execution
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 4.8 on Windows 10 Version 45329,35 . Remote Code Temporal:
) Security Critical ) 4530689 N/A Maybe
1709 for 32-bit Systems Execution
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 4.8 on Windows 10 Version 45329,35 . Remote Code Temporal:
Security Critical ) 4530689 N/A Maybe
1709 for x64-based Systems Execution
Update Vector:
N/A
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Base: N/A
T l:
Microsoft .NET Framework 4.8 on Windows 10 Version 45329,33 ... . Remote Code empord
) Security Critical ) 4530689 N/A Maybe
1607 for 32-bit Systems Execution
Update Vector:
N/A
Base: N/A
T l:
Microsoft .NET Framework 4.8 on Windows 10 Version 45329,33 ... . Remote Code empord
Security Critical ) 4530689 N/A Maybe
1607 for x64-based Systems Execution
Update Vector:
N/A
Base: N/A
4532933 Temporal:
. . : ... . Remote Code
Microsoft .NET Framework 4.8 on Windows Server 2016 ~ [Security Critical Execution 4530689 N/A Maybe
Update Vector:
N/A
Base: N/A
T l:
Microsoft .NET Framework 4.8 on Windows Server 2016 45329,33 ... . Remote Code empord
] ) Security Critical ) 4530689 N/A Maybe
(Server Core installation) Execution
Update Vector:
N/A
102 Base: N/A
Microsoft .NET Framework 4.8 on Windows 7 for 32-bit 23510 ... . Remote Code 4524741; ase: N/
Systems Service Pack 1 Monthly Critical Execution 4533095 Temporal: - Maybe
4 Rollup N/A
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4534976 Vector:
Security N/A
Only
4
095102 Base: N/A
Monthly Temboral:
Microsoft .NET Framework 4.8 on Windows 7 for x64- Rollup Critical Remote Code 4524741; Ni A porat Mavbe
i
based Systems Service Pack 1 4534976 Execution 4533095 Vector: Y
Security '
N/A
Only /
4
095104 Base: N/A
Monthly Temboral:
Microsoft .NET Framework 4.8 on Windows 8.1 for 32-bit Rollup Critical Remote Code 4524743; Ni A porat Mavbe
i
systems 4534978 Execution 4533097 Y
Security Vector:
N/A
Only /
4
095104 Base: N/A
Monthly Temboral:
Microsoft .NET Framework 4.8 on Windows 8.1 for x64-  Rollup Critical Remote Code 4524743; Ni A porat Mavbe
i
based systems 4534978 Execution 4533097 Y
Security Vector:
N/A
Only /
4535104 Remote Code 4524743; Base: N/A
i NET F k 4. i RT 8.1 itical Mayb
Microsoft .N ramework 4.8 on Windows RT 8 Monthly Critica Execution 4533097 Temporal: aybe
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Rollup N/A
Vector:
N/A
4535102
o510 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.8 on Windows Server 2008  Rollup Critical Remote Code 4524741; Ni A porat Mavbe
R2 for x64-based Systems Service Pack 1 4534976 Execution 4533095 Vector: Y
Security '
A
Only N
4535102
1\/?32&?1 Base: N/A
Microsoft .NET Framework 4.8 on Windows Server 2008 v Temporal:
R2 for x64-based Systems Service Pack 1 (Server Core Rollup Critical Remote Code 4524741; N/A Maybe
, , Y 4534976 Execution 4533095 Y
installation) . Vector:
Security N/A
Only
45351
09103 Base: N/A
Monthly Temporal:
Rollup Remote Code 4524742; ’
i .NET F k 4. i 2012 itical A
Microsoft .N ramework 4.8 on Windows Server 20 1534977 Critica Execution 4533096 N/ Maybe
Security Vector:
A
Only N/
Microsoft .NET Framework 4.8 on Windows Server 2012 4535103 Critical Remote Code 4524742; Base: N/A Mavbe
(Server Core installation) Monthly Execution 4533096 Temporal: Y
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Rollup N/A
4534977 Vector:
Security N/A
Only
4535104 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.8 on Windows Server 2012 Rollup Critical Remote Code |4524743; N/ AP ' Mavbe
i
R2 4534978 Execution 4533097 Y
Security Vector:
N/A
Only /
4
035104 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.8 on Windows Server 2012 Rollup Critical Remote Code |4524743; N/ AP ' Mavbe
i
R2 (Server Core installation) 4534978 Execution 4533097 Vector: Y
Security ’
N/A
Only /
Base: N/A
T I:
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 055 1,01 ..., Remote Code 4524743; empord
) i Security Critical ) N/A Maybe
Version 1809 for 32-bit Systems Execution 4533097
Update Vector:
N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 4535101 Critical Remote Code |4524743; Base: N/A Mavbe
i
Version 1809 for x64-based Systems Security Execution 4533097 Temporal: Y
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Update N/A
Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 055 1,01 ... . Remote Code 4524743; Temporal:
Security Critical ) N/A Maybe
Server 2019 Execution = 4533097
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 055 1,01 ... . Remote Code 4524743; Temporal:
) ; Security Critical ) N/A Maybe
Server 2019 (Server Core installation) Execution 4533097
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 45329,38 ..., Remote Code 4524743; Temporal:
) i Security Critical ) N/A Maybe
Version 1903 for 32-bit Systems Execution 4533097
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 3532358 Critical Remote Code 4524743; ;izlporalz Mavbe
Version 1903 for x64-based Systems sy Execution 4533097 Y
Update Vector:
N/A
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Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 3335238 Critical Remote Code |4524743; ;izlporalz Mavbe
Server, version 1903 (Server Core installation) Y Execution 4533097 Y
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 55 1,01 . Remote Code |4524743; Temporal:
) i Security Critical ) N/A Maybe
Version 1809 for 32-bit Systems Execution 4533097
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 :535::31 Critical Remote Code |4524743; ;izlporalz Mavbe
Version 1809 for x64-based Systems sy Execution 4533097 Y
Update Vector:
N/A
Base: N/A
Microsoft NET Framework 3.5 AND 4.7.2 on Windows 55 1,01 . Remote Code |4524743; Temporal:
Security Critical ) N/A Maybe
Server 2019 Execution 4533097
Update Vector:
N/A
Microsoft NET Framework 3.5 AND 4.7.2 on Windows 55 1,01 . Remote Code |4524743; Base: N/A
. . Security Critical . Temporal: Maybe
Server 2019 (Server Core installation) Execution 4533097
Update N/A
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Vector:
N/A
4535105 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.6 on Windows Server 2008  Rollup Critical Remote Code 4524743; N/ AP . Mavbe
for 32-bit Systems Service Pack 2 4534979 4 Execution 4533097 Vector: Y
Security '
N/A
Only /
4535105 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.6 on Windows Server 2008  [Rollup Critical Remote Code 4524743; N/ AP . Mavbe
i
for x64-based Systems Service Pack 2 4534979 Execution 4533097 Vector: Y
Security '
N/A
Only /
4
535105 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 3.0 Service Pack 2 on Windows Rollup Critical Remote Code 4524743; N/ AP . Mavbe
Server 2008 for 32-bit Systems Service Pack 2 4534979 Execution 4533097 Vector: Y
Security '
N/A
Only /
Base: N/A
Microsoft .NET Framework 3.0 Service Pack 2 on Windows 1%235:}?15 Critical Remote Code 4524743; TZ:; lci/al Mavbe
- :
Server 2008 for Itanium-Based Systems Service Pack 2 R cil v Execution 4533097 N/ AP Y
ollup
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4534979 Vector:
Security N/A
Only
4535105 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 3.0 Service Pack 2 on Windows Rollup Critical Remote Code |4524743; Ni A porat: Mavbe
1
Server 2008 for x64-based Systems Service Pack 2 4534979 Execution 4533097 Vector: Y
Security '
N/A
Only /
Base: N/A
T I:
Microsoft .NET Framework 3.5 on Windows 10 Version 45342,71 ... . Remote Code empord
. Security Critical ) 4530689 N/A Unknown
1607 for 32-bit Systems Execution
Update Vector:
N/A
4
035104 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows 8.1 for 32-bit Rollup Critical Remote Code |4524743; N/ AP ' Mavbe
1
systems 4534978 Execution 4533097 Y
Security Vector:
N/A
Only /
4 104 Base: N/A
Microsoft .NET Framework 3.5 on Windows 8.1 for x64- 23510 . Remote Code |4524743; ase: N/
based svst Monthly Critical Execution 4533097 Temporal: Maybe
m. X 1
ased systems Rollup u N/A
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4534978 Vector:
Security N/A
Only
4
039103 Base: N/A
Monthly Temporal:
Rollup Remote Code 4524742; ’
. . . . . A
Microsoft .NET Framework 3.5 on Windows Server 2012 1534977 Critical Execution 4533096 N/ Maybe
Security Vector:
N/A
Only /
4
039103 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows Server 2012 Rollup Critical Remote Code 4524742; Ni A porat Mavbe
(Server Core installation) 4534977 Execution 4533096 Vector: Y
Security '
N/A
Only /
4
o910 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 3.5 on Windows Server 2012 Rollup Critical Remote Code 4524743; Ni A porat Mavbe
R2 4534978 Execution 4533097 Y
Security Vector:
N/A
Only /
Microsoft .NET Framework 3.5 on Windows Server 2012 4535104 Critical Remote Code 4524743; Base: N/A Mavbe
i
R2 (Server Core installation) Monthly Execution 4533097 Temporal: Y
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Rollup N/A
4534978 Vector:
Security N/A
Only
4 102
53510 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 3.5.1 on Windows 7 for 32-bit  Rollup Critical Remote Code 4524741; N/ AP . Mavbe
i
Systems Service Pack 1 4534976 Execution 4533095 Vector: Y
Security '
N/A
Only /
4535102 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 3.5.1 on Windows 7 for x64-  Rollup Critical Remote Code 4524741; N/ AP . Mavbe
i
based Systems Service Pack 1 4534976 Execution 4533095 Vector: Y
Security '
N/A
Only /
4
535102 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 3.5.1 on Windows Server 2008 Rollup Critical Remote Code 4524741; N/ AP . Mavbe
i
R2 for Itanium-Based Systems Service Pack 1 4534976 Execution 4533095 Vector: Y
Security '
N/A
Only /
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4
235102 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 3.5.1 on Windows Server 2008 Rollup Critical Remote Code |4524741; N/ AP ' Mavbe
R2 for x64-based Systems Service Pack 1 4534976 Execution 4533095 Vector: Y
Security '
N/A
Only /
4 102
1\/? 35t}(1)1 Base: N/A
n
Microsoft .NET Framework 3.5.1 on Windows Server 2008 | .~ Temporal:
R2 for x64-based Systems Service Pack 1 (Server Cor Rollup Critical emote Code 4524741 N/A Maybe
! or x. ased Systems Service Pac erver Core 1534976 ica Execution 4533005 y
installation) . Vector:
Security N/A
Only
4 102
23510 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows 7 for 32-bit Rollup Critical Remote Code 4524741; N/ AP ’ Mavbe
i
Systems Service Pack 1 4534976 Execution 4533095 Vector: Y
Security '
N/A
Only /
4535102 Base: N/A
. . Monthly Temporal:
Microsoft NET Framework 4.5.2 on Windows 7 for x64- . Remote Code |4524741;
based Svstems Service Pack 1 Rollup Critical Execution 4533095 N/A Maybe
ased Systems Service Pac 1534976 xecutio Vector:
Security N/A
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Only
555104 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows 8.1 for 32-  Rollup Critical Remote Code 4524743; N/ AP ’ Mavbe
i
bit systems 4534978 Execution 4533097 Y
Security Vector:
N/A
Only /
555104 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows 8.1 for x64- [Rollup Critical Remote Code 4524743; N/ AP ’ Mavbe
i
based systems 4534978 Execution 4533097 Y
Security Vector:
N/A
Only /
Base: N/A
4535104 Temporal:
Remote Code 4524743;
Microsoft .NET Framework 4.5.2 on Windows RT 8.1 Monthly Critical |0 E_E oce N/A Maybe
Execution 4533097
Rollup Vector:
N/A
4535105 Base: N/A
. . Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2008 .. . Remote Code 4524743;
for 32-bit Systems Service Pack 2 Rollup - (Critical o wtion 4533007 VA Maybe
or it Systems Service Pac 4534979 xecutio Vector:
Security N/A

@& WFHE 2020

http://www.nsfocus.com




CVE-2020-0646

Only
4
035105 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2008 Rollup Critical Remote Code 4524743; N/ AP ’ Mavbe
for x64-based Systems Service Pack 2 4534979 Execution 4533097 Vector: Y
Security '
N/A
Only /
4535102
09510 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2008 Rollup Critical Remote Code 4524741; N/ AP ’ Mavbe
R2 for x64-based Systems Service Pack 1 4534976 Execution 4533095 Vector: Y
Security '
N/A
Only /
4535102
1\235&?1 Base: N/A
n
Microsoft .NET Framework 4.5.2 on Windows Server 2008 | .~ Temporal:
R2 for x64-based Systems Service Pack 1 (Server Cor. Rollup Critical Romote Code 4524741, 0, | Maybe
! or x ased Systems Service Pac erver Core 1534976 ical I ition 4533095 y
installation) . Vector:
Security N/A
Only
4535103
Base: N/A
Monthl Remote Code 4524742;
Microsoft .NET Framework 4.5.2 on Windows Server 2012 | Critical | "0 E_E ode Temporal: Maybe
Rollup Execution 4533096 N/A
4534977
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Security Vector:
Only N/A
4535103 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2012 Rollup Critical Remote Code |4524742; N/ AP ' Mavbe
i
(Server Core installation) 4534977 Execution 4533096 Vector: Y
Security '
N/A
Only /
4535104 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2012 Rollup Critical Remote Code |4524743; N/ AP ' Mavh
R2 4534978 e I ecution 4533097 aybe
Security Vector:
N/A
Only /
4
035104 Base: N/A
Monthly Temporal:
Microsoft .NET Framework 4.5.2 on Windows Server 2012 Rollup Critical Remote Code |4524743; N/ AP ' Mavbe
i
R2 (Server Core installation) 4534978 Execution 4533097 Vector: Y
Security '
N/A
Only /
4532 Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 853 938 Critical Remote Code |4524743; TZ:E :r/al Mavbe
ri i :
Version 1909 for 32-bit Systems sy Execution 4533097 P Y
Update N/A
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Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 33351?38 Critical Remote Code |4524743; ;izlporalz Mavbe
Server, version 1909 (Server Core installation) Y Execution 4533097 Y
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.8 on Windows 10 33351?38 Critical Remote Code |4524743; ;izlporalz Mavbe
Version 1909 for x64-based Systems 4 Execution 4533097 Y
Update Vector:
N/A
Base: N/A
45342 T I:
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows o ,93 ..., Remote Code ernpora
. ) Security Critical ) 4530717 N/A Unknown
Server, version 1803 (Server Core Installation) Execution
Update Vector:
N/A
Base: N/A
4534 T I:
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 o 3,06 ... . Remote Code ernpora
. Security Critical ) 4530681 N/A Unknown
for 32-bit Systems Execution
Update Vector:
N/A
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Base: N/A
45342 T Ik
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 o ,93 ... . Remote Code empora
. . Security Critical ) 4530717 N/A Unknown
Version 1803 for 32-bit Systems Execution
Update Vector:
N/A
Base: N/A
45342 T Ik
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 o ,93 ... . Remote Code empora
. Security Critical ) 4530717 N/A Unknown
Version 1803 for x64-based Systems Execution
Update Vector:
N/A
Base: N/A
453427 T Ik
Microsoft .NET Framework 3.5 AND 4.7.1/4.7.2 on Sifurit6 Critical Remote Code 4530714 Nizlpora Unknown
Windows 10 Version 1709 for x64-based Systems Y Execution
Update Vector:
N/A
Base: N/A
4534271 T Ik
Microsoft .NET Framework 3.5 AND 4.6.2/4.7/47.1/472 |~ " .. Remote Code ernpora
) . ) Security Critical ) 4530689 N/A Unknown
on Windows Server 2016 (Server Core installation) Execution
Update Vector:
N/A
4534 Base: N/A
Microsoft .NET Framework 3.5 AND 4.7.2 on Windows 10 o 3,06 ... . Remote Code ase: N/
Security Critical . 4530681 Temporal: Unknown
for x64-based Systems Execution
Update N/A
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Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.6.2/4.7/4.7.1/472 ' .. Remote Code Temporal
) . ) Security Critical ) 4530689 N/A Unknown
on Windows 10 Version 1607 for 32-bit Systems Execution
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.7.1/4.7.2 on 45342,76 .. . Remote Code Temporal
. . . Security Critical ) 4530714 N/A Unknown
Windows 10 Version 1709 for 32-bit Systems Execution
Update Vector:
N/A
Base: N/A
Microsoft .NET Framework 3.5 AND 4.6.2/4.7/4.7.1/472 ' .. Remote Code Temporal
) . Security Critical ) 4530689 N/A Unknown
on Windows 10 Version 1607 for x64-based Systems Execution
Update Vector:
N/A
Base: N/A
4534271 :
Microsoft NET Framework 3.5 AND 4.6.2/4.7/4.7.1/47.2 .. Remote Code Temporal
) Security Critical ) 4530689 N/A Unknown
on Windows Server 2016 Execution
Update Vector:
N/A
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CVE-2020-0647 - Microsoft Office Online Spoofing Vulnerability

> )\

Maximum
CVEID Vulnerability Description Severity
Rating

Vulnerability
Impact

CVE Title: Microsoft Office Online Spoofing Vulnerability

Description:

A spoofing vulnerability exists when Office Online does not validate origin in cross-origin
communications correctly. An attacker could exploit the vulnerability by sending a specially
crafted request to an affected site.

The attacker who successfully exploited the vulnerability could then perform cross-origin
CVE- attacks on affected systems. These attacks could allow the attacker to read content that the
2020- attacker is not authorized to read, and use the victim's identity to take actions on the site on
0647 behalf of the victim. The victim needs to be authenticated for an attacker to compromise the  Tmportant Spoofing

MITRE  victim.

NVD The security update addresses the vulnerability by ensuring that Office Online properly

validates origins.

FAQ;
Is the Preview Pane an attack vector for this vulnerability?

No, the Preview Pane is not an attack vector.
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Maximum
i
CVEID Vulnerability Description Severity Vulnerability
) Impact
Rating
Mitigations:
None
Workarounds:
None
Revision:
1.0 01/14/2020 08:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0647
tProduct KB Article |Severity tlmpact Supersedence |CVSS Score Set tRestart Required
Base: N/A
Office Online Server 4484223 Security Update Important Spoofing 4484141 Temporal: N/A  Maybe
ector: N/A
@& R 2020
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CVE-2020-0650 - Microsoft Excel Remote Code Execution Vulnerability

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2020-
0650
MITRE
NVD

CVE Title: Microsoft Excel Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists in Microsoft Excel software when the software
fails to properly handle objects in memory. An attacker who successfully exploited the
vulnerability could run arbitrary code in the context of the current user. If the current user is
logged on with administrative user rights, an attacker could take control of the affected
system. An attacker could then install programs; view, change, or delete data; or create new
accounts with full user rights. Users whose accounts are configured to have fewer user rights
on the system could be less impacted than users who operate with administrative user rights.

Exploitation of the vulnerability requires that a user open a specially crafted file with an
affected version of Microsoft Excel. In an email attack scenario, an attacker could exploit the
vulnerability by sending the specially crafted file to the user and convincing the user to open
the file. In a web-based attack scenario, an attacker could host a website (or leverage a
compromised website that accepts or hosts user-provided content) containing a specially
crafted file designed to exploit the vulnerability. An attacker would have no way to force

users to visit the website. Instead, an attacker would have to convince users to click a link,

Important

Remote Code
Execution
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CVEID

Vulnerability Description

Vulnerability
Impact

typically by way of an enticement in an email or instant message, and then convince them to
open the specially crafted file.

The security update addresses the vulnerability by correcting how Microsoft Excel handles
objects in memory.

FAQ;
Is the Preview Pane an attack vector for this vulnerability?

No, the Preview Pane is not an attack vector.

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0650
. . SS Score Restart
Product KB Article Severity Impact Supersedence ’;:e‘: Required
Base: N/A
Microsoft Office 2019 for 32-bit Click to Run Security Important Remote Code Temporal: No
editions Update Execution N/A
Vector: N/A
Base: N/A
Microsoft Office 2019 for 64-bit Click to Run Security Important Remote Code Temporal: No
editions Update Execution N/A
Vector: N/A
Base: N/A
Microsoft Office 2019 for Mac Release Notes Security Important Remote.z Code Temporal: No
Update Execution N/A
Vector: N/A
Base: N/A
. Click to Run Securit Remote Code Temporal:
Office 365 ProPlus for 32-bit Systems Update Y Important Execution N/ AP No
Vector: N/A
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Base: N/A
) Click to Run Security Remote Code Temporal:
Office 365 ProPlus for 64-bit Syst I
ice roPlus for it Systems Update mportantf, . N/A No
Vector: N/A
Base: N/A
. . . 4484217 Security Remote Code Temporal:
M ft Excel 2016 (32-bit edit I 44841
icrosoft Exce (32-bit edition) Update mportant Execution 84179 N/A Maybe
Vector: N/A
Base: N/A
. o e 4484217 Security Remote Code Temporal:
M ft Excel 2016 (64-bit edit I 44841
icrosoft Exce (64-bit edition) Update mportant Execution 84179 N/A Maybe
Vector: N/A
Base: N/A
Rel N i R T l:
Microsoft Office 2016 for Mac elease Notes Security Important emote.z Code 4484179 ernpora No
Update Execution N/A
Vector: N/A
Base: N/A
Microsoft Excel 2010 Service Pack 2 4484243 Security Remote Code Temporal:
I rtant 44841
(32-bit editions) Update mportan Execution % N/A Maybe
Vector: N/A
Microsoft Excel 2010 Service Pack 2 4484243 Security Remote Code Base: N/A
I rtant 44841
(64-bit editions) Update mportan Execution % Temporal: Maybe
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N/A
Vector: N/A

Microsoft Excel 2013 RT Service Pack
1

4484234 Security
Update

Important

Remote Code
Execution

4484190

Base: N/A
Temporal:
N/A

Vector: N/A

Maybe

Microsoft Excel 2013 Service Pack 1
(32-bit editions)

4484234 Security
Update

Important

Remote Code
Execution

4484190

Base: N/A
Temporal:
N/A

Vector: N/A

Maybe

Microsoft Excel 2013 Service Pack 1
(64-bit editions)

4484234 Security
Update

Important

Remote Code
Execution

4484190

Base: N/A
Temporal:
N/A

Vector: N/A

Maybe
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CVE-2020-0651 - Microsoft Excel Remote Code Execution Vulnerability

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2020-
0651
MITRE
NVD

CVE Title: Microsoft Excel Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists in Microsoft Excel software when the software
fails to properly handle objects in memory. An attacker who successfully exploited the
vulnerability could run arbitrary code in the context of the current user. If the current user is
logged on with administrative user rights, an attacker could take control of the affected
system. An attacker could then install programs; view, change, or delete data; or create new
accounts with full user rights. Users whose accounts are configured to have fewer user rights
on the system could be less impacted than users who operate with administrative user rights.

Exploitation of the vulnerability requires that a user open a specially crafted file with an
affected version of Microsoft Excel. In an email attack scenario, an attacker could exploit the
vulnerability by sending the specially crafted file to the user and convincing the user to open
the file. In a web-based attack scenario, an attacker could host a website (or leverage a
compromised website that accepts or hosts user-provided content) containing a specially
crafted file designed to exploit the vulnerability. An attacker would have no way to force

users to visit the website. Instead, an attacker would have to convince users to click a link,

Important

Remote Code
Execution
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CVEID

Vulnerability Description

Vulnerability
Impact

typically by way of an enticement in an email or instant message, and then convince them to
open the specially crafted file.

The security update addresses the vulnerability by correcting how Microsoft Excel handles
objects in memory.

FAQ;
Is the Preview Pane an attack vector for this vulnerability?

No, the Preview Pane is not an attack vector.

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0651
. . SS Score Restart
Product KB Article Severity Impact Supersedence ’;:e‘: Required
Base: N/A
Microsoft Office 2019 for 32-bit Click to Run Security Important Remote Code Temporal: No
editions Update Execution N/A
Vector: N/A
Base: N/A
Microsoft Office 2019 for 64-bit Click to Run Security Important Remote Code Temporal: No
editions Update Execution N/A
Vector: N/A
Base: N/A
Microsoft Office 2019 for Mac Release Notes Security Important Remote.z Code Temporal: No
Update Execution N/A
Vector: N/A
Base: N/A
. Click to Run Securit Remote Code Temporal:
Office 365 ProPlus for 32-bit Systems Update Y Important Execution N/ AP No
Vector: N/A
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Base: N/A
) Click to Run Security Remote Code Temporal:
Office 365 ProPlus for 64-bit Syst I
ice roPlus for it Systems Update mportantf, . N/A No
Vector: N/A
Base: N/A
. . . 4484217 Security Remote Code Temporal:
M ft Excel 2016 (32-bit edit I 44841
icrosoft Exce (32-bit edition) Update mportant Execution 84179 N/A Maybe
Vector: N/A
Base: N/A
. o e 4484217 Security Remote Code Temporal:
M ft Excel 2016 (64-bit edit I 44841
icrosoft Exce (64-bit edition) Update mportant Execution 84179 N/A Maybe
Vector: N/A
Base: N/A
Rel N i R T l:
Microsoft Office 2016 for Mac elease Notes Security Important emote.z Code 4484179 ernpora No
Update Execution N/A
Vector: N/A
Base: N/A
Microsoft Excel 2010 Service Pack 2 4484243 Security Remote Code Temporal:
I rtant 44841
(32-bit editions) Update mportan Execution % N/A Maybe
Vector: N/A
Microsoft Excel 2010 Service Pack 2 4484243 Security Remote Code Base: N/A
I rtant 44841
(64-bit editions) Update mportan Execution % Temporal: Maybe
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CVE-2020-0651

N/A
Vector: N/A

Microsoft Excel 2013 RT Service Pack
1

4484234 Security
Update

Important

Remote Code
Execution

4484190

Base: N/A
Temporal:
N/A

Vector: N/A

Maybe

Microsoft Excel 2013 Service Pack 1
(32-bit editions)

4484234 Security
Update

Important

Remote Code
Execution

4484190

Base: N/A
Temporal:
N/A

Vector: N/A

Maybe

Microsoft Excel 2013 Service Pack 1
(64-bit editions)

4484234 Security
Update

Important

Remote Code
Execution

4484190

Base: N/A
Temporal:
N/A

Vector: N/A

Maybe
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CVE-2020-0652 - Microsoft Office Memory Corruption Vulnerability

CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2020-
0652
MITRE
NVD

CVE Title: Microsoft Office Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in Microsoft Office software when the software
fails to properly handle objects in memory. An attacker who successfully exploited the
vulnerability could run arbitrary code in the context of the current user. If the current user is
logged on with administrative user rights, an attacker could take control of the affected
system. An attacker could then install programs; view, change, or delete data; or create new
accounts with full user rights. Users whose accounts are configured to have fewer user rights
on the system could be less impacted than users who operate with administrative user rights.

Exploitation of the vulnerability requires that a user open a specially crafted file with an
affected version of Microsoft Office software. In an email attack scenario, an attacker could
exploit the vulnerability by sending the specially crafted file to the user and convincing the
user to open the file. In a web-based attack scenario, an attacker could host a website (or
leverage a compromised website that accepts or hosts user-provided content) that contains a
specially crafted file designed to exploit the vulnerability. An attacker would have no way to

force users to visit the website. Instead, an attacker would have to convince users to click a

Important

Remote Code
Execution
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CVEID

Vulnerability Description

Vulnerability
Impact

link, typically by way of an enticement in an email or instant message, and then convince
them to open the specially crafted file.

Note that the Preview Pane is not an attack vector for this vulnerability.

The security update addresses the vulnerability by correcting how Office handles objects in
memory.

FAQ;
Is the Preview Pane an attack vector for this vulnerability?

No, the Preview Pane is not an attack vector.

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00

Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0652
. . SS Score Restart
Product KB Article Severity Impact Supersedence ’;:e‘: Required
Base: N/A
Microsoft Office 2019 for 32-bit Click to Run Security Important Remote Code Temporal: No
editions Update Execution N/A
Vector: N/A
Base: N/A
Microsoft Office 2019 for 64-bit Click to Run Security Important Remote Code Temporal: No
editions Update Execution N/A
Vector: N/A
Base: N/A
) Click to Run Securit Remote Code Temporal:
Office 365 ProPlus for 32-bit Systems Update v Important Execution N/ AP No
Vector: N/A
Base: N/A
. Click to Run Securit Remote Code Temporal:
Office 365 ProPlus for 64-bit Systems Update Y Important Execution N/ AP No
Vector: N/A
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CVE-2020-0652

Base: N/A
Microsoft Office 2016 (32-bit edition) ?;;83;1 Ztil Security Important E;I:Ei?oi()de 4484182 ;izlporal. Maybe
Vector: N/A
Base: N/A
Microsoft Office 2016 (64-bit edition) ?;;83;1 Ztil Security Important E;I:Ei?oi()de 4484182 ;izlporal. Maybe
Vector: N/A
Base: N/A
i i ri Rem Temporal:
et O OSerice Pk (0000 e SO gy Tt
Vector: N/A
Base: N/A
i ffice 201 ice Pack 2 44842 rit Remote Code Temporal:
?géllc-]l;(;:(;fgifi)onz;! Db ercePec Upgdatz6 e Important Execution 4484192 N/AP Maybe
Vector: N/A
Base: N/A
Microsoft Office 2013 RT Service Pack 4484227 Security Important Remote.z Code 4484184 Temporal: Maybe
1 Update Execution N/A
Vector: N/A
Micrc?soft.C.)fﬁce 2013 Service Pack 1 = 4484227 Security Important Remote.z Code 4484184 Base: N/A Maybe
(32-bit editions) Update Execution Temporal:
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CVE-2020-0652
N/A
Vector: N/A
Base: N/A
i\é[;c_ﬁ:oef:hgiiz)e 2013 Service Pack 1 ;L;;S(ii? Security Important E}e{en:iz?oiode 4484184 ;izlporal. Maybe
Vector: N/A

CVE-2020-0653 - Microsoft Excel Remote Code Execution Vulnerability

CVEID Vulnerability Description Severity Vulnerabilicy
. Impact
Rating

CVE Title: Microsoft Excel Remote Code Execution Vulnerability

Description:
CVE- A remote code execution vulnerability exists in Microsoft Excel software when the software
2020- fails to properly handle objects in memory. An attacker who successfully exploited the
0653 vulnerability could run arbitrary code in the context of the current user. If the current user is [porane Remot? Code
VITRE logged on with administrative user rights, an attacker could take control of the affected Execution
NVD system. An attacker could then install programs; view, change, or delete data; or create new

accounts with full user rights. Users whose accounts are configured to have fewer user rights

on the system could be less impacted than users who operate with administrative user rights.
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CVEID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Exploitation of the vulnerability requires that a user open a specially crafted file with an
affected version of Microsoft Excel. In an email attack scenario, an attacker could exploit the
vulnerability by sending the specially crafted file to the user and convincing the user to open
the file. In a web-based attack scenario, an attacker could host a website (or leverage a
compromised website that accepts or hosts user-provided content) containing a specially
crafted file designed to exploit the vulnerability. An attacker would have no way to force
users to visit the website. Instead, an attacker would have to convince users to click a link,
typically by way of an enticement in an email or instant message, and then convince them to
open the specially crafted file.

The security update addresses the vulnerability by correcting how Microsoft Excel handles
objects in memory.

FAQ;
Is the Preview Pane an attack vector for this vulnerability?

No, the Preview Pane is not an attack vector.

Mitigations:
None
‘Workarounds:

None
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CVEID Vulnerability Description Severity Vulnerability
) Impact
Rating
Revision:
1.0 01/14/2020 08:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2020-0653
CVSS Score  Restart
P t Arti ity I
roduc )KB cle Severity Impact Supersedence Set Required
Base: N/A
Office 365 ProPlus for 32-bit  Click to Run Security mportant Remote Code Temporal: N
Systems Update P Execution N/A ©
Vector: N/A
Base: N/A
Office 365 ProPlus for 64-bit  Click to Run Security mportant Remote Code Temporal: N
Systems Update P Execution N/A ©
Vector: N/A
@& WFHE 2020 http://www.nsfocus.com
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CVE-2020-0654 - Microsoft OneDrive for Android Security Feature Bypass

> )\

Vulnerability

Maximum
Vulnerabili
CVEID Vulnerability Description Severity erabiity
. Impact
Rating
CVE Title: Microsoft OneDrive for Android Security Feature Bypass Vulnerability
Description:
A security feature bypass vulnerability exists in Microsoft OneDrive App for Android.
This could allow an attacker to bypass the passcode or fingerprint requirements of the App.
The security update addresses the vulnerability by correcting the way Microsoft OneDrive
CVE- " App for Android handles sharing link
2000. pp for Android handles sharing links.
0654 Important ls:zilrin ass
MITRE  FAQ; e Byp
NVD How do I get the update for OneDrive for Android?
1. Tap the Google Play icon on your home screen.
2. Swipe in from the left edge of the screen.
3. Tap My apps & games.
4. Tap the Update box next to the OneDrive app.
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CVEID |Vulnerability Description

Vulnerability
Impact

Is there a direct link on the web?

Yes: https://play.google.com/store/apps/details?id=com.microsoft.skydrive&hl=en_US

Mitigations:

None

‘Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2020-0654

tProduct |KB Article |Severity |Impact |Supersedence |CVSS Score Set tRestart Required
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CVE-2020-0654
Base: N/A
One Drive for Android Release Notes Security Update Important Security Feature Bypass Temporal: N/A Maybe
ector: N/A

CVE-2020-0656 - Microsoft Dynamics 365 (On-Premise) Cross Site
Scripting Vulnerability

CVEID Vulnerability Description Sty Vulnerability
. Impact
Rating

CVE Title: Microsoft Dynamics 365 (On-Premise) Cross Site Scripting Vulnerability
Description:
A cross site scripting vulnerability exists when Microsoft Dynamics 365 (on-premises) does not

CVE- properly sanitize a specially crafted web request to an affected Dynamics server. An

2020~ authenticated attacker could exploit the vulnerability by sending a specially crafted request to _
0656 an affected Dynamics server. Important  Spoofing
MITRE

NVD The attacker who successfully exploited the vulnerability could then perform cross-site
scripting attacks on affected systems and run script in the security context of the current
authenticated user. These attacks could allow the attacker to read content that the attacker is
not authorized to read, use the victim's identity to take actions within Dynamics Server on
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CVEID Vulnerability Description

Vulnerability
Impact

behalf of the user, such as change permissions and delete content, and inject malicious content
in the browser of the user.

The security update addresses the vulnerability by helping to ensure that Dynamics Server
properly sanitizes web requests.

FAQ;

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 01/14/2020 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2020-0656

CVSS S Restart
Product KB Article Severity Impact Supersedence Set core R::uire d
Base: N/A
Dynamics 365 Field Service (on-premises) [Relelase Notes Security ) Temporal:
Important Spoof; Mayb
v7 series Update FHPOTtATt SPooLing N/A aybe
ector: N/A

= B

Az SRR IR AT REAAAE I 2 i, SRR I 2 e A E IR AMEM OREBUR T . B8 A2 2R 5 e gt s
SR 3 AR AT LR B (R 5 R ek, Bl E AR N5, SR L R % S AEE AR E R ST, SEREA
XA N T BN IR e A T, DARIE 2 e A S e B, ORRBFE 2R . REsx iR

BAVF, AMHEEEEE G % e AT WA, AMFEMER T2 TRk H K.

RTEERE

JE SR BE B R R AR A ] (R REHD oL T 2000 45 4 H, SO Tdbut. EENIMEE 30 2407030, X
BOM 18R el feld. BRMULEE . BT, REERB O TIR L& ih KRR 5, FBh 7 sell 55 1)

ZENGIEAT

@& R 2020

http://www.nsfocus.com




g > >

el Cé-<::> )\

T ZFENZ WP, SRR & & im 4 BRI 4. S e E AU, N P RAENRN/Bi . 5t
TEA RS Bt . E R VAL L& Web 22 B4 5577 i DA Bk 22 4 ik 55

AEECHN 2 BEAE S % R A IR A7 T 2014 £ 1 H 29 HIERERIINEZFAZ 5 Fr@blbak b, BEREAR: SERE, B
300369,

2k B RHECE 5 i R 2R B RHECE T s 4R

@% MM 2020 http://www.nsfocus.com



