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粠簇㱧⪓⹠㷤氳亡⺸僗┼熨飊ⲡ┉佭┚亍㏜俍յ亍䈒榫篾⺭⪯㑔氳㞝◌阞畀յ☕䄄保耇յ擻纭

粠璡◅佭㱧⪓䤗儛舅骱氳庌⴬❇㞝堉뀻䤗儛յ㣛羈斷旯յ保耇⬀瓀璡縡鲹┼眷飊ⲡ䏢䏢⺎耇⚢踅
⺭㞝☕䄄保耇┚㱧⪓䤗儛╯ꠑ仵⮵榫 AI䤗儛顲耇㱧⪓鲡蛈䎬䡗 AISecOps⹒ⱶ鵮▽保耇⴬㱧⪓鲡
蛈⽰保耇⴬䷍⭵䤗儛氳㵒䤻ն
䎎◌阞畀⹠㷤㵨鲤◅ⶇ䇗⺵䄖抆鲽⪍▽亍氳ꡙ夀◌⸊榟休♏ն♔㳋յ籁䪷⽰䐭僜ⱷ╙♏辑氳

◌⸊榟䤗儛塜㏇䏆⿏⺨车⺨┯氳 IT㓹滼阻亨յ䇖⺐⽰䈒榫硍簊█㏇峈鵁⮽㞝 IT/OT踅⺭氳䄄┯◎纭粠յ
IT/CT踅⺭氳 5Gյ鱦籃阞畀璡亍㑔㓹滼阻亨╈ն杼鉯◌⸊榟⛮硍㰇㏇氳亍几冘յ亍곽ꢣ⽰亍㣛羈僗
Ⲃ◇䡘♜冘䋧ꪫ⺸亍㑔 IT㓹滼阻亨氳㱧⪓ꡕ䥉儬⯆⮵榫◌⸊榟氳⩝鲽䤗儛踅⺭⮽䎎⯥氳䷍ꡕ⛮硍╈
█僗Ⲃ◇䡘♜䬠ⶍ丞⛮㱧⪓ꡕ䥉氳䍞䓪յ鴠䈒䓪յ䷨䪇䓪ն
䡘♜㏇ 2018䇗⹠䄭▽վ㳋㱧⪓䤗儛䥊⼔տ陣篱⮇冫▽㳋䤗儛䢦ꪫ║氳곽ꢣ⽰㱧⪓䧪䡟☮

篸▽㱧⪓䄅燰䓙饟┖氳㱧⪓㓹篪յꜳ⥽㱧⪓璡⫂㳋簄⮤䋧㳋㱧⪓氳儬冘┉◙僗沠氳䋧阫ն鲤䇗꣮浔
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ꈶ◇塝䡘♜⹠䄭▽վ◌⸊榟㱧⪓䤗儛䥊⼔տ儗䥊⼔鰏╙⪓ꪫ㏐⮇冫▽◌⸊榟蛽㏐䢦ꪫ║氳㱧⪓

곽ꢣ⽰㣛羈鲽縡䬠⭴▽◌⸊榟氳ꡕ䥉䓙饟⽰㱧⪓⛮硍ն꺙⩝陣篱☮篸▽㛢熨㲓朆◌⸊榟朅㗟氳⺎鈸㴕յ
⺎鴒馹氳䤗儛䣆夀抆⺵☮篸▽㏇◄⯥䈒㲓朆ꦻ⟔♳粠簇阼ꠋ䫝⯆氳䐭ꣵ熊䤗儛♔⹖㏇◄╈ꪫ⺸㳋
朅㗟氳䋳䅻压孾䤗儛⽰ꪫ⺸◌⸊榟䈒榫⽰僜ⱷ氳䈒榫┯ⱷ㱧⪓䤗儛ն塝㛚䥊⼔█☮篸▽◌⸊榟亍䎬䒳
氳僜ⱷ粠劲⽰仰僜ⱷ㱧⪓ꡕ䥉䤗儛ն僄⺵䥊⼔㶩5G劭䑐粠⽰鱦籃阞畀璡㏜俍䫓阥▽◌⸊榟㱧⪓氳䈒榫ն
儗䥊⼔㏇籁⫞鲋爊╈⹇縓▽㛻ꄈ顫乢⻹⹧▽㛢亡氳㲒顜䙬鈷⽰䋧阫㏇塝岑辑䚊隟ն䥊⼔氳籁⫞
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꣮浔◌阞畀䤗儛氳䡗捙⽰◌阞畀硍簊氳䇯嫚鼨糓┕◌䡗╙▽⚀┯鼨糓亍┯ⱷ氳꺙鴲ն⺱休
⺨㛻◌阞畀僜ⱷら氳⸥儴仼沠忂憷亍氳哮䒞█㷄⭴┘狕ն鲤䇗全◌⸊榟阞畀Cloud Native 

Computing飉全飉㛢㏐⭴朆㏇☕♜氳鈼ꄇ╈黁╫◌⸊榟阞畀┚⚩簊◌阞畀注奃僗☜╫┘⺱耇⮵榫
◌⸊榟阞畀鉯⬀☜╫ꠋ겗儗珖䡘♜㵨☮篸◌⸊榟阞畀氳哮䒞⽰䈒榫㏜俍ն
1.1.խ✻⾲欰皍➝
鲤䇗全◌阞畀氳嘗䌋鵄峀逈┯槡阡⺎⽰䫙⹨ն㏇㎁⫂㛻㛢丘⮵榫䋯嶏䡝ら┯氳 IaaS硍簊冘䋧

◌阞畀䇖⺐鲹熨亡䌋䢦䅠全氳㞑㚲佭丞⛮顫嶏⮵榫催ⱶ⺭杼꥘篑䌋氳鲡蛈꡹⛦䡗儗䬠ⶍ丞⛮姢䇖ն
⛙䔅⛮縡銨鲹劫氳┕◌㲓饨⺆佭䎬┕氳䷊⹩鲸鲾媆僗⮽烖┕氳⹩⴬ն
㏇┕◌㲓饨╈⚩簊䈒榫僗ⶍ篒簾䜈յ几冘膭羆յ仰嫏䒍鵮鳦♏璡ꠋ겗◇佭◌⸊榟氳哮䒞䈒鲡縡榟ն

◌⸊榟⩘⮇⮵榫◌阞畀䍞䓪յ䷨䪇յ顫嶏娢⽰僜ⱷ⴬璡攑䓪鉯⬀┯ⱷ㏇䋯⹠յ꥘䡗յ⮇⹠⽰鲡车璡丞
╄榟⽝⼽僿╈鷕⮽氳ꠋ겗ն洡㲓┯ⱷ╈⭴朆氳ꠋ겗䣉佭洡塜氳ꠋ겗ն䢦♔䡘♜阡╙◌阞畀┖ⶐ
㏜氳䋯㏜䄖篺⻻⿏陾颉䐂◌⸊榟氳颂鷺陾䣉洡塜颉䐂▽◌阞畀ն
催╙塜䌋㏐◌⸊榟阞畀㓹ꄌ⚢Cloud Native Computing FoundationCNCF㵒◌⸊榟氳鈷鉯 [1]

佭◌⸊榟䤗儛僗⮵◇⺨篯篲㏇⪝僗◌յ熗僗◌⽰岝⺭◌璡亍㑔ⲁ䒳朅㗟╈冘䋧⽰鲡车⺎䍞䓪䣲㷤氳
䈒榫ն◌⸊榟氳♏辑䤗儛ⴎ䦮㳋յ僜ⱷ粠劲յ䐭僜ⱷյ┘⺎⹩㓹滼阻亨⽰㚜伺䌋 APIն鲹◙䤗儛耇㛫
冘䋧㳋ꛯ䓪㞑յ佄◇留杼⽰➘◇鈸㴕氳册繓⺭硍簊ն篾⺭⺎ꪣ氳舅ⲁ⴬䣆夀◌⸊榟䤗儛✳䄄爊䄳耇㛫
鰇册㏐㵒硍簊⛼⭴겐竴⽰⺎것孾氳ꄆ㛻⹩催ն
㏇◌⸊榟䈒榫⽰僜ⱷ䇖⺐冘䋧鲋爊╈㳋䤗儛⭡⠺⪭鰇ꣵ熊յ佄⮇⹠璡攑䓪⽰孨餠䍠㛻氳炙⵲䶺

䧏䡗╙▽◌⸊榟璡䈒榫㏜俍┖氳ꄆ金䶺䱹䤗儛ն仰僜ⱷյ僜ⱷ粠劲璡僜ⱷ亍㑔鼨糓䎬䒳█㏇䷊⹩◌珸
䈒榫氳阻阞յ䋯⹠յ鼨糓⽰鲡车☳縡ꄆ冘◌┕┯ⱷ嘗䌋ն
1.2.խ✻⾲欰㸝Ⰼ皍➝
┚◌阞畀㱧⪓注⛎◌⸊榟㱧⪓█ⴎ⻡┼㷄⻡╬ꪫ⺸◌⸊榟朅㗟氳㱧⪓⽰僗◌⸊榟攑䏣

氳㱧⪓ն

[1] մhttps://www.cncf.io/about/faq
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1.2.1.խ꬗ぢ✻⾲欰梠㞯涸㸝Ⰼ
ꪫ⺸◌⸊榟朅㗟氳㱧⪓⪭泘剝佭ꡕ䥉◌⸊榟朅㗟╈氳㓹滼阻亨յ籁䪷硍簊⽰䐭僜ⱷ氳㱧⪓ն
鲹眷㱧⪓儬⯆┘┉㲋㚷◌⸊榟氳攑䓪奃㞝㳋⴬յ⺎籁䪷㱚♜⺎♔佭⚩簊嘗䌋鼨糓氳

榗舘佭漲♭阻㚷⛙⪭⛼榫佭⟊䥉仼沠俋⹖氳◌⸊榟朅㗟ն
┉╄❇㯹佭㳋◌CaaS氳䤻䦋簈僜ⱷ⺎榫⮇䄭䌋䦋簈僜ⱷ簾鉯儬⯆DDoS Mitigation

縡縓诿⮽䓪耇꡿⯆┉芘塝眷簾鉯儬⯆齉佭漲♭䎬䒳⛙鲹熨⚩簊㱧⪓儬⯆塜佭⟊꤄▽佭ꪫ⺸◌⸊榟硍
簊氳⺎榫䓪ն
塝㛚╚儬㱧⪓鿥糌յ☹䈑⽰ꜳ⥽㱧⪓յ车╙压孾⽰鱦槡㱧⪓璡齉佭ꪫ⺸◌⸊榟朅㗟氳㱧⪓儬⯆ն

1.2.2.խⰨ剣✻⾲欰暵䚍涸㸝Ⰼ
僗◌⸊榟攑䏣氳㱧⪓佭䧗僗◌⸊榟氳䍞䓪䷨䪇յ鰇ꄈ篒յ⺎籁䪷璡攑䓪氳⺨眷㱧⪓儬⯆ն
◌⸊榟佭┉熨杼䒞┕氳⮡亍鵠鲋㳋⴬յ顫嶏籁䪷⽰䐭僜ⱷꄆ冘▽⚩簊氳䋯⹠鲡蛈⛮硍ⱶ鵮┯

ⱷ┕篪⽰⹩催氳鵮䈲㍕縡◌⸊榟硍簊氳熨熨⚝荂攑䓪⺱劫⚢簄㱧⪓ⷣら䅠全䏭㛻氳⻪⹠ꄆ冘☽♜
氳㱧⪓◲⿁յ䇖⺐䷊⹩⪭◬♀յ催亍嘗䌋ն
☱♔ DDoS╙❇㏇丘䩺╈䑐氳㱧⪓⛮硍╈䤻䦋簈僜ⱷ佭┉╄⪯㑔氳㱧⪓䈒榫♔漲♭岳嬲阻㚷

╙╚ն⛙⪭籬憠佭䎎 DDoS氳䷍⭵孲ꄈ飃鲋▽岳嬲阻㚷氳岳嬲耇ⱱ休仰嫏䒍鵮鼨糓겜㛚氳漲♭岳嬲阻
㚷⚩簊漲♭㱧⪓阻㚷氳┖⶝յ榟◲յ鲡鰟յ◬♀⽰┕篪䏢䏢♔⼽阞㍕縡鲹熨㱧⪓儬⯆仰嫏䈒㵒狰
⹠氳㛻鈺嘗䦋簈僜ⱷ䷍⭵ն縡㞝冽ꃾ榫◌⸊榟氳儬⯆㱧⪓ⷣら㶩⺎♔鵠鲋㳋ꜳ⥽氳亡䌋◬♀㳋⴬
氳谑䦟岳嬲阻㚷縡䎎⭴朆狰⹠䕥䙬孲ꄈ休⺎鵠鲋籁䪷硍簊㏇狝ꠏ氳僜ⱷ╈ⲁ䒳嘦⺸䣲㷤⻪ⲁ餉㛫
㛢氳岳嬲阻㚷☳縡⺎䈒㵒㚲杼耇ⱱ┘㛫氳㏜俍ն鲹休DDoS岳嬲儬⯆佭◌⸊榟氳⛙⪭ꡕ䥉氳┯ⱷ
硍簊僗⺎耇佭⚩簊氳ն
1.2.3.խ✻⾲欰㸝Ⰼ輑ざ涸㸝Ⰼ
豓抆䡘♜䎬䌋┕㵨◌⸊榟㱧⪓⮇╙▽┼眷㱧⪓䤗儛饟篪⛙◄㲓┕㞝冽金⢢㞑◌⸊榟㱧⪓⮟䑒

抆꧎金✳榫僗◌⸊榟攑䓪氳㱧⪓䤗儛⸼㲓朆ꪫ⺸◌⸊榟朅㗟氳㱧⪓㍕縡┼縖佭◎注踅⺭氳ն
阦䡘♜簒簘♔ DDoS㣛羈╙❇┉亡ꪫ⺎榫䓪佭丞╄◌⸊榟硍簊╈ꄆ金氳㱧⪓㷯䓪仰阷佭㳔╚儬յ

㳋鲸佭䐭僜ⱷյ仰僜ⱷ┯ⱷ硍簊齉꧎金⟊阾⪭⺎榫䓪⺁┉亡ꪫ㏇◌⸊榟硍簊╈金㲓朆⺎榫䓪
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✻⾲欰㸝Ⰼ嚋鶣

㏇擻杼鱦槡❱金冘䋧䧝꧎յ䍞䓪氳 DDoS簾鉯耇ⱱ㏇㳋յ䐭僜ⱷ鱦槡❱鼨糓谑䦟յ䍞䓪氳 DDoS儬
⯆鲹㶩꧎金◌⸊榟氳㱧⪓耇ⱱն┼縖注鰑注䡗籬┉┘⺎ն
1.3.խ㼭絕
金㲓朆◌⸊榟㱧⪓㶩꧎金꺙⩝陁⚽◌⸊榟硍簊╈氳㱧⪓곽ꢣ⽰注⪩㣛羈阻阞僗Ꙟ㵒䓪氳㱧⪓

儬⯆㏇塝鲋爊╈◌⸊榟硍簊氳㍾僗┯ⱷ攑憠㶩金姳㱧⪓ⷣら朆僗氳㱧⪓耇ⱱ◌⸊榟⴬ն泘⯥⺎것
鈷氳佭㱧⪓耇ⱱ氳◌⸊榟⴬簈┘佭甏⶝氳㵨⸊僗㱧⪓阻㚷谑䦟⴬䡝㳋⴬縡佭金䧝拨鼨糓金姳鲽
车㳋⴬䧝拨䓪耇金姳鲽车鰇ꄈ⴬䧝拨Ⱶ耇鲽车䥷⮇յ䐭僜ⱷ⴬僄⺵㲓朆䍞䓪յ䷨䪇յ鰇ꄈ篒璡
攑䓪ն
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2.խ㸝Ⰼ꡼곿䧭⚹䕧ㆇ✻⾲欰衅㖑涸ꅾ銳㔔稇

㸝Ⰼ꡼곿䧭⚹䕧ㆇ✻⾲欰衅㖑涸ꅾ銳㔔稇
2
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㸝Ⰼ꡼곿䧭⚹䕧ㆇ✻⾲欰衅㖑涸ꅾ銳㔔稇

☳⺨熨⺨劫氳㱧⪓곽ꢣ╈⺎♔┉獈◌⸊榟䤗儛氳㱧⪓䒳ⲡ◌⸊榟朅㗟☱抆㰇㏇阵㛢㱧⪓ꠋ겗◡䏨
鉯⬀ն㏇◌⸊榟䤗儛氳蛽㏐鲋爊╈㱧⪓佭䑒걺金縓诿氳ꄆ金㍕碜ն
2.1.խ剪⸉凐ꪪ
僜ⱷ倽꨽氳ꠋ겗䡘♜㏇ 2018䇗氳䥊⼔ [2]╈㶩䄖篺陣篱鲽车▽⮇冫鲹ꄅ⫋甏⶝⢢┉┖㍑걽ն䡘

♜⮵榫粠簇狝ꠑ䮣碠䌖䳫 Shodan㵒 2020䇗 10僖♷切㛿倽꨽ 2375珸⹾氳 Docker Daemon僜ⱷ鲽车
▽⮇冫⹠朆☱抆僗篑 4800╄ Docker Daemon㵒㛚倽꨽ 2375珸⹾⪭╈鼨⮇佭媆僗阻糌阼ꠋ阡阾氳
⺎♔波䫙┚╯◬◎ն

㕃 2.1խ鿈ⴔ凐ꪪ 2375畮〡⚂偽霄꡼雩霆涸⚺劼
⺁㛚䡘♜█㵒⺱休僿 Kubernetes Dashboard㏇◎纭粠┕氳倽꨽䗯⬅鲽车▽簊阞⹠朆☱僗篑

1200╄ Kubernetes Dashboard僜ⱷ倽꨽㏇◎纭粠┕ն⪭╈█☱㰇㏇┘꧎金阡阾ⷊ⺎氨䎓氳䗯⬅ն鲹熨
珸⹾倽꨽佭ꪝ䅻⷇ꢣ氳ն

[2]մhttps://www.nsfocus.com.cn/html/2018/92_1112/70.html
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㕃 2.2խ♧⚡㼆㢪凐ꪪ畮〡⚂偽霄꡼雩霆涸 Kubernetes Dashboard剪⸉
2.2.խ侨䰘屧ꪪ
丘䩺媶꨽㏇◌⸊榟╈☱抆佭ꄆ金氳㱧⪓㣛羈ն♔◘뀐鴳氳㵒霅㰇⤴僜ⱷ Amazon S3╙❇⪭㏇◌

⸊榟╈█䐂⮽▽䈒榫 [3]抆縡S3丘䩺媶꨽◄♭逈㷴㷴傃⩞┘羿冻╞ [4][5]ն
㏇┕鳮⚜㛢丘䩺媶꨽◄♭╈簈㛻㛢丘佭 S3㰇⤴匌氳⪝䋯阼ꠋ僗氳◄♭寘⹖ S3逈阻糌╙⩒阵♳

⛰ AWS氨䎓榫䢓阼ꠋ榗舘┉╄⵴橚丘䩺媶꨽◄♭氳注⪩㰇⤴匌珔抆逈阻糌╙▽♳⛰☕㏰⺎陸⫞鲹
佭┘⺎䘶霅氳ն
2.3.խ䜌䠑䮔瀤余ⴁ
暵倛䬘 Kubernetes䮔瀤✲⟝
2018䇗 2僖 20仼◌㱧⪓⪝⺚ RedLock⹠乄䥑꨽ [6]攑事䥽氳 Kubernetes꥘紮傾㏇丘僖⯥逈⪍➈

랫㲙㏇⪭╈鼨糓▽䧳溜爊䈌ն䩺䥊鷺⪍➈氳波䫙⸊㍕佭⪭ Kubernetes꥘紮氳 Dashboard㚲◇儔䪧

[3]մhttps://aws.amazon.com/cn/products/storage/object-storage-for-cloud-native-applications

[4]մhttps://businessinsights.bitdefender.com/worst-amazon-breaches

[5]մhttps://github.com/nagwww/s3-leaks

[6]մhttps://web.archive.org/web/20180222103919/https://blog.redlock.io/cryptojacking-tesla
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儹ⷊ⺎阼ꠋ敯䒳┦倽꨽㏇◎纭粠┕ն
㵒◇┉╄ Kubernetes꥘紮全陱䫝⯆ Kubernetes Dashboard䙬⽏浔耇㛫波䫙⺸꥘紮┖鱳䧗♑┽

ꄆ䗯⬅┖䷍⭵縖榗舘耇㛫鴣鶲⭴㳋鲽縡鰇佄䫝⯆꥘紮䢦僗㳔╚儬荣憠⪭곽ꢣ璡⺱◇榗舘飃鲋㓊媌
ꣀⷌ䏢䏢䐂┘⮽注䈒氳ꄆ鈼ն
䗎鲱港崵ⵌ㣐錞垷 Kubernetes䮔瀤✲⟝
2020䇗 4僖 8仼䐭鯻 Azure㱧⪓╈䑐⹠䄭乄燢压孾⮽㛻鈺嘗 Kubernetes䧳溜◄♭ [7]ն2020

䇗 6僖 10仼䐭鯻 Azure㱧⪓╈䑐⫋埠⹠䄭乄珖閜⼔帲榫 Kubeflow氳㛻鈺嘗䧳溜◄♭ [8]ն┼颯◄
♭氳傃⩞仼僿㞝塝䫙鲤陱伺♔ Kubernetes╙♏辑氳◌⸊榟硍簊䏭⺎耇塜㏇䡗╙┘嫏⮇㯹顽♔擭⮵氳
亍峗鷺ն
Ꙟ㵒 Kubeflow氳䷍⭵◄♭䏆⿏▽丘ⶇ╄ Kubernetes꥘紮鵠䅻榫◇儬㰣▊氳 Kubernetes꥘

紮⺨荣憠氳畀ⱱ⚢奃俋鵠僜ⱷ金䍠㛻阵㛢鲹◙畀ⱱ⺱劫耇㛫逈䷍⭵縖䢦榫╙䧳溜䅠全侁蜷㘍沠ն
◄㲓┕㳋朅㗟┖氳䕥䙬䧳溜䇜┘亍됁䧳溜孨ⲁ┉芘⹠榟㏇耗䍐㳋╈ն❇㞝랫㲙⮵榫㳋

⫂鼨鲡车僗庀嬼Web氳䈒榫爊䈌藜䐂㳋䫝⯆儹鲽縡鼨糓䧳溜爊䈌ն
Graboid迿赈䮔瀤⠛乄✲⟝
2019䇗 10僖 15仼Unit 42㱧⪓㍙꠼⹠朆▽┉堑亍㑔䧳溜軾谺 [9]⽝⺳╙ Graboid㛻㏐谺

院軾谺氳䧳溜◲⭴佭ꠅ粬䄪Monero逈⹠朆休㱚䄖篺⚩䲭⮽▽飃鲋 2000⺐┘㱧⪓氳 Docker㳔
╚儬┕ն鲹佭㱧⪓溿狓縖瑭┉埠⹠朆⠺Ⲃ Docker㳋鲽车䧳溜⽰⚩䲭氳軾谺ն
儗埠◄♭╈䷍⭵縖꺙⩝鵠鲋┘㱧⪓氳 Docker㱥䥉鲽爊倽꨽⭴全氳鲾爊珸⹾藜䐂㵒泘剝╚儬氳䫝

⯆儹抆⺵┖鱳䧗♑☳Docker Hub┕䥽⹧pull䇜鲡车㲓朆┕⚩氳䕥䙬ꜳ⥽ն榺◇⚩簊篳珸ꡕ䥉儬⯆AVյ
EDR䇜┘耇䏭㞑㏐㲗阞㳋⫂鼨氳车╙⽰丘䩺䷚䏭ꥈ压孾⭴鲹眷䕥䙬车╙ն
䡘♜䑒걺阡洡㵒䏨◌⸊榟朅㗟┖氳軾谺⚩䲭◄♭ն注奃⚩簊⫂粠朅㗟◌⸊榟꥘紮朅㗟┖⺨荣憠╯

ꠑ僗催䍠氳⪩纭䓪ն❇㞝㏇ Kubernetes꥘紮⫂┉份軾谺藜䐂▽ API Server氳䫝⯆儹꡿㶩耇㛫

[7]մhttps://azure.microsoft.com/en-us/blog/detect-largescale-cryptocurrency-mining-attack-against-kubernetes-clusters

[8]մhttps://www.microsoft.com/security/blog/2020/06/10/misconfigured-kubeflow-workloads-are-a-security-risk

[9]մhttps://unit42.paloaltonetworks.com/graboid-first-ever-cryptojacking-worm-found-in-images-on-docker-hub
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㏇ꪝ䅻湿氳休ꠑ⫂䚊刌丞╄꥘紮䇜耇⮵榫籁䪷䤗儛䧏╦⴬䕥䙬♏溞⺵冽┘㕉阻䘶ն
2.4.խ㼭絕
隅⹖◌⸊榟㱧⪓休┘㵽☕鲸⢦槴㏇⚩簊㱧⪓䙬陃⽰鈸䒞㵒Web䷍ꡕյ硍簊䷍ꡕⱶ䍠ꡕ葶㳢

溞倽ⱱ滭鉯⽰⹛䍞 Shell┘⚢䪨♔鰇䑐ն抆縡㱧⪓䔅佭僗湿冏䷞䈒ն僗休┉╄甏⶝氳珸⹾倽꨽յ
儔䪧儹阼ꠋ庀嬼媆僗⹖休㚲杼㶩⺎耇╙䷍⭵縖䬠❠┘顠⻻愌╯ⱱꝚ뀕波⪍氳儬⚢㍾萴ꄌ娧氳㒮娢█
⚢㍕塝媌ꣀն
塝㛚◌⸊榟舅骱耗䍐䓪䅠全氳곽ꢣ㏇儔全丘䇗⫂䏭⺎耇逈䷍⭵縖䢦⮵榫鲽縡⹠ⲁꙞ㵒◌⸊

榟硍簊氳䷍⭵㍕縡◌⸊榟ꪫ║氳㣛羈⽰㱧⪓곽ꢣ┘⺎┘㴕ն
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3.խ✻⾲欰꬗⚰涸㸝Ⰼ㪭胇ㄤ굥ꤗ

✻⾲欰꬗⚰涸㸝Ⰼ㪭胇ㄤ굥ꤗ
3
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3.1.խ㺂㐼⻊㛇炄霃倶涸㪭胇ㄤ굥ꤗ♶⠔刿㼱
♔㳋⽰㳋籁䪷硍簊╙♏辑氳◌⸊榟㓹滼阻亨䡗╙䶺䱹◌⸊榟䈒榫氳ꄆ金鰉⛮⪭㱧⪓䓪㵨波

䫙䏆⿏丞╄◌⸊榟硍簊氳㱧⪓䓪ն
3.1.1.խꛏ㼆㺂㐼Ꞥ⫸涸鲱⟝⣘䎾Ꝇ余ⴁ
꣮浔㳋䤗儛氳俋⹖㳋ꜳ⥽█䡗╙▽鯻♭❠䈒ꛔ╈ꪝ䅻ꄆ金氳┉鼨⮇ն抆縡┯ⱷ❤顽氳㓹滼

ꜳ⥽仰阷佭㰇㏇㱧⪓庀嬼鲸佭ⴎ⻡䕥䙬♏溞鲹熨弍㏇⷇㲺奃랫㲙☳㛚鼨⹠颯䷍⭵┽ꄆ䐂㛢ն┖ꪫ䡘
♜㵨☮篸┼熨㳋ꜳ⥽鯻♭❠䈒ꛔ氳䷍⭵眷㑔ն
Ꞥ⫸怩峯ⵄ欽
ꜳ⥽庀嬼⮵榫䧗氳佭ꜳ⥽儗骱㰇㏇庀嬼休❤䩺ꜳ⥽⮡䋧䇜鲡车氳㳋█鵠䅻⚢㰇㏇注⺱庀嬼

䷍⭵縖⮵榫ꜳ⥽╈㰇㏇氳庀嬼⸼䷍⭵㳋䏢䏢僗◄ⶐⱵ⠙氳䷞冽ն
㚷⹨䋯⹠縖ꪂ浫氳 Alpineꜳ⥽傾傃⭴鲋┉╄庀嬼籁⺙╙ CVE-2019-5021ն3.3⮽ 3.9撷儗氳

Alpineꜳ⥽╈root榫䢓㳢溞逈阻糌╙狝䷍⭵縖⺎耇㏇䷍⪍㳋⺵⠺塝䬠ⶍ⮽㳋⫂鼨 root儹꡿ն
鲹╄庀嬼洇颯全䏭甏⶝⛙佭 CVSS 3.0陁⮇냖鱳 9.8⮇ [10] ն
Ꞥ⫸䫏嫫
ꜳ⥽䤸夽佭┉╄㳑嫚氳陚겗ն㱚䧗氳佭䷍⭵縖鵠鲋切◙亡䌋㞝┕⚩ꜳ⥽⮽⪝䋯☹䈑յ⪍➈硍簊

⺵┕⚩ꜳ⥽⮽⹨㲺縖儗㏐☹䈑♔⹖⟤䷊ꜳ⥽⺳燢⡾⫕塜䅻ꜳ⥽璡堉뀻յ陮㵗⹨㲺縖✳榫䷍⭵縖䧗㲋氳
䕥䙬ꜳ⥽⮡䋧䇜鲡车㳋☳縡㲓朆⪍➈䡝⮵榫⹨㲺縖氳╚儬鲽车䕥䙬孨ⲁ氳车╙ն
劯䩺泘氳┘⺱䅻鈷氳ꜳ⥽䤸夽僗└熨眷㑔䤸䷒䕥䙬䧳溜ꜳ⥽յ䤸䷒䕥䙬⺵ꠅꜳ⥽⽰䤸䷒䕥䙬

exploitꜳ⥽ն
䫏鷻䜌䠑䮔瀤Ꞥ⫸
鲹熨䤸夽车╙╚金佭╙▽堉뀻⹨㲺縖㏇儬┕鼨糓㳋☳縡藜䐂篺宁䷅沠ն2018䇗 6僖┉♷

[10]մhttps://nvd.nist.gov/vuln/detail/CVE-2019-5021
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溿狓䥊⼔䧗⭴ [11]┉╄⺳╙ docker123321氳額⺙⺸ Docker Hub┕ꡯ簘┕⚩▽ 17╄ⴎ⻡䧳溜♏溞氳
䕥䙬ꜳ⥽ն䡽舘 Docker Hub㲇亡燰ꢝ鲹◙ꜳ⥽休㱚♜䄖篺碶阞逈┖鰉飃鲋 500┒埠ն䩺簊阞랫㲙
⠺Ⲃ鲹┉车╙藜䐂▽休⡬篑 9┒紇⩕氳ꠅ粬䄪ն
䫏佞䜌䠑た꡶Ꞥ⫸
鲹熨䤸夽车╙╚金佭╙▽㲓朆㵒㳋氳䫝⯆ն鵠䅻⹨㲺縖㏇儬┕鼨糓㳋⺵䷍⭵縖⚢䷅⮽㳋

⹛䍞鲋全氳 Shellն
注奃╯┖鲹熨眷㑔氳䤸夽⺎耇⚢㵽┉◙㍕╙㏇ꣵ熊僗䷞氳䗯⬅┖ⷊ✳䷍⭵縖䧍⮽┉╄

㳋⫂鼨氳 Shell䷍⭵ꪫ☱抆僗꡿ն㏇ 2017䇗 9僖僗榫䢓㏇ Docker Hub氳⹛꺋건ꪫ╈⹛꺋⯥鳮
docker123321額⺙┕⚩氳 Tomcatꜳ⥽ⴎ⻡▽⺵ꠅ爊䈌 [12]ն篾⺭院額⺙┕⚩氳⪭☽䕥䙬ꜳ⥽氳䧳溜车
╙全洇僗杼榺䫠孾䷍⭵縖㏇鳀䫙┕鳮⺵ꠅ⺵⺎耇⚢鼨糓䧳溜爊䈌藜䐂篺宁䷅沠ն
䫏佞䜌䠑 exploitꞤ⫸
鲹熨䤸夽车╙佭╙▽㏇⹨㲺縖鼨糓㳋⺵㶍陒㵖䤓㳔╚儬┕氳⺨熨庀嬼全㲓朆㳋鴣鶲璡泘氳♔

㲓朆㵒⹨㲺縖儬催䍠氳䫝⯆ն
☳䷍ꡕ㵒䤻氳鉉䈲全洇䕥䙬 exploitꜳ⥽⺆┘鲋佭┉熨䷍⭵鰉蕔䤸鵉亡䌋⪭攑憠㏇◇꣰䓪⽰

⺎耇氳䄉㛻䏆⿏葶㍴ն陒䘶㞝冽 Docker Hub┕切┉懷ꠅꜳ⥽ⴎ⻡▽切╄ 1day榗舘 0day庀嬼氳⮵榫
爊䈌杼阷┕䷍⭵縖㵨⺎耇┉┖㯹藜⹧┕氬┒⺐阞畀儬氳䫝⯆儹꡿ն
3.1.2.խ㺂㐼鷖鹟
┚⪭☽谑䦟⴬䤗儛眷⛎鴣鶲佭僄╙┽ꄆ氳㱧⪓곽ꢣ波䫙⷇㲺▽䈔㷄㳔╚儬⽰丞╄◌阞畀硍簊氳

㱧⪓ն
劯䩺㷄埠氳┘⺱㳋鴣鶲氳眷㑔⺎♔⮇╙♔┖└眷

[11]մhttps://mackeeper.com/blog/post/cryptojacking-invades-cloud-how-modern-containerization-trend-is-exploited-by-attackers/

[12]մhttps://github.com/docker/hub-feedback/issues/1121#issuecomment-326664651



✻⾲欰㸝Ⰼ䪮助䫣デ����

14

✻⾲欰꬗⚰涸㸝Ⰼ㪭胇ㄤ굥ꤗ

㕃 3.1խ♶ず㽻妃涸㺂㐼鷖鹟꡼곿
┕㎂⺎♔鲽┉塠㷤䋯╙⷇ꢣ鿥糌㵗舚氳㳋鴣鶲⷇ꢣ䧑鰉㵗舚氳㳋鴣鶲注⪩爊䈌庀嬼㵗舚

氳㳋鴣鶲⫂劭庀嬼㵗舚氳㳋鴣鶲ն
⽭ꤗꂁ縨㼋荝涸㺂㐼鷖鹟
㏇鲹◙䇗氳鳦♏╈㳋炙⵲┉波㏇Ⲅⱱ㵨篠岑ꡕ䐒յ僄㵸儹꡿璡杼䒞⽰⸊⮟蛽㏐ն抆縡仰阷佭

篱睧䈲儹꡿䫝⯆鲸佭⪭☽㱧⪓儬⯆榫䢓齉⺎♔鵠鲋⟤䷊㳋朅㗟鿥糌䡝㏇鲡车㳋休䧗㲋⹇丘全籔㵸
䡝䣲㛻篑兠ն㞝冽榫䢓╙┘㱮⪓⹨䫝氳㳋䬠❠▽切◙⷇ꢣ氳鿥糌⹇丘㶩╙䷍⭵縖䬠❠▽┉㲋爊䈲氳
鴣鶲⺎耇䓪ն
僄⮤㳋攑儹嘗䌋氳⭴朆佭╙▽䅬Ⲃ䋯⹠縖㲓朆 Docker-in-Docker攑䓪 [13]ն抆縡㏇攑儹嘗䌋┖

鲡车┘㱮⪓⹨䫝㳋㵨簄㳔╚儬䅠全冓㛻㱧⪓㣛羈ն❇㞝䷍⭵縖⺎♔波䫙㏇㳋⫂鼨䧑鰉㳔╚儬澸沴
抆⺵㵨劯泘䎓⮊䩦鲋⸼☳縡㲓朆㳋鴣鶲ն
⽭ꤗ䭱鲿㼋荝涸㺂㐼鷖鹟
㏇切◙攑㲋㏜俍┖╙▽㲓朆攑㲋Ⱶ耇䡝亡➘䳩⛼❇㞝╙▽㏇㳋⫂㵒㳋鲽车留杼㵨 Docker 

Socket䧑鰉⮽㳋⫂榫䢓⚢㵨㛚鼨䷨䚊ⷑ䧑鰉⪍㳋ն꣮浔㳋䤗儛䈒榫氳鵄峀岑⴬䧑鰉䳩⛼
⹩䐂䙛ⱶ䇯嫚榺塝縡全氳㱧⪓ꠋ겗█⼑朆┕ⶍ飊ⲡն

[13]մhttps://www.docker.com/blog/docker-can-now-run-within-docker
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Docker Socket佭 Docker㱥䥉鲽爊沪⻤氳 Unix㓊㝄䫙㰅榫全┚㱥䥉鲽爊鵠⟔刧陟⟔䕜䡝┖⹠
⽝♑ն
㞝冽㏇䷍⭵縖⺎䫝氳㳋⫂䧑鰉▽院㝄䫙㰅乄♭/var/run/docker.sock㳋鴣鶲㶩注䎎㳋佄▽

ꢝꪝ僗鲽┉塠氳儹꡿꡿⯆ն┉熨鴣鶲亡嫏佭1㏇㳋⫂㱧逸 Docker⽝♑车㲙䢓珸2✳榫院
㲙䢓珸鵠鲋 Docker Socket┚ Docker㱥䥉鲽爊鵠⟔⹠鴝⽝♑⮡䋧䇜鲡车┉╄亍氳㳋㵨㳔╚儬氳
劯泘䎓䧑鰉⮽亍⮡䋧氳㳋⫂鼨3㏇亍㳋⫂䣮车 chroot㵨劯泘䎓⮊䩦⮽䧑鰉氳㳔╚儬劯泘䎓ն
湱Ⱒ玐䎸怩峯㼋荝涸㺂㐼鷖鹟
䢦隐注⪩爊䈌庀嬼䧗氳佭黁◙⹇┚⮽㳋榟䒳╈氳僜ⱷ珸յ㲙䢓珸爊䈌舅骱㰇㏇氳庀嬼ն
CVE-2019-5736塜佭鲹劫┉╄㰇㏇◇ runC氳㳋鴣鶲庀嬼㱚榺嫧⪥ CTF䡟꠼ Dragon Sector㏇

35C3 CTF颂⺵㓹◇颂╈┉鷺婻沬鴣鶲겗泘藜䐂氳⻪⹠㵒 runC鲽车庀嬼䧳䫂䡗Ⱶ⹠朆氳┉╄耇㛫
釙沲㳔╚儬 runC爊䈌氳㳋鴣鶲庀嬼ն院庀嬼◇ 2019䇗 2僖 11仼鵠鲋黑♭⮜辑䥑꨽⛮⮇冫⺎⹇
鈷㳋鴣鶲䡗洡☳ CTF鉯겗⮽ CVE-2019-5736庀嬼䧳䫂⮇冫[14]ն
ⰻ呍怩峯㼋荝涸㺂㐼鷖鹟
Linux⫂劭庀嬼氳⷇㲺╯㛻յ䏆⿏葶㍴╯䇯✳䐂㱚㏇⺨熨䷍ꡕ陚겗┖齉ⶭ䩺ꪝ䅻ꄆ金氳┉䅫ն
鲤䇗全Linux硍簊傃⭴鲋仰丘⫂劭庀嬼⪭╈耇㛫榫全䬠儹氳█┘㵽耫擧CVE-2016-5195

㛻哮佭⪭╈僄僗⺳妰氳庀嬼╯┉ն◄㲓┕耫擧庀嬼█耇榫全鲽车㳋鴣鶲┉熨⮵榫亡嫏氳劭䑐䓙饟
佭⺸ vDSO⫂⫞⪍ shellcode䇜ⲇ䧏塜䅻⭹丘氳隀榫鲋爊ն㏇䡗Ⱶ鉵⹠庀嬼⺵䷍⭵縖⺎♔藜䐂㳔╚儬
┕⹛䍞鲋全氳 Shell㲓朆㳋鴣鶲ն
Ⱖ➭
⛼╙┉熨鰇ꄈ篒谑䦟⴬䤗儛⚩簊㳋┚㳔╚儬⪦◸⫂劭鲹䙬⽏浔硍簊⫂劭儹꡿䬠ⶍ庀嬼䏢䏢█

⺎榫全㲓亨㳋鴣鶲ն╙▽䏗䈔鉯⬀鲹┉ꠋ겗㏇鰇ꄈ┚㱧⪓䓪╯ꠑ鱳⮽鰏㞑氳䇖辆㱧⪓㳋䈒鲡縡
榟նKata Containers佭┉熨㱧⪓㳋氳⛮㲓朆⪭☽╚孲氳㱧⪓㳋鲸僗 Google䫠⭴氳 gVisor璡ն
仰阷佭㏇杼阷┕鲸佭㏇㲓饨╈㱧⪓㳋齉僗ꪝ䅻냖氳㱧⪓䓪ն抆縡㏇ 2020䇗 Black Hat

[14]մhttps://mp.weixin.qq.com/s/UZ7VdGSUGSvoo-6GVl53qg
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⴮紇⚢阫┕Yuval Avrahami⮇◸▽⮵榫㛢╄庀嬼䡗Ⱶ☳ Kata containers鴣鶲氳阫겗 [15]㱧⪓㳋꺙
埠逈⹠朆㰇㏇鴣鶲⺎耇䓪ն☽✳榫⹠朆氳└╄庀嬼CVE-2020-2023յCVE-2020-2025⽰ CVE-2020-

2026篯䡗庀嬼⮵榫ꛔ⩝⺵鲽车㳋鴣鶲⽰谑䦟儬鴣鶲䡗Ⱶ☳㳋⫂鼨鴣鶲⮽㳔╚儬┕ն
3.1.3.խ餴彂署㽴㘗余ⴁ
⺱╙谑䦟⴬䤗儛㳋┚谑䦟儬仵㰇㏇注⛎╯㚲█僗侁蜷┘⺱ն㏇顫嶏꡿⯆亡ꪫ䡘♜꧎金╙ⷊ

㵨⮡䋧氳谑䦟儬阻㲋伺漶氳 CPUյ⫂㰇⹖漲沴顫嶏ꠥ⡬㏇谑䦟儬⫂鼨氳鲽爊洇全㱚洡氳㚲◇┉⺐
逈阻㲋㞑氳斻环阞畀儬╯╈ն
抆縡㳋鲡车休랸阡䗯⬅┖䇜儔㵒㳋⫂鲽爊㏇顫嶏✳榫┕⢢♳⛰꡿⯆♔ Pod╙㓹儗⶝⛤氳㳋

籁䪷留杼硍簊█佭眷⛎氳Kubernetes㏇랸阡䗯⬅┖⺱劫儔㵒榫䢓⮡䋧氳 Pod⢢♳⛰ CPUյ⫂㰇✳
榫꡿⯆ [16]ն
꡿⯆氳籬㜊✳䐂◌⸊榟朅㗟ꪫ║顫嶏縵㶽㑔䷍⭵곽ꢣն䷍⭵縖⺎耇鵠鲋㏇┉╄㳋⫂鲡车䕥䙬爊䈌

䡝Ꙟ㵒┉╄㳋僜ⱷ⹠颯䦋簈僜ⱷ䷍⭵全ⶭ榫㛻ꄈ㳔╚儬顫嶏☳縡䏆⿏⮽㳔╚儬䡝㳔╚儬┕⪭☽㳋
氳塜䅻鲡车ն
3.2.խ䗎剪⸉卹匬⚹✻⾲欰䎾欽㸝Ⰼ䌄勻倝涸㸝Ⰼ굥ꤗ
㏇㞝☫䈒榫氳䋯⹠յ孾陒յ鲡簟㏰鴒姳䷨䪇䋯⹠氳休♏䐭僜ⱷ䈒鲡縡榟ն⛙꣮浔䈒榫氳䐭僜ⱷ⴬

ⶍ篒亍氳㱧⪓곽ꢣ█┘㳋䒭鈼ն
꺙⩝꣮浔䐭僜ⱷ氳㘍㛢倽꨽氳珸⹾丘ꄈ█䓧Ⰾ㘍Ꝛ鲽縡䣲㛻▽䷍⭵ꪫ┦䐭僜ⱷꠑ氳粠簇孲

ꄈ㛢╙┱重⺸孲ꄈ粠簇㱧⪓ꡕ䥉簟䈲⹠榟▽䷊⹩ն
⪭埠┘⺱◇⶝⛮䈒榫⺆꧎鉯⬀榫䢓䡝㛚鼨僜ⱷ┚䈒榫氳阡阾䪧儹䐭僜ⱷꠑ氳注◎阡阾䪧儹儬⯆

催╙㛄儷☕╙㍕碜㵗舚阡阾䪧儹鿥糌ꛯ陬䡗╙▽┉㛻儔湳곽ꢣն
僄⺵䐭僜ⱷ鵠⟔❤顽◇ API꣮浔┯ⱷ鈺嘗氳㘍㛻䐭僜ⱷ API丘ꄈ忂㘍䕥䙬氳 API䳩⛼⺎耇

⚢䌖⹠丘䩺媶庀յ飉儹阼ꠋյ╈ꠑ☕䷍⭵յ嫱⪍䷍⭵յ䦋簈僜ⱷ璡곽ꢣն

[15]մhttps://i.blackhat.com/USA-20/Thursday/us-20-Avrahami-Escaping-Virtualized-Containers.pdf

[16]մhttps://kubernetes.io/docs/concepts/policy/limit-range/
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3.2.1.խ䗎剪⸉侨䰘屧ꪪ
䈒榫㰇⤴氳丘䩺㓹◇ API鲽车阼ꠋ萴䈒榫╈切╄ API⻡僗庀嬼䡝鵠⟔儔ꃾ榫ⱶ㳢ⶖ阫䷍⭵縖➘

⺎⮵榫庀嬼鲽车飉儹䡝╈ꠑ☕䷍⭵☳縡鱳⮽丘䩺狵⹧氳泘氳ն
㳋ꜳ⥽╙䤕鰉◌⸊榟䈒榫氳㲓⛮䋯⹠縖㵨䷨䚊⟔䕜⫞⪍ Dockerfileյ嶏溞䡝♔朅㗟⹩ꄈ氳亡䌋

鲽车⚩鵉鲹熨车╙㘍ⱶ▽丘䩺媶꨽氳곽ꢣ꣮浔䐭僜ⱷ丘ꄈ氳┘亇㘍㛢⪭鵲䡗氳䩣㜊█⼑䧗丘㘍Ꝛն
Kuberenetes⛼╙╚孲氳䐭僜ⱷ留杼䇖⺐⫂糌▽阵㛢㱧⪓儬⯆⛙랸阡⡬鵠䅻䇜┘㱧⪓❇㞝䡘♜

⮡䋧▽ Secrets顫嶏榫◇㰇⤴丘䩺䈑氨䎓⟔䕜豓抆鲹佭┉熨塜漶㰇⤴䷨䚊⟔䕜氳亡䌋⛙랸阡䗯⬅┖
Kubernetes㏇ Etcd篯♭╈㰇⤴氳⟔䕜佭伺乄氳㞝冽儔㵒 Etcd篯♭䋯⻪ TLS阼ꠋ䷍⭵縖┉份鲽⪍
Kubernetes꥘紮⫂鼨➘⺎㵒 Etcd篯♭鲽车阼ꠋ☳縡鵲䡗㛻ꄈ䐭僜ⱷ㳢ꙻ⟔䕜媶꨽ն
僜ⱷ粠劲㏜俍╈䎎䐭僜ⱷ丘ꄈ鱳⮽┉㲋鈺嘗API丘ꄈ㵨┘亇鵉㘍☳縡㘍㛻▽丘䩺媶꨽氳곽ꢣն

⺁㛚䐭僜ⱷꠑ僗浔㛄儷氳粠簇䦌䣎㞝冽僜ⱷꠑ氳鵠⟔孲ꄈ儔ⱶ㳢䷍⭵縖┉份鲽⪍僜ⱷ⫂鼨粠簇
➘⺎鵠鲋䡽藜陴姳╈氳䷨䚊⚩鰟丘䩺❇㞝榫䢓⺳յ㳢溞յ㳢ꙻ⟔䕜璡鲽车╈ꠑ☕䷍⭵ն
3.2.2.խ䗎剪⸉ꢂ霼宠⠦鸣
䈒榫几冘氳䷊⹩✳䐭僜ⱷ䪧儹ꪫ║亍氳곽ꢣն㏇⶝⛮䈒榫几冘┖䈒榫⛼╙┉╄丞⛮㵒榫䢓鲽车䪧

儹ն㏇䐭僜ⱷ㏜俍┖䢦僗氳僜ⱷ㏰꧎㵒⺨舅氳阼ꠋ鲽车䪧儹伺漶䎎⯥榫䢓氳阼ꠋ䫝⯆儹꡿ն⚩簊氳
⶝⛮䈒榫阼ꠋ全嶏注㵒⶝┉㓹儗╙宂鈾縡䐭僜ⱷ氳阼ꠋ全嶏鲸ⴎ䦮⫂鼨氳⪭㱚䐭僜ⱷ㍕塝䐭
僜ⱷ䪧儹ꢝ▽僜ⱷ㵒榫䢓氳䪧儹鲸㘍ⱶ▽僜ⱷ㵒僜ⱷ氳䪧儹ն

Kubernetes╈⫂鼨㳋ꠑ阼ꠋ䫝⯆⽰ꣵ熊⺎✳榫粠簇瓀樋NetworkPolicy㲓朆⛙⪭랸阡䗯
⬅┖ Pod╯ꠑ佭◎鵠氳鲹█㶩䙬⽏浔粠簇瓀樋佭♔氫⺳⶝氳嘗䌋⭴朆㍕塝㞝冽┘㵒 Pod╯ꠑ氳阼
ꠋ鲽车侁炐䪧儹┉份꥘紮⫂鼨氳切┉ Pod㜊ꣀ➘⚢冓鵮䣲㷤舘丞╄꥘紮氳 Pod㜊ꣀն
3.2.3.խ䗎剪⸉Web䎾欽涸굥ꤗ

OWASP⹠䄭▽Web䈒榫㱧⪓ 10㛻곽ꢣ⪭╈㵒䅻鈷氳Web䷍⭵곽ꢣ鲽车▽陣篱氳䔅篾 [17]նWeb

䷍⭵⛼╙䈒榫㷄氳╚金䷍⭵眷㑔㏇䐭僜ⱷ几冘╈█❤抆㰇㏇⪭곽ꢣ⺱休┘㳋㵸鉇ն

[17]մhttps://owasp.org/www-project-top-ten
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3.2.4.խ䗎剪⸉⚌⸉涸굥ꤗ
┚粠簇㷄氳㱧⪓┘⺱┯ⱷ㷄ꪫ氳㱧⪓䏢䏢媆僗伺侁氳粠簇䷍⭵攑䏣ն䷍⭵縖⺎♔⮵榫┯ⱷ硍簊氳

庀嬼䡝縖鈺⮟㵒┯ⱷ硍簊鲽车䷍⭵全藜⮵簄┯ⱷ硍簊鵲䡗䩣㜊ն
㏇䐭僜ⱷ几冘┖⺨僜ⱷ㞝冽㱧⪓䫣亨┘㱮ヤ❇㞝榫䢓ꈶ儹յ陴姳全嶏劆뀰┘⮽⛤㵨⚢㵗舚Ꙟ

㵒䐭僜ⱷ┯ⱷ㷄ꪫ氳䷍⭵⹩䐂催ⱶ㳋佄ն❇㞝Ꙟ㵒┉╄榾ら䈒榫䷍⭵縖⺎♔㵒攑㲋氳僜ⱷ鲽车䷍⭵
❇㞝鵠鲋 API⚩⪍ꪝ嫏丘䩺䡝縖波䫙⟤䷊䐭僜ⱷ氳丘䩺䈑硍簊璡ն䷍⭵縖⺎♔簀鲋뀰阾溞僜ⱷ波䫙
隀榫队⶝留杼僜ⱷ全鲽车計紀奓䳩⛼ն䷍⭵縖榗舘⺎♔鵠鲋波䫙⟤䷊队⶝留杼⽰䶺♀䢦㵒䈒氳䐭僜ⱷ硍
簊簀鲋䶺♀氳塠끈波䫙䡗Ⱶ顔▝ら⿁璡ն
3.3.խ盗椚綘䱗禹絡꬗⚰涸㸝Ⰼ굥ꤗ♶㺂㼭錫
㏇◌⸊榟朅㗟╈籁䪷硍簊仰橎㚲◇ꄆ╈╯ꄆ氳㏐⛤縡 Kubernetes企䄖䡗╙㳋籁䪷硍簊氳◄

㲓剝⬢ն儗荣䡘♜全☳䫝⯆儹꡿ꣀ蛽յ䦋簈僜ⱷ䷍⭵⽰粠簇㱧⪓곽ꢣ└╄亡ꪫ⸼☮篸留杼籁䪷硍簊
氳弍㏇곽ꢣն
3.3.1.խKubernetes䱽ⵖ勉ꣳꤴ衅

Kubernetes絆⟝涸♶㸝Ⰼꂁ縨կ榺◇ Kubernetes篯♭⚜㛢յ⺨篯♭鿥糌㛄儷┘㱧⪓鿥糌䌖颯
氳곽ꢣ┘㳋㵸鉇ն奃㞝 Kubernetes API Server氳儔䪧儹阼ꠋKubernetes Dashboard氳儔䪧儹阼ꠋ
Kubelet氳儔䪧儹阼ꠋ璡ն
♔ API Server氳儔䪧儹阼ꠋ╙❇랸阡䗯⬅┖API Server耇㛫㏇┼╄珸⹾┕㵒㛚䬠❠僜ⱷ8080

⽰ 6443⯥縖♔ HTTPⶖ阫䬠❠僜ⱷ仰阡阾⽰䪧儹儬⯆⺵縖♔ HTTPSⶖ阫䬠❠僜ⱷ䶺䧏阡阾⽰
䪧儹僜ⱷն
㏇鰏亍撷儗氳 Kubernetes╈8080珸⹾氳 HTTP僜ⱷ랸阡┘⻪ⲁն抆縡㞝冽榫䢓㏇⻪榫▽

8080珸⹾䇜ꄆ⻪ API Server黁╫⺆金粠簇⺎鱳䷍⭵縖ⷊ⺎鵠鲋塝珸⹾䳩䫝꥘紮ն
Kubernetes勉ꣳ䲿⼮կ♔ CVE-2018-1002105庀嬼╙❇鲹佭┉╄ Kubernetes氳儹꡿䬠ⶍ庀嬼

⩒阵䷍⭵縖㏇䦦僗꥘紮⫂⛦儹꡿氳䗯⬅┖䬠ⶍ儹꡿舘 Kubernetes API Server儹꡿CVSS 3.x陁⮇╙
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9.8[18]ն鵠鲋冘鵲┉╄㵒 Kubernetes API Server氳攑墥陴姳䷍⭵縖耇㛫⠺Ⲃ Kubernetes API Server⛼
╙♏杼䋧环┉╄⮽⺵珸僜ⱷ氳鳀䫙ն⮵榫院鳀䫙䷍⭵縖耇㛫♔ Kubernetes API Server氳骱♷⺸
⺵珸僜ⱷ⹠鴝♳䙬陴姳㲓朆儹꡿䬠ⶍն
瑲灶ꥬ猌霄꡼㺋⚺劼俒⟝禹絡կ♔ CVE-2017-1002101庀嬼╙❇鲹佭┉╄ Kubernetes氳乄♭

硍簊鴣鶲庀嬼⩒阵䷍⭵縖✳榫 subPathⷑ䧑鰉全阼ꠋⷑ狝ꠑ㛚氳乄♭䡝泘䎓CVSS 3.x陁⮇╙ 9.8[19]ն
䢦僗 v1.3.xյv1.4.xյv1.5.xյv1.6.x⹖⛦◇ v1.7.14յv1.8.9⽰ v1.9.4撷儗氳 Kubernetes㏰⹨⮽䏆⿏ն
鲹╄庀嬼儗顏┕佭 Linux瑞⺙ꛔ䫙攑䓪┚ Kubernetes舅骱♏溞鶷鰝┼鼨⮇篾⺭氳◲擻ն瑞⺙ꛔ䫙

䌖颯氳ꠋ겗䇜┘亍됁鲹ꄅ㱚┚谑䦟⴬ꣵ熊䤗儛澛䲖⭴▽鴣鶲ꠋ겗♔⯥鲸傾僗鲋㏇⚩簊╚儬㱧⪓겅㓊
┚ SUID哮䒞澛䲖⭴氳儹꡿䬠ⶍꠋ겗璡 [20]ն
3.3.2.խꛏ㼆 Kubernetes涸䬨絟剪⸉余ⴁ
䦋簈僜ⱷ䷍⭵僗㛢熨眷㑔ն䅻鈷氳佭㓹◇孲ꄈ氳䦋簈僜ⱷ䷍⭵⽰㓹◇庀嬼氳䦋簈僜ⱷ䷍⭵ն
⚩簊朅㗟⽰◌⸊榟朅㗟氳孲ꄈ䷍⭵氳䄑䋳䓪鰏㵸䷍⭵䷞冽鵠䅻⹧⬀◇孲ꄈ㛻㵸ն㓹◇庀嬼氳䦋簈

僜ⱷ䷍⭵⮟┘抆㰇㏇◇◌⸊榟篯♭氳䦋簈僜ⱷ庀嬼䏭⺎耇䇜┘㰇㏇◇⚩簊╚儬朅㗟⪯㑔氳庀嬼ⴎ䦮
CVE-2019-11253յCVE-2019-9512յCVE-2019-9514璡ն
3.3.3.խ✻⾲欰緸絞㸝Ⰼ굥ꤗ
랸阡䗯⬅┖Kubernetes꥘紮╈䢦僗 pod篯䡗▽┉╄㵸㑔氳㷀㓊粠簇黁╫㶩⺎耇⹠榟⥽╈ꠑ☕

䷍⭵鲹劫氳Ꙟ㵒㷀㓊粠氳䷍⭵车╙ն
⡾㞝䷍⭵縖⠺ⲂWeb峈鵁璡亡䌋䷍滭▽切╄ Pod㶩僗⺎耇Ꙟ㵒꥘紮⫂氳⪭☽ Pod⹠颯╈ꠑ☕䷍

⭵鲽縡鲽车 DNSⲇ䧏璡ն❇㞝䷍⭵縖䷍滭┉╄⯥珸僜ⱷWeb APP Pod╯⺵鵠鲋 ARP堉뀻陮
㵗⺁┉╄⺵珸僜ⱷBackend Pod♔╙Web APP Pod佭꥘紮氳 DNS僜ⱷ鲽縡✳䐂 Backend Pod

㏇㵒㛚⹠颯Ꙟ㵒切㓊⺳example.com氳 HTTP陴姳休꺙⩝⺸Web APP Pod⹠颯 DNS刧陟陴姳ն
Backend Pod♔╙舅䄕䧍⮽▽塜漶氳⟔䕜⪭㲓┘抆ն䷍⭵縖耇㛫弍⚒㏇꥘紮╈┘亇㵒⪭☽ Pod氳

[18]մhttps://nvd.nist.gov/vuln/detail/cve-2018-1002105

[19]մhttps://nvd.nist.gov/vuln/detail/cve-2017-1002101

[20]մhttps://en.wikipedia.org/wiki/Symlink_race
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粠簇孲ꄈ鲽车狵⻤榗舘⺎♔䕺仰㚜䕜㏐ⲇ䧏յ痙䷊꥘紮⪭☽ Pod氳粠簇鵠⟔⷇㲺冓㛻ն
3.4.խ剪⸉緸呔㸝Ⰼ굥ꤗ
僜ⱷ粠劲佭┉╄䐭僜ⱷ氳㓹滼阻亨㷄╚金榫◇㚲杼僜ⱷꠑ氳鵠⟔ն鵠䅻◌⸊榟䈒榫⚢僗㛻ꄈ䐭僜

ⱷ䐭僜ⱷ篯䡗▽㛄儷氳僜ⱷ䦌䣎僜ⱷ粠劲顆顊㏇鲹◙䦌䣎╈㲓朆陴姳氳⺎ꪣ⚩鵉ն㏇㲓饨╈僜ⱷ
粠劲鵠䅻㲓朆╙┉篯鰇ꄈ篒粠簇♏杼㱚♜┚䈒榫爊䈌鼨糓㏇┉颯縡㵒䈒榫爊䈌鵁伺նIstio佭┉堑⪯
㑔氳䐭僜ⱷ留杼⽰僜ⱷ粠劲勂几걸泘⪭几冘㎂ [21]㞝┖䢦炐

 

㕃 3.2խIstio卹匬㕃
Istio几冘氳阻阞眷⛎鯻♭㲋╬粠簇╚金⮇╙䫝⯆䇖ꪫ⽰丘䩺䇖ꪫ┼╄鼨⮇⪭╈丘䩺䇖ꪫ榺┉篯

♏杼篯䡗䇜♔ Sidecar氳䎬䌋鼨糓㏇僜ⱷ亰鲹◙♏杼顆顊留杼僜ⱷꠑ氳䢦僗粠簇鵠⟔䫝⯆䇖ꪫ榫◇
㵒丘䩺䇖ꪫ氳♏杼鲽车留杼⽰鿥糌僗䈒榫仰䚊湳յ⺎䣲㷤յ簊┉留杼璡⚝憠ն抆縡䌖⪍亍氳几冘
阻阞⺱休⚢䌖⪍亍氳곽ꢣ僜ⱷ粠劲䅠全氳㱧⪓곽ꢣ┘㳋㵸鉇ն

[21]մhttps://istio.io/latest/docs/ops/deployment/architecture/ 
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3.4.1.խ剪⸉ꢂ僒「⚥ꢂ➃余ⴁ
㏇䎎⯥氳僜ⱷ粠劲╈僜ⱷ┚僜ⱷꠑ鵠鲋 Sidecar鲽车鵠⟔Istio氳 Sidecar✳榫 Envoy⛼╙鱦鯲

♏杼랸阡䗯⬅┖榺◇ Envoy儔㵒僜ⱷꠑ氳鵠⟔ꃾ榫⹙⺸ TLS阡阾䢦♔䷍⭵縖┉份⪍➈切僜ⱷ
➘⺎㏇僜ⱷ粠劲╈舅榺鲽车嘦⺸燰ⲁ鲽縡⹠颯䷍⭵ն┉亡ꪫ䷍⭵縖⺎㏇僜ⱷ鵠⟔休鲽车╈ꠑ☕䷍⭵
鵠鲋䡽⹧յ⟤䷊յ⚵鵲鵠⟔⫂㳋鵲䡗丘䩺媶庀⺁┉亡ꪫ䷍⭵縖█⺎♔⚵鵲僜ⱷ骱♷鲽车鵠⟔☳縡
滭㏾丞╄䐭僜ⱷ粠簇ն
3.4.2.խ剪⸉ꢂ僒「馊勉余ⴁ
僜ⱷ粠劲阡阾䪧儹ꪫ║㱧⪓곽ꢣ╚金⮇╙♔┖┼熨眷㑔
┱重⺸氳阡阾䪧儹┱重⺸孲ꄈ佭䐭僜ⱷꠑ氳孲ꄈⷊ僜ⱷ粠劲⫂鼨孲ꄈն榺◇陴姳㏇⮽鱳┯ⱷ㳋

⯥꺙⩝篺鲋 Sidecar㳋㍕塝╙▽⺸僜ⱷꠑ┖⹠阼ꠋ䫝⯆瓀樋Sidecar㳋䈒㚷僗孲ꄈ留杼յ
⩕丘䩺䷅꥘յ㱧⪓䫝⯆璡Ⱶ耇Istio╚金ꃾ榫 Envoy⫂鼨氳 filter儬⯆㲓朆┕鳮Ⱶ耇ն랸阡䗯⬅┖ 

Envoy㳋鵠鲋⟤䷊ Pod䈔㷄 iptbales㲓朆孲ꄈ氳ꄆ㲋⺸鲹┉䳩⛼⺆佭颯⮽▽孲ꄈ⚩鵉氳⛼榫䇜儔
㵒孲ꄈ鲽车♳⛰꡿⯆鲹仰橎佭ꪝ䅻⷇ꢣ氳ն㞝冽儔㵒僜ⱷ粠劲氳僜ⱷꠑ┖⹠僗䷞阡阾䪧儹瓀樋┉份
僜ⱷ粠劲╈氳僜ⱷ A僗儹꡿㵒僜ⱷ B鲽车阼ꠋ➘█⺎㵒粠劲╈氳⪭㱚僜ⱷ鲽车阼ꠋ黁╫㏇䐭僜ⱷ
⫂粠逈䷍滭氳⯥䬠┖䷍⭵縖⺎♔鲽车♳䙬飉儹䳩⛼☳縡鵲䡗┽ꄆ䩣㜊ն
⶟⴮⺸氳阡阾䪧儹㛚槡僜ⱷ阼ꠋ䐭僜ⱷ氳孲ꄈ╙⶟⴮⺸孲ꄈն㏇僜ⱷ粠劲阻阞╈鵠䅻⶟⴮⺸孲

ꄈ⚢篺鲋僜ⱷ粠劲鱦槡㚲氳 API粠⪩⺵縖⚢㵒㛚鼨氳 API陴姳⢢顆鰉㏰辆յ陴姳겐埠䫝⯆⽰㱧⪓䫝⯆
璡萴 API粠⪩䬠❠氳ꡕ䥉耇ⱱ┘䍠⮟䷍⭵縖⺎⮵榫䈒榫爊䈌庀嬼䕥䙬阼ꠋ僜ⱷ䇜⮵榫僜ⱷꠑ儔䪧
儹阼ꠋ庀嬼鲽车鲽┉塠氳䬠儹䳩⛼☳縡僄篳䫝⯆丞╄䐭僜ⱷ粠簇鵲䡗▽┽ꄆ氳䩣㜊ն
3.5խServerless꬗⚰涸㪭胇

2016䇗 8僖martinfowler.com粠珇┕⹠辑氳վServerlessտ[22]┉乄╈㵒 Serverless哮䒞⢢▽꠭鳮
Serverless⺎㏇┘縓诿僜ⱷ氳䗯⬅┖冘䋧䇜鲡车䈒榫爊䈌⽰僜ⱷ㱚✳䋯⹠縖鹵⩦▽㓹滼阻亨留杼
❇㞝꥘紮鿥糌յ庀嬼⟤辍յ硍簊簟䥉璡նServerless䇜ꪝ㰅ꪫ杼鉯氳┘꧎金僜ⱷ⺆佭僜ⱷ㏰◬榺
瑭└亡留杼ն

[22]մhttps://martinfowler.com/bliki/Serverless.html  

http://martinfowler.com
https://martinfowler.com/bliki/Serverless.html
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FaaSFunction as a Service佭 Serverless╚金氳㲓朆亡䌋䋯⹠縖鵠鲋籁⫞┉夀♏溞䇜㲋╬
⛰休♔⹖㞝⛰隀榫院⭹丘꣮⺵院⭹丘㏇◌ⷣら䬠❠氳僜ⱷ珸鲡车⪓爊䋯⹠縖⺆꧎籁⫞䇜簟䥉┉夀Ⱶ
耇♏溞ⷊ⺎奃㞝䇯嫚✳榫氳 AWS Lambda僜ⱷն

Serverless佭亍氳◌阞畀嘗䌋㏇簄䋯⹠縖䅠全➘⮵氳⺱休⪭㱧⪓곽ꢣ█㚷⹨⪩嫱ն榺◇
Serverless几冘ⴎ⻡䋯⹠縖❱⹖僜ⱷ䬠❠ら❱㍕塝⪭㱧⪓几冘█僗注䈒氳顊♳⮕⮇ն
┖乄╚金☳䋯⹠縖ꪫ║氳㱧⪓㣛羈⭴⹠㛻舚⮇╙◑眷ն

3.5.1.խꛏ㼆䎾欽玐䎸➿瀦涸岤Ⰶ余ⴁ
㞝冽䈒榫爊䈌儔㵒㛚槡鰟⪍丘䩺鲽车鲋帱䡝籁溞劆뀰黁╫㱚♜㶩⺎耇㰇㏇ SQL嫱⪍յ硍簊⽝♑䣮

车璡䷍⭵䡗Ⱶ氳곽ꢣն㏇⚩簊䈒榫爊䈌䋯⹠╈䋯⹠縖劯䩺舅骱㲓饨篺뀰㏇丘ꄈ僗꡿氳⺎耇䓪╈⺎⮮
㲋⭴䕥䙬鰟⪍全嶏⛙ Serverless嘗䌋┖⭹丘隀榫佭榺◄♭嶏鉵⹠㞝┖㎂䢦炐鰟⪍全嶏氳┘漶㲋䓪
꡿⯆▽䋯⹠縖氳⮮㲋ն

㕃 3.3խⴅ侨✲⟝彂鍘〄爙䠑㕃
鵠䅻全陱䎎⭹丘队ꠢ┉╄◄♭嶏⺵院⭹丘㏇院眷㑔氳◄♭⹠榟休逈鉵⹠鲹◙◄♭⺎耇全嶏

◇ FaaS䇖⺐█⺎耇全嶏◇儔湳氳◄♭嶏㵒◇全嶏儔湳氳◄♭嶏⺎♔逈剝嫱╙┘⹨⟔♳ն㏇㲓ꡮ䈒
榫㏜俍╈㞝冽䋯⹠縖媆僗荂㞑氳▊䘱㵒◄♭嶏鲽车⮇眷⮟⚢篺䅻㵗舚㵨┘⹨⟔♳氳◄♭ꛯ阡╙佭
FaaS䇖⺐◄♭鲽縡㵨⪭鈼╙⹨⟔♳氳鰟⪍全㚲杼僄篳⹨⮽▽㛻ꄈ嫱⪍䷍⭵ն
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⪩◇ Serverless┖䈒榫爊䈌氳嫱⪍䷍⭵㲓❇⺎♔⹇縓 OWASPOpen Web Application Security 

Platform篯篲㏇ 2017䇗⹠䄭氳վTop 10 Interpretation for Serverlessտ䥊⼔ [23]ն
3.5.2.խꛏ㼆䎾欽玐䎸⣜饆䎽怩峯涸余ⴁ
䋯⹠縖㏇籁⫞䈒榫爊䈌休┘⺎鹵⩦氳⚢䌖⪍瑭└亡❤顽䈑鲹㶩䌖⪍▽┉╄ꪝ䅻┽㼠氳ꠋ겗䋯⹠

縖佭⻖✳榫▽⻡僗庀嬼氳❤顽䈑ն
䩺 Synk⪝⺚㏇ 2019䇗氳䋯嶏鯻♭㱧⪓䥊⼔ [24]╈鵁꨽䄖湳氳䈒榫爊䈌㱧⪓庀嬼㏇鲋⸼┼䇗㘍ⱶ

▽ 88%նⷊ➘䋯⹠縖籁⫞氳⭹丘⺆僗湿湿⭓ⶇ车仰庀嬼氳♏溞⛙⺆金䌖⪍▽瑭└亡⻡僗庀嬼氳❤顽䈑
黁╫院⭹丘█佭㰇㏇耗䍐䓪氳ն
塝㛚䌖⪍▽瑭└亡❤顽䈑█⚢㲓ꡮ㘍ⱶ䈒榫鼨糓舘僜ⱷ氳♏溞䔅ꄈ❇㞝 python䈑⪭♏溞

ꄈ⺎耇佭┕ⶉ车node.js氳 npmⴎ╈氳♏溞ꄈ㶩催㛻▽⺎耇⚢㵗舚┕┒车նⷊ➘媆僗䄖湳庀嬼⛙
꣮浔♏溞ꄈ氳㘍㛢弍㏇氳곽ꢣ█注䈒㘍ⱶ☳縡簄 Serverless䈒榫䅠全▽冓㛻㱧⪓꣰䖲ն
鲤䇗全꣮浔┯槡㵒┘㱧⪓氳瑭└亡❤顽䈑氳ꄆ鈼阵㛢车⫂䥊⼔❇㞝 OWASP Top 10[25]걸泘䬠⭴

▽✳榫䄖湳庀嬼❤顽䈑氳㱧⪓곽ꢣ鲹◙⻡僗庀嬼氳❤顽䈑⺎㏇ CVEյNVD璡粠珇┕鲽车刧陟❇㞝
Node.js䈑 CVE庀嬼⮜辑 [26]յJava䈑 CVE庀嬼⮜辑 [27]յPython䈑 CVE庀嬼⮜辑 [28]ն
3.5.3.խꛏ㼆䎾欽玐䎸霄꡼䱽ⵖ勉ꣳ涸余ⴁ 
Ꙟ㵒䈒榫爊䈌阼ꠋ䫝⯆儹꡿氳䷍⭵㏇ Serverless㏜俍┖█⺱劫㰇㏇❇㞝⭹丘㵒切顫嶏氳阼ꠋ儹꡿յ

⺎♔鉵⹠⭹丘䣮车氳◄♭璡ն┖ꪫ♔丘䩺䈑╞❇⭹丘䣮车┯ⱷ鶷鰝休┘⺎鹵⩦⚢㵒丘䩺䈑鲽车 CRUD

䳩⛼㏇塝僿ꠑ䡘♜꧎金簄◀⭹丘㵒丘䩺䈑氳陸⫞儹꡿ն㏇┘㵒丘䩺䈑鲽车⪭㱚䳩⛼休䡘♜䈒䎎簄
◀⺆陸儹꡿䡝⪩ꠊ⪭儹꡿㞝冽塝休䋯⹠縖㵨儹꡿ꛯ陬氳催䷊╙陸⫞䳩⛼䷍⭵縖⚢⮵榫塝庀嬼㵒丘䩺
䈑㷤䋯䷍⭵☳縡㘍ⱶ▽䷍⭵ꪫն

[23]մhttps://www.owasp.org/index.php/OWASP_Serverless_Top_10_Project  

[24]մhttps://snyk.io/opensourcesecurity-2019 

[25]մhttps://www.owasp.org/index.php/OWASP_Serverless_Top_10_Project 

[26]մhttps://www.npmjs.com/advisories 

[27]մhttps://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=java 

[28]մhttps://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=python 

https://www.owasp.org/index.php/OWASP_Serverless_Top_10_Project
https://snyk.io/opensourcesecurity-2019
https://www.owasp.org/index.php/OWASP_Serverless_Top_10_Project
https://www.npmjs.com/advisories
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=java
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=python
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Serverless䈒榫⺎耇⚢榺阵㛢⭹丘篯䡗⭹丘ꠑ氳阼ꠋ儹꡿⭹丘┚顫嶏氳儹꡿何㵤⺎耇⚢ꪝ䅻㛢
냖䷞曎留杼儹꡿⽰鉉荈䡗╙▽┉걸竴枍氳ꠋ겗阵㛢䋯⹠縖⺎耇倽ⱱ㏐╙䢦僗⭹丘鿥糌⶝┉儹꡿⽰鉉荈
黁╫鲽縡⚢㵗舚⶝┉庀嬼䣲㷤舘丞╄䈒榫氳곽ꢣ鲹█佭䎎⯥ꪫ║氳┉㛻ꠋ겗ն
3.5.4.խꛏ㼆䎾欽玐䎸侨䰘屧怩涸余ⴁ
㏇䈒榫爊䈌╈䷨䚊丘䩺⟔䕜媶庀յ䈒榫爊䈌仼䑪媶庀յ䈒榫爊䈌阼ꠋ㳢ꙻ媶庀յ䈒榫爊䈌儔ꃾ榫

HTTPSⶖ阫鲽车ⱶ㳢璡佭┉◙䅻鈷氳丘䩺㱧⪓곽ꢣն鵠鲋隀溿⹠朆鲹◙◄♭氳◲榟㛢佭榺◇䋯⹠縖
氳┘鈺葶䳩⛼䌖颯❇㞝㵨㳢ꙻ⟔䕜丘䩺䈑鳀䫙㳢溞璡䷨䚊⟔䕜漲籁溞㏇䈒榫爊䈌╈ն
꧎金嫱䙬氳佭㏇ Serverless╈♔┕鲹◙㣛羈⺱劫㰇㏇⛙┚⚩簊䈒榫爊䈌┘⺱氳佭
1. Ꙟ㵒䷍⭵丘䩺嶏氳┘⺱⚩簊䈒榫⺆佭☳⶝┉僜ⱷ┕藜⹧䷨䚊丘䩺縡 Serverless几冘╈䷍

⭵縖⺎Ꙟ㵒⺨熨丘䩺嶏鲽车䷍⭵❇㞝◌㰇⤴AWS S3䡝 DynamoDB璡㍕塝䷍⭵ꪫ催䇯
2. Serverless䈒榫榺⚜㛢⭹丘篯䡗仰嫏⥽⚩簊䈒榫爊䈌✳榫⶝╄꥘╈䌋鿥糌乄♭㰇⤴氳亡䌋

㍕塝䋯⹠☕⼥㛢✳榫朅㗟⹩ꄈ僀♏ն豓抆㰇⤴催╙甏⶝⛙✳榫朅㗟⹩ꄈ儗佭┉╄┘㱧⪓氳车╙
3. ⚩簊氳䈒榫䋯⹠☕⼥䇜┘㚷╋㳫氳 Serverless氳㳢ꙻ留杼篺뀰┘鈺葶氳䳩⛼佄鵲䡗䷨䚊丘

䩺媶꨽氳곽ꢣ
2018䇗 6僖蜷⺳䋯嶏 Serverless䇖⺐ Apache OpenWhisk傃⭴ CVE-2018-11756庀嬼 [29]䈒榫

爊䈌⻡僗庀嬼氳䗯䎬┖䷍⭵縖⺎耇⚢⮵榫庀嬼釙沲逈䣮车氳 Serverless⭹丘嶏♏溞䇜䧏簘䏆⿏⭹丘
⺵簘氳夷埠䣮车㞝冽䷍⭵縖㵒⭹丘♏溞鲽车瞿䑐⚵鵲⺎鲽┉塠鵲䡗丘䩺媶꨽յRCE鲾爊♏溞䣮车
璡곽ꢣն
3.5.5.խꛏ㼆 Serverless䎂〵餖䨪涸䬨絟剪⸉余ⴁ
Ꙟ㵒䇖⺐額䢓氳䷍⭵╚金╙ DoWDenial of Wallet䷍⭵걽⺳䓙╬䧗䦋簈ꚇⴎ䷍⭵氳䙬䓙╙䦋

簈僜ⱷ DoS䷍⭵氳⹩熨泘氳╙縵㶽額䢓額⶝ꄌ겜ն
Serverless㚷┉╄ꄆ金攑䓪╙舅ⲁ⴬䍞䓪䣲㷤䋯⹠☕⼥⺆꧎╙⭹丘隀榫埠丘♀顠縡⭹丘䍞䓪

䣲㷤氳◄䗯◬簄▽◌ⷣら鲹┉攑䓪佭 Serverless㚷⹨埢鲜氳⸊㍕╯┉⛙╙塝攑䓪◲榟氳顠榫鵠䅻媆

[29]մhttps://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-11756 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-11756
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僗┉㲋氳꡿⯆ն㞝冽䷍⭵縖䪭䭃▽◄♭鉵⹠䇜鵠鲋 API隀榫▽㛻ꄈ⭹丘顫嶏黁╫㏇儔⹨⟊䥉䗯⬅
┖⭹丘㵨冓鵮䣲㷤꣮╯◲榟氳顠榫█⼑䧗丘㘍Ꝛ僄篳⚢㵗舚䋯⹠縖氳額䢓⹨⮽ꄆ㛻䩣㜊ն

2018䇗 2僖 NodeJS  氳aws-lambda-multipart-parser䈑逈傃⭴ ReDoS庀嬼CVE-2018-75 

60[30],院庀嬼⺎㵗舚✳榫▽院䈑氳 AWS Lambda⭹丘鲡车飃休䷍⭵縖⺎⮵榫塝庀嬼冘鵲㛻ꄈ䇜⹠陴
姳☳縡縵㶽僜ⱷ顫嶏䡝㵒䋯⹠縖額䢓鵲䡗 DoW䷍⭵ն

[30]մhttps://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-7560 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-7560
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4.1.խ✻⾲欰㸝Ⰼ霃雦⾲ⴭ
♔ DevSecOps╙⛮硍氳䷨䪇䋯⹠⛮硍┖䋯⹠㱧⪓⽰鲡蛈㱧⪓佭┉⛮⴬氳ն㱧⪓鲡蛈氳顆顊☕┉

芘佭 CIO䡝 CISO⮟꧎金縓诿㞝⛰㏇簄㲋氳㱧⪓것畀⯥䬠┖㵨丞⛮氳 IT㱧⪓ꡕ䥉耇ⱱ僄㛻⴬儗
荣☮篸▽└╄㓹儗⸊⮟ն
4.1.1.խ㸝Ⰼ䊩獴
㏇◌⸊榟㱧⪓䋧阻氳企僿鲡车休㳋榟⽝⼽僿湿յ┯ⱷ㛄儷縡┦㰇㏇┚䳩⛼硍簊谑䦟⴬氳朅㗟

朆僗氳擻杼䡝谑䦟⴬氳㱧⪓阻㚷仰嫏䄄⛼㍕縡㏇鲹熨㍮㗟┖㘍ⱶ鲡车休氳㱧⪓䤸⪍仰Ⲃ◇䬠냖丞⛮
氳㱧⪓姢䇖ն
㎁⫂㛚㏇鲋⸼┼䇗䬠⭴▽㱧⪓䄅燰Shift Left氳䓙饟ⷊ㏇◌⸊榟㱧⪓䋧阻⮤塠㵨㱧⪓䤸顫催㛢

㏐䷒⮽䋯⹠㱧⪓ⴎ䦮㱧⪓籁溞յ❠䈒ꛔ鯻♭䈑յ䋯嶏鯻♭㱧⪓յꜳ⥽☹䈑㱧⪓璡ն鲹◙亡ꪫ
顫嶏㛻㛢佭氫沬氳注䈒氳㱧⪓䤸顫注㵒鰏㵽縡┦鲹◙顫嶏榟⽝⼽僿鰏Ꝛ㞝冽耇⟊阾㱧⪓䓪䷍⭵
縖㏇䷍⭵鲡车休㲓❇䐂䣆⺵催ꥈ䧏╦⴬ն
4.1.2.խ翸搋♶」
䎎◌⸊榟㱧⪓⛮硍㛻⛮㱮䡗▽䋯⹠❱氳㱧⪓䋧阻⺵㱧⪓㍙꠼䑒抆鲸佭金㵨泘⩞燰⮽鲡车休㍕╙

鲹鼨⮇姧鲾佭䷍⭵縖僄䅻榫氳⪍➈朅荣ն
抆縡◌⸊榟鲡车休㰇㏇陵㛢䧪䡟❇㞝㳋㰇孨休ꠑ湿յ籁䪷┯ⱷ竴㛢յ僜ⱷ粠劲┯ⱷ◬◎嘗䌋

㛄儷鲹◙䧪䡟全嶏◇鲡车休氳顫嶏⽰车╙䒍鵮⹩⴬仰嫏鵠鲋鈺⮟璡㍾㲋氳嘗䌋鲽车压孾⽰㚲糌ն
仵抆鲡车休㱧⪓佭ꄆ金┦䑒金氳黁㶩꧎金⮇冫鲹◙顫嶏⽰车╙氳⹩⴬鈺䏱⺆金鈺䏱嘗䌋佭⺎것

孾氳黁㶩⺎♔纺扦㏇鲹◙┘⹩氳鈺䏱☳縡䤓⮽䋳䅻⽰塜䅻氳鱦槡ն
⛮㏐㳋㵒䈒氳ꜳ⥽յ乄♭硍簊璡齉佭┘⹩氳榺注⺱䡝簒䤕氳ꜳ⥽⻪ⲁ氳㳋氳鲽爊⽰⪭

车╙佭注⛎氳榫◇䐭僜ⱷ氳㳋鲽爊佭㵽丘┦⪭车╙佭⺎것孾氳⺎♔鵠鲋㰣▊鲽车槇⥽氳ն
4.1.3.խⰢ岤⚌⸉
䐭僜ⱷ䢦䤕鰉氳齉佭⺨⛤㵒㛚⽰㵒⫂氳┯ⱷ仰僜ⱷ⮟催鲽┉塠㵨㳋յ❤顽䈑璡甏⴬✳䐂䋯

⹠縖⺆꧎籁⫞┯ⱷ鶷鰝氳♏溞ⷊ⺎㍕縡◌⸊榟丞╄⛮硍╈僄顛鲤僄篳♯⡬氳佭㚲◇僄걵㷄氳┯ⱷն
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㍕縡㱧⪓㍙꠼㏇㱮䡗䋯⹠ꡙ夀⽰鲡蛈ꡙ夀㱧⪓儬⯆氳鼨糓╯⺵䈒院ꄆ憠⪩嫱┯ⱷ㱧⪓⹖休压
孾Ꙟ㵒┯ⱷ氳堉际յ帲榫车╙㞝佭⪝僗◌⸊榟朅㗟⺎㵒㛚瑭└亡榫䢓䬠❠㘍⡬僜ⱷ藜䐂催냖氳䷅沠ն
4.2.խ꬗ぢ✻⾲欰Ⰼ欰ㄐワ劍涸㸝Ⰼ꣈䫡
䥊⼔氳䋯疟䡘♜䬠⮽◌⸊榟㱧⪓ⴎ⻡▽┼㷄⻡╬ꪫ⺸◌⸊榟朅㗟氳㱧⪓⽰僗◌⸊榟攑

䏣氳㱧⪓ն㍕塝⢢㞑◌⸊榟㱧⪓⮟䑒抆꧎金✳榫僗◌⸊榟攑䓪氳㱧⪓䤗儛⸼㲓朆ꪫ⺸◌
⸊榟朅㗟氳㱧⪓ꃾ榫⸊榟㱧⪓氳亡䌋冘䋧◌⸊榟㱧⪓ꡕ䥉⛮硍ն
◌⸊榟㱧⪓狓⪭劯儗佭金⟊阾◌⸊榟䈒榫氳㱧⪓㍕塝◌⸊榟㱧⪓ꡕ䥉⛮硍氳䋧阻█金㍴簀◌⸊

榟䈒榫氳榟⽝⼽僿全鲽车冘䋧鲹⺱劫█佭䷨䪇䋯⹠╈ DevSecOps䢦⠼㵗氳䈒榫㱧⪓嘗䌋ն

㕃 4.1խ✻⾲欰Ⰼ欰ㄐワ劍涸㸝Ⰼ꣈䫡
◌⸊榟䈒榫氳丞╄榟⽝⼽僿㛻舚⺎♔⮇╙┼╄ꡙ夀瑭┉㶩佭㏇䋯⹠ /孾陒ꡙ夀Development

㱮䡗䈒榫嶏♏溞氳籁⫞յ㳋ꜳ⥽氳冘䋧♔⹖㳋ꜳ⥽氳㰇⤴瑭◅佭㏇榟◲朅㗟╈氳┕篪鲡蛈ꡙ夀
Operations㱮䡗䈒榫㳋氳鼨糓յ┕篪鲡车ն



29

✻⾲欰㸝Ⰼ꣈䫡䙼騟

㍕塝◌⸊榟㱧⪓ꡕ䥉⛮硍氳劭䑐㶩佭釙沲䈒榫氳丞╄榟⽝⼽僿⟊阾◌⸊榟䈒榫㏇ꜳ⥽⯆⛼յꜳ
⥽㰇⤴յꜳ⥽⚩鰟յ㳋鲡车休氳㱧⪓ն
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5.խ✻⾲欰㸝Ⰼ⸈㔿

✻⾲欰㸝Ⰼ⸈㔿
5
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✻⾲欰㸝Ⰼ⸈㔿
5

5.1.խꞤ⫸㸝Ⰼ唬崵♸⸈㔿
5.1.1.խ彂➿瀦㸝Ⰼ㹎雦
Ꙟ㵒㳋ꜳ⥽ꃾ榫⮇冫䄄┚☕䄄㲗阞注篾⺭氳亡䌋劯䩺䬠❠氳䈒榫䋯⹠鲋爊乄勮㲗ꠢ硍簊

㲓朆氳䤗儛亡勆㵒几冘氳㱧⪓䓪鲽车㲗阞⽰陁⚽⮇冫硍簊ꡕ䥉訅䍐憠⹖⺎耇㰇㏇氳㱧⪓곽ꢣն
㲗阞㲓亨☕⼥㵒硍簊ꄆ金┯ⱷ㏜俍鲽车곽ꢣ⮇冫䇜㲗阞嶏♏溞㞝鯸額յ刧陟璡寘⹖顫ꄌ⽰榫䢓䷨

䚊⟔䕜氳Ⱶ耇㏜俍㏇☕䄄⮇冫氳鲋爊╈㲓亨☕⼥⚢鵠鲋嶏♏溞㱧⪓㲗阞䄄㵒⪓鼨♏溞鲽车舅ⲁ
⴬㲗阞♔⟊阾嶏♏溞㱧⪓㲗阞氳⪓ꪫ䓪ն
嶏♏溞㱧⪓㲗阞鲋爊╈ꢝ嶏♏溞耗䍐䓪㲗阞㛚䡘♜鲸⚢⹇拨注⪩剝⬢⽰鈺葶㵒┯ⱷ㲓朆氳⺭

鈺䓪鲽车㲗阞ն
5.1.2.խꞤ⫸䪊䲽
庀嬼氳压孾佭㵒ꜳ⥽鲽车㱧⪓ⱶ㍾氳ꄆ金䫣亨╯┉鲹ꄅ氳庀嬼压孾╚金鲸佭Ꙟ㵒䄖湳氳 CVE鲽

车䣴䬞⮇冫ն奃㞝⺎♔✳榫 ClairյAnchore璡䋯嶏䄄䡝縖切◙ら┯氳庀嬼䣴䬞◲⿁█⺱劫䶺䧏㵒
㳋ꜳ⥽氳庀嬼䣴䬞ն
ꢝ▽庀嬼╯㛚鲸僗┉◙鵠鲋䣴䬞ꜳ⥽╈氳朅㗟⹩ꄈյ䳩⛼⽝♑♔⹖珸⹾䋯䷒⟔䕜全陃⮷䕥䙬ꜳ⥽

氳亡勆⛙☱抆꧎金✳榫縖舅䄕㓹◇篾冽全⮮亇鲸┘耇波䫙簄⭴┉╄伺漶氳篾冽ն
5.2.խ⚺劼㸝Ⰼ⸈㔿
5.2.1.խ⚺劼㛇劥㸝Ⰼ⸈㔿
㳋┚㳔╚儬⪦◸䳩⛼硍簊⫂劭㍕塝㳔╚儬氳鿥糌㵒㳋鲡车氳㱧⪓僗浔ꄆ金氳䏆⿏奃㞝㳔╚

儬╈㱧逸僗庀嬼氳鯻♭⺎耇⚢㵗舚♳䙬♏溞䣮车곽ꢣ珸⹾仰꡿⯆䋯䷒⺎耇⚢㵗舚♳䙬榫䢓阼ꠋ곽ꢣ
ꡕ愂㘅儔塜漶鿥糌⚢꡹⛦╚儬氳㱧⪓䓪媆僗䧝拨㳢ꙻ氳阡阾亡䌋氨䎓⺎耇⚢㵗舚倽ⱱ滭鉯䇜氨ꡯ㳔
╚儬ն
☳㱧⪓䓪縓诿㳋╚儬䈒鹗䐡㞝僄㵸㱧逸⴬┘䈒䎎㱧逸겜㛚氳僜ⱷ⽰鯻♭♔⩦㘍㛻㱧⪓곽ꢣ

鿥糌◬◎榫䢓氨ꡯ飃休休ꠑ⪩ꠊ┘䑒金氳丘䩺ⴎ鯸⹠Ⱶ耇焔塛 ICMPꄆ㲋⺸鿥糌⺎鲾爊阼ꠋ㏐㏥
葶㍴⮧ꢝ䡝ꛗ㲋┚阻㚷鲡车յ簟䥉璡䄄⛼仰⪩氳額⺙յꄆ金乄♭⽰泘䎓氳儹꡿阻糌⪩ꠊ┘䑒金氳鲽
爊⽰僜ⱷ璡㱧⪓ⱶ㍾⸊⮟ն
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5.2.2.խ✻⾲欰湱Ⱒ㸝Ⰼ⸈㔿
Docker⪝⺚┚紇㎁◎纭粠㱧⪓╈䑐CIS⺭⛼⯆㲋▽ docker氳僄✞㱧⪓㲓饨ⴎ䦮╚儬㱧⪓鿥

糌յdocker㱥䥉鲽爊鿥糌յdocker㱥䥉爊䈌鿥糌乄♭յ㳋ꜳ⥽⽰冘䋧յ㳋鲡车㱧⪓յdocker㱧⪓
䳩⛼⪠㛻걸99╄䫝⯆憠ն⭓╲釙沲▽ docker㱧⪓金姳氳⺨╄亡ꪫն鲹█佭⺨㱧⪓亡勆⽰㱧⪓䄄氳
ꄆ金⹇縓ն⪩◇ⱶ㍾⛮⺎⹇鈷վ2018簪沾熭䤗㳋㱧⪓䤗儛䥊⼔տն
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6.խ✻⾲欰梠㞯涸〳錜㻋䚍�
✻⾲欰梠㞯涸〳錜㻋䚍
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⺎鈸㴕䓪Observability┉陊僄企全嶏◇ Apple䄄爊䄳 Cindy Sridharan氳乄վ沪䫝┚鈸㴕տ
Monitoring and Observability[31]ն抆縡Google蜷⺳氳 SRE[32]⛮硍㏇鲹╯⯥㶩䄖篺㝖㲋▽⺎鈸㴕䓪
氳杼阷㓹滼⺆┘鲋黁休⠯㵨鲹㝄杼阷簊燢╙沪䫝SRE攑⮷氳䍠隀▽氫沬沪䫝氳ꄆ金䓪縡
氫沬沪䫝塜佭顛⺭▽⺎鈸㴕䓪╈╚ⲁ氳杼䒞ն
꣮浔◌⸊榟յ䐭僜ⱷ璡亍几冘յ亍榟䒳氳䌖⪍⽰⹠㷤⺎鈸㴕䓪飉全飉㛢氳逈䬠⹖⽰ꄆ鈼縡⺎鈸

㴕䓪⽰沪䫝鲹┼╄哮䒞█鵄峀氳逈⵲⮇䋯全ն甏⶝全阯鲹熨⵲⮷⺎♔阡╙佭沪䫝⼔陆䡘♜硍簊氳
⿵◙鼨⮇佭┘䄄⛼氳縡⺎鈸㴕䓪⺎♔⼔陆䡘♜黁ꄅ╙☜╫┘䄄⛼▽[33]ն
6.1.խ✻⾲欰梠㞯⚹➊⛎꨽銳㹊梡〳錜㻋䚍
㏇㍑璼◌⸊榟╙☜╫꧎金⺎鈸㴕䓪╯⯥䡘♜⩝全洇┉┖ CNCF㵒◌⸊榟氳㲋╬葏乄⸊乄㞝┖
Cloud native technologies empower organizations to build and run scalable applications in 

modern, dynamic environments such as public, private, and hybrid clouds. Containers, service meshes, 

microservices, immutable infrastructure, and declarative APIs exemplify this approach.

These techniques enable loosely coupled systems that are resilient, manageable, and observable. 

Combined with robust automation, they allow engineers to make high-impact changes frequently and 

predictably with minimal toil.

☳㲋╬╈⺎♔洇⭴◌⸊榟氳♏辑䤗儛ⴎ䦮㳋յ僜ⱷ粠劲յ䐭僜ⱷյ┘⺎⹩㓹滼阻亨⽰㚜伺䌋
APIն鵠鲋鲹◙䤗儛⺎♔冘䋧㳋ꛯ䓪㞑յ佄◇留杼⽰⺎鈸㴕氳册繓⺭硍簊⫋篾⺭⺎ꪣ氳舅ⲁ⴬䣆夀
㵒硍簊⢢⭴겐竴⽰⺎것孾氳ꄆ㛻⹩催ն

CNCF氳鲹╄㲋╬╈伺漶氳䬠⭴▽⺎鈸㴕Observable鲹┉攑䓪ն縡╙☜╫◌⸊榟┉㲋꧎金⺎鈸
㴕䓪䡘♜☳♔┖⭓╄亡ꪫ鲽车⮇冫ն

[31]մhttps://copyconstruct.medium.com/monitoring-and-observability-8417d1952e1c

[32]մhttps://landing.google.com/sre/

[33]մhttps://mp.weixin.qq.com/s?__biz=MzAxNTA1OTY4OQ==&mid=2457362109&idx=1&sn=b90b15ded62d1f6f52545d025ef80014&
scene=21#wechat_redirect
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6.1.1.խ✻⾲欰⚺劼禹絡遤⚹刿㢕勇
⚩簊氳䈒榫鼨糓仰阷佭㓹◇擻杼╚儬鲸佭㓹◇谑䦟儬⪭䳩⛼硍簊┕䤕鰉氳䈒榫注㵒㍾㲋ն縡

㵒◇㛻㛢丘ꃾ榫⶝⛮几冘氳硍簊⪭硍簊⫂鼨氳鵠⟔█注㵒甏⶝ն
⮽▽◌⸊榟休♏☳⪭♏辑䤗儛全洇㳋⴬氳㓹滼阻亨✳䐂䈒榫舅骱⹩氳催䒍յ催鰇┉⺐╚儬

┕⺎♔䒍鵮鼨糓鲡车⭓ⶇ╄յ榗舘┕氬╄㳋ն縡 Kubernetes璡㳋籁䪷䇖⺐⹒䬠❠▽荂㞑氳顆鰉
㏰辆յ♳ⱷ隀䈲յ㳋ꛯ璡留杼儬⯆ն鲹劫㏇◌⸊榟╈┉⺐╚儬┕䈒榫氳鼨糓㳢䈲♔⹖⹩⴬겐曎鰏
⚩簊朅㗟僗浔䄉㛻氳⹩⴬ն㍕塝꧎金⺎鈸㴕䓪全岳俏氳⹠朆⽰阭䎓╚儬䒍鵮⹩⴬氳䈒榫车╙ն
⺁㛚䈒榫几冘氳䐭僜ⱷ⴬✳䐂䈒榫╯ꠑ氳阼ꠋ⪩硍⹩䐂䋳䅻㛄儷㲙䢓珸氳┉埠僜ⱷ陴姳鵠

䅻⚢◲榟㛻ꄈ氳ⴎ䦮僜ⱷ⽰╈ꠑ♭㏇⫂氳⚜㛢隀榫⪩硍ն岳俏㏐鈸㴕⮽鲹熨隀榫⪩硍仰阷佭㵒◇䈒榫
䓪耇䬠ⶍյ䷚꤄㲋⛤鲸佭㱧⪓压孾齉僗浔ꄆ金氳䙬╬ն
6.1.2.խ〳錛䩞〳꣈
塜䢦隐儔湳䷍戭湳ꡕꪫ㵒◌⸊榟几冘┖氳㛻鈺嘗꥘紮♔⹖宿ꄈ愓孨氳䐭僜ⱷ䈒榫㞝冽┘湳

鷺꥘紮╈齉鲡车▽☜╫僜ⱷ齉㏇⢢☜╫◄䗯⹒⛰隅⟊䥉⽰ꡕ葶ն
☳◌⸊榟氳僄篳泘剝全洇鵠鲋舅ⲁ⴬䣆夀㲓朆䷨䪇氳册繓⺭硍簊ն㍕塝◌⸊榟㱧⪓█┉㲋佭

瑞⺭鲹熨舅ⲁ⴬泘剝氳舅ⲁ⴬氳㱧⪓压孾㶩꧎金僗陣篱⬢漶氳鲡车敯䒳丘䩺⛼╙䶺䱹╙舅ⲁ⴬氳◌
⸊榟㱧⪓䬠❠⩘餉氳⬀瓀❤䩺ն⺎鈸㴕䓪䕞䕞㛿抆㏐䬠❠▽鲹劫氳耇ⱱն
6.1.3.խ⸔⸂瘝⥂ 2.0〳⥌雦皾꨽宠
☳⺭鈺鉉䈲全洇璡⟊ 2.0 㵨⺎⟔䬠ⶍ⮽┉╄亍氳냖䈲璡⟊┉篒⮽㍌篒㏰䬠⭴▽⪩◇⺎⟔氳金姳

ⴎ䦮阞畀朅㗟⺎⟔յ粠簇⺎⟔♔⹖䫙⪍⺎⟔ն璡⟊ 2.0氳㍌篒金姳㶗⪭㵒䈒榫⺎⟔䬠⭴▽伺漶氳ⲁ䒳
뀰阾꧎姳㞝⛰㏇┘䏆⿏䈒榫氳Ⱶ耇յ䓪耇⟊阾榫䢓⛮뀰氳⯥䬠┖⢢⮽䈒榫氳ⲁ䒳⺎⟔뀰阾䡗╙▽
ꄆ金氳䧪䡟ն
縡㏇◌⸊榟朅㗟╈鉯⬀鲹╄ꠋ겗氳劭䑐㏇◇㞝⛰⬢漶㏐鴲䦫䈒榫氳⺎⟔䈲ꄈ㵒霅յ㞝⛰냖䓪耇

㏐漶㲋䧗剝氳䈲ꄈ⡬♔⹖㞝⛰䷅꥘⽰留杼뀰阾鲹◙㓹⬢⡬鲹◙齉佭㵒◌⸊榟朅㗟㲓朆⺎鈸㴕氳ꄆ金
䙬╬⽰䈒榫♯⡬ն
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6.2.խ✻⾲欰〳錜㻋䚍꨽銳錜㻋➊⛎
䡘♜湳鷺阞畀儬硍簊┉波鹗䐡⮇㷄阻阞氳杼䒞◌⸊榟⺱劫█┘❇㛚ն金㲓朆㵒丞╄◌⸊榟氳⺎

鈸㴕䓪⺎♔⮇⮷鵄㷄㲓朆㵒䈒氳⺎鈸㴕ն
☳㓹滼阻亨㷄全洇鲹ꄅ氳⺎鈸㴕䓪饇⚩簊氳╚儬沪䫝⚢僗┉◙注⛎⽰ꄆ⺭奃㞝㵒阞畀յ㰇⤴յ

粠簇璡╚儬顫嶏氳沪䫝鲽爊յ澸沴 IOյ粠簇孲ꄈ璡硍簊䧗剝氳沪䫝璡ն㵒◇◌⸊榟氳⺎鈸㴕鲹◙
⚩簊氳沪䫝䧗剝❤抆㰇㏇⛙佭縓诿⮽◌⸊榟╈ꃾ榫氳㳋յ僜ⱷ粠劲յ䐭僜ⱷ璡亍䤗儛յ亍几冘⪭
⺎鈸㴕䓪⹒⚢僗亍氳꧎姳⽰䧪䡟ն奃㞝㏇顫嶏㷄ꪫ金㲓朆 CPUյ⫂㰇璡㏇㳋յPodյServiceյTenant

璡┘⺱㷄氳陃⮷⽰何㵤⪩硍㏇鲽爊氳沪䫝┕金耇㛫瞿⬢陃⮷⮽㳋榗舘鲸金篱睧䈲⮽鲽爊氳硍簊隀
榫յ⫂劭Ⱶ耇隀榫璡㷄ꪫ㏇粠簇┕ꢝ▽╚儬擻杼粠簇╯㛚鲸金ⴎ䦮 Pod╯ꠑ氳谑䦟⴬粠簇榗
舘佭䈒榫╯ꠑ氳Mesh粠簇孲ꄈ氳鈸㴕ն
☳䈒榫㷄全洇䐭僜ⱷ几冘┖氳䈒榫✳䐂╚儬┕氳䈒榫⹩氳䋳䅻㛄儷鲹仵ⴎ䦮䈒榫儗骱氳䇖㏰

䋞休䈒榫ꠑ氳 API隀榫ꛔ隀榫⹇丘璡⺱休鲸ⴎ䦮䈒榫䢦䤕鰉氳┯ⱷ⟔䕜奃㞝┯ⱷ隀榫鶷鰝յ⹇
丘յ队⶝丘ꄈら⿁♯劲璡⟔䕜ն
6.3.խ✻⾲欰〳錜㻋䚍㹊梡䩛媯
㲓朆⺎鈸㴕䓪鵠䅻⺎♔僗㛢熨䣆夀┘⺱氳亡嫏⪭❱ꄆ憠䏢䏢樋僗䄑⮷┖㎂佭⺎鈸㴕䓪겅㓊

篺⪯氳┉䌫⮇眷㎂⪭䬞鳮▽⭓熨亡嫏㵒䈒氳⛼榫㓊♔⹖注◎╯ꠑ氳⪩纭⽰⵲⮷ն儗荣䫙┖全㵨甏金⮇
冫┉┖鲹⭓熨㲓朆亡嫏ն

㕃 6.1խ〳錜㻋䚍絆䧭
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6.3.1.խ傈䘋Logging
仼䑪㷤朆氳佭䈒榫鲡车◲榟氳◄♭䡝縖爊䈌㏇䣮车氳鲋爊╈◲榟氳┉◙阭䎓⺎♔陣篱鉯ꄂ硍簊氳

鲡车敯䒳ն仼䑪䬞鳮▽┉◙熊丆氳յ┘鳀簘氳◄♭㵒◇䈒榫爊䈌氳⺎鈷䓪佭䏭㞑氳⟔䕜全嶏仼䑪⺱
劫█╙㵒䈒榫爊䈌氳⮇冫䬠❠▽瞿漶氳丘䩺嶏ն
⛙佭仼䑪丘䩺㰇㏇┉㲋氳㷀꡿䓪㱚❤顽◇䋯⹠縖倽꨽⭴全氳⫂㳋縡┦⪭㰇⤴⽰刧陟꧎金寕縵㛻

ꄈ氳顫嶏䏢䏢꧎金✳榫鲋帱⬵㵽丘䩺ꄈն
6.3.2.խ䭷叻Metrics

Metrics┚ Logging僗䢦┘⺱Logging䬠❠氳佭侁炐氳丘䩺縡Metrics佭鵠鲋丘䩺氳纺⺭全㵒
┉╄爊䈌㏇攑㲋休ꠑ⫂氳车╙鲽车辆ꄈնMetrics佭⺎碶ⱶ氳☽♜僗⸊㯹䓪夷╄齉佭┉╄鶷鰝阞
ꄈ⶝⩕䡝縖┉╄休ꠑ夀⫂氳刼敯㎂նMetrics⺎♔鈸㴕硍簊氳敯䒳⽰飊ⲡ⛙㵒◇ꠋ겗㲋⛤籬╴篱荣
㷤炐ն
6.3.3.խ鷅驶Tracing
鴒馹ꪫ⺸氳佭陴姳⺎♔鰇册⮇冫⭴陴姳╈氳䋳䅻憠⛙┚Logging僗注⺱氳ꠋ겗㶩佭顫嶏寕縵鰏㛻ն

鵠䅻█꧎金鵠鲋ꃾ劫氳亡䌋⬵㵽丘䩺ꄈն奃㞝┉埠陴姳氳葶㍴█㶩佭☳宂鈾䡝縖䣆儬珸⹠颯氳♳⛰
┉埠隀榫┉╄孲爊⴬氳┱重䡘♜꧎金鯴鴇⸼鴒馹ն鴒馹氳僄㛻攑憠㶩佭㱚㏇⶝埠陴姳氳葶㍴⫂㚲
杼⟔䕜ն♳⛰丘䩺յ⩕丘䩺⟔䕜齉逈篼㲋⮽硍簊╈氳⶝╄◄ⱷ┕ն
6.4.խ✻⾲欰梠㞯♴涸剪⸉鷅驶
㏇㓹◇䐭僜ⱷ氳◌⸊榟几冘╈㲙䢓珸氳┉埠僜ⱷ隀榫⚢◲榟㛻ꄈ氳ⴎ䦮僜ⱷ⽰╈ꠑ♭㏇⫂氳⚜

㛢隀榫⪩硍նꙞ㵒鲹◙㛄儷氳隀榫鲋爊鲽车鴒馹㵒◇䐭僜ⱷ氳㱧⪓䓪⮇冫յ䷚꤄㲋⛤յ♔⹖䓪耇䬠ⶍ
璡僗浔ꄆ金氳⛼榫ն㍕塝⮇䄭䌋鴒馹硍簊佭䐭僜ⱷ几冘┖┘⺎䡝籬氳ꄆ金篯䡗鼨⮇ն
6.4.1.խ剪⸉鷅驶嚋鶣
䎎⯥氳◎纭粠僜ⱷ㛻㛢丘齉佭鵠鲋㛄儷氳յ㛻鈺嘗氳⮇䄭䌋꥘紮全㲓朆縡꣮浔◌⸊榟յ䐭僜ⱷ

璡几冘氳鵄塠䡗捙⚩簊氳⶝⛮几冘阻阞⺸浔催ⱶ册繓⺭氳䐭僜ⱷ几冘鲽车庌鲽ն⺱休縓诿⮽䐭僜
ⱷ几冘┖氳顆鰉㏰辆♔⹖냖⺎榫璡阻阞僜ⱷꠑ鵠⟔♔⹖隀榫⪩硍氳㛄儷䈲㵨⹩䐂䋳䅻䈤㛻ն
䡘♜⩝洇┉╄䮣碠刧陟氳❇㯹奃㞝⯥珸⹠颯氳┉╄Web刧陟陴姳⪭泘剝㵨⺎耇佭⺵珸氳┕氬
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╄刧陟僜ⱷ夷┉╄刧陟齉僗舅䄕氳 Indexն鲹╄刧陟⺎耇⚢逈⹠鴝⮽㛢╄⺵珸氳㯹硍簊鲹◙㯹硍簊
⮇⮷榫全鲽车䇯⼔氳㚲杼յ䧈⫞压刧䡝佭刧䤓┉◙㎂撴յ鈼겐䡝亍ꠘ鲹劫氳攑墥篾冽ն劯䩺夷╄㯹硍簊
氳刧陟篾冽鲽车瓇鴲鲽縡䐂⮽僄篳篾冽姻䔅⮽鲮㍑건ꪫ┕ն
䔅氳全陱僜ⱷ鴒馹僗Ⲃ◇㏇䐭僜ⱷ几冘┖僗䷞㏐⹠朆䇜┦鉯⬀硍簊氳䓪耇椿겇ꠋ겗♔⹖㏇陴姳

㜊題休㏇鲹劫ꛯ簧㛄儷氳僜ⱷ╯╈⬢漶㏐鲽车䷚꤄㲋⛤ն塝㛚僜ⱷ鴒馹█⺎♔榫◇⹠朆僜ⱷ╈氳㣛羈ն
┉份⯥珸倽꨽氳僜ⱷ逈䷍⭵縖䷍ꣀ䡝縖佭⫂鼨切╄僜ⱷ䄖逈䷍⭵縖䷍ꣀ黁╫ꪫ㵒硍簊⫂鼨䐭僜ⱷ
╯ꠑ䈤㛻㛄儷氳隀榫⪩硍鲹◙隀榫佭⻖⪓鼨佭㱮䡗鲹埠䮣碠䢦䑒걺⹠榟氳┯ⱷ纭硍佭⻖㰇㏇ API䫓
孾յAPI帲榫佭⻖㰇㏇Ꙟ㵒切╄僜ⱷ氳 DDoS㲙䢓珸僜ⱷ⹠鴝氳陴姳佭⻖ⴎ⻡嫱⪍䷍⭵㞝⛰㏇宿
ꄈ氳塜䅻┯ⱷ隀榫鶷鰝╈⹠朆ꪝ嫏氳䋳䅻隀榫陴姳鲹◙ꠋ겗㏰⺎♔鵠鲋僜ⱷ鴒馹篾⺭僗䷞氳⮇冫畀嫏
鲽车䒍鵮氳压孾⹠朆ն
6.4.2.խ剪⸉鷅驶涸㹊梡
⮇䄭䌋鴒馹䤗儛㵒◇䐭僜ⱷ氳䷚꤄㲋⛤佭ⶇ⮇䑒金氳黁╫⮇䄭䌋鴒馹䤗儛佭㞝⛰㲓朆氳⼱萴金

㵒┉╄䐭僜ⱷ┯ⱷ硍簊鲽车⮇䄭䌋鴒馹⚢◲榟┼╄㓹儗ꠋ겗ն瑭┉┯ⱷ硍簊鲡车休⺎耇⚢◲榟䏭㛢
耫丘䩺䡝⹠榟丘䩺┺㜊꧎金㏇鲹熨朅㗟┖⬢漶㏐榟䡗鴒馹丘䩺ն瑭◅ꪫ㵒䡗氬┕ⶉ氳僜ⱷ䢦榟䡗氳
鴒馹丘䩺⮟꧎金阻阞⺭鴠氳䷅꥘┚㰇⤴亡勆ն┖ꪫ⛮☮篸⮇䄭䌋鴒馹䤗儛佭䓃劫鉯⬀鲹┼╄ꠋ겗氳ն
㏇☮篸鴒馹丘䩺氳榟䡗╯⯥꧎金伺漶鴒馹丘䩺╈氳┼╄㓹儗哮䒞饖䈲Span⽰鴒馹ꛔ饟Traceն

饖䈲佭鴒馹丘䩺╈㓹儗丘䩺篾冘㱚♏辑鴒馹╈氳┉埠䳩⛼饖䈲╈ⴎ⻡䳩⛼⺳յ饖䈲 IDյ䎎⯥饖䈲
氳⯥┉╄饖䈲劯饖䈲ꢝ㛚յ䳩⛼颯㡏┚篳塛休ꠑ䢌յ㷯䓪꜄⡬㵒璡⟔䕜┖ꪫ佭┉╄饖䈲⟔䕜炐❇

{
 operationName: "api/getCommodity",
 spanId: "7630fb07cb6e2d6",
 tags: [
 մմ {
  key: "commodityName",
  value: "Huawei"
 մմ  }
 ]
 startTime: 1599818026974512,
 duration:29021
}
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鴒馹ꛔ饟佭♔饖䈲╙劯篾憠氳剨䎬丘䩺篾冘㏇䐭僜ⱷ╈☳㲙䢓珸⹠颯┉埠 API隀榫休䏢䏢⺵ꪫ
⚢◲榟㛢埠僜ⱷꠑ氳 API隀榫♔㱮䡗塝埠䳩⛼㍕塝鴒馹ꛔ饟♏辑┉埠㱮丞䳩⛼⪭╈ⴎ⻡▽䏭㛢㯹 

䳩⛼ն
榟䡗鴒馹丘䩺䢦金⢢氳佭Ꙟ㵒夷埠䳩⛼榟䡗饖䈲♔⹖㵨饖䈲╏纭䡗鴒馹ꛔ饟ն㵒◇饖䈲氳榟䡗

鴒馹⚢㏇粠簇陴姳䡝丘䩺䈑阼ꠋ⹠榟休䤴⹧僗䷞丘䩺䇜㵒塝埠䳩⛼榟䡗┉╄斻僗氳饖䈲 IDն㵒◇㵨
饖䈲╏纭䡗鴒馹ꛔ饟㏇┉埠饖䈲⟔䕜榟䡗⺵鴒馹⚢㵨饖䈲 IDⱶ鲽┖┉埠粠簇陴姳╈䎎陴姳逈
䫙䷅休鴒馹⚢压뀰陴姳╈佭⻖ⴎ⻡饖䈲 ID⟔䕜萴ⴎ⻡⮟⮡䋧亍氳饖䈲⛼╙陴姳╈饖䈲氳㯹饖䈲
⻖⮟⮡䋧┉╄亍氳劯饖䈲ն꣮⺵僗撝㯹⪩硍氳饖䈲⟔䕜⚢逈⹠鴝⮽䷅꥘╈䷅꥘╙鲹篯僗撝㯹⪩
硍氳饖䈲丘䩺ⱶ┕ꛔ饟 ID僗⺱┉ꛔ饟 ID氳饖䈲丘䩺篯䡗┉埠㱮丞氳鴒馹ꛔ饟ն舘塝ⴎ⻡饖䈲⟔
䕜⽰鴒馹ꛔ饟氳鴒馹丘䩺逈䡗Ⱶ榟䡗ն
6.4.3.խ剪⸉鷅驶涸䎾欽
舅 Google Dapper꺙⩝䬠⭴⮇䄭䌋ꛔ饟鴒馹氳阻阞杼䒞♔全阵㛢⮇䄭䌋鴒馹䄄┘亇寜朆鲹◙

䄄䈒榫㏇䐭僜ⱷ┯ⱷ硍簊氳顫嶏沪䫝䷚꤄㲋⛤僜ⱷ❤顽⮇冫僜ⱷ篯篲几冘杼鉯璡亡ꪫ╙䐭僜
ⱷ┯ⱷ硍簊氳鲡簟䄄⛼䬠❠▽冓㛻➘⮵ն
䎎⯥䅻鈷氳⮇䄭䌋鴒馹䄄ⴎ䦮 DapperZipkinJaegerSkywalkingCanopy뚴浍

HydraPinpoint璡⪭╈䅻榫氳䋯嶏⮇䄭䌋鴒馹䄄╙ ZipkinJaegerSkywalking⽰ Pinpointն鲹
◙⮇䄭䌋鴒馹䄄⺎⮇╙└╄㛻眷㓹◇ SDK氳㓹◇䫓Ꙟ氳㓹◇ Sidecarն┖ꪫ㵨甏金☮篸鲹└眷
鴒馹䄄氳✳榫亡嫏┚⺨舅氳⚝籬憠
㛇✵ SDK涸ⴔ䋒䒭鷅驶䊨Ⱘկ♔ Jaeger╙❇Jaeger䬠❠▽㛻ꄈ⺎❠鴒馹✳榫氳 API鵠鲋➈⪍

䐭僜ⱷ┯ⱷ氳鯻♭硍簊㏇硍簊嶏♏溞╈ⱶ鴒馹嘗㐉㲓朆⮇䄭䌋鴒馹ն塝眷䄄⺎♔僄㛻꡿䈲㏐䤴⹧
┯ⱷ硍簊╈氳僗䷞丘䩺╙鲡簟䄄⛼䬠❠▽餉㛫氳⺎⹇縓䧗剝⛙⪭鵠榫䓪鰏䄑꧎金Ꙟ㵒夷╄僜ⱷ鲽
车ꄆ亍㲓朆鼨糓䡗儗鰏냖䄄⛼ꄈ鰏㛻ն
㛇✵䱲ꛏ涸ⴔ䋒䒭鷅驶䊨Ⱘկ♔ Skywalking Java䫓Ꙟ╙❇㏇✳榫 Skywalking Java䫓Ꙟ休

꧎㵨䫓Ꙟ乄♭䣒ⴎ鲽僜ⱷ㳋ꜳ⥽╈䇜㏇ꜳ⥽⻪ⲁ爊䈌╈ⱶ -javaagent agent.jar⽝♑♔㱮䡗
Skywalking㏇䐭僜ⱷ┯ⱷ┕氳鼨糓նJava䫓Ꙟ氳㲓朆⸊杼╙㰅荣溞嫱⪍㵨꧎金嫱⪍氳眷乄♭鯸䩦䡗
byte丘篯鵠鲋阻糌㞑氳䦨䡽嫱⪍⮽塜㏇鲡车氳爊䈌╈նJava䫓Ꙟ鵠鲋䫝⯆ JVM╈眷ⱶ鰉氳车╙
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➈⪍鲡车休朅㗟㲓朆⮇䄭䌋鴒馹ն塝眷䄄仰꧎⟤䷊┯ⱷ硍簊氳嶏♏溞注㵒 SDK僗催㞑氳鵠榫䓪
⛙⪭⺎藜⹧氳僗䷞丘䩺注㵒 SDK眷䄄鰏㵽ն
㛇✵ SidecarկSidecar⛼╙僜ⱷ♏杼╙⪭䢦留杼氳㳋㲓朆僜ⱷ⹠朆孲ꄈ留杼顆鰉㏰辆⽰

饟榺璡Ⱶ耇ն㏇孲ꄈ留杼鲋爊╈Sidecar⺎♔䤴⹧鲽⭴㳋氳粠簇陴姳┚⿏䈒丘䩺鲹◙丘䩺⺎♔阭
䎓院僜ⱷ䢦㱮䡗氳┉埠⶝╄䳩⛼⺎┚鴒馹╈氳饖䈲⟔䕜㵒䈒㍕塝⺎㵨 sidecar鈼╙┉熨㓹◇丘䩺䷅
꥘氳⮇䄭䌋鴒馹䄄նSidecar仰꧎⟤䷊┯ⱷ硍簊♏溞█┘⚢䌖⪍겜㛚氳硍簊氳䋯ꛖն⛙榺◇ sidecar

䢦䤴⹧氳饖䈲┘ⴎ⻡鴒馹ꛔ饟┕┖乄金㵨 sidecar䢦䤴⹧氳饖䈲丘䩺╏纭䡗鴒馹ꛔ饟佭䏭㍮ꥈ氳ն
豓抆⮇䄭䌋鴒馹䤗儛㏇䈒榫亡ꪫ䄖篺⹧䐂▽┉◙鲽㷤⛙⪭☱抆㰇㏇浔┉㲋氳㷀꡿䓪ն䎎⯥氳⮇䄭

䌋鴒馹䄄䡝縖꧎金➈⪍䐭僜ⱷ鯻♭硍簊氳嶏♏溞䡝縖꧎金➈⪍┯ⱷ硍簊氳ꜳ⥽┚鲡车朅㗟䡝縖㏇
榟䡗氳饖䈲⟔䕜┚鴒馹ꛔ饟氳⬢漶䓪┚㱮丞䓪┕☱僗籬㜊ն㍕塝㞝⛰㲓朆⛦䋯ꛖ⛦➈⪍㏐冘䋧⬢漶
┦㱮丞氳鴒馹⟔䕜☱꧎金阵㛢⺵簘䄄⛼ն
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꣮浔⚀┯粠簇㓹滼阻亨氳仼沠㛄儷㶗⪭佭◌阞畀璡谑䦟⴬粠簇䈒榫氳俋⹖鲹熨㛄儷䓪飃飉▽⚩
簊粠簇鱦槡㱧⪓氳ꡕ䥉亡嫏ն㓹◇⚩簊擻杼յ㍾㲋鱦槡氳粠簇㱧⪓█逈阾伺佭┘㛫榫氳丘䩺╈䑐⫂
鼨氳硍簊⽰粠簇孲ꄈ佭⺎⟔氳鲹┉⡾阻佭┘塜漶氳ն粠簇鱦槡氳㱧⪓ꡕ䥉┉份逈狰滭ⷊ✳⺆僗┉⺐
儬逈䷍ꣀ䷍⭵縖█耇㛫㏇䢦隐㱧⪓氳丘䩺╈䑐⫂鼨嘦⺸燰ⲁն

NIST㏇ 2020䇗 8僖⹠䄭▽僄亍氳ꦻ⟔♳几冘 [34]㏇ꦻ⟔♳㱧⪓嘗㑔╈⚢⡾阻朅㗟╈꣮休⺎
耇㰇㏇䷍⭵縖┘耇㰇㏇♳⛰氳꣰䎬⟔♳䑒걺┘亇氳⮇冫⽰陁⚽⪭顫◲յ粠簇朅㗟յ┯ⱷⱵ耇璡氳㱧
⪓곽ꢣ抆⺵⯆㲋注䈒氳ꡕ䥉䫣亨全簾鉯鲹◙곽ꢣն㏇ꦻ⟔♳╈鲹◙ꡕ䥉䫣亨鵠䅻金⟊阾㶽⺎耇⬵㵽
㵒顫嶏奃㞝丘䩺յ阞畀顫嶏յ䈒榫⽰僜ⱷ璡氳阼ꠋ⺆⩒阵黁◙逈漶㲋╙꧎金阼ꠋ氳榫䢓⽰顫◲阼
ꠋ䇜┦㵒夷╄阼ꠋ陴姳氳骱♷⽰㱧⪓䒳ⲡ鲽车䧏簘氳阡阾⽰䪧儹ն
䐭ꣵ熊⛼╙㲓朆ꦻ⟔♳氳⪩꜄䤗儛╯┉㏇◌⸊榟粠簇㱧⪓䋧阻╈⺱劫颯浔ꄆ金氳⛼榫ն儗珖㵨

ꄆ憠☮篸㞝⛰㏇◌⸊榟粠簇╈㲓朆ꦻ⟔♳氳䐭ꣵ熊硍簊ն
7.1.խ嚋鶣
㏇◌⸊榟朅㗟╈㶗⪭佭◌⸊榟粠簇㱧⪓氳䋧阻⽰鈺⮕╈♔ꦻ⟔♳氳几冘⽰䓙饟㲓朆◌⸊榟粠

簇氳䐭ꣵ熊⽰阼ꠋ䫝⯆佭䑒金氳ն
7.1.1.խ➊⛎僽䗎ꥬ猌
䐭ꣵ熊Micro-Segmentation僄企佭 VMware╙䈒㵒谑䦟⴬ꣵ熊䤗儛䬠⭴全氳նGartner催佭

☳ 2016䇗䋯㡏鳀簘└䇗㵨⪭⮜╙䇗䈲 Top10氳㱧⪓䤗儛⽰걸泘Micro-Segmentation and Flow 

Visibility䐭ꣵ熊⽰孲ꄈ⺎鈼⴬鵠鲋㵒粠簇孲ꄈ氳⺎鈼⴬⽰沪䫝阦鲡簟☕⼥耇㛫陣篱▽鉯硍簊⫂
鼨粠簇丘䩺ⴎ氳孲⺸鲽縡✳䐭ꣵ熊耇㛫催㞑氳阻糌㱧⪓瓀樋ն
䐭ꣵ熊걽⺳䓙╬㶩佭┉熨催篱睧䈲氳粠簇ꣵ熊䤗儛⪭劭䑐耇ⱱ氳陆姳█佭纺扦㏇┱重⺸孲ꄈ

㵒⚩簊朅㗟յ谑䦟⴬朅㗟յ岝⺭◌朅㗟յ㳋朅㗟璡┱重⺸孲ꄈ鲽车ꣵ熊⽰䫝⯆ꄆ憠榫◇ꡢ塛䷍⭵縖
鲽⪍丘䩺╈䑐粠簇䡝縖◌谑䦟粠簇⺵鲽车氳嘦⺸燰ⲁն
䐭ꣵ熊僗⮷◇⚩簊氳㓹◇鱦槡氳ꡕ愂㘅ꣵ熊䤗儛䐭ꣵ熊䤗儛鵠䅻佭ꃾ榫┉熨鯻♭㲋╬氳亡䌋⪭

[34]մhttps://csrc.nist.gov/publications/detail/sp/800-207/final 
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瓀樋䫝⯆╈䑐┚瓀樋䣮车⶝⩕佭⮇熊氳縡┦鵠䅻㚷⮇䄭䌋⽰舅鴠䈒璡攑憠ն瓀樋䫝⯆╈䑐佭䐭ꣵ熊
硍簊氳劭䑐䫝⯆⶝⩕⺎鈼⴬㷤朆⫂鼨硍簊╯ꠑ♔⹖┯ⱷ䈒榫╯ꠑ氳粠簇阼ꠋ⪩硍䇜┦耇㛫䧝拨鉉荈յ
剝甌璡䒍鵮氳㵒꧎金ꣵ熊氳䄄⛼顆鰉鲽车⮇眷⮇篯䇜┦냖䷞愓孨氳鿥糌䄄⛼顆鰉♔⹖┯ⱷ䈒榫╯ꠑ氳
ꣵ熊瓀樋ն瓀樋䣮车⶝⩕╚金榫◇粠簇孲ꄈ丘䩺氳沪䫝♔⹖ꣵ熊瓀樋氳䣮车鵠䅻㲓朆╙谑䦟⴬阻㚷䡝
縖╚儬┕氳 Agentն
7.1.2.խ✻⾲欰⚹➊⛎꨽銳䗎ꥬ猌
㏇⚩簊粠簇䡝縖谑䦟⴬粠簇╈䄖篺㰇㏇▽⥽ VLANյVPC╯眷氳粠簇ꣵ熊䤗儛⛙佭鲹◙ꣵ

熊䤗儛催⢏⺸◇Ꙟ㵒漶㲋䓪粠簇䡝縖佭燃䢓粠簇氳ꣵ熊ն
㏇◌⸊榟朅㗟╈㳋䡝縖䐭僜ⱷ氳榟⽝⼽僿注奃鰏⚩簊粠簇䡝縖燃䢓粠簇⹩氳湿▽䏭㛢⪭⹩

⴬겐曎金냖䏭㛢ն䐭僜ⱷ╯ꠑ僗浔㛄儷氳┯ⱷ阼ꠋ⪩硍㶗⪭佭䎎䄄⛼顆鰉丘ꄈ鱳⮽┉㲋鈺嘗♔⺵鲹
熨阼ꠋ⪩硍㵨⚢⹩䐂䋳䅻氳䈤㛻⽰㛄儷ն㍕塝㏇◌⸊榟朅㗟╈粠簇氳ꣵ熊꧎姳䄖篺┘☢☢佭擻杼粠
簇յ燃䢓粠簇璡顫嶏㷄ꪫ氳ꣵ熊縡佭⹩䡗▽僜ⱷ╯ꠑ䈒榫㷄ꪫ氳ꣵ熊ն
㍕塝㶩粠簇ꣵ熊縡銨┉亡ꪫ꧎金耇㛫Ꙟ㵒┯ⱷ鉉荈☳┯ⱷ鈼鉉催篱睧䈲氳㲓朆䐭僜ⱷ╯ꠑ氳

阼ꠋꣵ熊⺱休鲸金Ꙟ㵒┯ⱷ╯ꠑ氳⪩硍㏇ꣵ熊㓹滼┕㲓朆阼ꠋ䫝⯆☳縡꡹⛦粠簇䷍⭵㏇┱重⺸
┕氳嘦⺸燰ⲁն⺁┉亡ꪫ鲹熨愓孨䒍鵮氳粠簇敯䒳⹩⴬█䅠全▽⪓亍氳ꣵ熊⽰阼ꠋ䫝⯆瓀樋催亍氳
꧎姳ꣵ熊瓀樋┚阼ꠋ䫝⯆瓀樋꧎金耇㛫㱮⪓舅ⲁ⴬氳鴠䈒┯ⱷ⽰粠簇氳䒍鵮⹩⴬㲓朆䒍鵮냖䷞氳
鼨糓⽰榟䷞ն
7.2.խ✻⾲欰緸絞絆緸卹匬
꣮浔㳋䤗儛氳┘亇⹠㷤⽰庌鲽㲓朆㳋ꠑ◎纭氳◌⸊榟粠簇几冘█㏇┘亇氳鲽车⚝⴬⽰㱮ヤն

☳ Docker儗骱氳ⲁ䒳珸⹾何㵤粠簇嘗㑔⮽ CNCF氳 CNI㳋粠簇䫙⹾⫋⮽ Service Mesh + CNI㷄
埠⴬氳 SDN粠簇ն
7.2.1.խ畮〡僥㼘

Docker舅骱㏇粠簇几冘┕랸阡ꃾ榫勰䫙嘗䌋ⷊ Linux粠勰嘗䌋⮡䋧氳夷┉╄ Docker㳋
齉⚢勰䫙⮽鲹╄ docker0氳粠勰┕䎬䡗┉╄◅㷄◎纭氳粠簇ն⺱休鲸䶺䧏 Host嘗䌋յContainer嘗䌋յ
None嘗䌋氳篯粠⛮篯粠篱荣㏇վ2018㳋㱧⪓䤗儛䥊⼔տ╈䄖僗陣篱☮篸儗乄㵨┘⫋顿鳮ն
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Docker㏇鲹熨篯粠几冘┖㳋⫂氳珸⹾鵠鲋㏇╚儬┕鲽车珸⹾何㵤㱮䡗注⪩氳鵠⟔䶺䧏ն
7.2.2.խ㺂㐼緸絞䱹〡CNI

CNIContainer Network Interface佭 Google⽰ CoreOS╚㵗⯆㲋氳㳋粠簇剝⬢簧⺭縓诿▽
愓孨䓪յ䣲㷤䓪յIP⮇鿥յ㛢粠⶯璡㍕碜նCNI仿㏇╙㳋䇖⺐䬠❠粠簇氳剝⬢⴬ն┘⺱氳㳋籁䪷䇖
⺐耇㛫鵠鲋注⺱氳䫙⹾隀榫┘⺱氳粠簇篯♭ն鲹╄ⶖ阫鳀䫙▽┼╄篯♭㳋籁䪷留杼硍簊⽰粠簇䬤♭
⛮氳◄䗯齉佭䬤♭全㲓朆氳ⴎ䦮⮡䋧㳋粠簇狝ꠑNetwork Namespaceյ䤧粠簇䫙⹾Interface
䷒⮽㵒䈒氳粠簇狝ꠑյ簄粠簇䫙⹾⮇鿥 IP璡ն
泘⯥ꃾ榫 CNI䬠❠氳粠簇亡勆┉芘⮇╙┼熨Overlay篯粠亡勆⽰饟榺篯粠亡勆ն
Overlay絆緸
♔ FlannelյCiliumյWeave璡╙♏辑氳㳋꥘紮篯粠几冘랸阡㏰ꃾ榫㓹◇ꤖ鷺氳 Overlay篯粠亡

勆ն奃㞝Flannel⚢╙夷╄╚儬⮇鿥┉╄ SubnetPod☳院 Subnet╈⮇鿥 IP鲹◙ IP⺎㏇╚儬ꠑ饟榺
Podꠑ仰꧎ NAT⽰珸⹾何㵤㶩⺎♔饖╚儬鵠阬ն縡㏇饖╚儬ꠑ鵠⟔休⚢ꃾ榫 UDPյVxLAN璡鲽车ꤖ
鷺㵟逸䎬䡗 Overlay粠簇ն
騟歋絆緸
♔ Callico╙♏辑氳㳋篯粠几冘䇜媆僗✳榫 Overlay氳亡䌋⢢䥊乄鯸⹠縡佭䬠❠▽┉╄篚└㷄

氳粠簇嘗㑔ն㏇鲹熨└㷄鵠⟔嘗㑔╈夷╄ Pod齉鵠鲋 IP波䫙鵠⟔նCallicoꃾ榫 BGP饟榺ⶖ阫✳
䐂䢦僗氳 Node⽰粠簇阻㚷齉阭䎓┖⪓粠饟榺夷╄㳋䢦㏇氳╚儬荣憠㶩⺎♔湳鷺꥘紮氳饟榺⟔䕜ն
丞╄鵠⟔氳鲋爊╈㡏篳齉佭劯䩺 BGPⶖ阫鲽车饟榺鯸⹠䇜媆僗鲽车㵟ⴎյ鉯ⴎ氳鲋爊鲹劫鯸⹠䷞
曎㶩⚢䒍䏭㛢ն抆縡鲹熨亡䌋⚢◲榟䏭㛢仰䷞氳饟榺⺱休㵒粠簇阻㚷饟榺鈺劲金姳鰏㛻ն
7.2.3.խ剪⸉緸呔
僜ⱷ粠劲Service Mesh䎎⯥㏇◌⸊榟粠簇╈佭┉╄ꪝ䅻孲车氳几冘亡勆ն┚ SDN眷⛎

Service Mesh鵠鲋鶷鰝┕斻环氳丘䩺䇖ꪫ⽰䫝⯆䇖ꪫ全㲓朆䐭僜ⱷꠑ粠簇鵠⟔氳留杼ն
⛙佭 Service Mesh䇜┘耇僀♏ CNI㱚꧎金┚ CNI┉颯䬠❠㷄埠⴬䐭僜ⱷ䈒榫䢦꧎金氳粠簇僜ⱷն

鲹㶩⺎♔洇⭴Service Mesh┚ SDN鲸佭僗浔┉㲋氳⵲⮷SDN╚金鉯⬀氳佭 L1-L4㷄氳丘䩺ⴎ鯸⹠
ꠋ겗縡 Service Mesh⮟╚金佭鉯⬀ L4/L7㷄䐭僜ⱷ䈒榫ꠑ鵠⟔氳ꠋ겗ն◅縖⺎♔鵠鲋◎辍鿥⺭氳亡䌋
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⪦⺱㲓朆◌⸊榟粠簇几冘ն
7.3.խ✻⾲欰緸絞涸䗎ꥬ猌㹊梡䪮助
⯥乄☮篸▽䅻鈷氳㳋粠簇篯粠几冘☜╫佭䐭ꣵ熊♔⹖╙☜╫◌⸊榟粠簇䋧阻╈꧎金鵠鲋䐭ꣵ

熊全㲓朆䈒榫僜ⱷ╯ꠑ氳阼ꠋ䫝⯆留杼ն䫙┖全儗珖㵨☮篸⭓熨䅻鈷氳◌⸊榟朅㗟╈㲓朆䐭ꣵ熊氳䤗
儛ն
泘⯥㵒◇䐭ꣵ熊氳䤗儛㲓朆鲸媆僗簊┉氳◲⿁剝⬢㷯◇奃鰏亍氳◲⿁䎬䒳ն㏇ IaaS㷄ꪫ氳

䐭ꣵ熊儬⯆┉芘縡銨僗└熨䎬䒳㓹◇谑䦟⴬䤗儛Hypervisorյ㓹◇粠簇OverlayյSDN♔⹖
㓹◇╚儬♏杼Host-Agent縡㏇㳋朅㗟╈⮟僗䏭㛻氳┘⺱ն
꺙⩝㳋佭ꪝ䅻鰇ꄈ篒氳┦┉╄㳔╚儬╈㳋丘ꄈ鰏㛢㍕縡夷╄㳋┕鼨糓┉╄╚儬♏杼

氳亡䌋佭ꪝ䅻伣顜┘㲓榫氳ն
⪭埠㓹◇谑䦟⴬䤗儛⽰㓹◇粠簇氳䤗儛齉佭㏇阼ꠋ氳╚⛮⽰㲙⛮ꠑ鼨糓粠簇阼ꠋ䫝⯆瓀樋⵲⮷

⺆佭┚ IaaS硍簊氳㵒䫙儬⯆┘⺱ն縡㏇㳋朅㗟╈䄖僗剝⬢氳 CNI篯粠儬⯆⽰ Network Policy粠簇
阼ꠋ䫝⯆瓀樋㍕縡⺎踅⺭╙┉眷ն
僄⺵◌⸊榟朅㗟╈㰇㏇㛻ꄈ氳䐭僜ⱷ䐭ꣵ熊䈒催㛢⪩嫱䐭僜ⱷ┯ⱷ縡ꪝ甏⶝㳋ꣵ熊㞝

Service Mesh几冘╈氳 Sidecar嘗䌋⢢⹛⺸♏杼氳䈒榫䐭ꣵ熊䡗╙亍氳䎬䒳ն
┖ꪫ甏⶝☮篸◌⸊榟╈┼熨䐭ꣵ熊儬⯆ն

7.3.1.խ㛇✵ Network Policy㹊梡
Network Policy佭 Kubernetes氳┉熨顫嶏榫全陱伺┉篯 Pod╯ꠑ佭㞝⛰逈⩒阵◎注鵠⟔♔⹖

㞝⛰┚⪭㱚粠簇 Endpoint鲽车鵠⟔նNetwork Policy✳榫剝甌Label鴲䦫 Pod䇜㲋╬鴲㲋 Pod䢦
⩒阵氳鵠⟔鈺⮟ն夷╄ Pod氳粠簇孲ꄈⴎ⻡孲⪍Ingress⽰孲⭴Egress┼╄亡⺸ն
㏇랸阡氳䗯⬅┖䢦僗氳 Pod╯ꠑ齉佭ꪝꣵ熊氳⺎♔㱮⪓◎注鵠⟔█㶩佭ꃾ榫▽┉熨랫⺳⶝氳

鵠⟔嘗䌋ն䎎╙ Pod㲋╬▽ Network Policy╯⺵⺆僗 Policy⩒阵氳孲ꄈ䣉耇┚㵒䈒氳 Pod鲽车鵠⟔ն
鵠䅻䗯⬅┖╙▽㲓朆催僗䷞յ催瞿⬢氳ꣵ熊䷞冽⚢㵨鲹熨랸阡氳랫⺳⶝儬⯆催䷊╙氫⺳⶝儬⯆█
㶩佭㏇ Pod⮤㡏⴬氳休⠯㶩㵨⪭ Network Policy阻糌╙ deny all抆⺵劯䩺僜ⱷꠑ鵠⟔氳꧎姳⯆㲋
篱睧䈲氳 Policy瞿漶氳鴲䦫⺎♔鵠⟔氳粠簇孲ꄈն┖ꪫ佭┉╄甏⶝氳 Network Policy炐❇ն
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apiVersion:networking.k8s.io/v1

kind:NetworkPolicy

metadata:

name:test-network-policy

namespace:default

spec:

podSelector:

matchLabels:

role:db

policyTypes:

-Ingress

-Egress

ingress:

-from:

-ipBlock:

cidr:172.17.0.0/16

except:

-172.17.1.0/24

-namespaceSelector:

matchLabels:

project:myproject

-podSelector:

matchLabels:

role:frontend

ports:

-protocol:TCP

port:6379

egress:

-to:

-ipBlock:

cidr:10.0.0.0/24

ports:

-protocol:TCP

port:5978

CNIꙞ㵒 Network Policy⺆佭⯆㲋▽注䈒氳䫙⹾鈺葶Kubernetes氳 Network PolicyⱵ耇█齉佭榺
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瑭└亡䬤♭全㲓朆氳㍕塝鵠䅻⺆僗䶺䧏 Network PolicyⱵ耇氳粠簇䬤♭䡝縖㱧⪓䬤♭䣉耇鲽车注
䈒氳粠簇瓀樋鿥糌奃㞝 CalicoյCilium璡ն
⺨熨䬤♭㏇ Network Policy氳㲓朆┕鵠䅻⚢ꃾ榫 iptables氳亡䌋鵠鲋㏇╚儬┕鿥糌┉硍⮜氳

iptables鈺⮟全㲓朆┘⺱氳ꣵ熊瓀樋ն⛙佭꣮浔◌⸊榟粠簇氳┘亇⹠㷤䤕鰉┯ⱷ鈺嘗氳┘亇㘍㛻
㏇╚儬┕冘䋧䡗ⶉ┕┒氳粠簇鈺⮟⚢阦 iptables┘㕉ꄆ顆縡┦鲸金겐竴氳催亍յ榟䷞瓀樋㵗舚鲹
熨㲓朆亡嫏飉全飉ꥈ♔席餉㛻鈺嘗㛄儷粠簇氳ꣵ熊꧎姳ն
⺁㛚┉熨㲓朆亡嫏㶩佭ꃾ榫 eBPF╚金鉯⬀氳佭㛻鈺嘗◌⸊榟粠簇氳䓪耇ꠋ겗ն鲹熨㲓朆嘗䌋

┖䫝⯆䇖ꪫ㵨注䈒氳ꣵ熊瓀樋鵠鲋 eBPF䧗♑⛼榫◇㵒䈒氳粠⶯鲽縡䫝⯆丘䩺ⴎ氳鵠鲋┚ꡢ亇ն鲹
佭 Cilium粠簇䬤♭┉波╚䌫氳䤗儛饟篪Calico㏇ 3.13撷儗╈█㘍ⱶ▽㓹◇ eBPF氳丘䩺䇖ꪫ嘗䌋
❇㞝Calico氳 eBPF丘䩺䇖ꪫ㵨 eBPF爊䈌䧑鰉⮽夷╄ Calico氳䫙⹾♔⹖ Pod氳丘䩺䡝ꤖ鷺䫙⹾氳 tc 

hook┕鲹劫㶩耇㛫⹖企⹠朆丘䩺ⴎ䇜鵠鲋簀鲋 iptables⽰⫂劭鵠䅻鲽车氳⪭☽ⴎ㚲杼孲爊鲽縡
㲓朆┉熨䒍鵮ⴎ㚲杼饟䏧ն
7.3.2.խ㛇✵ Sidecar㹊梡
⺁㛚┉熨䐭ꣵ熊氳㲓朆亡䌋㶩佭ꃾ榫 Service Mesh几冘╈氳 Sidecar亡䌋նService Mesh奃㞝

Istio氳孲ꄈ留杼嘗㑔鵠䅻⽰ Sidecar♏杼奃㞝 Envoy┉⺱鼨糓粠劲⫂僜ⱷ⹠鴝⽰䫙䷅氳䢦僗孲
ꄈ齉篺榺 Envoy♏杼鲹阦䫝⯆粠劲⫂氳孲ꄈ⹩䐂䋳䅻甏⶝縡┦┘꧎金㵒僜ⱷ⢢♳⛰氳催䷊⫋鿥⺭
粠劲㛚鼨氳䫝⯆䇖ꪫ⺎♔䏭㳋佄氳㲓朆䐭ꣵ熊ն

Istio㲇亡䬠❠氳㱧⪓几冘 [35]㞝┖䢦炐㎂╈㷤炐▽ Istio氳阡阾⽰䪧儹┼鼨⮇Istio氳㱧⪓儬⯆寘
⹖陵㛢篯♭ն䫝⯆䇖ꪫ榺劭䑐篯♭ Istiod䬠❠⪭╈ⴎ⻡㳢ꙻ⹖阾░검⹠儬冘Certificate authority
CAյ阡阾䪧儹瓀樋յ粠簇鿥糌璡丘䩺䇖ꪫ⮟榺 Envoy♏杼յ鱦籃♏杼Ingress⽰ Egress篯♭冘䡗ն

Istio氳阡阾儬⯆⠺Ⲃ䫝⯆䇖ꪫ Istiod⫂糌氳 CA嘗㐉㲓朆╙僜ⱷ粠劲╈氳僜ⱷ䬠❠甌⺳阾░
⺱休⺎㵨阾░⮇⹠舘丘䩺䇖ꪫ⺨╄僜ⱷ氳 Envoy♏杼╈䎎丘䩺䇖ꪫ氳僜ⱷꠑ䋧环鵠⟔休僜ⱷ亰氳
Envoy♏杼⚢䦨䡽陴姳䇜ꃾ榫甌⺳阾░⽰⺁┉珸僜ⱷ氳 Envoy♏杼鲽车⹙⺸ TLS阡阾☳縡䋧环㱧⪓⚩
鰟鵠鷺⟊꤄▽丘䩺㱧⪓ն

[35]մhttps://istio.io/latest/docs/concepts/security/arch-sec.svg
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㕃 7.1խIstio㸝Ⰼ卹匬
僗▽骱♷阡阾儬⯆⛼╙㓹滼Istio鲸䬠❠䪧儹儬⯆ [36]┖㎂╙ Istio氳䪧儹孲爊ն留杼⼥

Administrator✳榫 yaml乄♭䧗㲋 Istio䪧儹瓀樋䇜㵨⪭鼨糓舘 istiod劭䑐篯♭╈Istiod鵠鲋 API 

Server篯♭沪孾䪧儹瓀樋⹩催萴僗催䷊⮟藜⹧亍氳瓀樋Istiod㵨䪧儹瓀樋┖⹠舘僜ⱷ氳Sidecar♏杼
夷╄ Sidecar♏杼㏰ⴎ⻡┉╄䪧儹䌖䳫㏇䌖䳫鲡车休㵒陴姳鲽车䪧儹ն

㕃 7.2խIstio䱇勉卹匬㕃

[36]մhttps://istio.io/latest/docs/concepts/security/authz.svg
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7.4.խ呩⢾➝絏
Cilium佭┉熨䋯嶏氳◌⸊榟粠簇㲓朆亡勆┚⪭☽粠簇亡勆┘⺱氳佭Cilium浔ꄆ䍠隀▽⪭㏇粠簇㱧

⪓┕氳⚝ⲡ⺎♔鵁伺氳㵒Kubernetes璡㳋留杼䇖⺐┕氳䈒榫爊䈌僜ⱷ╯ꠑ氳粠簇鳀䫙鲽车㱧⪓ꡕ䥉ն
Cilium㏇阻阞⽰㲓朆┕㓹◇ Linux氳┉熨亍氳⫂劭䤗儛 eBPF⺎♔㏇ Linux⫂鼨ⲁ䒳䬤⪍䍠㛻氳

㱧⪓䓪յ⺎鈷䓪⽰粠簇䫝⯆鶷鰝注䈒氳㱧⪓瓀樋⺎♔㏇┘⟤䷊䈒榫爊䈌♏溞䡝㳋鿥糌氳䗯⬅┖鲽车
䈒榫⽰催亍ն

Cilium㏇⪭㲇粠┕㵒◲⿁氳㲋⛤燢╙eBPF-based Networking, Observability, and Security㍕
塝⺎♔洇⭴⪭攑䓪╚金ⴎ䦮鲹└亡ꪫ1䬠❠ Kubernetes╈㓹儗氳粠簇◎鳀◎鵠氳耇ⱱ㲓朆㳋
꥘紮╈ⴎ䦮 PodյService璡㏇⫂氳㓹滼粠簇鳀鵠Ⱶ耇2❤䣚 eBPF㲓朆 Kubernetes╈粠簇氳⺎
鈸㴕䓪♔⹖㓹儗氳粠簇ꣵ熊յ䷚꤄䪷刧璡㱧⪓瓀樋3❤䣚 eBPF狰滭⚩簊╚儬ꡕ愂㘅☢䶺䧏 L3յ
L4䐭ꣵ熊氳꡿⯆䶺䧏㓹◇ API氳粠簇㱧⪓鲋帱耇ⱱնCilium䬠❠▽┉熨甏⶝縡僗䷞氳亡嫏全㲋╬⽰䣮
车㓹◇㳋 /Pod骱♷Identity Based氳粠簇㷄⽰䈒榫㷄奃㞝 HTTP/gRPC/Kafka璡㱧⪓瓀樋ն

Cilium氳⹇縓几冘 [37]㞝┖㎂䢦炐Cilium⛤◇㳋籁䪷硍簊⽰ Linux Kernel╯ꠑ⺸┕⺎♔鵠鲋籁
䪷䇖⺐╙㳋鲽车粠簇♔⹖注䈒氳㱧⪓鿥糌⺸┖⺎♔鵠鲋㏇ Linux⫂劭䧑鰉 eBPF爊䈌全䫝⯆㳋
粠簇氳鯸⹠车╙♔⹖㱧⪓瓀樋䣮车ն

㕃 7.3խCilium卹匬

[37]մhttps://cilium.readthedocs.io/en/stable/concepts/overview/
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Cilium Agent㏇鲽车粠簇⽰㱧⪓氳注⪩鿥糌休ꃾ榫 eBPF爊䈌鲽车㲓朆նCilium Agent篾⺭㳋
剝陃⽰注⪩氳瓀樋榟䡗 eBPF爊䈌䇜㵨 eBPF爊䈌籁陎╙㰅荣溞㵨㱚♜⚩鵉⮽ Linux⫂劭ն

㕃 7.4խCilium鿈縭卹匬
랸阡䗯⬅┖Cilium┚⪭☽粠簇䬤♭┉劫䬠❠▽丞╄꥘紮粠簇氳㱮⪓◎纭◎鵠榫䢓꧎金劯䩺舅䄕

氳䈒榫僜ⱷ䗯⬅阻㲋注䈒氳㱧⪓ꣵ熊瓀樋ն㞝┖㎂䢦炐夷䎎榫䢓亍⮡䋧┉╄ Pod䡝縖亍㘍ⱶ┉兣㱧⪓
瓀樋Cilium Agent⚢㏇╚儬㵒䈒氳谑䦟粠⶯뀕ⲁⱶ鰉注䈒氳 eBPF爊䈌㲓朆粠簇鳀鵠♔⹖劯䩺㱧⪓瓀
樋㵒丘䩺ⴎ鲽车鲋帱ն奃㞝⺎♔鵠鲋ꃾ榫┖ꪫ氳 NetworkPolicy㲓朆┉╄㓹儗氳 L3/L4㷄粠簇㱧⪓瓀樋ն

apiVersion:"cilium.io/v2"
kind:CiliumNetworkPolicy
description:"L3-L4policytorestrictdeathstaraccesstoempireshipsonly"
metadata:name:"rule1"
spec:endpointSelector:matchLabels:org:empireclass:deathstaringress:-fromEndpoints:-matchLabels:org:empiretoPorts:-ports:-port:"80"protocol:TCP
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8.1.խ䒗䌢ⴔ碫
劯䩺䋳䅻辑朆⛤糌氳┘⺱䡘♜⺎♔㵨⪭⮕⮇╙粠簇❱䋳䅻⽰╚儬❱䋳䅻ն鲹┚⚩簊氳粠簇❱⪍➈

压孾硍簊NIDSյ╚儬❱⪍➈压孾硍簊HIDS氳⮇眷佭┉舚氳ն
緸絞䒗䌢䧗氳佭꥘紮┱重䡝⶟⴮⺸孲ꄈ┕⛮朆⭴全氳䋳䅻⹒⺎♔篱⮇╙车╙㑔䋳䅻❇㞝⺵

珸丘䩺䈑逈⹠朆僗꥘紮㛚鵠⟔氳⶟⴮⺸孲ꄈ湿休ꠑ⫂◲榟㛻ꄈ粠簇鳀䫙璡⽰鰉蕔㑔䋳䅻❇㞝切
Pod逈压孾⭴Webshell孲ꄈ璡ն
╙▽⵲⮷⚩簊氳⚺劼䒗䌢䡘♜㵨╚儬❱氳䋳䅻꡿⯆㏇㳋篒⮷█㶩佭꥘紮⫂鼨 Pod舅骱䢦辑朆

氳䋳䅻ն劯䩺䋳䅻寘⹖㍕碜氳┘⺱䡘♜⺎♔㵨⪭⮕⮇╙车╙㑔䋳䅻❇㞝僗亍鲽爊鲡车յ鲽爊♔亍
榫䢓骱♷鲡车璡⽰顫嶏㑔䋳䅻❇㞝CPU/⫂㰇顫嶏ⶭ榫曎鲋냖յ⺎榫㰇⤴狝ꠑ⬵㵸鲋䒍璡ն
8.2.խ✻⾲欰緸絞⣩䒗䌢唬崵倰岁
榺◇◌⸊榟朅㗟┖榟䒳氳䋯䷒䓪⽰㳋粠簇氳㛄儷䓪⚩簊 NIDS┘耇䏭㞑㏐沪䫝压孾⮽◌⸊榟朅

㗟╈粠簇孲ꄈ╈꣰誾氳⪍➈车╙ն◌⸊榟朅㗟꧎金┚╯注鴠䈒氳粠簇⪍➈压孾儬⯆ն
⛮全陱◌⸊榟粠簇⪍➈压孾儬⯆꧎金㲓朆㵒 Kubernetes꥘紮夷╄荣憠┕ Pod注⪩氳┱重⹖⶟

⴮⺸孲ꄈ鲽车㲓休沪䫝䇜㵒⽝╈鈺⮟氳孲ꄈ鲽车⼔閜ն⼔閜耇㛫㲋⛤⮽⿵┉⺐荣憠┕յ⿵┉╄⽝⺳狝
ꠑ⫂氳⿵┉╄ Podն
Ꙟ㵒鲹◙꧎姳䡘♜⺎♔ꃾ榫㓹◇ Pod氳孲ꄈ压孾亡嫏㏇夷╄荣憠┕鼨糓┉╄孲ꄈ䫝⯆⶝⩕⽰瓀

樋䌖䳫孲ꄈ䫝⯆⶝⩕顆顊㵨攑㲋 Pod氳孲ꄈ攉䌖䡝ꜳ⥽⮽瓀樋䌖䳫╈瓀樋䌖䳫㵒䫙⪍孲ꄈ鲽车䋳
䅻压孾眷⛎⚩簊 IDS䇜⺸仼䑪硍簊⹠鴝䕥䙬孲ꄈ⼔閜ն꥘紮⫂⺁僗┉籁䪷䌖䳫顆顊沪䫝仼䑪硍簊氳
⼔閜◄♭劯䩺⼔閜㲋⛤⮽荣憠յ⽝⺳狝ꠑյPod抆⺵冘䋧䇜┖⹠ꡢ亇鈺⮟簄孲ꄈ䫝⯆⶝⩕䎬䡗☳
压孾⮽ꡢ亇氳㱮丞ꠊ朅ն院儬⯆㞝┖㎂䢦炐
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㕃 8.1խ㛇✵ Pod涸崨ꆀ唬崵倰岁爙䠑㕃
8.3.խ✻⾲欰⚺劼⣩䒗䌢唬崵倰岁
8.3.1.խ㛇✵鵳玐垷㘗涸䒗䌢遤⚹唬崵
┉芘全陱┘⺱䈒榫氳┯ⱷ㏜俍⺎耇┘⺱⛙佭㵒◇簄㲋꥘紮全陱⪭㏇┉夀榟◲鲡蛈休ꠑ⫂氳┯

ⱷ嘗䌋佭注㵒㍾㲋氳ն鲹䙬⽏浔┯ⱷ❤顽氳爊䈌⽰嘗㐉佭漶㲋氳ն
䡘♜⺎♔鲽┉塠䐂⭴院꥘紮㏇┉夀休ꠑ⫂鲡车氳鲽爊佭漶㲋氳鲽爊车╙嘗䌋㏇┉╄⺭杼氳葶㍴

⫂ն㏇㳋朅㗟┖┯ⱷ鵠䅻♔ꜳ⥽╙⶝⛤鲽车◬♀㍕塝仰阷㳋⻪ⲁ㛢㵽╄⮡䋧◇注⺱ꜳ⥽氳
㳋⫂鼨氳鲽爊车╙䔅佭注⛎氳ն
㓹◇┕鳮⺭杼⡾阻䡘♜耇㛫㏇ꜳ⥽篒⮷䷅꥘꥘紮⫂鼨┯ⱷ塜䅻鲡车僿ꠑ氳鲽爊꥘⺭⹖鲽爊车╙յ

㷯䓪꥘⺭ꃾ榫舅㰣▊氳亡䌋舅ⲁ冘䋧⭴⺭杼氳ꜳ⥽鲽爊嘗㑔ն㰣▊篾兠⺵⺎♔ꃾ榫鲹◙嘗㑔鲽车
㳋⫂䋳䅻压孾ն
压孾硍簊㲋僿藜⹧㳋鲽爊丘䩺䎎䷅⮽㶉儔䋧环鲽爊车╙嘗㑔氳㳋鲽爊丘䩺休㵨舅ⲁ╙院ꜳ

⥽䋧环䇜䋯㡏阪篮┉╄亍氳嘗㑔ն㏇篺鲋䧗㲋氳阪篮㰣▊⼽僿❇㞝┉⼽յ┉╄僖璡嘗㑔阪篮篾兠
舅ⲁ鯸╙压孾嘗䌋ն塝⺵⫋䷅⮽院ꜳ⥽注⪩氳㳋鲽爊丘䩺休压孾硍簊㵨⮵榫嘗㑔Ꙟ㵒鲹◙丘䩺鲽
车䋳䅻压孾ն硍簊压孾⭴䋳䅻⺵⺸鲡蛈☕⼥⹠⭴⼔閜鵠湳鲡蛈☕⼥㓹◇┯ⱷ㲓ꡮ朅㗟⮮亇⼔閜佭⻖
塜漶㞝冽⼔閜塜漶⮟鲽车注䈒㚲糌⻖⮟鲡蛈☕⼥⺎♔㵒压孾嘗㑔鲽车㵸葶㍴⟤塜ն
丞╄孲爊⮇╙㰣▊յ压孾┼╄ꡙ夀 
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㳋꥘紮佭榺㛻鈺嘗㳋篯䡗氳鲡车朅㗟㳋佭㓹◇ꜳ⥽⮡䋧縡䡗氳ⲁ䒳鲡车休㲙⛮նꜳ⥽┚㳋
╯ꠑ鵠䅻佭┉㵒㛢氳⪩硍䩦銨╯㏇㳋꥘紮朅㗟╈全舅⺱┉╄ꜳ⥽氳㳋䏢䏢┘塛┉╄ն
压孾硍簊㲋僿䷅꥘꥘紮⺨㳔╚儬荣憠┕䢦僗鲡车㳋⫂鼨氳䢦僗鲽爊丘䩺瑭┉埠䷅⮽丘䩺⺵⮵

榫儗埠丘䩺╙院埠丘䩺寘⹖⮽氳夷┉╄ꜳ⥽⮤㡏⴬鲽爊车╙嘗㑔ն车╙嘗㑔佭㵒院ꜳ⥽榟䡗氳㳋㏇鲡
车休氳塜䅻车╙葶㍴氳槡㲋ն
㏇㰣▊僿ꠑ塝⺵夷┉埠䷅⮽┚院ꜳ⥽⪩纭氳㳋鲽爊⟔䕜休⮵榫鲹◙亍㘍⟔䕜┘亇催亍院ꜳ⥽

氳嘗㑔ⷊ催亍嘗㑔╈氳鲽爊⮜辑波⮽㰣▊僿篾兠㵨嘗㑔敯䒳䷊╙䄖㶩簕ն
嘗㑔氳㰣▊孲爊㞝┖㎂䢦炐

㕃 8.2խ垷㘗㷖⛴崨玐
㏇㰣▊僿篾兠⺵夷┉埠䷅⮽丘䩺⺵压孾硍簊㵨院埠丘䩺╈㷯◇⺱┉ꜳ⥽氳丘䩺┚丘䩺䈑╈院

ꜳ⥽氳鲽爊车╙嘗㑔⢢ⵯ鿥㞝冽䏨孾丘䩺╈氳鲽爊㷯䓪┘㏇嘗㑔氳ꜳ⥽鲽爊⮜辑䬞鳮氳㵒䈒鲽爊氳
㷯䓪╈䡝䏨孾丘䩺氳 CPUյ⫂㰇璡顫嶏✳榫䗯⬅飃⭴▽ꜳ⥽鲽爊⮜辑╈阭䎓氳㵒䈒鲽爊氳ⷧ⺒僄㛻
CPUյ⫂㰇顫嶏✳榫曎⮟⮮㲋䋳䅻䇜鰟⭴⼔閜ն
㓹◇嘗㑔氳压孾孲爊㞝┖㎂䢦炐
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㕃 8.3խ㛇✵垷㘗涸唬崵崨玐
8.3.2.խ㛇✵禹絡靈欽涸余ⴁ遤⚹唬崵
⭓╲♳⛰┉╄僗䙬╬氳鲽爊㏇鲡车僿ꠑ齉⚢䣮车硍簊隀榫System call䕥䙬鲽爊█┘❇㛚榗

舘隀榫䐂催㛢催╙겐竴ն⺁㛚䕥䙬鲽爊氳隀榫亡䌋䏢䏢僗⵲⮷◇塜䅻鲽爊氳攑䏣ն
❇㞝2019䇗蜷⺳氳 runC㳋鴣鶲庀嬼 CVE-2019-5736㱚氳攑䏣佭㏇⮵榫鲋爊╈꧎金♔ /

proc/self/exe╙饟䏧⹇丘䣮车 open硍簊隀榫㏇⺵簘鲋爊╈鲸⚢♔ /proc/self/fd/╙饟䏧⹇丘⯥簫
ꃾ榫⫞亡䌋䣮车 open硍簊隀榫♔釙沲㳔╚儬┕氳 runC◅鲽⯆乄♭ն鲹劫氳⹇丘⫂㳋㏇㳋⫂┯ⱷ
鲽爊╈ꪝ䅻粩鈷氳ն㍕塝攑㲋硍簊隀榫 +攑㲋⹇丘㶩佭院庀嬼氳伺侁攑䏣ն
⫋㞝耫擧CVE-2016-5195庀嬼⺎♔榫◇㳋鴣鶲㏇庀嬼氳鉵⹠鲋爊╈䕥䙬鲽爊꧎金

⺱休냖겐隀榫mmap⽰madvise⭹丘䡝mmap⽰ ptrace⭹丘ն耫擧㷯◇珒䒳兣♭庀嬼⪭侁
蜷攑䏣佭䷍⭵縖┘耇⟊阾舅䄕切┉埠氳䷍⭵┉㲋⚢䡗Ⱶ⺆耇劯䩺硍簊敯䒳յCPU眷㑔璡⚽阞⭴┉╄
㛻哮氳䡗Ⱶ曎ն㍕塝╙▽䡗Ⱶ鉵⹠庀嬼䷍⭵縖䑒걺♔㶽⺎耇䒍氳鵮䈲鲽车硍簊隀榫ն鲹熨냖겐䓪佭
⡬䐂ꡕ㱥縖⪩嫱氳伺侁攑䏣ն
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⺱ CVE-2019-5736庀嬼⮵榫┉劫㛢丘䷍⭵车╙齉⺎♔鵠鲋波䫙压孾切埠硍簊隀榫䡝鳀簘⭓埠硍
簊隀榫氳䋳䅻全⮮亇佭⻖⹠榟▽切┉眷䷍⭵车╙ն
抆縡┚耫擧庀嬼⮵榫┉劫鲸僗┉◙䷍⭵车╙┘耇甏⶝㏐鵠鲋⶝埠䡝僗꡿埠硍簊隀榫氳䋳䅻

全⮮亇ն䏭⺎耇夷┉╄硍簊隀榫齉佭䅻鈷氳⹇丘齉佭塜䅻氳⛙佭냖겐隀榫㶩耇♔┉㲋哮曎鉵⹠庀嬼ն
㵒◇鲹眷䷍⭵车╙䡘♜㶩┘耇甏⶝㏐ꃾ榫┕ꪫ氳亡䌋全压孾▽哮曎䌋氳䷍⭵꧎金簊阞䌋氳压孾ն❇
㞝䡘♜⺎♔压孾┉夀休ꠑ猫⹾⫂硍簊隀榫氳眷㑔⽰겐䈲㞝冽切╄⺎耇鉵⹠庀嬼氳硍簊隀榫꥘⺭⫂⺨
⭹丘氳겐䈲齉飃鲋▽切ꠥ⡬┦鲹熨隀榫嘗䌋㏇塜䅻┯ⱷ╈佭┘䅻鈷氳黁╫鲹夀休ꠑ⫂㶩䏭⺎耇⹠榟
▽切庀嬼氳䷍⭵⮵榫车╙ն
8.4.խ㼭絕
㏇⺨车⺨┯燠冓┕◌氳☫㛿㞝⛰⹖休⬢漶⹠朆◌⸊榟朅㗟⫂鼨氳䋳䅻㣛羈䇜鲽车⼔閜⽰㚲糌佭

◌⸊榟䇖⺐䋯⹠鲡簟⽰䈒䓧⿏䈒㍙꠼䑒걺縓诿氳ꠋ겗ն㵒㛻鈺嘗◌⸊榟朅㗟鲽车⹖休僗䷞氳䋳䅻压孾沪
䫝䄖篺䡗╙┯ⱷ◌⸊榟⴬鲋爊╈氳鳡⮊꧎姳ն
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9.1.խ䎾欽 API㸝Ⰼ
꣮浔◌阞畀嘗䌋氳┘亇⹠㷤⚀┯䦦丘㰅⴬鯸㑔䄖鵄峀䡗╙车┯⪦陃┚塝⺱休䈒榫█飊◇◌

⸊榟⴬╙鴠䈒朆♏䈒榫几冘飊ⲡⴎ䦮燰ⲁ阼ꠋյ䐭僜ⱷ阻阞嘗䌋յ儗㏐ /◌珸鼨糓氳䈒榫㵗舚 API

丘ꄈ⠙㘍⺎♔陱◌⸊榟䈒榫╈㛻鼨⮇◬◎嘗䌋♔☳Web陴姳 /⿏䈒鯸⺸⺨眷 API陴姳 /⿏䈒❇㞝
RESTful/HTTPյgRPC璡ն㍕縡API㱧⪓㏇◌⸊榟朅㗟╈㶩侁䐂㶗╙ꄆ金ն
9.1.1.խ✻⾲欰䎾欽涸 API㸝Ⰼ梡朐ⴔ區
◌⸊榟䈒榫氳 API㱧⪓㓹儗䎍眷◇粠簇㷄ꪫ⪝䋯氳 API㰇㏇氳㱧⪓ꠋ겗䐭僜ⱷ㏜俍╈API㱧⪓

ꡕ䥉⹩䐂催ⱶ㛄儷⚩簊氳⶝┉⪍⹾ꡕ䥉䄖仰嫏㱮⪓釙沲 API㱧⪓葶樥ն
鲤◙䇗全⚀┯㵨⺨舅氳Web䈒榫鵄塠⺸◌⸊榟䈒榫氳亡⺸鲍鲽◌⸊榟䈒榫╈API仵⩘䎎㛚鼨

┚䈒榫氳阼ꠋ⪍⹾█⩘䎎䈒榫⫂鼨僜ⱷꠑ氳阼ꠋ⪍⹾⺎鈷 API䄖抆逈榫全⹠㷤┯ⱷ⽰䫠ⲁ⮡亍ն抆
縡⚀┯ꪫ㵒㛻ꄈ氳 API阻阞꧎姳⪭注䈒氳 API㱧⪓亡勆䏢䏢┘㛫䡗捙☳縡䌖颯▽ API帲榫氳곽ꢣն
䩺 Gartner것孾⮽ 2022䇗API帲榫㵨䡗╙㵗舚⚀┯Web䈒榫丘䩺媶꨽僄겐竴氳䷍⭵鰉⛮ [38]ն

API氳㲓朆⹖㚲杼亡䌋鵠䅻╙㲙䢓珸 /僜ⱷ珸氳䎬䌋㲙䢓珸㰇㏇氳 API帲榫朆霅僄篳佭榺◇僜ⱷ
珸氳㱧⪓㣛羈㵗舚䡘♜鵠鲋隀溿⹠朆鲹◙㱧⪓㣛羈ⴎ䦮嫱⪍䷍⭵յDDoS䷍⭵յ阡阾䪧儹㜊題յ䷨
䚊⟔䕜媶꨽յ╈ꠑ☕䷍⭵յ⹇丘痙䷊璡⪩◇夷熨㣛羈氳䷍⭵㏜俍⹖㲓朆⸊杼榺◇疟䆋꡿⯆塝㚲┘⢢
顿鳮陣篱⫂㳋⺎⹇縓 OWASP㏇ 2019䇗⹠䄭氳 API㱧⪓ Top10䥊⼔ [39]ն
9.1.2.խ✻⾲欰䎾欽涸 API㸝Ⰼ唬崵
9.1.2.1խꛏ㼆 API涸腚䓳䚍唬崵
Ꙟ㵒 API氳耗䍐䓪压孾鵠䅻⺎✳榫䣴䬞鲽车⼽僿䓪氳庀嬼䣴䬞㎁⫂⺨㛻㱧⪓ⷣら㏰䬠❠䣴䬞

◲⿁❇㞝簪沾熭䤗氳鲾爊㱧⪓陁⚽硍簊RSAS[40]⹖Web䈒榫庀嬼䣴䬞硍簊WVSS[41]ꢝ塝╯㛚

[38]մ.https://www.cloudvector.com/owaspwhitepaper/#:~:text=Gartner%20predicts%20that%20%E2%80%9Cby%202022,breaches%20
for%20enterprise%20web%20applications%E2%80%9D.&text=Risks%20due%20to%20uninspected%20API,to%20uncontrolled%20
third%20party%20APIs

[39]մhttps://owasp.org/www-project-api-security/
[40]մhttps://www.nsfocus.com.cn/html/2019/209_1009/66.html

[41]մhttps://www.nsfocus.com.cn/html/2019/206_0911/8.html

https://www.nsfocus.com.cn/html/2019/209_1009/66.html
https://www.nsfocus.com.cn/html/2019/206_0911/8.html
https://owasp.org/www-project-api-security/
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䡘♜█⺎♔✳榫⪭㱚ら┯撷䣴䬞❇㞝 AWVSAcunetix Web Vulnerability ScannerյAppScanյ
Burp SuiteյNessus璡ն
9.1.2.2խꛏ㼆 API涸余ⴁ唬崵
ꪫ㵒Ꙟ㵒 API氳㣛羈泘⯥㛢✳榫⚩簊 API粠⪩氳䎬䌋鲽车ꡕ䥉❇㞝 KongյZuulյOrange璡

齉僗⪭⺨舅氳 API㱧⪓鉯⬀亡勆ն┘鲋꣮浔䈒榫氳◌⸊榟⴬阵㛢◌⸊榟 API粠⪩䈒鲡縡榟❇㞝
KongյAmbassadorյGloo㏰⺎㓹◇ Kubernetes鲽车鼨糓ն
豓抆 API粠⪩㏇┉㲋爊䈲┕䥠䐒▽䈒榫氳 API㣛羈䷍⭵⛙⪭ꡕ䥉佭⶟⴮⺸孲ꄈ僜ⱷ粠劲⫂鼨氳

┱重⺸孲ꄈ压孾ꡕ䥉䇜儔䐂⮽僗䷞簾鉯ն杼䘶氳鉯⬀亡勆䈒䎎佭┱重 /⶟⴮⺸氳⪓ꄈ压孾ն
Ꙟ㵒塝꧎姳┯槡䄖僗▽注䈒氳鉯⬀亡勆╚金佭◌⸊榟粠⪩┚僜ⱷ粠劲氳篾⺭⪭╈僜ⱷ粠劲顆

顊┱重⺸孲ꄈ氳压孾ꡕ䥉⪩◇僜ⱷ粠劲僗ꃾ榫╚孲氳 Istio█僗ꃾ榫 Kong氳僜ⱷ粠劲 Kumaն
Istio╚金鵠鲋⪭⫂糌氳 Envoy鲋帱㲓朆┱重⺸孲ꄈ压孾縡 Kuma⮟❤䣚 Kong氳㱧⪓䬤♭㲓朆

注䈒压孾ꡕ䥉ն琾縖㵨 Gloo +IstioյAmbassador+IstioյKong+Kuma鲹└熨鉯⬀亡勆氳㱧⪓耇ⱱ鲽车
▽㵒奃㞝
♔┖辑劲䢦炐

邍 9.1խ✻⾲欰梠㞯♴ API꣈䫡倰呩㸝Ⰼ腊⸂㼆嫱
亡勆篯⺭ Gloo+Istio Ambassdar+Istio Kong+Kuma

ꡕ䥉簟䈲 ┱重⺸ /⶟⴮⺸ ┱重⺸ /⶟⴮⺸ ┱重⺸ /⶟⴮⺸
WAF䶺䧏 䶺䧏 䶺䧏 䶺䧏
阼ꠋ䫝⯆ 䶺䧏 䶺䧏 䶺䧏
䪧儹儬⯆ 䶺䧏 䶺䧏 䶺䧏
阡阾儬⯆ 䶺䧏 䶺䧏 䶺䧏
阾░留杼 䶺䧏 䶺䧏 䶺䧏
粠珇ꛗ ┘䶺䧏 ┘䶺䧏 ┘䶺䧏
⹛撌谺 ┘䶺䧏 ┘䶺䧏 ┘䶺䧏

儬孲ꄈ压孾 ┘䶺䧏 ┘䶺䧏 䶺䧏
丘䩺┺㜊ꡕ䥉 䶺䧏 ┘䶺䧏 ┘䶺䧏

CORS 䶺䧏 䶺䧏 䶺䧏
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亡勆篯⺭ Gloo+Istio Ambassdar+Istio Kong+Kuma

XSS 䶺䧏 ┘䶺䧏 ┘䶺䧏
CSRF 䶺䧏 䶺䧏 ┘䶺䧏
DDOS 䶺䧏 䶺䧏 ┘䶺䧏

랫氫⺳⶝꡿⯆ 䶺䧏 䶺䧏 䶺䧏
꡿鵮 䶺䧏 䶺䧏 䶺䧏

车╙攑䏣⮇冫 AI ┘䶺䧏 ┘䶺䧏 ┘䶺䧏
⪍➈压孾 ┘䶺䧏 ┘䶺䧏 ┘䶺䧏

mTLS 䶺䧏 䶺䧏 䶺䧏
☳♔┕辑劲簊阞全洇Gloo+Istio鉯⬀亡勆䶺䧏氳㱧⪓걸催㛢◙Kong+Kuma鉯⬀亡勆䶺䧏氳㱧

⪓걸僄㵽ն
9.2.խ䎾欽⚌⸉㸝Ⰼ
⯥乄☳粠簇䈒榫璡㷄ꪫ☮篸▽䐭僜ⱷ䢦ꪫ║氳氳㣛羈նꢝ塝╯㛚䐭僜ⱷ几冘鲸ꪫ║浔阵㛢┯ⱷ

㷄ꪫ氳㱧⪓㣛羈ն鲹◙㱧⪓㣛羈䏢䏢⚢䏆⿏┯ⱷ氳牔㲋鲡车⺱休⚢簄┯ⱷ硍簊䅠全篺宁䩣㜊ն
9.2.1.խ⚌⸉㸝Ⰼ꡼곿ⴔ區
⛮全陱䈒榫䢦ꪫ║氳㱧⪓ꠋ겗╚金ⴎ䦮└眷ⷊ┯ⱷ겐曎䋳䅻┯ⱷ⹇丘䋳䅻┯ⱷ鶷鰝䋳䅻ն

䡘♜♔┉╄䐭僜ⱷ几冘氳榾ら硍簊╙❇鲽车☮篸┯ⱷ㱧⪓院榾ら硍簊氳⪯㑔孲爊㞝㎂ 9.1䢦炐ն

㕃 9.1խ歏㉁禹絡⚌⸉崨玐㕃
⚌⸉곸桧䒗䌢կꙞ㵒┉╄䡝縖┉篯 API氳겐竴隀榫ն㞝⯥䢦鳮┯ⱷ硍簊䏢䏢鵠鲋㎂䎬뀰阾溞氳亡

䌋全鹵⩦儬☕⯇⶝氳䳩⛼ն䷍⭵縖⺎♔簀鲋뀰阾溞䢦㵒䈒氳䐭僜ⱷ波䫙㵒队⶝鲽车䳩⛼鲽縡㲓朆
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儬⯇⶝㵒榾ら鲽车計紀奓ն
⚌⸉⿬侨䒗䌢կAPI隀榫鲋爊╈䏢䏢⚢⚩鵉注⪩氳⹇丘ն⹇丘氳⹧⡬劯䩺┯ⱷ㏜俍氳┘⺱⚢僗┘⺱

氳⹧⡬葶㍴ն❇㞝ら⿁丘ꄈ䑒걺╙ꪝ顆丞丘♯劲䑒걺㛻◇ 0璡ն㞝冽 API㵒注䈒⹇丘氳沪孾儬⯆┘㱮
ヤ黁╫䷍⭵縖䏢䏢⺎♔鵠鲋鰟⪍䋳䅻⹇丘㵗舚┯ⱷ硍簊⹨⮽䩣㜊ն❇㞝㏇榾ら硍簊╈㞝冽ら⿁♯劲
⺆㏇ら⿁☮篸僜ⱷ╈鲽车劆뀰縡㏇队⶝留杼⽰䶺♀僜ⱷ╈媆僗鲽车劆뀰黁╫䷍⭵縖㶩⺎♔鵠鲋波䫙
隀榫队⶝留杼⽰䶺♀僜ⱷ氳 API全㵨队⶝♯劲⟤䷊╙ 0⩕䡝縖顆⡬簄┯ⱷ硍簊鵲䡗䩣㜊ն
⚌⸉鹤鳓䒗䌢կ注奃◇⯥┼眷䋳䅻鲹眷䋳䅻┉芘鰏╙꣰ն䷍⭵縖ꃾ榫切◙亡嫏✳ API隀榫氳鶷

鰝걹䈌⭴朆䋳䅻ⴎ䦮⪩꜄隀榫塠끈籬㜊յ겟⠡璡ն❇㞝㏇榾ら硍簊╈䷍⭵縖⺎♔⮵榫庀嬼簀鲋◬顠
氳塠끈波䫙䬠◬队⶝ն鲹劫㶩⚢⭴朆┯ⱷ鶷鰝⭴朆⪩꜄塠끈籬㜊氳䗯⬅ն㵒◇⯥鳮┯ⱷ겐曎䋳䅻╈氳뀰
阾溞簀鲋䋳䅻█㷯◇┯ⱷ鶷鰝䋳䅻ն
9.2.2.խ⚌⸉䒗䌢唬崵
Ꙟ㵒┕鳮┯ⱷ㷄ꪫ㱧⪓ꠋ겗㓹◇㓹篪氳䋳䅻压孾佭┉眷奃鰏僗䷞氳亡嫏꺙⩝䋧环塜䅻┯ⱷ车╙

┚⹇丘氳㓹篪鲽縡䤓⭴⢏燰㓹篪氳䋳䅻┯ⱷ䳩⛼⪭╈㓹篪氳䋧环꧎金篾⺭┯ⱷ硍簊氳攑䓪⽰┥㳄
湳陃⪦⺱全㱮䡗ն
㏇榾ら硍簊╈┯ⱷ⹇丘㓹篪╚金㓹◇┥㳄湳陃全䋧环ն❇㞝ら⿁♯劲┘☢┚ら⿁儗骱注⪩█┚

休ꠑ⽰⺨眷⚝䘟孨ⲁ璡注⪩ն鲹眷㓹篪꧎金鲡簟☕⼥䧏簘氳簟䥉ն㵒◇┯ⱷ鶷鰝㓹篪氳䋧环榺◇┯ⱷ
硍簊㏇塜䌋┕篪鲡车♔⺵⪭䳩⛼鶷鰝┉芘┘⚢僗鰏㛻氳⹩⴬⺱休䋳䅻䳩⛼䢦ⶭ氳奃❇鰏㵽ն㍕塝⺎
♔ꃾ꥘┯ⱷ硍簊ⷧ⺒氳䳩⛼丘䩺篾⺭簊阞⮇冫┚儬㰣▊氳亡嫏䋧环┯ⱷ鶷鰝氳㓹篪ն注奃◇☕䄄亡
嫏鲹熨亡嫏⺎♔䬠냖㓹篪䋧环氳䷞曎僗䷞⬵鰇鲡簟☕⼥氳䄄⛼ꄈն
╙塝⺎⮵榫㏇ 6.4.3╈䢦䬠⮽氳⮇䄭䌋鴒馹䄄ꃾ꥘⮽氳丘䩺Ꙟ㵒┕鳮└熨┯ⱷ䋳䅻㏜俍阻

阞䇜㲓朆▽┯ⱷ䋳䅻压孾䌖䳫㞝㎂ 9.2䢦炐ն⪭╈ꃾ꥘嘗㐉╚金榫◇ꃾ꥘┯ⱷ硍簊氳鲡车丘䩺阪
篮嘗㐉╚金Ꙟ㵒┯ⱷ硍簊ⷧ⺒丘䩺鲽车阪篮♔䬠⹧车╙攑䏣丘䩺压孾嘗㐉╚金㵒塜㏇鲡车氳┯ⱷ硍簊
鲽车䋳䅻压孾ն
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㕃 9.2խ⚌⸉䒗䌢唬崵䒸乾霃雦㕃
压孾䌖䳫╈夷鼨⮇氳⛮Ⱶ耇╙
ⴔ䋒䒭鷅驶䊨Ⱘկ╚金╙ꃾ꥘䐭僜ⱷ┯ⱷ硍簊鲡车休榟䡗氳丘䩺ն䎎⯥䅻榫氳䋯嶏⮇䄭䌋鴒馹䄄

╙ Jaeger┚ Skywalking塝㛚 sidecar█⺎♔ꃾ꥘注䈒丘䩺ն篺鲋㵒孾陒硍簊鲽车氳ꃾ꥘㲓뀰注奃
⪭☽┼熨ꃾ꥘䄄Jaeger⺎藜⹧氳丘䩺㰅夀僄㛢耇㛫压孾氳䋳䅻㏜俍僄╋㳫抆縡Jaeger꧎金
㏇┯ⱷ硍簊氳嶏♏溞╈鲽车䬤勵㵒䋯⹠㍙꠼縡銨僗鰏䍠氳➈⪍䓪ն注⹛sidecar嘗䌋媆僗♏溞⽰ꜳ
⥽氳➈⪍䓪⛙鵠鲋⹛⺸♏杼䡽⹧孲ꄈ氳嘗䌋█⬀㲋▽㱚┘耇藜䐂╋㳫氳┕┖乄㞝 6.3.3氳鴒馹 API

隀榫⪩硍剨TraceID佭仰嫏藜䐂氳ն㞝⛰⮵榫➈⪍䓪催⛦氳ꃾ꥘䄄䷅꥘⮽氳丘䩺全㲓朆釙沲催㛢
㏜俍氳䋳䅻压孾☱꧎金䏭㛢⺵簘䄄⛼ն
侨䰘癃鷥♸侮ざ垷㗌կ塝嘗㐉╚金Ⱶ耇╙鲋帱䪨丘䩺꥘╈氳耫丘䩺♔⹖䬠⹧⭴⺎♔辑炐┯ⱷ硍簊

车╙氳丘䩺ն㏇䐭僜ⱷ┖⺎♔辑炐┯ⱷ硍簊车╙氳丘䩺╙ API隀榫⪩硍剨յ僜ⱷ⺳յ䳩⛼⺳յHTTP 

POST⹇丘璡ն
侨䰘雲絅垷㗌կ㵨것㚲杼⺵氳ⷧ⺒丘䩺⮵榫儬㰣▊䡝簊阞㰣氳亡嫏阪篮⭴┯ⱷ硍簊╈氳塜䅻车

╙䇜榟䡗┚┯ⱷ硍簊塜䅻车╙ⵯ鿥氳攑䏣丘䩺ն鲹ꄅ鲽车阪篮氳⩝뀰湳陃╙䡘♜阡╙┯ⱷ硍簊╈㛻
ꄈ㰇㏇氳车╙佭塜䅻车╙縡丘ꄈ䏭㵽氳车╙佭䋳䅻车╙ն㏇阪篮鲋爊╈꧎金劯䩺┥㳄湳陃㵒阪篮篾
冽氳压뀰┘亇隀丞阪篮嘗㑔氳⹇丘ն
唬崵䒸乾կ㵨┯ⱷ硍簊䎎⯥丘䩺┚攑䏣丘䩺䈑╈丘䩺鲽车压碠ⵯ鿥䇜⮵榫䈌⮜注⛎䓪阞畀璡亡嫏
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䤓⭴攑䏣丘䩺䈑╈┚䎎⯥车╙僄╙ⵯ鿥氳攑䏣丘䩺ն压孾䌖䳫꧎金㵨攑䏣丘䩺┚䎎⯥丘䩺氳注⛎䓪┚㓹
篪鲽车奃鰏萴奃鰏篾冽侁炐䎎⯥车╙┚塜䅻车╙氳䄑䋳㏇㓹篪꡿⯆葶㍴⫂⮟╙塜䅻车╙萴飃⭴㓹
篪꡿⯆葶㍴⮟⮮㲋╙䋳䅻车╙ն㵒◇㓹篪꺙⩝꧎金劯䩺┥㳄湳陃阻糌⺭杼氳⮤㡏㓹篪䇜劯䩺┘⺱
㏜俍䡝⮵榫仰沪涎嘗㑔舅车隀丞㓹篪䡝榺鲡簟☕⼥䣆ⲁ簟䥉㓹篪ն
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10.խ剪⸉緸呔㸝Ⰼ꣈䫡

剪⸉緸呔㸝Ⰼ꣈䫡
10
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剪⸉緸呔㸝Ⰼ꣈䫡

剪⸉緸呔㸝Ⰼ꣈䫡
10

㏇ 3.4荣╈䡘♜䄖篺䬠⭴▽僜ⱷ粠劲㰇㏇氳㱧⪓곽ꢣ儗荣䡘♜㵨♔ Istio╞❇╙㛻㳄☮篸僜ⱷ粠
劲氳㱧⪓ꡕ䥉鼨⮇ն
10.1.խIstioㄤ API緸Ⱒ⼸ず涸Ⰼ꬗꣈䫡

Istio氳ꡕ䥉䫣亨㛢佭㓹◇粠劲⫂鼨氳┱重孲ꄈ㵒◇僜ⱷ粠劲氳⶟⴮孲ꄈ縡銨Istioꃾ⹧氳鉯⬀
亡勆╙✳榫鱦籃♏杼 Ingress┚ Egress⮇⮷䫙留榫䢓䡝㛚槡僜ⱷ⮽僜ⱷ粠劲⫂鼨氳⪍ /⭴珇孲ꄈ
Ingress┚ Egress㲓⮟╙ Istio鼨糓氳┼╄ PodPod⫂鼨╙┉╄ Envoy♏杼⠺Ⲃ Envoy♏杼氳㱧⪓
Filter儬⯆⺎㏇┉㲋爊䈲┕㵒䕥䙬Web䷍⭵鲽车ꡕ䥉⛙朆僗氳 Envoy㱧⪓ Filter熨眷注㵒鰏㵽ꪫ
㵒㛄儷⹩⴬㏜俍┖氳Web䷍⭵☱抆仰嫏䈒㵒⺎车氳鉯⬀亡勆╙㏇僜ⱷ粠劲╯㛚鼨糓◌⸊榟 API粠⪩
⛮㞝┖㎂䢦炐

㕃 10.1խIstio♸ API緸Ⱒ絕ざ꣈䫡㕃
㏇㱧⪓Ⱶ耇┕◌⸊榟 API粠⪩⺎䬠❠⪓亡⛤氳㱧⪓ꡕ䥉❇㞝阼ꠋ䫝⯆յ阡阾䪧儹յ阾░留杼յ

儬孲ꄈ压孾յ丘䩺┺㜊ꡕ䥉յ랫氫⺳⶝꡿⯆յ䅻鈷Web䷍⭵璡璡㏇鲹◙僗䷞ꡕ䥉㓹滼┕僜ⱷ粠劲
氳⶟⴮孲ꄈ㱧⪓䐂⮽▽䫝⯆ն
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塝㛚院鉯⬀亡勆氳㞑㚲鲸㏇◇僜ⱷ粠劲⫂鼨氳┱重孲ꄈ仰꧎鵠鲋㛚鼨粠⪩㷄鲹劫⺎♔☳鱦籃⮽
珸憠鲽车┉珇䌋ꡕ䥉ն
10.2.խIstio♸WAF絕ざ涸帿䏞꣈䫡

WAF⛼╙┉堑䥠䐒䅻鈷WEB䷍⭵ⴎ䦮⯥鳮氳 API㣛羈氳╚孲㱧⪓◲⿁⺎♔僗䷞㵒Web孲
ꄈ鲽车岑䈲ꡕ䥉䇜┦꣮浔◌⸊榟⴬哮䒞氳俋⹖㎁⫂㛚㱧⪓ⷣら氳㳋⴬WAF◲⿁█㏇鲆鵮蛽㏐
儔全㳋⴬WAF┚僜ⱷ粠劲氳篾⺭㵨⚢㏇䏭㛻爊䈲┕䬠ⶍ䐭僜ⱷ㱧⪓ն
劯䩺鲤僿䄬㏜隀溿Signal Sciences[42]յFortiweb[43]յWallarm[44]յRadware[45] 鲹⭓㳄⪝⺚䄖僗

▽⺨舅氳㳋⴬ WAF鉯⬀亡勆ն⡬䐂嫱䙬氳佭 Signal Sciences ⪝⺚氳鉯⬀亡勆䶺䧏 WAF僜ⱷ┚
envoy䡝 Istio篾⺭⪭阻阞㞝㎂ 10.5䢦炐院亡勆╚金鲡榫⮽▽ Envoy氳 Filter儬⯆鵠鲋 External 

Authorization HTTP filter⺎♔㵨孲篺┯ⱷ㳋氳┱重 /⶟⴮⺸孲ꄈ䌖孲舘WAF㳋☳縡⺎ꡢ亇䕥䙬
陴姳⟊䥉▽䐭僜ⱷ氳㱧⪓ն

㕃 10.2 ✻⾲欰WAF♸ Istio絕ざ꣈䫡㕃

[42]մhttps://www.signalsciences.com/

[43]մhttps://www.fortinet.com/products/web-application-firewall/fortiweb

[44]մhttps://wallarm.com/

[45]մhttps://www.radware.com/
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塝亡勆䅠全氳㞑㚲佭㵒┯ⱷ⪍➈鰏㵸㲓朆鰏╙㳋佄յ┦㳋⴬WAF鈺嘗┘⚢꣮榫䢓┯ⱷ催䷊縡
催䷊ն⛙⺱休█僗┉◙䌃珸奃㞝꧎金⶝斻鼨糓㳋⴬WAFյEnvoy䌖孲嘗㐉氳䓪耇ꠋ겗յ䌖孲亡䌋
㵒WAF㚲杼氳䋞鳁璡齉佭꧎金縓诿氳ꠋ겗ն
⺁┉熨鉯⬀亡勆佭 Radware䬠⭴氳 Kubernetes WAF亡勆院亡勆㓹◇ Istio㲓朆⪭╈WAF逈䥷

⮇╙ Agent爊䈌⽰⺵珸僜ⱷ┼鼨⮇Agent爊䈌⛼╙ Sidecar㳋糌◇ Pod氳 Envoy㳋⽰┯ⱷ㳋ꠑ
院 Sidecar氳╚金⛼榫╙⻪ⲁ┉╄⹛⺸♏杼♔➘㵨㛚鼨陴姳♏杼舘 Pod㛚鼨氳WAF⺵珸僜ⱷ╈㞝
┖㎂䢦炐ն院㝄亡勆䅠全氳㞑㚲佭仰꧎⪩䑐㛚鼨陴姳㞝⛰饟榺舘 Podյ┚ Istio篾⺭氳杼䒞催䫙鲤◌⸊
榟⴬յ㲓朆▽♔⶝╄僜ⱷ╙睧䈲氳ꡕ䥉ն⛙⺱休█㰇㏇浔┉◙┘餉❇㞝孲ꄈ⮽鱳┯ⱷ㳋⯥篺ⷧ▽┼
饥鲹㏇㛻鈺嘗䇜⹠㏜俍┖⺎耇⚢䏆⿏䷞曎ն

㕃 10.3խWAF Sidecar⻊爙䠑㕃
10.3.խ㼭絕
僜ⱷ粠劲╙䐭僜ⱷ媪杼䅠全▽⚝ⲡ❇㞝꡹⛦♏溞繓⺭䈲յ㵨䈒榫㷄Ⱶ耇┖婡舘㓹滼阻亨㷄㵨㛄

儷♏溞☳䈒榫╈䥩熊璡⛙┉╄亍䤗儛氳陛榟█䑒㲋⛂꣮浔㱧⪓곽ꢣ僜ⱷ粠劲孲ꄈ㛢╙䐭僜ⱷ氳┱重
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4FSWFSMFTT㸝Ⰼ꣈䫡
11

⺸孲ꄈ㞝⛰ꡕ䥉僜ⱷꠑ氳鵠⟔㱧⪓յ丘䩺㱧⪓䡗╙▽䡘♜꧎金⪩嫱氳ꠋ겗ն
Istio㲓朆▽ꪫ⺸┱重⺸孲ꄈ氳㓹儗氳阡阾䪧儹⽰㱧⪓鵠⟔Ⱶ耇╙▽⟊阾丞╄僜ⱷ粠劲氳䈒榫㱧⪓

鲸䈒縓诿 Istio┚ API粠⪩յWAF璡㱧⪓儬⯆氳纭ⲁն
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11.խServerless㸝Ⰼ꣈䫡

4FSWFSMFTT㸝Ⰼ꣈䫡
11
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榺 3.5荣⫂㳋⺎♔洇⭴Serverlessꪫ║氳㣛羈╚金ⴎ⻡⭹丘氳♏溞庀嬼յ❤顽䈑庀嬼յ阼ꠋ䫝⯆յ
丘䩺㱧⪓⽰ Serverless氳䇖⺐額䢓鲹◑亡ꪫ黁╫Ꙟ㵒 Serverlessꡕ䥉䡘♜█䈒☳鲹◑憠⭴⹠┉┉鲽车
ꡕ䥉ն
11.1.խ䎾欽玐䎸➿瀦怩峯꣈䫡
䈒榫爊䈌♏溞庀嬼ꡕ䥉䈒䎎☳┼亡ꪫ縓诿┉佭㱧⪓籁溞◅佭✳榫舅ⲁ⴬压孾䄄ն
㸝Ⰼ綘瀦꧎金䋯⹠縖㚷㱧⪓籁溞氳耇ⱱն꺙⩝榺◇ Serverless⭹丘氳䣮车╙◄♭鉵⹠㍕塝Ꙟ

㵒┘⺱氳◄♭嶏䡘♜齉䈒院鈼╙┘⺎⟔ꃾ⹧◄♭氳氫⺳⶝儬⯆⺎♔㏇┉㲋爊䈲┕簾鉯庀嬼䷍⭵ն⫋
縖Ꙟ㵒⭹丘╈⺎耇㰇㏇꣰⻡㣛羈氳㰅瑞䡘♜꧎金㵒⪭鲽车籁溞❇㞝榫䢓⺳յ㳢溞յ乄♭⺳յ泘䎓璡ն
僄⺵⮊阭ⴅ㵨䷨䚊丘䩺鲽车漲籁溞նOWASP 篯篲䬠❠▽ Serverless氳 Top 10僄✞㲓饨 [46]⺎❠⹇縓ն
荈⸓⻊唬崵䊨Ⱘ佭✳榫ꪐ䒳♏溞压孾䄄䣴䬞⭹丘氳㱧⪓庀嬼┯槡奃鰏╚孲氳压孾䄄僗

AppScanյFortifyյBurp璡ն
11.2.խ䎾欽玐䎸⣜饆䎽怩峯꣈䫡
Ꙟ㵒❤顽䈑庀嬼氳ꡕ䥉僄波䫙氳亡嫏佭✳榫⹨⟔♳氳嶏鵠䅻䋯⹠縖⺎⹇縓㲇亡嶏鲽车┖鰉ն

Serverless䇖⺐╈◌ⷣら䬠❠氳鲡车休朅㗟注奃◇㲇亡注㵒帪⺵㞝冽⭹丘╈ⴎ⻡氳❤顽䈑鰏㵽⺎
㵒䈑乄♭鲽车㱧⪓뀰阾⺵⫋䌖⪍⭹丘╈㞝冽❤顽䈑鰏㛢⮟䏭㳋佄⚢⭴朆❤顽䈑撷儗⽰鲡车休撷儗┘
ⵯ鿥氳㏜俍㵒◇䋯⹠縖縡銨鵄╄⸼뀰阾冓⪭竴枍ն
╙▽催㞑㏐鉯⬀ Serverless⭹丘䌖⪍瑭└亡䈑庀嬼氳곽ꢣ┯槡鵠䅻ꃾ⹧鯻♭篯䡗⮇冫Software 

Composition AnalysisSCA䤗儛⪭⸊杼佭鵠鲋㵒朆僗䈒榫爊䈌╈✳榫氳䋯嶏❤顽걸鲽车簊阞
䇜⺱休⮇冫❤顽걸ꠑ氳⪩硍僄⺵䐂⭴❤顽걸氳䋯嶏阵⺎阾⹖⪭陣篱⟔䕜陣篱⟔䕜ⴎ䦮❤顽걸佭⻖㰇
㏇㱧⪓庀嬼յⴎ⻡庀嬼丘ꄈյ庀嬼┽ꄆ爊䈲璡ն僄篳 SCA⚢劯䩺鲹◙⯥䬠兣♭⮮㲋䈒榫爊䈌佭⻖⺎
♔簒簘鲡车ն泘⯥╚孲氳 SCA◲⿁僗 OWASP Dependency Check[47]յSonaType[48]յSnyk[49]յBunder 

[46]մhttps://owasp.org/www-project-serverless-top-10/
[47]մhttps://owasp.org/www-project-dependency-check/
[48]մhttps://www.sonatype.com/
[49]մhttps://snyk.io/
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Audit[50]⪭╈ SonaTypeյSnykյBunder Audit㏰╙䋯嶏걸泘ն
11.3.խ䎾欽玐䎸霄꡼䱽ⵖ
⚩簊氳阼ꠋ䫝⯆ꡕ䥉亡嫏㏇ Serverless┕█⺱劫鴠榫䡘♜⺎♔☳僄㵸攑儹⸊⮟յꣵ熊䓪鲹┼亡ꪫ

⭴⹠ն
僄㵸攑儹⸊⮟夷╄榫䢓⺆耇阼ꠋ䧗㲋顫嶏睧䈲飉篱䷍⭵ꪫ倽꨽氳飉㵽ն㏇ Serverless╈

鲡车⶝⩕╙┉╄╄⭹丘Serverless╈僄㵸攑儹⸊⮟鵠鲋◄⩝㲋╬┉篯僗阼ꠋ儹꡿氳鉉荈䇜顲◀⭹
丘┘⺱氳鉉荈☳縡㲓朆⭹丘㷄ꪫ氳阼ꠋ䫝⯆♔┖佭┉╄甏⶝氳 Lambda⭹丘鼨糓乄♭♏溞撴夀

 service:new-service
 provider:
 name:aws
 functions:
 func0:
 role:myCustRole0
 func1:
 role:myCustRole1

┕鳮♏溞撴夀㚜伺▽┼╄⭹丘 func0⽰ func1夷╄⭹丘齉顲◀▽攑㲋氳鉉荈夷╄鉉荈㏰ⴎ⻡㵒
⭹丘氳⛮阼ꠋ儹꡿ն
⭹丘ꣵ熊⭹丘ꠑ鲽车ꣵ熊⺎僗䷞꡹⛦㱧⪓곽ꢣնServerless╈䡘♜⺎鵠鲋鼨糓㛢篯⭹丘冘

䡗┉╄㱮丞氳䈒榫榺◇⪭╈夷╄⭹丘齉耇䬠❠㛻ꄈ氳鰟⪍嶏㍕塝䷍⭵縖㞝冽僗儹꡿阼ꠋ切┉╄
⭹丘┦䋯⹠縖媆僗㵒⭹丘鲽车僗䷞ꣵ熊黁╫䷍⭵縖█⺎⺱休阼ꠋ䈒榫╈氳⪭㱚⭹丘ն榺塝⺎鈷
㵨⭹丘⛼╙㱧⪓ꣵ熊鱦槡⺎♔漶⟊ⷊ✳┉篯⭹丘⹨⮽䷍⭵█┘⚢ⶍ篒╙丞⛮䈒榫氳媌ꣀն朆僗氳㛻㛢
FaaS䇖⺐䄖䬠❠▽⭹丘ꣵ熊儬⯆❇㞝 AWS Lambdaꃾ榫 EC2嘗㑔 [51]⽰ Firecracker嘗㑔 [52]儬⯆鲽车 

ꣵ熊ն

[50]մhttps://github.com/rubysec/bundler-audit
[51]մhttps://docs.aws.amazon.com/lambda/latest/dg/services-ec2.html  
[52]մhttps://firecracker-microvm.github.io/  
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11.4.խ䎾欽玐䎸侨䰘㸝Ⰼ꣈䫡
Serverless╈䡘♜阡╙䈒榫爊䈌氳丘䩺㱧⪓ꡕ䥉䈒䎎釙沲㱧⪓籁溞յ 㳢ꙻ留杼յ㱧⪓ⶖ阫└亡ꪫն

㱧⪓籁溞寘⹖䷨䚊⟔䕜籁溞㳢ꙻ留杼寘⹖㳢ꙻ氳㰇⤴┚催䩦㱧⪓ⶖ阫寘⹖⭹丘ꠑ丘䩺氳㱧⪓⚩鰟ն
㸝Ⰼ綘瀦
㏇䋯⹠朅㗟╈䋯⹠縖䅻䅻╙亡➘隀陒㵨┉◙䷨䚊⟔䕜⫞㏇仼䑪╈꣮浔┯ⱷ꧎姳㏐┘亇㘍㛢䋯

⹠縖㳋佄䑬阭㵨隀䌋⟔䕜鲽车⮧ꢝ☳縡䌖⹠䷨䚊⟔䕜媶꨽氳곽ꢣն催╙┽ꄆ氳佭鲹熨朆霅㏇榟◲朅㗟
╈█겐겐⭴朆❇㞝 python氳 oauthlib❤顽䈑傾逈鵠榫籬ꣀ⮜辑Common Weakness Enumeration 

CWE䧗⭴⻡僗耗䍐䓪곽ꢣ [53]⸊㍕佭⪭仼䑪乄♭╈⫞⪍▽䷨䚊⟔䕜♔┖╙塝❤顽䈑㵒䈒⻡僗곽ꢣ
氳♏溞

 ifnotrequest.grant_type=='password':
 raiseerrors.UnsupportedGrantTypeError(request=request)
 log.debug('Validatingusername%sandpassword%s.',request.username,request.password)
 ifnotself.request_validator.validate_user(request.username,request.password,request.client,request):
raiseerrors.InvalidGrantError('Invalidcredentialsgiven.',request=request)

♔┕⺎♔洇⭴䋯⹠縖㵨榫䢓⺳㳢溞阭䎓㏇▽ Debug仼䑪╈鲹佭ꪝ䅻⷇ꢣ氳ն
╙鹵⩦㱧⪓籁溞㵗舚丘䩺媶꨽氳곽ꢣ䡘♜䈒焔塛㵨䷨䚊⟔䕜㰇⤴舘嶏溞յ仼䑪⹖⭹丘鼨糓氳鿥糌

乄♭╈ն
㺙ꛬ盗椚
⪝僗◌ⷣら랸阡䬠❠注䈒氳ꡕ䥉亡勆❇㞝 AWS 氳 KMS[54]亡勆注奃◇✳榫䣆ⲁ鲽车㳢ꙻ留杼

㏇㳢ꙻ丘ꄈ鰏㛢休⺎耇⚢㵗舚겐竴⭴ꛯ✳榫KMS⺎舅车⮡䋧䇜鲽车ⱶ㳢㳢ꙻ留杼䳩⛼颯全催╙➘䪇ն
㸝Ⰼ⼸雳

[53]մhttps://cwe.mitre.org/data/definitions/532.html  
[54]մhttps://aws.amazon.com/cn/kms/  
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╙鹵⩦╈ꠑ☕䷍⭵⭹丘ꠑ鵠⟔䈒✳榫 TLSⶖ阫鲽车ⱶ㳢ն
11.5.խServerless䎂〵餖䨪㸝Ⰼ꣈䫡
Ꙟ㵒 DoW䷍⭵⪝僗◌ⷣら⺎鵠鲋䬠❠額⶝⼔閜儬⯆ [55]㞝 AWS䋯⹠縖⺎鵠鲋㏇ Lambda䫝⯆

⺐╙⭹丘隀榫겐䈲⽰⶝埠隀榫顠榫阻㲋ꠥ⡬鲽车⼔閜䡝縖█⺎䬠❠顫嶏꡿겜氳鿥糌ⷊ⭹丘⮽鱳┉㲋
Ⱌ儗丘㶩┘⫋鲽车䣲㷤䇜⺸䋯⹠縖┖⹠⼔閜鵠湳ն
11.6.խ㼭絕

Serverless氳顊♳⮕⮇⸊⮟✳⪭㱧⪓ꡕ䥉╚金纺扦◇㲙䢓珸篺琾縖隀溿┚⚩簊氳䈒榫㱧⪓注⺱
氳佭⪭ꡕ䥉䣆夀█鴠榫◇ Serverless几冘┘⺱氳佭 Serverless几冘㷄ꪫ䅠全氳亍㑔◌⸊榟┖氳䈒榫
㱧⪓㏜俍鲹㶩꧎金䡘♜鴠䈒◌阞畀嘗䌋氳⹩⴬┘亇㰣▊䔅篾亍㏜俍┖氳ꡕ䥉䣆嫏ն

[55]մhttps://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html  



✻⾲欰㸝Ⰼ䪮助䫣デ����

74

꬗ぢ倝㛇䒊涸✻⾲欰㸝Ⰼ

12.խ꬗ぢ倝㛇䒊涸✻⾲欰㸝Ⰼ

12
꬗ぢ倝㛇䒊涸✻⾲欰㸝Ⰼ



75

꬗ぢ倝㛇䒊涸✻⾲欰㸝Ⰼ

12
꬗ぢ倝㛇䒊涸✻⾲欰㸝Ⰼ

亍㓹䋧ⷊ亍㑔㓹滼阻亨䋧阻泘剝佭♔亍⹠㷤杼䒞╙䌖겅յ♔䤗儛⮡亍╙뀕ⲁյ♔⟔䕜粠簇╙㓹滼
ꪫ⺸냖顏ꄈ⹠㷤氳꧎金䣒鵲◲┯氳ⶍ篒յ踅⺭յ⮡亍氳㓹滼阻亨⛮硍ն╚金ⴎ䦮 5G㓹珇䋧阻յ攑냖ⷭյ
㒮ꡮ냖鵮ꚗ饟⽰㒮䄬鯴鷺◬鵠յ亍耇嶏婎鯲⩘榾勵յ㛻丘䩺╈䑐յ☕䄄保耇յ䄄┯◎纭粠┍㛻겅㓊ն
꧎金陱伺氳佭亍㓹䋧╈⮟佭擻杼䙬╬┕氳阻㚷⽰硍簊氳㓹滼阻亨縡儗乄╈䬠⮽氳㓹滼阻亨╚金

佭䋞簘◌阞畀╈氳 IaaS氳阻亨哮䒞ⷊ IT㓹滼阻亨ն
12.1.խ✻⾲欰⸔⸂⥌䜂㛇炄霃倶衅㖑
亍㓹䋧ⴎ䦮踅⺭㓹滼阻亨յ⟔䕜㓹滼阻亨♔⹖⮡亍㓹滼阻亨 [56]ն⪭╈⟔䕜㓹滼阻亨╚金䧗㓹◇

亍┉♏⟔䕜䤗儛庌⴬榟䡗氳㓹滼阻亨奃㞝♔ 5Gյ擻纭粠յ䄄┯◎纭粠յⶼ佔◎纭粠╙♏辑氳鵠⟔
粠簇㓹滼阻亨♔☕䄄保耇յ◌阞畀յ⵲㐉ꛔ璡╙♏辑氳亍䤗儛㓹滼阻亨♔丘䩺╈䑐յ保耇阞畀╈䑐
╙♏辑氳畀ⱱ㓹滼阻亨璡ն
㏇䎎⯥⟔䕜㓹滼阻亨╈仰橎♔ 5G╙♏辑氳┖┉♏鵠⟔粠簇踅⺭▽鵠⟔㓹滼阻亨յ亍䤗儛㓹滼阻

亨⽰畀ⱱ㓹滼阻亨鵠鲋 5G粠簇鳀䫙◌珸僜ⱷ⽰鱦籃阞畀僜ⱷ㲓朆▽☳仰㚲┘㏇氳粠簇鯸⺸仰㚲┘
㏇氳阞畀ն
┉╄䏭僗䙬䓙氳朆霅佭㏇丘䇗⯥┯槡阥阷㞝⛰㵨亍㑔粠簇䤗儛䈒榫◇ 5G粠簇休䎎休╚孲䤗儛佭

谑䦟⴬Virtualization䤗儛䢦♔僄孲车氳佭㓹◇ NFV氳籁䪷䤗儛⽰⮊撴䤗儛縡鲤䇗㳋璡䤗儛䄖
篺䡗捙5G注⪩硍簊䋯㡏鯸⺸◌⸊榟䤗儛ն
❇㞝㏇䏭㛢鱦籃阞畀䇖⺐齉ꃾ榫▽㳋䤗儛⽰籁䪷硍簊氳䤗儛饟篪ն䋯嶏鱦籃阞畀䇖⺐

KubeEdgeյOpenNess⽰ StarlingX㶩佭㓹◇㳋⽰ KubernetesꙞ㵒鱦籃阞畀氳㏜俍⢢▽篯♭⽰Ⱶ
耇䷊ⲁն㏇㎁⫂ꪫ⺸ 5G MEC氳鱦籃阞畀㏜俍╈╚孲氳ら榫鱦籃阞畀䇖⺐㞝ⶕ╙ FushionStage

㶩佭ꪫ⺸㳋朅㗟氳 CaaS䇖⺐䋯嶏氳鱦籃阞畀䇖⺐㞝榺ⶕ╙յ⟔鵠ꢚ璡⶝⛤⹠颯氳䋯嶏걸泘
EdgeGallery┘☢佭㳋鱦籃阞畀䇖⺐鲸䬠❠▽ꪫ⺸瑭└亡䈒榫氳榟䒳硍簊ն⺎鈷◌⸊榟䤗儛䄖
篺⪓ꪫ䈒榫◇ 5G鱦籃阞畀氳 IT㓹滼阻亨ն

5G劭䑐粠氳阻阞⠺ꈶ▽㛻ꄈ IT┯槡䡗捙氳䤗儛㞝⮊撴䤗儛㶩佭㓹◇ SDN⽰ NFV䤗儛㵒顫嶏⽰

[56]մhttp://www.bjnews.com.cn/news/2020/04/20/718855.html
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孲ꄈ鲽车ꣵ熊⽰僜ⱷ⚝⴬ն㏇䫝⯆䇖ꪫ劭䑐粠粠⩕ꃾ榫▽ SOAյ䐭僜ⱷ几冘璡杼䒞 [57]ն泘⯥䡘♜
䄖篺鈸㴕⮽僗◙䋯嶏⽰ら┯氳粠⩕ꃾ榫▽㳋䤗儛◬♀⽰鼨糓塝㛚粠⩕╯ꠑ氳◬◎佭㓹◇ RESTful 

API㍕縡夷╄粠⩕㶩⺎♔逈鈼╙┉╄䐭僜ⱷն鲹◙䤗儛㳋յ籁䪷⽰䐭僜ⱷ䤗儛氳 5G劭䑐粠粠⩕
㶩鴠榫◇儗乄氳⯥鳮㣛羈⽰곽ꢣ⮇冫♔⹖㱧⪓ꡕ䥉儬⯆ն
ꢝ▽ 5G粠簇╯㛚◌⸊榟䤗儛█⺱劫鴠榫◇䄄┯◎纭粠ն㞝 Rancher[58]璡 CaaSⷣら燠冓冘䋧ꪫ

⺸䄄┯◎纭粠 氳 PaaS 䇖⺐䇜┚鼨糓㏇䄄┯朆㏜ꡭ鲤氳鱦籃阞畀䇖⺐篾⺭䎬䡗簊┉յ㓹◇◌⸊榟氳
宿ꄈ丘䩺ꃾ꥘յ㲓休阞畀耇ⱱն
12.2.խ5G呍䗱緸㸝Ⰼ
㏇鲡蛈ら鵠⟔粠簇╈걽⺳䓙╬劭䑐粠佭⪭劭䑐䢦㏇█佭剝⬢氳鵠⟔䤗儛CT粠簇ն㏇ 5G

╯⯥氳鵠⟔粠簇╈劭䑐粠㓹儗┕齉佭㵟ꠊ氳鲡车氳鵠⟔ⶖ阫յ粠⩕┯ⱷ┚ IT朅㗟僗䏭㛻氳䄑䋳
㍕縡粠簇㱧⪓ⷣら䏭ꥈ僗䷞㏐㵒劭䑐粠粠⩕鲽车⪓ꪫ㱧⪓ꡕ䥉ն
抆縡5G休♏氳劭䑐粠⹠榟▽䄉㛻氳⹩⴬斻环几冘SA氳 5G劭䑐粠ⷊ 5GC俋鷥✳榫▽

粠簇Ⱶ耇谑䦟⴬NFV⽰鯻♭㲋╬粠簇SDN璡䤗儛ն☳ IT㓹滼阻亨氳鉉䈲洇5G劭䑐粠⺎♔鈼
╙ IaaS谑䦟⴬硍簊䡝 CaaS㳋䇖⺐⪭╈ 5G劭䑐粠粠⩕⮟㛢╙谑䦟儬䡝㳋氳䎬䒳ն攑⮷佭⮊撴䤗
儛氳䌖⪍⺵䫝⯆ꪫ⽰丘䩺ꪫ氳粠⩕齉꧎金劯䩺┯ⱷ䒍鵮յ䧝꧎鼨糓⽰隀丞㍕縡琾縖것阞㳋⴬氳粠
⩕⺎耇⚢飉全飉俋鷥縡┦☳阻阞┕夷╄ 5G劭䑐粠粠⩕氳Ⱶ耇斻环❇㞝 NEF顆顊粠簇Ⱶ耇䋯䷒յ
SMF顆顊⚢陚留杼璡㍕縡儔全 5G粠⩕䤕鰉氳僜ⱷ⺎耇㏇籁䪷䇖⺐氳䶺䱹┖♔䐭僜ⱷ氳嘗䌋䬠❠
5G䫝⯆ꪫ氳┯ⱷ僜ⱷն
䡘♜溿狓▽┼╄䋯嶏氳 5G劭䑐粠걸泘free5gc[59]⽰ open5gs[60]䫙┖全♔鲹┼╄걸泘♏辑⮇冫

5G劭䑐粠㱧⪓ꡕ䥉儬⯆ն

[57]մhttps://www.zte.com.cn/china/about/magazine/zte-technologies/2019/11-cn/4/2.html

[58]մhttps://www.infoq.cn/article/FuKmSWDKmvKTX5QCxQeG

[59]մhttps://www.free5gc.org/

[60]մhttps://open5gs.org
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㏇顫嶏㷄亡ꪫ┼╄ 5G劭䑐粠걸泘齉䶺䧏㳋籁䪷亡䌋鼨糓 [61][62]ն儗乄⢢▽┉◙㶍陒⺎⹠朆鲹
◙ 5G劭䑐粠硍簊㏰⺎♔鼨糓夷╄粠⩕⺎♔⶝╄㳋氳亡䌋留杼ն㍕縡⸊杼┕洇5G劭䑐粠㞝冽
♔㳋⽰籁䪷䤗儛鼨糓粠⩕⮟儗乄⯥鳮◌⸊榟㱧⪓ꡕ䥉儬⯆㏰⺎鴠榫◇顫嶏㷄ꪫ氳㱧⪓ꡕ䥉ն

㕃 12.1խfree5gc涸㺂㐼綘䱗鿈縭倰䒭
㏇僜ⱷ㷄亡ꪫ┕鳮┼╄䋯嶏氳 5G劭䑐粠╈夷眷粠⩕㏰♔斻环氳㳋鼨糓㵒㛚䬠❠䋯䷒僜ⱷն

㞝┖㎂㷤炐▽ open5gs氳粠⩕⮜辑夷╄粠⩕齉䬠❠▽⺨舅䐭僜ⱷ㎂ 12.3㷤炐▽留杼氳⯥珸䐭僜ⱷն

㕃 12.2խopen5gs涸緸⯋⴩邍

[61]մhttps://github.com/free5gc/free5gc#d-deploy-within-containers

[62]մhttps://github.com/open5gs/open5gs/tree/master/docker
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㕃 12.3խ盗椚⵸畮䗎剪⸉
䡘♜㶍陒㏇㳋粠簇╈䤴ⴎ鉯冫⺵⹠朆粠⩕僜ⱷ╯ꠑ氳◬◎㏰佭剝⬢氳RESTful/HTTPⶖ阫㍕縡

瑭 9珖╈注⪩氳◌⸊榟䈒榫氳┯ⱷ㱧⪓压孾亡嫏⺱劫鴠榫◇ 5G劭䑐粠氳┯ⱷ⮇冫ն䡘♜⺎♔⠺Ⲃ API

隀榫⹇丘⽰䈌⮜⮇冫㵒䐭僜ⱷ┯ⱷ鲽车㓹篪槇⥽☳縡㏇鲡车休⺎♔䧏簘沪䫝 5G劭䑐粠粠⩕氳┯ⱷ◬
◎⹖休⹠朆䋳䅻氳┯ⱷ陴姳ն

㕃 12.4խ呍䗱緸緸絞䫋⺫ⴔ區爙⢾
12.3.խ鴝続雦皾㸝Ⰼ
鱦籃阞畀佭㏇ꪣ鲤擻䡝丘䩺嶏㜍氳粠簇鱦籃❱踅⺭粠簇յ阞畀յ㰇⤴յ䈒榫劭䑐耇ⱱ氳⮇䄭䌋䋯

䷒䇖⺐ն꣮浔朆♏䄄┯⹖ 5G鵠⟔氳⹠㷤鱦籃阞畀䤗儛㵨䐂⮽䇯嫚䈒榫ն  

⯥鳮 KubeEdgeյOpenNESS⹖ StarlingX㏇⫂氳╚孲䋯嶏鱦籃阞畀䇖⺐㏰ꃾ榫▽◌⸊榟䤗儛饟篪
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㓹◇㳋⽰ Kubernetes╙⺨熨◌鱦꧎姳䬠❠鉯⬀亡勆ն┉亡ꪫ鲹⛮朆▽◌⸊榟䤗儛䇯嫚氳䈒榫㏜俍
鱦籃阞畀僗◌⸊榟愓孨յ냖䷞յ牔㲋氳攑䓪⺁┉亡ꪫ鲹䙬⽏浔◌⸊榟ꪫ║氳氳곽ꢣ█⚢㰇㏇◇鱦
籃阞畀朅㗟鱦籃阞畀舅骱攑憠█㵨䅠全亍氳㱧⪓䧪䡟ն 

簧⺭全洇鱦籃阞畀ꪫ║氳㱧⪓䧪䡟╚金僗♔┖⭓憠
餴彂「ꣳ┚⚩簊◌阞畀朅㗟┘⺱氳佭鱦籃阞畀朅㗟┖畀ⱱյ㰇⤴顫嶏鵠䅻鰏╙僗꡿⚩簊㱧⪓

ꡕ䥉鯻漲♭氳鼨糓⺎耇⚢⹨⮽꡿⯆ն
✻鴝䎂〵荈魧㸝Ⰼ䚍鱦籃┚◌珸⪦⺱⛼╙◌阞畀朅㗟氳篯䡗鼨⮇⺨舅䇖⺐硍簊舅骱㱧⪓䓪佭丞

╄◌阞畀朅㗟㱧⪓氳㓹滼⚩簊╚儬յ粠簇㱧⪓㣛羈☱抆㰇㏇ն
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